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Abstract

The General Data Protection Regulation (GDPR) replaced the old and bat‐
tered Data Protection Directive on 25 May 2018 after a long-drawn re‐
form. The rapidly evolving technological landscape will test the ability of
the GDPR to effectively achieve the goals of protecting personal data and
free movement of data. This thesis proposes a technological supplement to
achieve the goal of data protection as enshrined in the GDPR. The propos‐
al comes in the form of digital identity management platforms built on
blockchain technology. Such digital identity management platforms en‐
hance the personal autonomy and control of individuals over their identi‐
ties. This is important in light of heightened profiling activity. However,
the very structure of blockchain poses some significant challenges in
terms of compatibility with the GDPR. In light of these challenges, the
claim of GDPR being a technologically neutral legislation is analysed.
Further, the thesis attempts to assess compatibility issues of a blockchain
based digital identity management solution on the parameters of data pro‐
tection principles like accountability, data minimisation, control and data
protection by design in conjunction with the right to be forgotten and right
to data portability.
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Acronyms and Abbreviations

AmI Ambient Intelligence
Art Article
CJEU Court of Justice of the European Union
DIM Digital Identity Management
DPD Data Protection Directive 95/46/EC
ECHR European Convention on Human Rights
ECtHR European Court of Human Rights
ESOs European Standardisation Organisations
EU European Union
EUCFR European Union Charter of Fundamental Rights
GB Giga Byte
GDPR General Data Protection Regulation (EU) 2016/679
IP Internet Protocol
IoT Internet of Things
MIT Massachusetts Institute of Technology
TCP Transmission Control Protocol
WEF World Economic Forum
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