Jan-Hendrik Kuntze

The Abolishment
of the Right to Privacy?

The USA, Mass Surveillance
and the Spiral Model

=
=]
st
bt
1 H}



https://doi.org/10.5771/9783828867505

Jan-Hendrik Kuntze

The Abolishment
of the Right to Privacy?

216.73.216:108, am 15.01.2026, 23:56:49. © Urheberrechtlich geschitzter Inhat k.

‘mit, f0r oder in KI-Syster



https://doi.org/10.5771/9783828867505

21673.216:108, am 15.01.2026, 23:56:49. © nhatt.

‘mit, f0r oder in KI-Syster



https://doi.org/10.5771/9783828867505

Jan-Hendrik Kuntze

The Abolishment
of the Right to Privacy?

The USA, Mass Surveillance
and the Spiral Model

Tectum Verlag



https://doi.org/10.5771/9783828867505

Jan-Hendrik Kuntze

The Abolishment of the Right to Privacy? The USA, Mass Surveillance
and the Spiral Model

© Tectum — ein Verlag in der Nomos Verlagsgesellschaft, Baden-Baden 2018

eISBN: 978-3-8288-6750-5

(Dieser Titel ist zugleich als gedrucktes Werk unter der ISBN
978-3-8288-4034-8 im Tectum Verlag erschienen.)

Besuchen Sie uns im Internet
www.tectum-verlag.de

Bibliografische Informationen der Deutschen Nationalbibliothek

Die Deutsche Nationalbibliothek verzeichnet diese Publikation in der
Deutschen Nationalbibliografie; detaillierte bibliografische Angaben sind
im Internet iiber http://dnb.ddb.de abrufbar.

21673.216:108, am 15.01.2026, 23:56:49, © Utheberrechtlich geschtzter Inht 3
tersagt, ‘mit, f0r oder in Ki-Syster



https://doi.org/10.5771/9783828867505

List of Abbreviations

ACLU
AFSA
AFSS

Al

ASA
CAHDATA

CALEA

CCC
CHR

CIA

CoE
COINTELPRO
COMINT
DARPA
EDPS
EFF

EP

EPIC

EU

FAA

FBI
FISA
FISC
FTC
GPEN
HRC
IAO
ICC
ICCPR

American Civil Liberties Union

Armed Forces Security Agency

Air Force Security Service

Amnesty International

Army Security Agency

Council of Europe’s Ad Hoc Committee on Data
Protection

Communication Assistance for Law Enforcement
Act of 1994

Chaos Computer Club

Council of Europe’s Commissioner of Human
Rights

Central Intelligence Agency

Council of Europe

Counter Intelligence Program
Communications Intelligence

Defense Advanced Research Project Agency
European Data Protection Supervisor
Electronic Frontier Foundation

European Parliament

Electronic Privacy Information Center
European Union

Foreign Intelligence Surveillance Amendments
Act of 2008

Federal Bureau of Investigations

Foreign Intelligence Surveillance Act of 1978
Foreign Intelligence Surveillance Court
Federal Trade Commission

Global Privacy Enforcement Network

United Nations Human Rights Council
Information Awareness Office

International Criminal Court

International Covenant on Civil and Political
Rights

°
ot, m ‘mit, flir oder in Ki-Syster

216.72.216:106, am 15.01.2026, 23:56: 49,



https://doi.org/10.5771/9783828867505

List of Abbreviations

ICESCR

IDC

10
(INGO
ISP
LIBE

NSA
NSG
NSL
OECD

OPR
PAA
PCLOB
PPD
PSP
SRP
SSA
SIGINT
TIA
TSP
TTIP
UDHR
UN

Vi

International Covenant on Economic, Social and
Cultural Rights

Information Dominance Center

International Organization

(International) Non-Governmental Organization
Internet Service Provider

European Parliament’s Committee on Civil Liber-
ties, Justice and Home Affairs

National Security Agency

Naval Security Group

National Security Letter

Organization for Economic Co-Operation and
Development

Office of Professional Responsibility

Protect America Act of 2007

Privacy and Civil Liberties Oversight Board
Presidential Policy Directive

President’s Surveillance Program

United Nation’s Special Rapporteur on Privacy
Signal Security Agency

Signals Intelligence

Total Information Awareness Program

Terrorist Surveillance Program

Transatlantic Trade and Investment Partnership
Universal Declaration of Human Rights

United Nations

°
tersagt, m ‘mit, flir oder in Ki-Syster

216.72.216:106, am 15.01.2026, 23:56: 49,



https://doi.org/10.5771/9783828867505

Table of Contents

1o Introduction ..o 1
2. TheSpiralModel .............coovviiiiiiiiiii e 7
3. Norm Diffusion: How Privacy Became an International Norm ................. 13
3.1. Privacy as Social NOTM .....ovivvniiiiec e 14

3.2. Privacy as Juridical Norm..........cooviiiieiiiece e 18

3.3. Privacy as International Norm.............ccooeviiiiiiniiiini e 22

3.4. Cultural Differences: the USAandthe EU...........ccooviiiiiiiiiiiinss 33

4. Norm Regression: Surveillance and Privacy in US History ..................... 39
4.1. Surveillance, Security and Privacy............coevvvnveiiiniiiineiiieeeeii 39

4.2. From Roosevelt to the Church Committee...........cooviniiiiiiniininns 48

4.3. FromReagant0 9/17 ....uueinniii i 64

Ah AFEEIO/TT oo 72

4.5. Foreign SUrveillance...........coovvverineiie e 88
4.6. The USA and a Comprehensive Spiral Model ..............ccooeviiiiiiininnnnni. 93

5. Norm Defense: The Advocacy Process after Snowden.......................... 103
5.7, LIDEral SEAteS .vveie e 104

5.2. International Organizations................oeevunveiiineiiineriineeiieeeieees 110
5.2.1. United Nations.......c.ivniiniiii e 110

Vil

216.72.216:106, am 15.01.2026, 23:56: 49,

© Urhebermechtiich geschzter Inhalt.
tersagt, m ‘mit, flir oder in Ki-Syster



https://doi.org/10.5771/9783828867505

Table of Contents

5.2.2. EuropeanUnion...........coooiiiiii 115

5.2.3. Council of EUrOPE ....vvvivvniiie i 120

5.3. (International) Non-Governmental Organizations: Amnesty International...... 123

6. The US Response: Does the Spiral Model Work?................................. 129
7. Conclusion: Privacy—aDeadNorm?...................ccooeiiiiiiiniiinnnnnnnn, 137
Bibliography ..............oooiiiiiii 143

Vil

21673.216108, 23:56:49,

. © Urhebermechtiich geschutzter Inhalt.
tersagt, m ‘mit, flir oder in Ki-Syster



https://doi.org/10.5771/9783828867505

1. Introduction

More than four years ago, on June 5, 2013, the Guardian published the

first article revealing the surveillance of communications and Internet

usage of both American citizens and a huge number of people around

the world - conducted by the USA and their allies. The accusations

were based on documents published by whistleblower and National

Security Agency (NSA) intelligence analyst Edward Snowden (Green-
wald 2013 a). In the following months, further newspaper articles re-
vealed more details of what would become known as the NSA affair.
The disclosures turned out to be a violation of a human rights norm:

the right to privacy that is stated in Article 12 of the Universal Decla-
ration of Human Rights (UDHR).

This violation of the norm will be scrutinized in this book. First of
all, it will be a matter of interest how this norm violating behavior has
developed. Second, and according to the spiral model - a theory that
aims to explain the adoption of human rights norms by nation states -
a human rights advocacy network should be in place to punish the
norm violation and to push the norm violator back to a stage of rule-
consistent behavior. Whether this advocacy network was activated and
whether the main violator, the United States of America (USA), have
been influenced by this advocacy process will be another sphere of
interest. Thereby, this paper aims to contribute to the existing research
literature by developing a first draft of a model that is capable of ex-
plaining both the adoption and the denial of a norm by a nation state.

The compliance of states with international norms has attracted
the attention especially of political scientists for decades. Since the de-
colonization and the emergence of the European Union (EU), con-
structivism has established itself into the research field of international
relations. Specifically with regard to the acceptance of human rights
norms, constructivist scholars in the 1990s aimed to discover how
norms emerge in the international arena and how they achieve politi-
cal influence at the international and domestic level. The most promi-
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nent approaches to theorizing about the emergence of human rights
norms were made by Martha Finnemore and Kathryn Sikkink (1998),
who invented the life cycle of norms, and by Thomas Risse et al. (1999),
who crafted the spiral model. The life cycle is mainly based on the de-
velopment of normative argumentation to explain the international
emergence of a norm and consists of three steps. First, the norm
emerges by being advocated by so-called norm entrepreneurs; second,
due to a tipping point (war, crisis etc.) the norm cascades, which means
that it resonates with a large audience and the argumentation of norm
entrepreneurs convinces more and more people; finally, the norm is in-
ternalized and henceforth taken as a given. This means that the norm
will never be questioned anymore. Nevertheless, this does not mean
that the life cycle is inevitable: a norm does not necessarily have to
complete the life cycle (Finnemore & Sikkink 1998: 895ff.). However,
Antje Wiener (2014) developed a theory of contestation that was one of
the first attempts to theorize the objection to predominating norms.

The spiral model, on the other hand, tries to explain the domestic
adoption of an international norm and contextualizes the domestic ac-
knowledgement. The spiral model explains the variation of norm
adoption and the lack of progress. However, it does not explain how a
norm emerges in more general terms. The spiral model already presup-
poses the existence of a norm advocacy network that pressures a state
to comply with a norm. Meaning the norm has already cascaded at the
international level (Risse et al. 1999: 1ff.).

Apart from the differences between these two models, both have in
common that they are mainly based on rhetorical arrangements (nor-
mative argumentation) in social communities to explain the institu-
tionalization of a norm. They are the precondition for the establish-
ment of human rights norms. As Heller et al. (2012: 280 f.) emphasizes,
the public justification of state actions are not trivial. Instead, discur-
sive legitimization of state actions is necessary to secure and enlarge
the room to maneuver in the long run. In other words, a behavior that
violates a norm does not mean that the particular norm is not existent
anymore. To obtain a far-reaching acceptance of the behavior of a state
in the public as well as in the international arena, the behavior has to
be justified with normative arguments that are shared by most interna-
tional and domestic actors.
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However, in recent time, both the life cycle and the spiral model
have been criticized for having limitations. Both models assume that a
norm, after being internalized, will never be questioned. Hence, they
do not provide tools to explain the regression of norms. Furthermore,
it has been criticized that the work of constructivism had mainly con-
centrated on the distribution of good norms and had neglected bad
norms and negative ideas which can also drive the actions of states
(Liese 2009: 19; McKeown 2009: 6ff.; Heller et al. 2012: 281).

Thus, scholars started to remove the “teleological flavor” (McKe-
own 2009: 7) from the norm literature. This research focus was driven
by the counterterrorism policy of many Western states because
scholars observed a regression of human rights norms in discourse and
state actions due to the war on terror. Whereas Liese (2009) worked
out the details of argumentative norm contestation, Heller et al. (2012)
have shown that the life cycle of norms can also be employed to ex-
plain the rise of the security norm, which has interfered with human
rights norms since 9/11 and serves as a justification for counterterror-
ism policy. Besides this, the first to invent a theory of norm regress was
McKeown (2009). He explored the regression of the prohibition of tor-
ture using a reverse life cycle. In the first step, norm revisionists chal-
lenge an internalized norm. This is not necessarily to be done by dis-
cursive measures only but with the implementation of a practice vio-
lating the existing norm. This “secretive change in practice” (11) is ac-
companied by a legitimating discourse and “will leave the prescriptive
status of the norm intact” (11). However, this norm challenge can pro-
voke a reverse cascade in which the counter norm resonates, and the
arguments in favor of a norm challenge proliferate. According to McK-
eown (2009), the formerly internalized norm is weakened by the sole
action of public contestation, even if defenders of the norm are suc-
cessful in defending the norm against revisionists arguments in the
first place. Nonetheless, the resonance of the contesting norm will
grow over time. While the first stage of the reverse cascade happens in
domestic discourse, at the same time the standing of the norm is weak-
ened at the international level. Other actors anticipate the weakness of
the norm and are influenced by the discursive arguments of the norm
revisionists. In the very end, this can lead to the last step of norm
regress, the expiration of the norm (McKeown 2009: 111.).
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However, this concept is not exempt from criticism either. As
Heller et al. (2012) explains, the norm death series exhibit the weak-
ness of not being able to explain that “under ‘usual’ contestation pro-
cesses norms get only temporarily off balance and may ultimately lead
to the reaffirmation of the established norm. A number of global reac-
tions to US counterterrorism policy [...] might have limited the mo-
mentum of the ‘bad’ norm cascade” (283). Because this model fails to
represent the dynamics of discourse in societies, I argue that further
attempts have to be made to theorize about the process of norm
regress and how it interacts with the process of norm diffusion. This
book aims to make a contribution to this field.

On the following pages, the regression of the privacy norm is ex-
plored. This is done with the goal of testing the applicability of the spi-
ral model to the development of norm regression. The main question
to be explored is if the spiral model can be reversed similar to the life
cycle to explain the regression of a human rights norm.

Because privacy is a weak and less precise norm, it is beyond the
scope of this paper to analyze the contemporary condition of the pri-
vacy norm on the international level and in every part of the world.
Hence, and because the spiral model aims to explain the domestic be-
havior of a single state and not the process of the creation of a norm as
such, the norm regress should be exemplified in a case study on the
USA. As the NSA affair has exhibited, communications and informa-
tional privacy is not valued by the USA domestically and internation-
ally. Hence, this paper concentrates on the regression of communica-
tions and informational privacy in the USA. In addition, the USA is a
prime example because their surveillance activities are well explored.

As already mentioned by Heller et al. (2012: 278f.), surveillance
measures have increased specifically in the US and Europe based on
the counter norm that has been challenging human rights norms for
more than a decade: security. Nevertheless, in the case of the USA, one
must realize that the contestation of the privacy norm did not begin
with the 9/11 terror attacks in New York and Washington, D.C., but
with the domestic legal establishment of the norm in the 1930s. Tak-
ing this into account, this paper explores the development of surveil-
lance measures justified by security concerns and their influence on
the norm of privacy in the USA in the long run. At the end of this case
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study, a comprehensive spiral model is drafted that connects the pro-
cesses of norm diffusion and norm regression.

Albeit the spiral model aims to explain domestic behavior, the
NSA affair also has an international dimension. The evolution of global
communications and informational mass surveillance is also analyzed
briefly in this paper, and the capability of the spiral model to explain
this development is tested as well, although this is not the main focus
of this book.

As mentioned before, a connection has to be made between the
processes of norm regression and norm diffusion. Therefore, not only
the degradation of the norm privacy is explored in this paper but also
the advocacy process that follows the discovered norm violation con-
ducted by the USA in 2013. Because of that, the second research
question is whether an advocacy process for the privacy norm followed
the norm violation of the USA and if this advocacy process was able to
pressure the USA to rule-consistent behavior. In other words, is the
norm privacy in the process of dying, like it is occasionally portrayed
in the public (Kittlitz 2010), or not? The original spiral model is em-
ployed to highlight this issue. By doing this, the paper provides one of
the first theoretical approaches to characterize the responses to the
Snowden revelations.

This paper proceeds as follows to gain answers on both research
questions. In the second chapter the spiral model is exposed. Chapter
three describes the diffusion of the norm privacy, how it became an in-
ternational norm and how this norm can be defined. Subsequently,
chapter four details the case study on the USA; it explores the contesta-
tion of communications and informational privacy domestically (and,
in part, internationally). The chapter results in the development of a
first draft of a comprehensive spiral model that aims to explain both
the rise and regress of human rights norms. In the following, chapters
five and six analyze the reactions of selected privacy norm en-
trepreneurs to the Snowden revelations as well as the reaction of the
USA with the aid of the spiral model. Last but not least, a conclusion is
drawn in chapter seven.
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2. The Spiral Model

On the occasion of the fiftieth anniversary of the UDHR, scholars
Thomas Risse, Stephen Ropp, and Kathryn Sikkink published The Pow-
er of Human Rights (1999) whose centerpiece was the invention of the
spiral model. At that time, the upcoming and rising interests of
scholars in norm distribution helped to shape the book. The book
aimed to find out whether the principles stated in the UDHR effective-
ly changed the behavior of states, what were the causes and determi-
nants of this change and why these norms were implemented to a dif-
ferent degree by different countries. To explain these variations, they
proposed the spiral model. Due to some criticism, the scholars
launched a revised edition of the book named The Persistent Power of
Human Rights (2013), first published in 2011. The following statements
are based on the updated version (Risse et al. 2013: 5-25).

The model relies on the basic assumption that states act like indi-
viduals when it comes to norm diffusion. It presupposes that there is a
group’s (or society’s) collective understanding of an accepted behavior
(norms and values) and that this socializes the members of this society.
By this process of socialization, the group influences the member’s in-
terests, identity and behavior so that it is in line with the values accept-
ed by society. Hence, if a state wants to belong to the international so-
ciety of states, it will have to agree to the norms of this society and
have to adopt a rule-consistent behavior through the change of domes-
tic practices. According to the spiral model, this process of socializa-
tion can be compartmentalized into five single steps.

The first step is called repression and activation of the network.
Through national non-governmental organizations (NGOs) or opposi-
tion groups, information about human rights violations conducted by
a repressing state are sent to a transnational network (which are the
guards of the international human rights regime) consisting of interna-
tional organizations (IOs), international non-governmental organiza-
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tions (INGOs) and liberal (rule-consisting) states.! These norm-pro-
moting agents initiate an advocacy process in which the repressive
regime is confronted with this information, and a lobbying process is
set up to blame the repressive state. Hence, the repressing state is pres-
sured from above and from below, albeit the domestic opposition re-
mains relatively weak to this point because of possible repression by
the norm violating state.

Nevertheless, this evokes, second, a How dare you! reaction of the
repressive state showing an ongoing refusal to recognize the interna-
tional human rights norms. This phase is called denial. The transna-
tional network is strengthened by this denial of international norms
and will increase its effort to prove the violating state wrong. Addition-
ally, in most cases this step gives the opportunity to begin a conversa-
tion between the repressing state and the international society.

As a third step, in order to get rid of the criticism by IOs, INGOs
and liberal states, the repressive state will start to make factical conces-
sions. In most cases these are low cost concessions like showing greater
tolerance for demonstrations or releasing a few political prisoners. But
through these concessions inner advocacy groups can become stronger
and the pressure to meet expectations grows even stronger. As a result,
the boomerang effect eventuates.

Fourth, the effort by the transnational network begins to make a
dent and gives rise to a policy change (or, also possible, a regime
change). At the beginning, the repressive regime begins to sign rele-
vant international human rights treaties and start to build up and
strengthen domestic human rights groups, laws and institutions. With
these actions the state shows commitment to human rights norms.
This step is called prescriptive status.

1 This procedure is called boomerang effect or boomerang pattern. It was invented by
Keck and Sikkink (1998) and has been included in the spiral model. It describes the
process of NGOs bypassing “their states and directly search[ing] out international
allies to try to bring pressure on their states from outside. This is most obviously the
case in human rights campaigns. [...] issues where governments are inaccessible or
deaf to groups whose claims may nonetheless resonate elsewhere, international con-
tacts can amplify the demands of domestic groups, pry open space for new issues,
and then echo back these demands into the domestic arena” (Keck & Sikkink 1998:
12f).
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In the last step, the state changes its actual behavior to the point of
sustained compliance with international human rights norms and can
become a human rights advocate itself. This phase is named rule-
consistent behavior.

During all of these steps, there are four modes of social action that
the transnational advocacy network can carry out to enforce the devel-
opment of a repressive state into a state of rule-consistent behavior?
(Risse et al. 2013: 12ff.). First of all, coercion can be used to make a
state comply with a norm. Two ways are possible: military and legal
enforcement. Whereas military coercion is against the will of the re-
pressing state, the state subjugated itself voluntarily to a legal regime,
e.g., the International Criminal Court (ICC). The more legal regimes
that exist in order to enforce human right issues, the more legal mea-
sures will be applied in place of military force.

Second, changing incentives can change a state’s behavior. These in-
centives can be positive or negative. While negative incentives, like
sanctions, are used to punish non-compliance, positive incentives, like
foreign aid, can be used to encourage compliance.3

Persuasion and discourse are two other tools of enforcing human
right norms. Through arguing, persuasion and learning tactics the re-
pressing state may be convinced of the legitimacy of the norm. Also,
the process of naming and shaming falls into this category. An advan-
tage of this method is that it is probably one of the most sustainable.
On the other hand, a policy change by a repressing state is rarely based
on pure persuasion alone. This method is often combined with other
measures.

Last but not least, capacity building can also be used to enhance
human rights norms. This applies mainly to states that cannot exercise
full sovereignty over their territory (limited statehood). In this case, all
other tools are completely ineffective, because even if the repressive
state chose to support human right norms, it could not comply with
these norms (involuntary non-compliance).

2 The modes of social action have been extended in the revised approach. The original
framework employs mainly discursive measures.

3 The effectiveness of positive incentives is contentious. In one of the first empirical
studies on this topic, Nielsen and Simmons (2015) can find no evidence for rising
benefits after the ratification of human rights treaties.
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Furthermore, Risse et al. (2013: 16ff.) outlined certain scope con-
ditions under which compliance with human right norms is more like-
ly. This was done in the revised version due to the fact that the scholars
had to explain why big and powerful states, like China and the USA, in
addition to other states, still do not comply fully with human right
norms. These five scope conditions are: regime type, state capacity, rule
implementation, material vulnerability and social vulnerability.

First, it matters whether the relevant state is a democracy or not.
Non-democratic regimes are less likely to comply with human rights.
Second, it is an issue if the statehood is consolidated or limited. As
mentioned above, limited statehood can be one of the reasons why a
state does not implement certain norms. Third, a decentralized rule
implementation (which means that for an implementation of norms
and rules different, decentralized - often estranged - actors have to
come to an agreement) makes a rule-consistent behavior less likely.
Fourth, the vulnerability of a state to external and international pres-
sures influences the rule compliance (material vulnerability). This im-
plies that states with strong economic and military resources are less
vulnerable to certain rule enforcing measures. Fifth, a state’s social vul-
nerability matters. The bigger the state’s desire to be a member of the
international human rights society, the stronger the vulnerability to
discursive measures like naming and shaming. In addition, a counter-
discourse can be set by the repressing state to challenge the discursive
pressures (for example, in Asia and to a certain degree in the West it-
self).

In sum, the updated version of the spiral model matches today’s
occurrences much better. As Risse et al. (2013: 4) allow, the first ver-
sion was very positivistic and mainly driven by a discursive approach
based on the Habermas’s discourse theory. The modes of social action
were primarily based on persuasion of a non-complying state. With the
second, revised, version, the scholars also included realistic measures
to enforce compliance, like coercion and incentives, to the spiral model.
Furthermore, they equipped the framework with conditions that can
explain why the adoption of human right norms has stalled in some
cases.

Hence, the spiral model cannot only be used to explain the diffu-
sion of human rights norms. Using the revised version, the question
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why norm adoption in some cases comes to a standstill can be ex-
plained. But is this framework also appropriate for explaining the
derogation of a rule-consistent behavior? Sikkink (2013) performed
the first analysis by exploring the torture practices of the USA in
Guantanamo and elsewhere. According to her, the US violations of the
Convention against Torture were possible because the USA invoked a
counter discourse advocating the norm of security (Sikkink (2013)
calls it anti-terror norm). This new norm made the US government less
vulnerable because many parts of the US population as well as many
US allies accepted it. In addition to the lack of social vulnerability, she
holds that the material vulnerability of the USA is low as well. These
factors protected the USA from national and international pressure.
This is why the spiral model would not work. Nevertheless, she con-
cludes that the spiral model would not fit the US torture case com-
pletely, because “the spiral model suggests that a prescriptive status
phase of treaty ratification usually follows the state of tactical conces-
sions” (Sikkink 2013: 162) and not the other way around. However, she
did not think about amending the spiral model in a way to explain
these occurrences.

In this paper, another attempt shall be made to explain the deroga-
tion of a human rights norm, in this case privacy, with the spiral model.
In order to do so, the privacy norm has to be highlighted with the ob-
jective to determine what is meant by privacy. This topic will be dis-
cussed in the following chapter.
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3. Norm Diffusion: How Privacy Became an
International Norm

A vast number of attempts have been made to define privacy4. A mul-
titude of approaches show that it is impossible to define privacy
straight to the point. Although privacy is often seen as a vague con-
cept, it has become important all over the world (Solove 2008: 1f.).
Helen Nissenbaum (2010: 129ff.) tried to overcome the overtheoriza-
tion of privacy, using an approach of contextual integrity. She holds
that privacy is
a right to live in a world in which our expectations about the flow of per-
sonal information are, for the most part, met; expectations that are
shaped not only by force of habit and connection but a general confidence
in the mutual support these flows accord to key principles of social life,
including moral and political ones. [...] [This approach to privacy] builds
on the substantive thesis that more-or-less coherent, distinctive systems of
norms, which shape the contours of our expectations, evolve within the
distinctive contexts that make up the social. (Nissenbaum 2010: 231 f.)

This concept overcomes the traditional static frameworks of privacy,
which consist mainly of four popular concepts: the definition of priva-
cy in terms of non-interference, limited accessibility, informational
control and of intimate or sensitive aspects of persons’ life (Bygrave
2010: 170). One definition that considers all of these spheres has been
established by Beate Rdssler (2001). She classifies privacy into three
different spheres: decisional privacy (defense of room to maneuver and
decision against unwanted influence of others; similar to the non-in-
terference approach), informational privacy (to control the knowledge

4 It goes beyond the scope of this paper to illustrate every possible theoretical defini-
tion of privacy, and it is also not the target of this chapter to provide it. Good start-
ing points to get an overview of the theoretical approaches to privacy are provided
by Solove (2002 & 2008), Solove and Schwartz (2009: 39ff.) and Nissenbaum (2010:

671f., 8off.).
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of others about personal information of oneself; similar to the infor-
mational control approach), and local privacy (a physical place of re-
treat, e.g., the home; similar to the limited accessibility and sensitive
aspects approach) (Rossler 2001: 144ff.). As a matter of course, in view
of today’s technical development, the second sphere is the most impor-
tant dimension of privacy (Schiedermair 2012: 12) — especially in re-
gard to the Snowden revelations.

To view privacy as the control of personal information is an ap-
proach that has its roots in the era of upcoming data protection. The
founding father of this concept, Alan Westin (1970), frames privacy as
“the claim of individuals, groups, or institutions to determine for
themselves when, how and to what extent information about them is
communicated to others” (7). In a broader sense, the reference of ac-
cessibility is something very important to the definition of privacy,
which Altmann (1977) highlights, as he describes privacy as “the selec-
tive control of access to the self, [...] whereby people can make them-
selves accessible or inaccessible to others” (671f.). As a result, in this
paper privacy is defined as the control of access to the self and the flow
of personal information with regard to the contextual expectation of
privacy.

This is only a broad philosophical definition. However, this vague-
ness is necessary to cover the social change of what types of things are
expected to be private. Depending on the changing relationship be-
tween the individual and the state, the term privacy is fashioned by so-
cial transformation (Schiedermair 2012: 8). On the following pages, it
is important to take a closer look at the development of privacy as a
social norm, a juridical norm and an international norm.

3.1. Privacy as Social Norm
The roots of privacy as a norm of social life date back to antiquity and

can be found for the first time in history in old Jewish laws dating back
more than 2000 years> (Diffie & Landau 2012: 142). Early on, they em-

5 The etymological roots of the word privacy date back to antiquity as well. Already
the Latin term privatus means apart from the state (Ennockl 2014: 15). At the same
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phasized that the individual’s freedom to speak and act was already li-
mited if someone assumed, but did not know, that she was monitored

(Schmale & Tinnefeld 2014: 83). Within the musings of the first

philosophers of the Western world, the idea of privacy was present.
Aristotle drew a separating line between the public sphere, polis, and

the household, oikos. This distinction was adopted by the Romans,
who were among the first who differentiated between a ius publicum

and a ius privatum (which are the origins of contemporary public and

private law) (Schiedermair 2012: 24f%.).

But unlike contemporary views on privacy, the ancient concept of
privacy held that the place of freedom and self-fulfillment was the pub-
lic sphere and not the private one. The polis is the area where all citi-
zens manage the political matters of the society free and equal. It was
the place where citizens could develop their virtues and gain social
reputation. The assumption of a public office was considered as the
“perfection of human being” (Enndckl 2014: 16). On the contrary, the
household was the sphere of necessity, and people could only develop
to the full in the public sphere. This point of view - the private sphere
as burdensome, the public as something positive — has influenced
Western philosophy until today (Ennockl 2014: 16; Schiedermair 2012:
25).

The abstract concepts of privacy and publicity that had been held
in ancient times also influenced life in medieval times, although the
governmental system changed dramatically. The hierarchical structure
of the oikos was transferred to the political order. Hence, Schiedermair
rightly speaks of the “privatization of power” (2012: 29).6 Nevertheless,
the public sphere was diminished but not dead. At that time, the word
publicus described everything that was related to power, and it has sur-
vived in many forms, e.g., as persona publica (person who represents
the interests of society) (Schiedermair 2012: 28ff.). However, the an-
cient meaning of private as something that is not related to public is-
sues blurred, because public matters were handled in a private way

time, the Romans created the word publicus, which later on became the basis for the
term publicity, the counterpart of privacy (Schiedermair 2012: 27).

6 How important private relationships became, particularly with regard to the family,
can be seen in the formation of family arms at that time (Schiedermair 2012: 30).
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whereas public was still something related to the power of the
monarch.

The next big change in the denotation of the private and public
spheres came with the Renaissance. People changed their worldview
from a theocentric to an anthropocentric one; the individual was dis-
covered and became increasingly important. This development paved
the way for the contemporary understanding of privacy because it gave
rise to an appreciation of the private sphere that had never existed be-
fore.

The emergence of ways to express individuality increased in many
ways. Portraits and biographies became popular while chronicles were
being written for the first time. This was a trend that was not only ob-
served in Europe but also in China, Japan and in the Islamic world
(Schiedermair 2012: 31f.). On the spatial level, individualism was ex-
pressed through the establishment of rooms in houses. Lockable bed-
rooms and bathrooms were created, and individuals got their own
rooms. Whereas in the Middle Ages loneliness was only common dur-
ing prayers and was otherwise considered as detrimental, this point of
view changed in the late 17 century. In times of Enlightenment, this
new worldview continued to influence the everyday life of people.
Rooms were decorated with personal belongings and were seen as an
expression of the person who lived in that room. Self-reflection be-
came common and was practiced by keeping a journal, interpreting
dreams and confessing. In the 18" and 19 centuries, the blooming of
individuality was expressed by the use of prenames (Schiedermair
2012: 30ff.).

The significant historical events at that time were the French Revo-
lution and the Declaration of the Rights of Man and of the Citizen in
1789, which marked the birth of the idea of universal rights. The decla-
ration included, among others, the right to freedom (freedom of action)
and the freedom of religion. These rights, therefore, opposed the abso-
lutistic state, which wielded influence to every sphere of human life.
Although it would take another 100 years until the first approach to
the right to privacy was launched, the claims of the declaration’s rights
are not imaginable without a conceptual prerequisite of a private
sphere. To claim these rights implies a differentiation between a public
sphere, which is also the sphere of the state, and a private sphere,
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which belongs to the individual alone and precedes the state (Enndckl

2014: 181f; Schiedermair 2012: 34). This differentiation led to a new

development: The private sphere is now considered to be an individual

sphere. In medieval times, privacy could be pretty much associated

with family life, with its organizational structure transferred to the po-
litical order. After 1789, fundamental rights claimed to acknowledge a

sphere that belonged only to the individual. This idea was reflected in

many constitutions in the 19™ century. Although not one guaranteed a

right to privacy, they contained rights that we consider today as some-
thing included to the right to privacy. This applies to the householder ‘s

right and to the privacy of correspondence (letters)” (Enndckl 2014:

18).

Important for the further development of the term privacy is the
inversion of Aristotle’s paradigm. No longer was the public sphere the
place where the individual develops. The place for self-development
shifted to the private sphere. In England, privacy became a synonym
for a happy, middle-class way of life that is best, expressed by the
phrase my home is my castle. Furthermore, in Germany people also
turned towards privacy: Disappointed by the political developments
(Restauration), the Biedermeier age set in, and people experienced
happiness in their private spheres (Schiedermair 2012: 35f.).

While the origins of privacy are rooted in occidental philosophy
and European developments led to the individualization of privacy and
to the creation of privacy as the social norm we know today, the actual
right to privacy was invented in the USA, as the following section ex-
hibits.

7 The USA was not excluded from this development, either. In 1710, the British gov-
ernment established the first postal delivery system in the USA and, at the same
time, created the first privacy protection for letters: they were just allowed to be
opened with a permission of the secretary of state (at least in theory). After the in-
dependence of the USA, Congress adopted the first Postal Act that prohibited postal
officials to open mails. In 1825, Congress adopted the second Postal Act that gener-
ally prohibited prying into another person’s mail. Unfortunately, people did not fol-
low the law and in times of Civil War even government officials tried to open private
mail. In 1878, the Supreme Court ruled that a search warrant is necessary for the
government to open mail (Diffie & Landau 2007: 1441f.).
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3.2. Privacy as Juridical Norm

It took until the end of the 19" century for privacy to become a legal
norm. This was only possible through the previous developments,
which lead to the emergence of individuality leading the way.

In December 1890, Boston lawyers Samuel D. Warren and Louis
D. Brandeis published an article named The Right to Privacy. This mo-
ment is generally seen as the birth of a modern understanding of pri-
vacy and it is still considered to be “the most important article ever
written about privacy” (Solove & Schwartz 2009: 10). The changes of
social life in the USA paved the way for the development of the right to
privacy: an stupendously growing population including a fundamental
change of living conditions due to urbanization that resulted in a less
segregated life; technological developments including the invention of
photography and snap cameras, making it possible for any individual
to take pictures everywhere and at any time; and the proliferation of
newspapers, which became affordable for everyone and which led to
the evolution of the so-called yellow press that reported about famous
and rich peoples lives (Glancy 1979: 7ff.; Solove & Schwartz 2009:
10ff.).

Both Warren and Brandeis wanted to adapt the law to the modern
challenges. From their point of view, it was an old principle of com-
mon law “that the individual shall have full protection in person and in
property [...], but it has been found necessary from time to time to
define anew the exact nature and extent of such protection” (Warren &
Brandeis 1890: 1939). At that time, society was discussing the problem
of pictures being taken without the consent of the photographed peo-
ple and also the reporting of gossip and rumors in the newspapers
without the consent of the injured. The problem was that the law did
not provide any protection against this.

In the 19t century, one very common way of protecting ones pri-
vacy in the USA was to sue people for criminal libel.® But unfortunate-
ly for the claimant the courts accepted the truth as a defense against

8 At that time, libel was defined in the USA as “malicious defamations of any person
[...] made public by either printing, writing, signs, or pictures, in order to provoke
him to wrath, or expose him to public hatred, contempt, and ridicule” (Glancy 1979:
12).
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criminal libel. If the truth of the libel could be proven, then malicious
intent was disproven, which was necessary for the finding of criminal
libel. The opinion that everything that is true is also allowed to be said
and printed was also an argument made by many in the public debate
to defend the activity of the yellow press (Glancy 1979: 10ff.).

Therefore they invented the right to privacy that was based on the
right to be let alone, a phrase invented by the judge Thomas Cooley
(Glancy 1979: 3 f.). According to Warren and Brandeis, there had been
several problems with the state of the law. First, the law of libel would
deal only with damage to reputation regarding the external relations of
an individual, but it did not protect the injury of the individual’s own
feelings. There would be no remedy for mental suffering. Second, they
felt that the right to property should extend to happenings in the do-
mestic circle. Their argument is based on the - already present at that
time — existing protection of thoughts. No one could be forced to ex-
press his thoughts or sentiments. Also poems, letters and diary entries
would be protected, wholly independent of possessing the material (e.g.
paper) on which it is written (Warren & Brandeis 1890: 197ff.). This
right would only be lost if the author decided to publish his thoughts.
Hence, they concluded that

[...] the protection afforded to thoughts, sentiments, and emotions, ex-
pressed through the medium of writing or of the arts, so far as it consists
in preventing publication, is merely an instance of the enforcement of the
more general right of the individual to be let alone. [...] The principle
which protects personal writings and all other personal productions, not
against theft and physical appropriation, but against publication in any
form, is in reality not the principle of private property, but that of an invi-
olate personality. (Warren & Brandeis 1890: 205)

So they argued that this right of personality needed to be extended to

things happening in the domestic circle to adjust this right to contem-
porary times and claims of society. With it they hold that the individu-
al determines what is considered private, and hence they do not follow

previous approaches of determining privacy as something bound to

the local sphere (e.g., the home). By conceptualizing privacy as some-
thing that guarantees the inviolate personality, it calls for the individu-
al to define his own private sphere (Ennockl 2014: 20).

Hence, what Warren and Brandeis did was nothing more than
defining the common basis of present rights. This common principle is
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the right to privacy. They hold that the right to privacy is nothing more
than the foundation of all existing laws to prevent an intrusion into the
personality, which is part of the right to life. Now it had to be adjusted
to modern times:

The principle which protects personal writings and any other productions
of the intellect or of the emotions, is the right to privacy, and the law has
no new principle to formulate when it extends this protection to the per-
sonal appearance, sayings, acts, and to personal relation, domestic or oth-
erwise. (Warren &Brandeis 1890: 213)

With this invention of a legal theory for the right to privacy, they pro-
tected the social norm of privacy® from disappearing in a technological
world. For a very long time, privacy was a fact of life. Through techni-
cal developments, it was something that could hardly have been
achieved by individuals on their own from the 19 century on. In-
stead, privacy is now something controlled by societies (or govern-
ments, respectively) that can guarantee or deny this norm. Conse-
quently, we can observe the opposite trend during medieval times:
While the public sphere became privatized in the Middle Ages, the
public sphere was now trying to extend to private issues. Many people
perceived this as wrong, but there was no clear juridical concept that
could be employed in this situation. The existing concepts and causes
of action hit the wall and did not offer adequate protection of the pri-
vate sphere. With the approach that considers the right to privacy as a
part of the inviolate personality, Warren and Brandeis offered a way
out and both rescued the norm of privacy in a technological age and
transferred the social norm into a legal concept.

With this article, Warren and Brandeis activated a juridical debate
about the right to privacy, which was essential for the creation of a fun-
damental right to privacy in the UDHR more than half a century later
(Ennockl 2014: 20f.). However, the article did not have an immediate
influence on the actual jurisdiction (Prosser 1960: 384 f.). It took more
than a decade until the first court decisions, which acknowledged a

9 As a matter of course, Warren and Brandeis also provided limitations to the right to
privacy. According to them, this right could not be used to prohibit publications of
public interest; nor should it be used to prevent publications in public bodies (like
courts, municipal assemblies) (Warren & Brandeis 1890: 2141t.).
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right to privacy, could be found in the states of New York and Georgia
(Solove & Schwartz 2009: 26; Prosser 1960: 385).1°

As a matter of course, technological progress continued to chal-
lenge the right to privacy. In 1928, the first case was brought to the US
Supreme Court where the judges had to decide about the legality of
wiretapping. Ironically, Brandeis was one of the judges in this case in-
volving businessmen Roy Olmstead. To convict him of illegal liquor
distribution, federal agents wiretapped the phone line of his headquar-
ters. Later, those wiretap tapes played a crucial role in court. The mat-
ter of particular interest was whether those tapes could be valid in
court. They were obtained without a warrant, but a warrant was actual-
ly only necessary for entering into private homes or offices (as the
Fourth Amendment dictated). The Supreme Court ruled that the wire-
taps were legal without a warrant, but the judge Brandeis published a
dissent:*!

The protection guaranteed by the Amendments is much broader in scope.
[...] They recognized the significance of man’s spiritual nature, of his feel-
ings and his intellect. [...] They sought to protect Americans in their be-
liefs, their thoughts, their emotions and their sensations. [...] To protect
that right, every unjustifiable intrusion by the Government upon privacy
of the individual, whatever the means employed, must be deemed a viola-
tion of the Fourth Amendment. (Cited in Diffie & Landau 2007: 149 f.)

It took one more decade until the Supreme Court followed the argu-
mentation of Brandeis and ruled, in 1937, that wiretapping was illegal.
Further judgments confirmed this point of view (Diflie & Landau
2007: 150)!2,

10 An overview of the first privacy tort cases by Prosser (1960) epitomized the spread
of the judicial norm of privacy in the USA in a very good way.

11 With this decision the Supreme Court judged against the public opinion. Eaves-
dropping - although conducted for a law enforcement purpose — was not accepted
by most Americans. Even Republicans were concerned about this judgment. When
the philosopher Nicolas Murray Butler defended the Supreme Court’s decision at
the congress of the Republican Party, he was catcalled (Kammerer 2015: 30).

12 One of these judgements was Katz vs. United States in 1967, when the Supreme
Court ruled: “[A]n enclosed telephone booth is an area where, like a home, [...] a
person has a constitutionally protected reasonable expectation of privacy” (cited in
Mills 2015: 198 £.).

Even though the influence of the Warren and Brandeis article on the jurisdiction in
the USA is well examined in the research literature, this is, in the cold light of the
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Through the upcoming abilities to interfere with one’s privacy by
use of wiretapping, technical inventions also tried to secure man’s pri-
vacy among the juridical possibilities of resistance. At the beginning of
the 20th century, voice scramblers were introduced. Furthermore, the
upcoming World War II accelerated the development of the first bug
proof telephone, Sigsaly, by the US military in the 1940s. Unfortunate-
ly, it did not go a long way towards bettering the protection of ordinary
people’s privacy. It was so expensive that only two people in the world
could afford such devices: Roosevelt and Churchill (Diffie & Landau
2007: 61 f.; Weadon 2009).

All in all, one can observe that the 19 and the first half of the 20th
century were crucial to establishing a right to privacy. Thus, the social
norm of privacy was cast in the legislative mold. The next step of priva-
cy becoming an international norm including a human rights regime
that aims to protect this norm began after World War II.

3.3. Privacy as International Norm

Whereas the invention of the right to privacy occurred in the USA,
European countries mainly initiated the development of privacy as an
international norm, especially with regard to data protection.

At the very beginning, the cruel wrongdoings of Nazi Germany
and Stalinism brought to mind that in functioning democratic soci-
eties the citizens need a certain degree of freedom from the state
(Enndckl 2014: 20). That is why one of the very first targets of the
United Nations (UN) was the protection of human rights (Schieder-
mair 2012: 60). In 1946, a human rights commission was appointed,
headed by Eleanor Roosevelt, to develop an International Bill of Rights
composed of a legally unbinding UDHR and the two legally binding
covenants, the International Covenant on Economic, Social and Cultural
Rights (ICESCR) and the International Covenant on Civil and Political

day, not the case in Europe. How exactly the right to privacy made his way to Euro-
pe, is not explained in detail by contemporary research literature and remains an
academic void. The same applies to the question how, when and why the norm of
privacy was added to the claims made by human rights advocates. This has to be
the subject of further research.
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Rights (ICCPR) (Schiedermair 2012: 62). The right to privacy is also
covered by these international agreements and was established as a
fundamental right.

In the first draft of the UDHR, the right to privacy was already
mentioned. The June 1947 Human Rights Commission Draft states:
“The privacy of the home and of correspondence and respect for repu-
tation shall be protected by law” (cited in Glendon 2002: 283). While
the course of discussion first led to a close connection of the right to
privacy to the right to property and seizures, this connection became
loosened over time. That features the personal dimension of privacy to
a larger extent and detaches it from a material meaning (like a house).
Hence, Article 12 of the UDHR states: “No one shall be subjected to
arbitrary interference with his privacy, family, home or correspon-
dence, nor to attacks upon his honour and reputation. Everyone has
the right to the protection of the law against such interference or at-
tacks” (United Nations n.d.). As a matter of course, informational pri-
vacy is not mentioned by the UDHR. But the fact that the personal di-
mension of privacy was strengthened by this formulation makes to-
day’s privacy activists claim that the private sphere also covers the in-
formational dimension (Schiedermair 2012: 65). In any case, with that
development privacy became a fundamental human right (Solove
2008: 31.).

With the UDHR, the human rights were for the first time recog-
nized at the international level (Abu-Laban 2014: 422). The acknowl-
edgment specifically applies to the right to privacy. When the UN
General Assembly had a vote on the UDHR in 1948, it was proposed
to ballot for every article separately. The vote for Article 12 was unani-
mous (Schiedermair 2012: 66).

In 1966, the ICCPR was adopted. The right to privacy continued to
play a major role and was perpetuated in Article 17. During the dis-
cussion by the members of the human rights commission about the
protection of privacy, all agreed to the necessity of the enshrinement of
the right to privacy. This shows that all states generally agreed to the
protection of everyone’s privacy as a universal human right (Schieder-
mair 2012: 72 f.). Nevertheless, certain human rights can be derogated
in case of public emergency. This is in fact allowed by the ICCPR. Only
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the right to life and the right not be subjected to torture are indispens-
able (Chesterman 2011: 441.).

With the enshrining of privacy as a human right, this norm was
finally an international norm. From then on, IOs played a major role
in the conservation and the advancement of the norm of privacy. Most
notably, the UN, the Organization for Economic Co-Operation and
Development (OECD), the Council of Europe (CoE) and the EU
achieved the most to adopt the norm of privacy to further technologi-
cal developments — which challenged privacy enormously with the in-
vention of computers and the Internet.

In 1968, the participants of the International UN Conference on
Human Rights in Teheran already noticed that technological develop-
ment could have more than positive outcomes for human rights. Espe-
cially with regard to the respect for privacy and the protection of hu-
man personality, they recommended research on the implications of
technical developments on human rights. The UN General Assembly
reacted immediately and in the same year adopted resolution 2450,
which opines that the

General Assembly, [...] sharing the concern of the Conference that recent
scientific discoveries and technological advances [...] may [...] endanger
the rights and freedoms of individuals [...], invites the Secretary-General
to undertake [...] a study of the problems [...], in particular [regarding
the] respect for privacy of individuals [...]. (United Nations General As-
sembly 1968)

This was the first time that the UN General Assembly concerned itself
with the protection of privacy in the upcoming digital age'? (Schieder-
mair 2012: 120). Thereby, they followed the zeitgeist. Mainly, techno-
logical development at that time was characterized by three trends.
First, information was starting to be digitalized. Hence, more personal

13 In the sequel, the UN published many reports regarding this topic. One of the most
influential was the Study of the Relevant Guidelines in the Field of Computerized
Personal Files by Special Rapporteur Louis Joinet, which paved the way for the
Guidelines for the Regulation of Computerized Personal Data Files, adopted by the
UN in 1990. Those non-binding guidelines are one of the most important docu-
ments by the UN regarding privacy in the digital age. Albeit the intention was to
encourage member states lacking data protection laws to enact such laws, the influ-
ence of this guideline was limited compared to similar activities by other IOs (By-
grave 2010: 184 f.; Schiedermair 2012: 120ft.).
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information could be collected more easily. Second, the technical de-
vices got smaller (miniaturization), a process accompanied by decen-
tralization. Thus, the use of digitalized personal information was in-
creasing enormously, and it was also easier to obtain such information.
Third, networking made personal information accessible all over the
globe. Some of these characteristics had been inherent in the technical
development over time, but now these processes accelerated (Enndckl
2014: 71t.).

Finally, it was the invention of computers that brought privacy to
mind, starting with public discussions in the USA in the 1960 about
how personal information should be processed and how privacy could
be obtained under these new circumstances (Bygrave 2010: 167). The
offending object was the proposal for a centralized databank contain-
ing census data in the USA in 1966 (Bennett 1992: 46). Later, the cen-
ter of the question was the allocation of consumer credit and, subse-
quently, record keeping by government authorities, which was brought
up by the Watergate scandal (Rule 2014: 66). In the USA and in the
UK as well, study commissions were constituted to investigate what
outcomes those new developments would have and how the countries
should react to it (Regan 2014: 401). Thus, the same discussion that hit
the USA was also present in Europe (Bygrave 2010: 167), and an an-
swer was demanded, leading to the creation of data protection'# in the
1970s. Thus, the principles of privacy were transferred to the digital
sphere.'s

14 Data protection is a term whose origins go back to the German word Datenschutz.

It is mostly used in European countries whereas outside Europe scholars refer to
terms like protection of privacy, data privacy, or information privacy. In this paper, I
will employ the term data protection, unless I acknowledge that it has weaknesses
as well. On the one hand, data protection hides the actual interest at stake (which is
privacy), but, on the other hand, it allows a much better differentiation between the
informational and, e.g., the physical dimension of the term privacy.
Moreover, data protection cannot only be related to privacy. Most notably in the
Scandinavian discussion about privacy the insight arose that the demand for data
protection is not only determined by the interest in privacy. Also values, like a citi-
zen friendly administration, the proportionality of control and the rule of law can
call for data protection laws (Bygrave 2010: 166, 168f,, 172 f.).

15 In the academic discussion, data protection is viewed as the continuance of the so-
cial norm of privacy (Schmale 2014: 79f.). Nevertheless, contrary opinions still
find their way into newspapers, arguing that privacy was a very new phenomenon
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All states faced the occurrence of digital data procession, making
the responses converge to a certain degree, although national forces
contributed to local variations (Bennett 1992: 221ff.). This develop-
ment “made privacy erupt into a frontline issue around the world”
(Solove 2008: 4).

The history of data protection began in 1970, when the first data
protection law in the world was adopted in Wiesbaden, the capital of
the German federal state of Hesse'®. Many countries'” and German
states followed this approach and adopted similar laws and regulations
(Schwartz 2013: 1966). A few years later, in 1983, data protection was
granted the stance of a fundamental right by the German Federal Con-
stitutional Court. The court created the principle of informational self-
determination. According to the Constitutional Court, everyone has
the right to be in charge of the disclosure of personal information and
how one’s personal data is used in cases of disclosure (Garstka 2003:
48). With this principle, the right to privacy, the right to decide about
the access to the self, was carried forward to the digital sphere. Later,
the right to informational self-determination became a key principle in
the data protection approach of the EU and many European countries.

Because the emerging flow of data was not bound to borders, in-
ternational agreements were inevitable. Already in the late 1960, the
OECD held meetings and international conferences to tackle the prob-
lems the new international data flow implicated (Schiedermair 2012:
172 f.). The OECD first broke the ground in 1980 with her Guidelines
Governing the Protection of Privacy and Transborder Flows of Personal
Data, “the first international statement of essential information privacy

whose complete disappearance in a digital world would not really matter (Schariat-
madari 2015). As this chapter shows, this point of view is more than dubious.

16 At that time the initiation of a data protection law was seen as a step to protect
personal freedom. The then minister-president of Hessen, Albert Osswald, viewed
that law as a step to the next decade and as a necessity to defend the country
against developments imagined by the novelist George Orwell: “Die Orwellsche Vi-
sion des allwissenden Staates, der die intimsten Winkel menschlicher
Lebenssphire ausforscht, wird in unserem Land nicht Wirklichkeit werden” (Der
Spiegel 1971: 88).

17 Sweden (1973), Austria, Denmark, France and Norway (all 1978) adopted data
protection laws as well. The first federal German law regarding data protection was
adopted in 1977 (Schwartz 2013: 1969).
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principles” (Schwartz 2013: 1966). The guideline contains in their pref-
ace a statement concerning the human right to privacy minded to pre-
vent “violations of fundamental human rights, such as the unlawful
storage of personal data, the storage of inaccurate personal data, or the
abuse or unauthorized disclosure of such data” (Organization for Eco-
nomic Co-Operation and Development 1980), although one main fac-
tor for adopting the guidelines was the economic necessity of the free
flow of data (Schwartz 2013: 1971). To obtain this target, the individu-
al, according to the guideline, should have the right to obtain the infor-
mation from a data controller if information about this person has
been saved and what kind of information is saved. Furthermore, ev-
eryone should have the right to challenge this information and, if suc-
cessful, can be adamant that the data are deleted or modified. In addi-
tion to that, the data collection should have legal limits; also an ear-
marking should be established (Organization for Economic Co-Opera-
tion and Development 1980). Albeit these guidelines were non-bind-
ing, they influenced national legislation of OECD member states and
non-member states (Schwartz 2013: 1970; Schiedermair 2012: 151).
Just one year later, in 1981, the CoE launched the world’s first
legally binding guidelines on data protection. Contrary to the OECD,
whose approach is also based on an economic approach, the CoE
guidelines focus on human rights. This is due to the fact that the CoE
convention on data protection drew inspiration directly from the Euro-
pean Convention of Human Rights, which was adopted in 1950 by the
CoE shortly after its establishment. In Article 12, it entails a right to
privacy: “Everyone has the right to respect for his private and family
life, his home and his correspondence” (Council of Europe n.d.: 10).
Already in the late 1960 s the CoE recognized a potential threat to
human rights by automatic data processing. The CoE members initiat-
ed a study on adequate privacy protection in times of technological de-
velopment, which concluded that most of the national laws at that
time did not provide sufficient protection. Albeit the result of this were
two non-binding resolutions on data protection adopted by the CoE in
the 1970s, it was clear to many CoE experts that a binding interna-
tional agreement would be inevitable to achieve a satisfactory protec-
tion. A committee of experts on data processing was constituted that
would, in close cooperation with the OECD, work out a draft for a
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convention. After a revision of this draft, the council of ministers
adopted the Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data in January 1981 (Schiedermair
2012: 316ff; Ennockl 2014: 313fF). It contains a clear acknowledge-
ment to “everyone’s rights and fundamental freedoms, and in particu-
lar the right to the respect for privacy [...] recognising that it is neces-
sary to reconcile the fundamental values of the respect for privacy and
the free flow of information between peoples” (Council of Europe
1981).

The convention influenced the further developments of data pro-
tection considerably. On the one hand, it affected many countries
around the world (Schwartz 2013: 1967). This is not too surprising
considering the fact that experts from many countries - including the
USA, Canada, Japan and Australia — contributed to the expert com-
mittee, which finalized the draft of the convention (Schiedermair 2012:
318). On the other hand, this international agreement set five basic
principles that have shaped the European data protection until today.
First, personal data have to be obtained and processed in a lawful way.
Second, personal data should just be stored and used for the specific
purposes they were collected for. Third, they have to meet this pur-
pose. Fourth, the personal information has to be correct and up to date.
Furthermore, it should not be possible to identify the individual (data
owner) by this data longer than necessary (Ennockl 2014: 315).

In the 19905, a new major player entered the stage of data protec-
tion: the EU. This was a time of increasing economic activity between
EU member states accompanied by high demands for personal infor-
mation. To avoid damaging the economic prosperity with national reg-
ulations on data protection, the EU adopted a data protection directive
in 1995. The directive aimed to both ensure a high and equal level of
protection of “fundamental rights and freedoms of natural persons,
and in particular their right to privacy” (European Union 1995) in the
EU and to facilitate and enhance the flow of personal information be-
tween states. But this directive was not only groundbreaking for EU
members; its influence was considerable on the whole world because of
its extraterritorial approach: The directive prohibits data transfers to
states outside of the EU that have no adequate level of data protection.
“This restriction [...] reflects an underlying belief that personal infor-
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mation of EU citizens merits protection throughout the world and not
merely within the EU” (Schwartz 2013: 1973). It was the rise of a uni-
form legislation in terms of data protection not only in the EU but also
in the world, because other countries followed the EU approach and
not the path of the US (Schwartz 2013: 1979). This development
prompted Rule (2014) to speak of a “global ‘privacy club” (67) that
continues to increase membership figures: “Except in the United
States, national privacy codes establish not just a body of law and poli-
cy for institutional treatment of personal information, but also a na-
tional privacy commissioner and a small staff to uphold the law and
advocate privacy values in the public forum” (67).

While the EU adopted a civil liberties approach to handle the
problems of digitalization, the USA decided to choose another option
based on the accountability and responsibility of the data collecting or-
ganizations (see next part of this chapter; Regan 2014: 398). But as a
matter of course, also the USA should - theoretically - match the stan-
dards of European legislation to process personal information about
European citizens. That is why the USA and the EU started to negoti-
ate the Safe Harbor agreement in 1998. With it, not every member
state of the EU has to approve of the data flow to the USA, which
makes data transfer easier. Even though the EU had never officially
considered the US approach as insufficient, first doubts about the suffi-
cient data protection in the USA came up already in 1999. Although
the European Parliament rejected the agreement in a non-binding de-
cision, the European Commission adopted the arrangement (Schwartz
2013:1979fL). It took 15 years until the European Court of Justice de-
clared this agreement invalid in the light of the Snowden revelations
(Gibbs 2015).

The march of privacy through the IOs was considerably successful.
It was accompanied by the development of privacy (I)NGOs, although
the history of a modern approach to privacy seems to be quite elitist.
From the invention of the right to privacy by a Boston upper-class
lawyer to the spread of the norm of privacy in the 1960s and 19705
through the support of the concept of data protection by many aca-
demics, this perspective seems to be fairly true (Rule 2014: 66). Even
so, privacy has become a social movement in the last decades of the
20 century (Bennett 2011: 310f.). The same discussion that set the
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stage for IOs to enhance the norm of privacy was causal for the cre-
ation of a non-governmental movement for privacy (mainly through
NGOs)*® although their composition is far from the classical social
movements (Rule 2014: 66). First of all, there are just a few advocate
groups that are barely interested in privacy. Privacy International®?, the
Electronic Frontier Foundation (EFF)2° and the Electronic Privacy Infor-
mation Center (EPIC)?* are a few examples. Other groups that are in-
terested in the advocacy of privacy are civil rights and human rights
groups like the American Civil Liberties Union (ACLU) or Amnesty In-
ternational (AI). Furthermore, privacy has quite a long tradition in the
business of consumer protection groups. All of these different groups
have been somehow involved in Internet privacy issues.?> They are
considered to be the non-governmental privacy advocacy network. In

18 In general, that was the time of the development of human rights INGOs. In the
1970s and 19805, they spread enormously and diversified (Keck & Sikkink 1998:
8off.).

19 Founded in 1990, Privacy International was the first international human rights
organization dealing solely with privacy issues. In 1998, they launched the Big
Brother Awards, which are annually awarded to persons, organizations or com-
panies that invaded people’s privacy most. In February 2015, the London-based or-
ganization triumphed in court against the British intelligence agency GCHQ.
Thanks to this judgement, individuals can now learn if the GCHQ holds informa-
tion about them (Jansen 2015).

20 EFF is - according to self-description - the leading non-profit organization de-
fending civil liberties in the digital world. Launched in San Francisco in 1990, it
supports claimants in their efforts to try AT&T (telecommunication company) for
their involvement in NSA spying activities (Electronic Frontier Foundation n.d.a).

21 EPIC is a public interest research centre in Washington, D.C. Established in 1994,
it focuses on “emerging privacy and civil liberties issues and to protect privacy,
freedom of expression, and democratic values in the information age” (Electronic
Privacy Information Center n.d.). In 2014, they launched the Champion of Free-
dom Award, which is given to people or organizations that have safeguarded the
right to privacy (Electronic Privacy Information Center n.d.).

22 It is impossible - and beyond the scope of this chapter - to provide an entire list of
all privacy advocacy groups and their activities. But at least Bennett (2011) pro-
vides a list of the main actors in privacy advocacy worldwide. Furthermore, there
exist also other kinds of privacy protection that can hardly be studied scientifically.
One example is the everyday resistance. This term describes individuals who try to
beat or bypass surveillance systems in everyday life, which can be done for several
reasons and by several approaches. But because one main characterization of this
kind of movement is invisibility, it is hard to collect statistics on that. The main
problem is that these people are not organized in a broader network or agree to a
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the light of today’s surveillance activities by the USA, it seems ironical
that most advocacy groups sprouted in the US; they are also the most
well funded ones (Bennett 2011: 301ff.). Scientists also played a very
important role with regard to this movement. Through the invention
of the concept of public-key cryptography by Whitfield Diffie, Martin
Hellmann and Ralph Merkle in 1974, private, non-governmental en-
cryption was made possible (Diffie & Landau 2007: 68)23. From this
point on, hackers also played a key role in the privacy movement. One
example is the Chaos Computer Club (CCC), a German NGO with
more than 5,000 members, mainly hackers, which was founded in
1981; and by association Europe’s largest organization of hackers
(Chaos Computer Club n.d.).

All in all, the non-governmental privacy advocacy network has not
spread like other social movements. The main reason for this is a fram-
ing problem. First of all, privacy is a term that is not opposed by most
people. In some ways, everyone can agree with the statement that a
company or the state should not receive personal information that is
not of their businesses. Because the topic is less controversial than oth-
ers, there is no anti-movement (like, e.g., an anti-abortion movement).
This is why the term privacy is not able to create any sense of collective
identity. Furthermore, privacy is something that is of a highly contex-
tual nature. It is, thus, very subjective: If people want to exercise their
privacy rights or not, is to a very large part a subjective decision of an
individual, which is, lastly, situation-dependent. Moreover, there exists
no go-big-or-go-home decision relating to privacys; it is often balanced
against other interests like national security, safety or the efficient con-
duct of marketing. One last point why privacy fails to serve as the de-
terminant for a broad social movement is the absence of physical harm.
It is very difficult to make harm - originated in a lack of privacy - visi-

joint ideology and can therefore not be considered as belonging to a political
movement. Nevertheless, their effort for privacy should not be withheld in this pa-
per. Scholars expect anyhow that the space to carry out everyday resistance will get
more restricted and regulated in the future (Gilliom & Monahan 2014: 405ft.).

23 The OECD also acknowledged the usefulness of encryption and encouraged the
member states in 1997 to promote the use of cryptography to the end that it should
help to “ensure the security of data, and to protect privacy, in national and global
information and communications infrastructures, networks and systems” (Organi-
zation for Economic Co-Operation and Development 1997: 5).
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ble to the public (Bennett 2011: 311 f.). Nevertheless, on another occa-
sion, Bennett (2014: 418) holds that the privacy advocacy network will
be more recognized in the future. Because of intensifying interactions
in the network its visibility to the public should increase. Rules (2014),
too, concludes that “the privacy protection movement has given rise to
a still-unfolding global culture of concern over collection, sharing and
use of personal information” (66).

In recent years, the privacy advocacy network has been well aware
of possible threats to the right to privacy due to the progress of digital-
ization and potential surveillance practices. Hence, and because of the
mounting proliferation of the security norm after 9/11, advocates have
strengthened their effort to defend the right to privacy. First of all,
NGOs have continued their work on privacy issues. One example is
the Madrid Privacy Declaration, which was adopted in 2009 by a bulk
of NGOs to call on governments to adjust their privacy and data pro-
tection laws, taking into account the danger of contemporary surveil-
lance practices and possibilities (Bygrave 2010: 182).

The same is true of the IOs. The OECD revised their privacy
guidelines - originally adopted in 1980 - in 2013. One of the amend-
ments that the guideline notes is the following: “Exceptions to these
Guidelines, including those relating to national sovereignty, national
security and public policy (‘ordre public’), should be: a) as few as possi-
ble, and b) made known to the public” (Organization for Economic Co-
Operation and Development 2013: 14). Moreover, the OECD adopted
a recommendation concerning the enforcement of privacy laws in
2007 and a report about the implementation of these laws in 2011 (Or-
ganization for Economic Co-Operation and Development 2013:
127fF). They also initiated the Global Privacy Enforcement Network
(GPEN) in 2010, which has the function “to strengthen personal priva-
cy protections in this global context by assisting public authorities with
responsibilities for enforcing domestic privacy laws strengthen their
capacities for cross-border cooperation” (Global Privacy Enforcement
Network n.d.). Also the CoE revised the 1981 privacy guideline in
2001, again stating in the preamble that “with the increase in ex-
changes of personal data across national borders, it is necessary to en-
sure the effective protection of human rights and fundamental free-
doms, and in particular the right to privacy” (Council of Europe 2001).
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The EU is no exception and has also strengthened the enforcement of
privacy through the Charter of Fundamental Rights of the European
Union (European Union 2012). Not only the right to privacy was
adopted in this Charter, but also the right of the protection of personal
data was cast in a seperate article. Article 8 governs the following:

Everyone has the right to the protection of personal data concerning him
or her. Such data must be processed fairly for specified purposes and on
the basis of the consent of the person concerned or some other legitimate
basis laid down by law. Everyone has the right of access to data which has
been collected concerning him or her, and the right to have it rectified.
(European Union 2012)

As one can see, privacy became an international norm in the 20™ cen-
tury, accepted by all UN member states as a fundamental human right.
Until today, norm entrepreneurs have shown a considerable effort to
uphold the norm of privacy and to pressure states to comply with it.
Nevertheless — although the development of data protection pushed a
European approach to privacy issues around the world - there is no
consistent definition of privacy. As Zurawski (2015: 18ff.) notes, data
protection cannot be equated with privacy. Whereas data protection is
barely an expression of the power structure in a state (how the state
has to handle the data of its citizens), privacy is a normative concept
that is culturally different and that should be protected by data protec-
tion (Zurawski 2015: 18ff.). Even so, the understanding of privacy
shapes the data protection approach enormously. The EU approach,
for example, heavily underlies the self-determination approach that
was shaped by the German Federal Constitutional Court. The same is
true of the US, where a different understanding of privacy gave rise to
a different data protection regime. The following part of this chapter
will be devoted to these cultural nuances.

3.4. Cultural Differences: the USA and the EU

The right to privacy is mentioned in all regional human rights declara-
tions in the world, albeit they differ in definition (Schiedermair 2012:
100ft,; Bygrave 2010: 190ff.). This is an expression of the diversity of
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this norm.2+ This section will focus on the differences between the EU
and US approaches to privacy and data protection.

The US Constitution does not contain a right to privacy. However,
it states several rights that protect the private sphere. So, the First
Amendment contains the right to speak anonymously; the Third
Amendment includes the protection of the home; and the Fourth
Amendment protects people from warrantless and unreasonable
searches and seizers of their persons, homes and letters?s (Solove &
Schwartz 2009: 33 f.). The most important amendment with regard to
the right to privacy in communication issues is the Fourth Amend-
ment. The interpretation of privacy in the USA is strongly connected
to the sphere of the house. Hence, for everything that is not bound to
the home directly, a reasonable expectation of privacy has to exist. Ac-
cording to the legal interpretation of this right by the Supreme Court,
to determine if a government action violates the right to privacy that is
established by the Fourth Amendment, it has to be considered if the
individual objectively had a reasonable expectation that these things
were going to stay private (Kerr 2001: 5071t.).

24 In all societies, privacy has been a necessary condition for human beings. “It seems
that the ability to regulate interaction is necessary for individual and cultural sur-
vival, and unless people have figured out ways to control interaction, their status as
intact human beings can well be in jeopardy” (Altmann 1977: 82). But as a matter
of course, the degree of privacy of an individual has always been connected to the
culture or society he or she lives in. According to Altmann (1977: 72fF), the scale
reaches from cultures of minimal privacy (like the Mehinacu culture, the Javanese
culture or the culture of the Pygmies of Zaire) to cultures of maximal privacy (like
the Balinese culture or the culture of the Muslim Tuareg), but there exists no cul-
ture in which the possibility of privacy is completely denied.

Nonetheless, a few main trajectories seem to apply in general. One main trajectory
seems to apply to all countries: The more complex a society is, the bigger is the

concern for privacy. Moore (1984, cited in Bygrave 2010: 175) got to the heart of it:

“Privacy is minimal where technology and social organization are minimal” Fur-
thermore, the philosophical attitude of a society plays a decisive role. “Concern for

privacy tends to be high in societies espousing liberal ideals” (Bygrave 2010: 175).
Moreover, more and more countries have Europeanized legislative data protection

regimes, albeit their cultural concerns about privacy were actually limited (Bygrave

2010: 183).

25 In reference to the state constitutional laws, the constitutions of some states (Alas-
ka, California, and Florida) imply an explicit right to privacy (Solove & Schwartz
2009: 34).
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This approach is also observable when looking at the US data pro-
tection regime. Contrary to the European civil rights approach of data
protection, the US strategy is market-driven. This leads to a legal ap-
proach of data protection, which is sector-based instead of comprehen-
sive data protection legislation.

As far as the private sector is concerned, the US prefers a legisla-
tion that concentrates on the data holder and the type of data. It is not
unusual that the same personal information is governed by two differ-
ent privacy regimes depending on what kind of data holder holds the
information. For instance, the holding of medical information is liable
to one set of rules if the holder is a covered entity under the Health In-
formation Portability and Accountability Act, and to another set of
rules if the holder is a school (which is ruled by the Family Educational
Rights and Privacy Act). If individuals want to protect their personal
data, they need to be careful to what kind of holder the data is present-
ed.

While in the European Union citizens and consumers have a degree of
control over how data controllers manage discrete aspects of their identi-
ties, in the [...] [US] model individuals would have a (rather limited) de-
gree of choice over which [...] [identity provider] manages their informa-
tion, but not over how such information is managed. [...] [From an US
point of view,] it seems that users would [...] have the choice of which
third-party identity contractor controls their personal data, rather than
the enforceable rights granted to citizens of the European Union. (Holt &
Malcic 2015: 165ft.)

Other laws govern only certain types of data, e.g., the Video Privacy
Protection Act, which only applies to data that are recorded on video-
cassette tapes (Schwartz 2013: 1974 f.). Furthermore, the USA does not
prohibit data processing unless it is specifically illegalized. Contrary,
the EU forbids the use of data without a legal basis. This legal basis
contains eight principles, which have to be satisfied by every data hold-
er (approach of omnibus law instead of sectoral approach), no matter
wether they are private or public:

(1) limits on data collection, also termed data minimization; (2) the data
quality principle; and (3) notice, access, and correction rights for the indi-

26 One of the latest discussions about the different interpretations of privacy by
Americans and Germans has been conducted by Miller (2017).
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vidual; [...] (4) a processing of personal data made only pursuant to a le-
gal basis; (5) regulatory oversight by an independent data protection au-
thority; (6) enforcement mechanisms, including restrictions on data ex-
ports to countries that lack sufficient privacy protection; (7) limits on au-
tomated decisionmaking; and (8) additional protection for sensitive data.
(Schwartz 2013: 1976)

In the USA, data protection is subjected to just two general principles,
which can be found in many legislative acts: first, the concept of notice
of data processing practices and, second, the consent to this procession
by the affected party. These differences exist due to the fact that data
protection is - from the European point of view — part of the require-
ments to guarantee active citizen participation in a democratic state
whereas the USA does not hold this perspective. Furthermore, the
USA does not forbid the export of personal information to countries
without a certain degree of data protection. In addition to that, there is
no federal data protection agency. Suitable to a market-driven ap-
proach, the Federal Trade Commission (FTC) is responsible for the
oversight. The main tasks of this authority are consumer protection
and the establishment of fair practices in business, but the FTC is also
responsible for privacy protection. However, there are considerable
doubts as to whether the FTC can satisfy these requirements. One
main point of criticism is that the FTC has - with regard to data pro-
tection — no jurisdiction over all companies and that the financial
means of the FTC are not suflicient to guarantee comprehensive data
protection (Schwartz 2013: 1974ff,; Bygrave 2010: 172).

Nevertheless, there exists one legislative act that deals with privacy
issues in general: the Privacy Act. It was adopted in 1974 and prohibits
the disclosure of private and medical information held by federal agen-
cies.?” Furthermore, it gives individuals the right of access to this infor-
mation and the possibility to challenge these records. Only federal
agencies have to comply with these rules and they are not applicable to
private actors. Contrary to the EU approach, in the USA there exists

27 'The adoption of the Privacy Act was the result of a decade of intensive discussion.
The starting point was a proposal by the Social Science Research Center to create a
central government database in which all personal information about the citizens,
which are held by different government authorities, could be brought together
(Nissenbaum 2010: 93).
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no omnibus legislation regarding privacy (Stratford & Stradford 1998:
171f).

All in all, the USA prefers a model based on market conditions in-
stead of an omnibus legislation with comprehensive data protection.
However, the rest of the world follows the EU approach (Schwartz
2013: 1979). Well over 40 countries have already adopted data protec-
tion laws matching the European standard, and this number is increas-
ing steadily (Bygrave 2010: 188).

This evolution leads to the conclusion that the norm of privacy
spread through the process of digitalization because of the develop-
ment of data protection.?® Especially because of the EU’s effort, data
protection — and with it the protection of the private sphere — has be-
come an issue in international relations. Nevertheless, cultural differ-
ences are still in place and have to be considered when considering the
violations of the norm of privacy in the following chapter.

This chapter has shown that privacy can be considered as a funda-
mental human right. A comprehensive advocacy network is in place to
uphold this norm. Nevertheless, it is not a typical one. Privacy is a dy-
namic and weak human rights norm: What is considered to be private
changes over time and is dependent on the cultural as well as the situa-
tional context. Additionally, privacy rights can be reduced in cases of
emergency. Hence, the definition Nissenbaum (2010: 231f) men-
tioned at the outset of this chapter is the most exact definition of priva-
cy. This means that if we want to study how the norm of privacy is
challenged by another norm and if the norm of privacy is expiring, we
always have to consider what is covered by the norm of privacy in a
given context. Nevertheless, there exists one core principal of all ap-
proaches to privacy: the self-determined decision about the access to
the self, particularly to the (digital and analog) flow of personal infor-
mation. As a next step, the regress of this norm should be considered.

28 Even US intelligence services are included in this development. At least in theory,
they agree to the norms of privacy and data protection, although their business
often collides with these norms (Buckley 2014: 95ff.,, 101ft.).
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4. Norm Regression: Surveillance and Privacy in US
History

Like other human rights, the norm of privacy has also been in conflict
with counterterrorism measures in recent time (Heller et al. 2012:
2781.). The NSA surveillance activities that were disclosed by Edward
Snowden have been seen as the endpoint of this process for the mo-
ment. As it was argued with regard to the prohibition of torture (McK-
eown 2009), it is logical to assume that a norm regression has taken
place. This chapter aims to explain how this development has oc-
curred. It will explore whether the spiral model can help to explain this
norm regression. This should be done in a case study focusing on US
behavior with regard to mass surveillance procedures and privacy con-
cerns.

4.1. Surveillance, Security and Privacy

Ironically, surveillance is something that is said to be as old as the hu-
man need for privacy. As a human practice, the concept of surveillance
is already inherent in a mother’s practice of looking after her child. It is
an intrinsic feature of the human nature to care for each other. This is
why surveillance is claimed to be natural. This need of care automati-
cally results in monitoring the behavior of others. The surveillance of
others, therefore, is a normal process in social settings. The aim of
these monitoring processes is to nullify unaccepted behavior of mem-
bers of a social group (e.g., a family or a religious group). Especially
within religious beliefs, concepts of surveillance are embedded emi-
nently. The image of an omniscient and all-seeing God helps to ensure
rule consistent behavior (Goos et. al. 2015: 51 f.). “The concept of care
and protectionism also transcends to the level of the state when it as-
sumes the role of watching or surveilling its population, supposedly for
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its own good. This can take the form of surveillance for safety and na-
tional security” (Goos et al. 2015: 52).

State-led surveillance is not only a direct response to contempo-
rary terror threats. In fact, surveillance was inherent to the develop-
ment of the modern state. Since states have begun to raise taxes, per-
sonal information was needed. Due to this, officials started to inaugu-
rate censuses and to establish house numbers (and faced enormous
headwind by many people who were concerned about their privacy at
that time). At the time of political absolutism, monarchs already decid-
ed to establish identity cards to control inhabitants in specific situa-
tions. Beside the necessity of this information for tax collection,
surveillance was always justified with improving public security, in our
days called national security (Schmale & Tinnefeld 2014: 55ft.). This is
expressed in the evolution of the police in France and Britain as well as
the invention of biometrics and the fingerprinting and photographing
of offenders in the 19 century (Diffie & Landau 2007: 128; Agamben
2015: 7). An increase in administering public services and the creation
of welfare states led to a rising demand for personal information. This
is why today some scholars describe the modern bureaucracy as infoc-
racy (Goos et al. 2015: 54). Indeed, this process of increased public ad-
ministration normalized surveillance to some extent, “whereby citizens
are being increasingly and routinely required or encouraged to provide
information in exchange for access to services” (Goos et al. 2015: 54).

The establishment of electronic surveillance encouraged the in-
crease of bureaucratic structures. It was at the end of the 19™ century
when the first tabulating machines were invented. These machines
were necessary because of a dramatic increase of data sets during the
censuses: The count of the 1880 census in the USA took more than
seven years. Thanks to the first tabulating machines this interval could
be reduced to three years during the 1890 s US census. Until the 19605,
electronic-mechanic tabulating machines and punch cards remained
the primary way of information processing and were used by govern-
ment agencies and companies. But the invention of the first computer
in the 19405 challenged this process. In 1951, the US Bureau of the
Census acquired the first commercially marketed computer. This de-
velopment - in addition to the emergence of databases — made it easier
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and faster to analyze data for the purpose of surveillance (Goos et al.
2015: 55).

The 1960 and 1970 s can be considered as a time of general crisis.
From the end of colonialism via the Cold War and Vietnam War to the
beginning of the end of Fordist capitalism and the new threat through
communism regimes, these developments were responded to by terms
of surveillance. Specifically, the eagerness of the USA and the Soviet
Union to participate in the Cold War led to the invention of powerful
technologies to collect, store and process data. Hence, criminal records
and other state-led databases emerged (Goos et al. 2015: 55ff.). And
also “[i]ntelligence services augmented their capacities to monitor citi-
zens through the use of information technology for the surveillance
systems applied for national security” (Goos et al. 2015: 57). After the
9/11 terror attacks, surveillance practices increased. Although surveil-
lance had been increasingly accepted as a part of everyday life before
2001 (since the 19905 the term surveillance society took shape in pub-
lic discussion (Lyon 2015: 28)), heretofore it has become more obvious
(Goos et al. 2015: 71 1.).

Surveillance merely describes the process of information collection
in order to manage control (Lyon 2015: 3). Surveillance, thereby, cre-
ates a power structure between the controller and the surveilled person.
This power structure is always in support of the controller. This phe-
nomenon is of increasing importance in an information society, be-
cause more and more data emerge. But the bare process of informati-
zation of society and the collection of emerging data is not what chal-
lenges the norm of privacy. It is the normative argument that is
brought forward to implement surveillance (Zurawski 2015: 14£.).

First and foremost, security and surveillance are two different
things. Security is an even broader term than privacy. Only that much
is clear: Security describes a condition. What kind of condition that
can be, is dependent on the context. Hence, and unsurprisingly, securi-
ty can be connected to plenty of areas and can be defined in multiple
ways. By talking of security in this and the following chapters, a con-
ception of security is meant that consists in the protection of a state’s
population and infrastructure. This is the same understanding of secu-
rity that is held by security agencies (Zurawski 2015: 20).

41
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The connection of both security and surveillance resides in the us-
age of security as a rhetoric device to describe a condition that can on-
ly be achieved with surveillance measures. Hence, security can justify
the implementation of surveillance measures (Zurawski 2015: 22). By
the argumentative use of the term security, it can create a norm itself.
The following case study explores the influence of the norm of security
to the regress of the norm of privacy. While having taken a look at the
concept of the norm of privacy, we also need to briefly consider the
conception of the security norm as well as the contrast to the privacy
norm.

As mentioned above, given the rise of the Cold War and the
emerging intelligence capabilities of states, surveillance practices are
increasingly justified with national security. The term was shaped by
the National Security Act of 1947, which, among other things, created
the Central Intelligence Agency (CIA). Albeit the term was the name
of a legal act, the term was never defined?® (Theoharis 2011: 35 f.).

With the term of national security, the norm of security was con-
structed in a way that challenges the norm of privacy progressively.
Not only because the security norm had broadened since the 19505
(Daase & Rihlig 2016: 13 f,; Katzenstein 1996: 10f.) privacy was en-
countered, but also because this security norm is by definition a con-

29 One of the most exact attempts to confine this term can be found in the 1950s

when efforts failed to legalize wiretapping in Congress. Accordingly, national secu-
rity was delineated as acts encompassing “treason, sabotage, espionage, sedition,
sedition conspiracy, violation of the neutrality laws, violation of the Act requiring
the registration of agents of foreign principals, ... violation of the Act requiring the
registration of organizations carrying on certain activities within the United States
... [and] violation of the Atomic Energy Act of 1946” (US House 1953, cited in
Theoharis 2011: 35f.).
Although the term national security was never defined, government officials tried
from the 19505 on to introduce that term into the debate. With the upcoming and
ever more escalating Cold War, state officials wanted to ensure that sufficient ju-
ridical leeway existed to ensure the permissiveness of bugging and wiretapping
practices. Hence, they started to “theorize about a ‘national security’ exception to
the Fourth Amendment” (Atkinson 2015: 11). As an example, Herbert Brownell,
Eisenhower’s Attorney General, held that “in some instances the use of micro-
phone surveillance is the only possible way of uncovering the activities of espi-
onage agents, possible saboteurs, and subversive persons [thus] the national inter-
est requires that microphone surveillance be utilized by the Federal Bureau of In-
vestigation” (Brownell 1954, cited in Atkinson 2015: 11).
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tradiction to the norm of privacy. The theoretical foundation of the se-
curity norm is the Hobbesian thinking of a state. People have to give
up their freedom to gain security. Their unification creates the all-see-
ing Leviathan with God-like attributes protecting the people from the
state of nature. The threat of the bellum omnium contra omnes makes
the people create a state as a protection device (Schweidler 2014: 93;
Hempel et al. 2011: 7).

This thinking drives the justification of surveillance, which also
challenges the existing rule of law in liberal states (Opitz & Tellmann
2011). To govern, that means to ensure the security of people, visibility
is necessary. Monitoring is inevitable for the Leviathan to exercise
power, to create security. This kind of thinking counters the norm of
privacy fundamentally, because privacy rests on the idea of Kantian
autonomy. Privacy means the possibility of invisibility! The individual-
ly determined distribution of visibility is the expression of a liberal
state conception with emancipated individuals. Thus, according to
Warren and Brandeis, privacy means freedom, a freedom that is guar-
anteed by the absence of state interventions, by the right to be let alone.
The ideal of the privacy norm is to secure people from the state3°
(Haas 2014: 29 f;; Hempel et al. 2011: 12 f.).

The development of globalization as well as the consequently
emerging risk society, a term shaped by Ulrich Beck (1986), enhanced
the security norm immensely. The emergence of a pre-crime society is
the result of the will to avoid risks of the future. As a result of the ideal
of precaution, more and more data are collected and shared interna-
tionally with the aim to foresee future risks; the collection activities of
the NSA and the sharing of information with other agencies, disclosed
by Snowden, are examples. Although there is no reliable evidence that
the underlying assumption - more data, better prevention - is true, the
alleged effectiveness of surveillance measures is an important argu-
ment in the public debate in favor of enhanced surveillance authorities
of the state (Hegemann & Kahl 2016). This makes sense with regard to
the Hobbesian theory, which is first and foremost a state concept of en-

30 This does not mean that the norm of privacy is in general incompatible with the
Hobbesian state conception. Indeed, in a liberal state conception individuals rely
also on state interventions, but interventions that secure their privacy (Hempel et
al. 2011:12).
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lightenment and rationality (Hempel et al. 2011: 7). Hobbes created
one of the first state theories that does not rely on transcendental argu-
ments; the creation of the Leviathan is driven by the rational choice of
the people. Hence, the justification of measures to create visibility has
to rely on rational arguments.

Krasmann (2011) has shown that these developments do not nec-
essarily end in the classical conception of a repressive surveillance state.
Instead, security measures including the collection of personal data
without probable cause are increasingly accepted. This is considered to
be a change of the norm: Non-action is seen as too risky, permanent
collection and the enduring search for risks are considered to be logi-
cal (Hegemann & Kahl 2016: 202). NSA chief Keith Alexander gave an
example of this point of view when he expressed that, instead of find-
ing the needle in the haystack, “let’s collect the whole haystack. Collect
it all, tag it, store it... And whatever it is you want, you go searching for
it” (cited in Nakashima & Warrick 2013).

The implementation of new surveillance tools is often justified in
reference to an impending threat and the resulting necessity. Privacy
concerns are often swept aside by putting security and liberty (or pri-
vacy, respectively) in the metaphor of a balance and by arguing that
the necessity outweighed privacy, especially in cases of counterterror-
ism policy. Although the struggle for the correct balance between these
two values is often conceived as age-old, President Truman made the
first reference in 1951 when he designated Admiral Nimitz to head a
presidential commission on secrecy by asking him to “seek the wisest
balance that can be struck between security and freedom” (cited in
Cullather 2015: 21). Such a commission was necessary after govern-
ment programs had been revealed with the aim to secure the loyalty of
civil servants in the McCarthy era and during the war against Commu-
nism (Cullather 2015: 21 f.) Although this metaphor suggests that both
security and privacy interests should equally be acknowledged, this is
not as obvious as it seems. Indeed, this metaphor is problematic be-
cause it takes security and liberty as a zero sum game. Thereby, it fol-
lows the Hobbesian roots, whereupon 100 percent security is only pos-
sible by giving up 100 percent of one’s liberty. And the maximum
amount of liberty is only possible without any security. Furthermore,
in practice this balance mostly contains the security interests of the
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majority and the civil liberties of a few, which results in tipping the
balance in favor of security. Additionally, whereas liberty is a present
interest, security is a norm bound to future uncertainties. From the
standpoint of the security norm, it is always more favorable to avoid
future uncertainties instead of keeping present interests (Zedner 2009:
1351%).

The balance metaphor is one main argumentative figure to en-
counter human rights norms. It aims to redefine the scope of a norm
and to justify its violation or non-applicability. Especially in the follow-
ing two chapters, this kind of argumentation is of importance.

Surveillance3* is the collection of information in order to manage
control (Lyon 2015: 3). For the purpose of this paper, surveillance is
defined as the routine control of human beings or their devices with
the intention to protect, understand, ensure entitlement, control or in-
fluence groups or individuals (Lyon 2015: 3). This kind of surveillance
can be done in two ways: personal surveillance and mass surveillance.
Clarke (1988) defines both as follows:

Personal surveillance is the surveillance of an identified person. In gener-
al, a specific reason exists for the investigation or monitoring. Mass
surveillance is the surveillance of groups of people, usually large groups.
In general, the reason for investigation or monitoring is to identify indi-
viduals who belong to some particular class of interest to the surveillance
organization. (Clarke 1988: 499)

31 Contrary to the field of privacy, the concept of surveillance is highly undertheo-
rized. The main concept to theorize surveillance has been the panopticism Michel
Foucault invented in the 1970s. His work was crucial to initiate the emergence of
surveillance studies (Lyon et. al. 2014: 4f.). Unfortunately, scholars have lacked to
emancipate and failed to develop new convincing approaches to theorize surveil-
lance. The first scholars that criticized the supremacy of the panopticon model
were Haggerty and Ericson (2000). They questioned if this concept was still useful
to understand modern surveillance in all possible aspects. It is also queried by eco-
nomics, as they see multiple aspects of surveillance conducted by more than one
actor as well as individuals shifting between being the controller and being con-
trolled (Brivot & Gendron 2011). Horowitz (2017) voiced similar criticism. That is
why some scholars avoid the term surveillance. Instead, they use new terms like
monitoring and tracking. This should avoid the automatic conjecture that surveil-
lance was performed from above, “as subjects of surveillance are monitored by
those in authority or more powerful than them” (Nissenbaum 2010: 22).

45
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Personal surveillance does not contradict the norm of privacy general-
ly, because it is targeted. Especially in modern democracies, the need
for law enforcement and the human right to privacy are balanced: A
court warrant is needed for the intrusion of the private sphere of an
individual. Mass surveillance, also called dragnet surveillance, is not
possible without violating the norm of privacy in general. This is why I
am going to concentrate on the development of mass surveillance in
this chapter.

It is beyond the scope of this paper to consider every possible kind
of mass surveillance. This is why one special approach should be con-
sidered. “One of the classical approaches to surveillance is the eaves-
dropping of communication and interaction between citizens, origi-
nally over the telephone network, but more recently also over the In-
ternet” (Goos et al. 2015: 57). In this chapter, I will concentrate on this
approach of surveillance, because it is specific enough to guarantee ef-
ficient research, and it was conducted over a long period in history,
which guarantees an insight into the development of mass surveillance
and privacy. Other, newer forms of mass surveillance, like the surveil-
lance of public places by cameras (CCTV) or surveillance measures at
airports, will not be considered in order to reduce the scope of mass
surveillance measures I am going to talk about.

This approach is also in line with the definition of privacy in the
previous chapter. According to rulings by the Supreme Court (in
1937), there exists a reasonable expectation of privacy regarding the
content of phone calls. Also, the collection of metadata is considered to
be a breach of the norm of privacy. Although the Supreme Court had
ruled as recently as 2010 and 201532 about the unlawfulness of meta-
data collection, this judgment was anticipated by state officials as soon
as the metadata collection came up in the 1990, as I will show below.

Since this chapter explores the surveillance of communications
and interactions of citizens conducted by a state, this chapter will
mainly focus on the policy of intelligence activities, because most often
they are the state organizations that are best skilled to conduct mass

32 United States v. Warshak as well as ACLU v. Clapper are the respective court rul-
ings.
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surveillance. This chiefly includes two areas of intelligence: communi-
cations intelligence (COMINT) and signals intelligence (SIGINT)33.

Hence, in this case study we will explore the policy of mass surveil-
lance conducted by the USA - mainly by the Federal Bureau of Investi-
gations (FBI), the CIA and the NSA - through the use of COMINT
and SIGINT, that aim to monitor the communications and interactions
of US citizens as well as, in the last part of the chapter, foreigners. I will
not only concentrate on the activities of intelligence agencies but also
on the normative justification of these procedures by politicians and
officials as well as on the legislation regarding surveillance practices by
intelligence agencies.

The focus on domestic surveillance is necessary, because general
surveillance practices are commonly conducted by states.3# Since the
emergence of the first multiethnic states, state leaders have made their
officials engage in surveillance in order to learn the attitudes and plans

33 COMINT, defined as extracting information from communications, is the oldest
way of state agencies to intercept one’s privacy. The steady migration of communi-
cation from older, less accessible medias to new and more accessible ways of com-
municating has made signals intelligence (SIGINT, which means “the information
obtained by analyzing signals emitted by a target” (Diffie & Landau 2007: 93)) very
important to COMINT. The huge accessibility of communications in these days
makes experts speaking of “a golden age” of COMINT (Diffie & Landau 2007:
104). This unfortunately very often leads to a confusion of SIGINT and COMINT
or to the constellation that one might think SIGINT was another term for
COMINT. But this is wrong, since there are other areas of SIGINT that are not re-
lated to COMINT, e.g. radar intelligence, telemetry intelligence and emissions in-
telligence. Hence, COMINT is just one aspect of SIGINT. Besides that, the main
target of COMINT is the acquisition of signals in any form (paper, radio waves,
electrical currents in wires, disks, tapes etc.), thus, COMINT can also be conducted
without using SIGINT (Diffie & Landau 2007: 88fL.).

34 A picturesque example, which makes this point very clear, is the conference in
1945 where the UN was founded. At the same time as the delegates of the world’s
nations debated in San Francisco about the foundation of the organization that
should later be an advocate to the right to privacy, the USA spied on every delega-
tion and read the telegraphs they sent to their headquarters at home. It is also no
coincidence that the UN headquarter is placed in New York. Among other reasons,
the USA wanted to encourage and simplify the work of their agents that are en-
gaged in surveillance activities (Hager 2015: 10).
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of opponent states.35 Hence, there has never been a right to privacy for

states. Also international law does not prohibit intelligence activities.
As there is a difference between domestic and foreign surveillance, it is

not surprising that in many countries two different agencies are con-
cerned with these two practices (e.g., the MI5 and MI6 or the FBI and

CIA/NSA). The Snowden revelations have caused a discussion about

the validity of this fragmentation. I will address this topic at the end of

this chapter; nevertheless this is a very new development. In order to

reach a comparability with older forms of mass surveillance, one must

first focus on mass surveillance of US citizens, because, as Mills (2015:

196) put it: “Domestic surveillance creates an inevitable collision of

two legal principles and basic human instincts - security and privacy”
Thus, to find out if the norm of privacy is still in place it makes sense

to look at the domestic level of surveillance.

4.2. From Roosevelt to the Church Committee

As surveillance is an omnipresent part in and of humanity and in the
history of mankind, it is unsurprising that the story of US mass
surveillance starts at the very beginning of US history. When the
Founding Fathers of the US created the Fourth Amendment that pro-
tects citizens against unreasonable searches and seizures, a grievance
against the behavior of the British occupiers was expressed. British sol-
diers and officials commonly conducted general searches. The hostility
against occupiers going door-to-door and person-to-person was huge;

35 There is one famous exception to this rule in history: Shortly after Henry Stimson
was appointed US Secretary of State in 1929, officials told him about Japanese
communication that had been intercepted and deciphered by the Cipher Bureau,
informally known as the Black Chamber and a predecessor of the NSA. His reac-
tion to this was harsh. He judged that this behavior was “highly unethical” and
concluded with a statement that should become famous: “Gentlemen do not read
each other’s mail” (cited in Chesterman 2011: 1). It should stay a rare glimpse of
the norm of privacy in international state-to-state relations. As a consequence, the
Black Chamber’s budget was reduced and finally closed (Chesterman 2011: 1).
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the corollary was the adoption of the Fourth Amendment (Cate 2015:
39)36.

However, this did not prevent officials of the USA to try and break
this rule. The first case of mass surveillance in US history can be found
during the Civil War in the 1860 s. Abraham Lincoln founded the first
intelligence-collection agency in the USA, headed by Allan Pinkerton
who was highly interested in a new invention: the telegraph. With the
beginning of the Civil War, the government sought to gain control over
the wires. In addition to that, they seized copies of all telegrams that
had been sent in the last twelve months (companies held these copies
for reasons of account keeping). After the war the US government con-
tinued to ask for copies of all telegrams that were sent. This caused a
privacy advocacy process to be led by the telegraph companies, which
wanted to assure their costumers that their communications would be
private. The companies claimed that the same legal protection should
be provided to telegrams as to US mail. Because the government ne-
glected these claims, the telegram providers went to court. In 1879, the
Missouri Supreme Court did not follow the approach of the telegram
companies, but it ruled that request for telegram copies would have to
specify the date and the subject of the message and thus prohibited a
mass surveillance approach (Atkinson 2015: 8; Diffie & Landau 2007:
146 f.).

As a matter of course, this case cannot be fully analyzed with the
spiral model. First, the right to privacy was not yet invented - albeit it
was already in the air - and although the government tried to get ac-
cess to all telegrams, telegraphs were not widespread; not every indi-
vidual had its own telegraph. Nevertheless, already in this early case,
after the first technical invention that made communication more ac-
cessible, one can observe a government that is not acting on behalf of
the privacy norm (here: privacy as a social norm, not as a human
right), and actors who activate and the advocacy process that led in the
very end to the limitation of governance actions, ensuring that govern-
ment actions were set straight.

36 Whereas the norm of privacy is reflected in the Fourth Amendment without men-
tioning the word privacy in particular the norm of security — often used to justify
surveillance - is included in phrases like “provide for the common defense” or “se-
cure the Blessings of Liberty to ourselves and our Posterity” (Mills 2015: 196).
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The second case in US history where US officials conducted mass
surveillance was brought to light one century later, in the 1970s. The
surveillance of suspected communists, civil rights activists and jour-
nalists had its roots in the 1930s. With the evolvement of new techni-
cal opportunities and the development of modern, technology-based
intelligence agencies in the early 20" century,3” the opportunities for
the violation of the right to privacy grew, as I will explore in the follow-
ing.38

Ironically, none other than President Franklin Roosevelt, one of
the main supporters of the idea of universal human rights, authorized
wiretapping activities, which were done by the FBI, for the first time.
These wiretaps could be conducted by secret orders form presidents,
Attorney Generals or the FBI director. With this authorization, the fo-
cus of FBI work shifted from pure law enforcement to monitoring sub-
versives. This happened in 1934, the very same year in which Congress
banned wiretapping in general by adopting the Communications Act,
the first legal framework for such operations. FBI officials claimed that
this prohibition was not valid for federal agents and that it only needed
to be respected by private individuals and corporations. This is why

37 Most Western intelligence agencies have their roots in the early years of the 20"
century. The reason for the establishment of such agencies was an increasing fear of
spies. In the USA as well as in Europe countries feared not only that in case of war
foreigners or people with foreign ancestors could hand on national secrets but also
that they could act as a fifth column, always ready to support their home countries.
In the USA, at the beginning of the century a need for federal capacities of criminal
investigation was identified, and Attorney General Bonaparte founded an un-
named investigative bureau in 1908, which was named the Bureau of Investigations
one year later. Because of domestic bombing attacks as well as the increasing fear
of spies during World War I, the General Intelligence Division was founded within
the Bureau of Investigations, headed by the young and ambitioned commander J.
Edgar Hoover (Boghosian 2013: 71 f.).

38 The first years of domestic surveillance activities in the USA are the ones that have
not been broadly studied yet. Due to the absence of a broad research literature, the
first part of the following chapter is mainly based on the work of Athan Theoharis
(2011), which is one of the first comprehensive works on this field (together with
Greenberg (2010)). Before, monographs were only covering special events of
surveillance, like the surveillance of the Martin Luther King movement or Holly-
wood stars. The historian Theoharis is an expert on the field of FBI research. In the
absence of further research, there seems no other opportunity than to rely on
Theoharis s work.
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Justice Department officials continued to authorize wiretaps during
criminal investigations. But the Supreme Court disagreed and ruled in
1937 that the ban of wiretapping also applied to FBI agents. Nonethe-
less, FBI director J. Edgar Hoover instructed his agents to continue the
wiretapping. But after a second Supreme Court ruling against this
practice, Hoover had reservations about continuing this performance
and stopped illegal wiretapping. As a consequence, he informally
pushed for new legislations maintaining that certain FBI investigations
are impossible under this law, e.g., the prevention of kidnapping, espi-
onage and national catastrophes (Atkinson 2015: 8; Theoharis 2011:
241L).

As one can see, denial and justification were used to circumvent
the norm of privacy. At this point, we can observe the first activation of
the spiral model. The government allowed an intrusion into the private
sphere without a court order. Hence, the USA declined from step five
the rule-consistent behavior to step four the prescriptive status where
the domestic laws are still adjusted to the norm of privacy. Also the
mainstream discourse upholds the norm of privacy; otherwise the ac-
tors (in this case, the President as well as the FBI director) would not
fear to make their actions and supporting arguments public. But they
did. This shows that the validity of the right to privacy is still accepted
in general, although actors try to challenge this norm by creating a
competing security norm. It is maintained that this new norm is more
valuable than the existing norm and that new laws should be created to
establish this new norm (new laws allowing the surveillance of possible
spies). Nevertheless, when the misconduct became public, an advocacy
network set in - in this case, the advocate was a plaintive one and a
court, not a NGO - to punish the misbehavior, because the arguments
advocating the encountering norm (security) are not valued higher by
the court. Therefore, the USA rose from step four to step five again.

However, the next decline was not long in the coming: President
Roosevelt shared Hoover’s view in parts and secretly authorized FBI
wiretappings again in May 1940. Roosevelt was especially worried
about potential German and Soviet spies in the USA. He circumvented
the Supreme Court ruling with the argument that the court never
made a dictum that applied “to grave matters involving the defense of
the nation” (Roosevelt 1940, cited in Theoharis 2011: 27). Roosevelt
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tried to build up a challenging narrative: A special area, one of national
interest, exists in which the existing privacy norm cannot be applied.
This moment can also be considered to be the trigger to enhance a
normative dynamic that created a norm that should later be connected
with the word national security. The window of opportunity for the
creation of this norm was World War II.

With this argumentation, Roosevelt authorized wiretaps “on the
prior review and approval, on a case-by-case basis, of the attorney gen-
eral” (Theoharis 2011: 27) and only in cases that are “confined to in-
vestigations ‘of persons suspected of subversive activities against the
United States, including suspected spies’ and were to be ‘conducted to a
minimum and to limit them insofar as possible to aliens™ (Theoharis
2011: 27).

According to Attorney General Jackson, this was against the law,
and he was afraid of a public debate in the case of discovery. In other
words: He was aware of the existing privacy norm. Thus, Jackson de-
cided that Hoover should not provide a detailed record of the secret
wiretaps. Thereby, he wanted to reduce the risk of discovery. Roo-
sevelt’s requirements for wiretapping were hereby subverted. Future
Attorney Generals could only learn about existing secret wiretaps
through the FBI director. In addition to that, Jackson did not demand
reauthorizations of existing wiretaps. Hence, FBI agents were not re-
quired to explain after a certain amount of time if the originally stated
security threat was still existent. This modus operandi was in place until
the 1970s when Attorney General Edward Levi discovered these
practices inadvertently (Theoharis 2011: 27).

One has to give credit to Jackson that he did not plan to uphold
this procedure for an indefinite amount of time. Instead, he asked
Congress in 1940 for a change to the law so wiretaps would be legal in
cases of espionage. But his bid failed, and Congress did not approve of
the bill proposed by Congressman Celler notably because liberals
doubted that wiretaps would be confined to legitimate security threats
and assumed that the government would use such a law to spy on po-
litical activists and ordinary people (Theoharis 2011: 29f.).

The Pearl Harbor attacks in December 1941 and the following US
involvement in World War II made Celler again propose a bill for the
legalization of wiretapping. Expecting headwind in Congress, Celler’s
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proposal limited wiretapping to the duration of the war and to coun-
terespionage activities. But his attempt failed again. Nonetheless, the
FBI continued wiretapping, based solely on Roosevelts secret directive,
maintaining that these procedures were necessary in times of war.
However, during the war the FBI engaged in wiretapping activities that
had not been covered by the Roosevelt doctrine: Political activists of
labor union and civil-rights movements were under scrutiny, and the
FBI conducted spying on them; these mass surveillance practices were
later conducted under the name Counter Intelligence Program
(COINTELPRO). After World War II was ended, Hoover pushed for
the authorization of these measures by President Truman. The presi-
dent’s broader conception of national security threats as well as the up-
coming Cold War made this attempt successful. In a letter to Truman,
Hoover asked for an extension of wiretaps to cases “virtually affecting
the domestic security, or where human life is in jeopardy” (Hoover
1946, cited in Theoharis 2011: 31). In addition to that, he skipped Roo-
sevelts sentence that required such practices to be conducted at a mini-
mum level. By signing this letter, Truman unleashed the FBI's wiretap-
ping measures. Nevertheless, the FBI actions were authorized but not
legalized (Theoharis 2011: 30f.). Because it was again a secret order
that allowed wiretapping, the actors were aware of the existing norm of
privacy.

In addition to this, after World War II, the USA started the intelli-
gence operation SHAMROCK. During the war, the American tele-
graph companies ITT World Communications, Western Union Interna-
tional and RCA Global had transmitted all incoming and outgoing tele-
graphs to military intelligence. This was legal under wartime legisla-
tion. But military intelligence officials wanted to keep this procedure
going after the end of the war. Hence, they established SHAMROCK in
August 1945, and persuaded the chiefs of the telegram companies that
this procedure was legal (Theoharis 2011: 162 f.). This was necessary
because the norm of privacy was still in place. Whereas Western Union
just handed over the telegrams of and to intelligence targets, both the
ITT and RCA provided the full bulk of all telegrams they received. An-
alysts of the Armed Forces Security Agency (AFSA; the predecessor of
the NSA) read the communications of foreigners and Americans who
were placed on a watch list (Diffie & Landau 2007: 158).
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It took until 1949, until surveillance hit the public debate: Judith
Coplon was arrested and accused. The Russian spy Coplon was de-
tained while meeting a Russian agent to deliver 28 secret FBI reports.
During the proceedings the reports were submitted to her attorney to
face the charge. Hence, the 28 reports came to light in public and it
turned out that not one of it revealed national secrets. Instead, it be-
came apparent that the FBI investigated American political activists
and that the information that were obtained from wiretaps. Public
furor was the result of the seeming confirmation of extensive FBI wire-
tapping activities and it forced the Justice Department to publish a
statement in March 1949, which stated that wiretaps were only con-
ducted “in limited cases with the express approval in each instance of
the Attorney General. There has been no new policy or procedure
since the initial policy was stated by President Roosevelt and this has
continued to be the Department’s policy when the security of the na-
tion is involved” (cited in Theoharis 2011: 32). Hereinafter, the White
House staft scrutinized these cases and came to the result that the
Hoover letter signed by Truman dropped any boundary to wiretaps
(Theoharis 2011: 321.).

Truman responded immediately and drafted a new wiretapping
authority that restricted wiretapping to “cases where the national secu-
rity requires it” (cited in Theoharis 2011: 33); furthermore, the Attor-
ney General should be asked to assure control of these measures. But
this conviction was short-lived. President Truman never executed this
directive because of the high anti-Communist climate of that time, of-
ten framed as McCarthyism39. The White House came to the conclu-
sion that it would be too costly to reduce the FBI's wiretapping author-
ity. Instead, they pushed Congress to legalize wiretaps to the prior ap-

39 McCarthyism was defined by President Truman in 1953 (cited in Doherty 2003:
15) as “the rise to power of the demagogue who lives on untruth; it is the spread of
fear and the destruction of faith in every level of our society” The word goes back
to the Republican Senator Joseph R. McCarthy. Until today his name symbolizes
the “demonic zeitgeist, a shorthand term for the stifling of free debate and the de-
nial of constitutional rights by the imputation of communist sympathies” (Doherty
2003:14). This anti-communist zeitgeist was predated and postdated to McCarthy’s
public appearance in the 1950s. The first roots of it can be found in the 19205 and
it lasted until the end of the Cold War (Schrecker 2002: 12ff.). After World War 11
McCarthyism was also linked to the development of the national security term that
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proval of the Attorney General, but these attempts failed again (Theo-
haris 2011: 33).

Here the spiral model fails to explain the developments. According
to the model, an advocacy process should have set in after the Coplon
case, but this did not happen. The political climate at that time blocked
this process. Instead, in this climate it was of high value to spread the
norm of security to other state actors.

Hereinafter, the Justice Department also internalized the security
norm. According to the Attorney General, every discussion in
Congress about legalizing wiretaps could lead to the unwanted result
that eavesdropping is only allowed on grounds of a court warrant. In
fact, this was the controversial point for an entire decade in which
President Eisenhower came to power. Five times in the 1950s - in
1953, 1954, 1955, 1958, and 1959 — Congress debated about legalizing
eavesdropping. Unlike the White House, the Justice Department and
the FBI preferred to allow eavesdropping under the sole supervision of
the Attorney General. But Congress denied authorizing these drafts.
On the contrary, some Congressmen wanted wiretaps to be established
by court warrants so that the privacy norm would be still unimpaired,
but FBI officials heavily opposed this solution and they lobbied
Congress to prevent such a result. A big discussion was held about the
question of what should be defined as national security (Theoharis
2011: 34f). At the same time, in 1952, Truman founded the NSA,
which would later become “the largest, most expensive, and most tech-

transformed communism to a threat the nation is facing (Schrecker 2002: 20ff;
Schrecker 1998: 86ft.).

Originally, McCarthy was a first-string player for only four years, beginning with a
speech in February 1950 claiming that he possessed a list of 205 known commu-
nists in the State Department (what proved to be a lie). From this moment on, he
was one of the country’s best known anti-communist politicians who fanned fear
of Communists undermining the country. His tactic of Red-baiting was also used
to confront labor unions “without having to address economic issues” (Schrecker
2002: 13). His demagogic tactics were dismantled by a TV report in 1954 - one of
the first dismantlings in TV history (Doherty 2003: 14 f.).

Today, the term McCarthyism is used to describe in general a policy of false accusa-
tion and suspicions without any proof (Schrecker 2002: 1ft.).
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nologically advanced spy organization on the planet” (Bamford 2009:
13)4°.

Of all these developments, the practices of the FBI remained rela-
tively unaffected. Eisenhower won the election with a militant anti-
communist stance and his Attorney General, Brownell, also reflected
this point of view. In May 1954, he issued a secret directive allowing
FBI officials to install wiretaps and bugs - including means of trespass.
These measures of eavesdropping were authorized “in connection with
matters related to internal security” (Brownell 1954, cited in Theoharis

40 The founding of the NSA was the result of the bad condition of US SIGINT at that
time. Originally, SIGINT was in the responsibility of the Army. The Signal Security
Agency (SSA) was the Armys SIGINT collecting organization (the navys organiza-
tion was named Naval Security Group (NSG) and also the air force had her own
SIGINT organization, the Air Force Security Service (AFSS)). All its intercepted
material was sent to the Special Branch, a component of Army G-2, a department
founded after the Pearl Harbor attacks. Whereas the Special Branch was responsi-
ble for analyzing SIGINT materials, the rest of Army G-2 worked on other materi-
als like military attaché reports. During World War II, the Americans aggregated
considerable SIGINT capabilities.

From 1943 on, the US Armys SIGINT collections focus shifted from classical mili-
tary communication to diplomatic communications because of the dramatic
changes in the global geopolitical balance of power. With this shift the US wanted
to win the peace, expecting massive advantages in future peace talks that would in-
evitably follow the war. After the war, the SSA was redesigned as the Army Security
Agency (ASA) - but had one big problem: The war was over, and all the intelli-
gence analysts were not needed anymore. 120 days after Japan surrendered, the
army and navy lost 8o percent of their COMINT analysts, which were part of the
SIGINT collection departments.

In 1949, the Armed Forces Security Agency (AFSA) was founded to combine the
agencies of the army, navy and air force. But AFSA lacked money, personnel and
equipment. Hence, they were totally unprepared for the Korean War that began in
1950. Because the AFSA throughout the whole war failed to gain essential intelli-
gence insights into the Chinese/North-Korean communications, the CIA director,
the minister of defense as well as the minister of foreign affairs demanded an inves-
tigation of these occurrences. The result was the Brownell Committee Report. This
report recommended to replace the AFSA with a new unified SIGINT agency that
should centralize the SIGINT effort of the US government. In October 24, 1952,
Truman signed an eight-page directive, which created the NSA. The new agency
was placed out of the rubric of existing intelligence agencies and was not, like all
others, supervised by the CIA. Instead, the NSA was placed within the ambit of the
Defense Department. The formation of this new agency happened widely unno-
ticed by the public - also because November 4 was Presidential Election Day:
Eisenhower won against Stevenson (Aid 2009: 2-45).
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2011: 37); in addition to that, he hold that for the FBI to “fulfill its in-
telligence function, considerations of internal security and the national
safety are paramount and, therefore, may compel the unrestricted use
of this technique in the national interest” (Brownell 1954, cited in
Theoharis 2011: 38). However, also Brownell did not create detailed
records of FBI eavesdropping requests and to what extend FBI officials
were encouraged to carry out their spying activities. FBI agents, in
some cases, did not even have to obtain permission for monitoring in
advance (Theoharis 2011: 37 f.).

In the 1960, Congress legalized eavesdropping for the first time in
history - without lobbying efforts of the Johnson administration, in-
stead with the support of Southern Democrats and conservative Re-
publicans. The security norm was a matter of public debate, able to di-
minish the effectiveness of the privacy norm. Driven by a political cli-
mate of law and order in the face of a growing anti-Vietnam War and
civil-rights movements, Congress adopted the Omnibus Crime Con-
trol and Safe Streets Act of 1968. This bill legalized wiretapping subject
to a court warrant. Nevertheless, a big exception was made: Eaves-
dropping activities that were conducted to enhance national security
did not require court warrants. Nothing in this act aimed to limit these
wiretapping authorities of the President. Proponents of this legislation
were not convinced that this broad language could prompt the Presi-
dent to authorize eavesdropping measures against political activists.
Instead, John McCellan, the bill's floor manager, maintained that this
bill would protect the communications privacy of Americans (Theo-
haris 2011: 41).

The spiral model cannot explain this development. Step three of
the spiral model - called tactical concessions — would demand that the
USA withdraw from international treaties that call for the right to pri-
vacy or that the USA oppose them publicly. But this did not happen.
As McCellans comment showed, politicians were convinced that with
the Omnibus Act of 1968 the private sphere of Americans was protect-
ed. Furthermore, it can be doubted whether the legalization of wire-
tapping without a warrant for national security purposes can still be
classified as prescriptive status. The Omnibus Act included very big
concessions to the supporters of the security norm.
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The FBI used the Omnibus Act extensively. The Bureau saw the
mainly peaceful protests for civil rights and against the Vietnam War,
as well as riots of black people as domestic upheaval. The FBI heavily
surveilled black neighborhoods after riots in Los Angeles in 1965. Up
to 7,400 informants worked in the black ghettos for the FBI until the
early 1970s. The same happened with the women’s liberation move-
ment and anti-Vietnam War movement. In 1970, the US Army “main-
tained files on at least 100,000 Americans” (Diffie & Landau 2007:
162). When Richard Nixon became President in 1969, his administra-
tion authorized political wiretapping+* within four months. Journalists
were distinctively monitored by this approach of targeted surveillance,
but also political opponents were spied on, which later became known
as the Watergate scandal (Diffie & Landau 2007: 165).

The political attitude of the Nixon White House enhanced FBI
surveillance activities. Nixon was highly concerned about the increas-
ing activities of the student Left, which committed more than 250
bombings to protest against the Vietnam War. In August 1970, the FBI
planned to intensify COINTELPRO, fearing extremist organizations
plans to kidnap Government officials and their family members. Un-
der the command of Nixon, the government even developed a detailed
plan for domestic eavesdropping: the so-called Huston plan (Green-
berg 2010: 70ff.). Nixon himself justified its development, citing secu-
rity reasons, when he told the intelligence chiefs: “We are now con-
fronted with a new and grave crisis in our country. Certainly hundreds,
perhaps thousands of Americans — mostly under 30 — are determined
to destroy our society” (cited in Greenberg 2010: 70).

White House staffer Tom Huston was put in charge of developing a
plan to pool all intelligence resources to fight domestic unrest. This re-
sulted in the proposal to conduct spying on dissenters directly from
the White House. In his report, Huston acknowledged the existence of

41 Nixon was not the first president who authorized political spying. Roosevelt issued
the very first political wiretap in 1940 when he requested the wiretapping of Henry
Grunewald who was officially believed to head a German espionage ring. The in-
vestigation did not prove Grunewald to be a spy. But apart from that, the wiretap-
ping revealed useful information about the tactics of politically isolated opponents
of Roosevelt, because Grunewald cultivated contacts with those people (Theoharis
2011: 46 f.).
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the privacy norm stating that “[c]onvert [mail] coverage is illegal, and
there are serious risks involved,” but denied to follow this norm be-
cause “the advantages to be derived from its use outweigh the risks”
(Huston 1970, cited in Diffie & Landau 2007: 165). Nixon approved of
this plan, but five days before it became effective he rescinded his ap-
proval. Hoover, of all people, objected to the plan because he feared
public reaction in case the plan would reveal to the public; additionally,
he was not open to sharing information with other state agencies
(Diffie & Landau 2007: 159ff.). Nevertheless, the Huston plan can be
considered to be the first well-structured plan of domestic mass
surveillance activities in the USA that would have tipped the balance
further in favor of the security norm. But due to concerns that a possi-
ble privacy advocacy process might be too strong, these attempts were
not realized.

Over all these eavesdropping measures described above, a veil of
silence was drawn. The success of avoiding public scrutiny ended in
the early 1970s and, thus, activated an advocacy process. It all started
with a revelation in 1970 saying that the FBI engaged in surveillance
on people planning the Earth Day rally. Included in the surveillance
was Senator Muskie, who was one of the speakers at that day (Christie
1972: 873). One year later, leftist activists burgled the FBI’s resident bu-
reau in Media and stole 1,000 classified documents. This was followed
by the end of COINTELPRO of the FBI in spring 1971, fearing revela-
tions. The disclosures were published one year later in several newspa-
pers and they brought to light that the FBI was conducting surveil-
lance on US citizens. The Freedom of Information Act suit by journal-
ist Carl Stern resulted in the release of even more FBI reports revealing
FBI's COINTELPRO. In 1972 and 1973, the Watergate scandal was
brought to light: the exploitation of the resources of US intelligence
agencies for political purposes - in particular, the surveillance of the
Democratic Party - by the Nixon administration was uncovered. Fur-
thermore, in December 1974 the New York Times published an article
that exposed both the CIAs domestic surveillance program CHAOS
and the CIA’s attempt to undermine the government of Chile because
President Allende had been too critical of the USA. Only a few months
later, Attorney General Edward Levi had to confess that former FBI
Director Hoover had maintained secret reports on activities of promi-
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nent Americans (Greenberg 2010: 74; Johnson 2008: 38; Theoharis
2011: 1411).

These mixtures of occurrences initiated an advocacy process. The
public upheaval that followed these developments resulted in the Year
of Intelligence, “the year when the question of how to manage the na-
tion’s secret agencies emerged as a key topic of debate in Washington”
(Johnson 2008: 38). At the beginning of 1975, three investigative com-
mittees were created to scrutinize governmental and intelligence activ-
ities. All committees were named after their chairmen. The Church
Committee (Senate), the Pike Committee (House) and the Rockefeller
Committee+> (White House) investigated the occurrences. Because the
Church Committee remained on the investigative trail for the longest
period (16 months), it is the best known of all three committees (John-
son 2008: 39). Nevertheless, all committees disclosed several wrongdo-
ings of the CIA, the FBI and the NSA.

With regard to the CIA, the committees exposed that the agency
had opened 215,000 pieces of mail of Americans and photographed
more than 2.7 million envelopes to get names and addresses. Through
this procedure, the CIA generated a database named CHAOS (which
was also the operation’s name) with 1.5 million names, all alleged sub-
versives (Johnson 2008: 39; Theoharis 2011: 144).

In addition, the NSA-operation SHAMROCK was divulged, which
monitored every telegraph message that was sent overseas or received
from overseas. Originally created to monitor telegrams sent to the So-
viet Union and to examine cables sent by foreign embassies, the NSA
began to intercept all telegraph messages that were sent abroad, as

42 The official names of the committees are The Senate Select Committee to Study Gov-
ernmental Operation with Respect to Intelligence Activities, The House Select Com-
mittee to Study Government Operations with Respect to Intelligence Activities and
The Commission on CIA Activities within the United States (led by the White
House) (Johnson 2008: 38f.). Although an in-depth analysis of all three reports
would be of high interest, there is no such academic analysis available. Further-
more, the research literature most commonly refers only to the Church Committee,
although all three panels are said to have “produced impressively detailed and
thoughtful reports” (Johnson 2008: 39). It would be interesting to explore and
compare the different focuses and priorities of the reports (also in terms of word-
ing). Unfortunately, it is above the scope of this book to provide such an examina-
tion.
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mentioned before. NSA officials admitted in hearings to the Church
Committee, that just in the last three years 150,000 telegrams had been
reviewed monthly. Closely linked to SHAMROCK was the operation
MINARET, which was focused on wiretapping within the USA. The
communications of more than 1,000 US citizens and 2,400 foreign citi-
zens had been intercepted (Johnson 2008: 39; Schwarz 2008: 25f;
Theoharis 2008: 144).

Concerning the FBI, the committees disclosed COINTELPR.43
Many organizations had been wiretapped, infiltrated or influenced
simply because of their political attitudes (particularly civil rights and
anti-Vietnam War attitudes). COINTELPRO was founded in 1956 to
combat Communists. But the scope expanded over time and included
also members of other political groups. Although groups on the ex-
treme right, e.g., the Ku Klux Klan, were also monitored, the program
concentrated mainly on leftish groups (especially on the movement
headed by Martin Luther King, Jr.). From 1960 to 1974, the FBI held
files on one million Americans and investigated against 500,000 sub-
versives (Greenberg 2010: 69; Johnson 2008: 39f.). Senator Frank
Church concluded that fault is to be found “in the long line of Attor-
neys General, Presidents, and Congresses who have given power and
responsibility to the FBI [and other intelligence agencies], but have
failed to give it adequate guidance, direction and control” (cited in
Greenberg 2010: 95). All in all, three intelligence activities caused
alarm: the physical collection of data and the following dissemination
of these data as well as the purposeful targeting of individuals without
a court warrant (Mills 2015: 202).

Government officials as well as Congress had the capability to de-
tect intelligence activities before. At least with regard to the FBI, House
and Senate were informed annually about their activities or had at the
very least the opportunity to question the FBI director about measures
taken by the FBI. For example, the building of political dossiers was a
long known FBI practice. Hoover told Congress in 1960 the Bureau

43 Also military intelligence services were engaged in COINTELPRO activities. The
Church Committee disclosed that military intelligence units collected data about
groups involved in subversive activities. The army should have deployed more than
1,500 agents as plainclothes agents to watch demonstrators. All information was
shared with FBI officials — which was also against the law (Dycus 2008: 165).
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would hold more than five million files. Even so, Congress did not act,
among other things, because their members feared the power of FBI
director Hoover, who could undermine them with red-bait critic
(Greenberg 2010: 95f.). As Nicholas Katzenbach, a former Attorney
General under Kennedy, put it:

Anyone contemplating an investigation of Mr. Hoover’s Bureau would
have had to face the strong likelihood that Mr. Hoover would have vigor-
ously resisted. [...] At worst, he would have denounced the investigation
as undermining law and order and inspired by Communist ideology. No
one risked that confrontation during his lifetime. (Cited in Greenberg
2010: 96)

This shows how strong this counter norm of security was. Even privacy
advocates in Congress did not see a discursive opportunity to chal-
lenge the security norm. But this changed with the committees on in-
telligence practices. The reports of the three committees gave rise to
broad changes in US intelligence policy. In 1976, Attorney General Ed-
ward Levi issued the so-called Levi guidelines. From then on, the FBI
was prohibited to investigate so-called subversives and was limited to
investigate individuals or groups that planned to break the law or
could be considered as terrorists. Hence, the political beliefs of targets
should not justify an investigation — with only one exception: if the tar-
get plans to overthrow the government (Elliff 1984). As a result, FBI
investigations dropped from more than 21,000 investigations in 1973
to approximately 4,800 investigations in 1976. Also Congress reached
a consensus that legislative steps had to be taken to prevent future
abuses of intelligence resources — a sea change. “Most members of the
[Church] Committee felt that when the United States ignored its
bedrock democratic principles, it risked losing [...] its identity” (John-
son 2008: 42).

Hence, the Foreign Intelligence Surveillance Act (FISA) of 197844
came into force. With it, primarily domestic eavesdropping activities
would be prevented as well as claims by the President for absolute au-
thority to conduct wiretaps in the name of national security. For this,
FISA requires a probable cause to make wiretapping legal. Thus, FISA

44 Johnson (2008: 45) provides a good overview of all accountability legislations con-
cerning intelligence agencies in the USA from 1947 until 2006.
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distinguishes foreign and domestic electronic surveillance (Bedan 2007:
429). Whereas foreign surveillance was not restricted, domestic
surveillance was only allowed in cases where it is closely linked to for-
eign surveillance. So, “the target of surveillance need not be tied to a
specific criminal offense. Instead, to satisfy probable cause, the govern-
ment must show some linkage to a foreign power” (Harper 2014:
1130). It requires an approval in advance by a specially established
court (the Foreign Intelligence Surveillance Court (FISC)) that has to
judge if the target is an agent of a foreign power, a foreign power or an
entity that is controlled by a foreign government. This court approval is
needed in cases where the surveillance target is a US person who is lo-
cated in the USA. Thereby, intelligence agencies have to justify the
surveillance of individuals and why this person is a threat to national
security. With the adoption of FISA, Congress superseded the previous
major legislative framework governing wiretapping issues, the 1934
Communications Act4> (Atkinson 2015: 9; Hart 2008: 16; Theoharis
2011: 146). President Carter noted: “It [this bill] will assure FBI field
agents and others involved in intelligence collection that their acts are
authorized by statue and, if a US person’s communications are con-
cerned, by a court order. And it will protect the privacy of the Ameri-
can people” (cited in Foerstel 2008: 29).

The spiral model can explain this development very well. The dis-
closures caused an advocacy process that pushed Congress to create in
committees in order to examine the occurrences. At the end of this
process Congress established rules that prohibited mass surveillance
(and only allowed targeted personal surveillance) and that protected
the privacy of the citizens.4® Although some scholars hold in the light
of the history of increasing surveillance of ordinary peoples lifes that

45 According to some legal scholars, this loose internationality requirement causes
expansive interpretations of this law by state officials. “This setting offers an ideal
environment for the government to push statutory and constitutional boundaries.
Indeed, recent revelations from Edward Snowden offer confirmation [...]” (Harper
2014: 1124).

46 Whereas some scholars (Aiken 2008: 50f.) hold that such a big discussion about
the dos and don’ts of intelligence agencies never happened before and are — hence
- a good result of democratic power, others (Atkinson 2015) hold that regulations
aiming to limit the government’s responses to collected information are much
more effective than limiting the collection of information generally.
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“the Church Committee appears to have been a historical accident”
(Ashby 2008: 57), this is not true according to the spiral model. It is
rather a logical consequence.

4.3. From Reagan to 9/11

The results of the Church Committee and the Levi guidelines, which
took effect in 1976, led to a sea change in intelligence surveillance poli-
cy. This caused a massive decline in surveillance activities of the FBI,
resulting in the cessation of warrantless wiretaps+7. But this curbing
did not last long.

In 1980, Ronald Reagan won the presidential election with a
promise to alter Carter’s restrained FBI policies and to strengthen the
fight against international Communism. Two legal documents cement-
ed this change: Executive Order 12333, issued in 1981, and the Smith
guidelines administered by Attorney General William French Smith in
1983. The Executive Order allowed the CIA and the Defense Depart-
ment to conduct spying on American soil in coordination with the FBI.
Furthermore, the FBI was allowed to investigate more widely by claim-
ing the target had foreign ties. In addition to that, the term terrorist
was broadened and also included non-violent activities. However, the
Executive Order restricted for the first time foreign surveillance, which
had to be “consistent with the Constitution and applicable law and re-
spectful of the principles upon which the United States was founded”
(cited in Bedan 2007: 430). This applied to investigations conducted
abroad aiming to investigate the behavior of US citizens. Furthermore,
the least intrusive investigation technique should be applied (Bedan
2007: 430f.). On top of that, the Smith guidelines had a stake in this
shift towards a national security approach. “Whereas the FBI could
start an investigation under the Levi Guidelines only when ‘specific
and articulable facts’ suggested a threat, the Smith Guidelines autho-

47 Although the wiretapping activities decreased enormously, they never stopped
completely. The FBI continued to monitor, e.g., the Black Panther Party and the
American Indian Movement. Nevertheless, considering the big picture, the results
of the public upheavals in the 1970s can be seen as successful (Greenberg 2010:

1171f).
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rized inquiries ‘when the facts or circumstances reasonably indicate’
activities involving force or violence” (Greenberg 2010: 122). Smith
also stated that the task of the FBI was to anticipate and prevent crime
instead of elucidating crime - a first notion of the prevention approach
(Theoharis 2011: 148). As a consequence, the FBI started to again in-
vestigate a huge number of individuals, claiming that they supported
violence and terrorism. The lists of FBI surveillance covered the usual
suspects: civil rights groups, anti-nuclear and peace movements, envi-
ronmental activists as well as lesbian and gay rights groups, black
elected officials and Arab Americans. Again, the USA fell from rule-
consistent behavior to the state of prescriptive status.

The Levi Guidelines marked the transition in FBI practice from subver-
sive to terrorist investigations. This reform ended open-ended probes to
focus narrowly on groups who were thought to be committing crimes, es-
pecially political violence. [...] In a major change, Reagan ushered in a
new era of surveillance by broadly linking domestic dissent to terrorism,
falsely associating violence with peaceful [...] protest. [...] While all pres-
idents struggle to balance the relationship between national security and
constitutional rights, Reagan heavily tipped the scales away from protec-
tions for freedom of political expression. (Greenberg 2010: 115ft.)

In the following, the US indeed faced increasing terror attacks on their
citizens. In October 1983, almost 300 US Marines were killed by a sui-
cide bomber in their barracks in Beirut — one of the first religious sui-
cide bombings against Americans. Further attacks on US embassies as
well as US journalists and academics followed. The administration de-
cided to go on the offensive, causing a new increase of the security
norm (Harris 2010: 3, 31).

US intelligence agencies were concerned about the Beirut barrack
bombing. Several warnings had been collected by US intelligence
agencies but this information did not find its way to the US soldiers on
the ground. The agents noticed for the first time, that their information
should be shared to gain better results and that they must prevent such
attacks. They decided to go this new preventive way secretly, without
approval by the Congress, only with presidential directives and execu-
tive orders (Harris 2010: 24ff.). This indicates that the actors were
aware that the norm of privacy was existent and that for them it
seemed to be difficult to push for new laws in Congress.
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The Fall of the Berlin Wall ended the Cold War. The communist
superpower, the Soviet Union, symbolizing the main threat to the USA,
eroded in the aftermath. In Washington, politicians in Congress dis-
cussed the so-called peace dividend, as it was debated in many Western
countries. That meant a shortage of defense and military budget. Al-
though the military spending of the USA decreased in the 1990, this
did not happen to the intelligence section. One example is the FBI:
President Clinton had to explain one of the biggest expansions of the
FBI in history. From 1990 to 1999, the FBI budget increased from $1.7
billion to $3.1 billion, with the highest increase in the final three years.
In 1997, the FBI employed more than 11,000 agents — the biggest num-
ber in history. This increase was justified by the creation of a new ene-
my: the terrorists (Greenberg 2010: 1511t.).

In 1998, President Clinton appealed to the UN General Assembly
to enforce the efforts to combat terrorism:

Terror has become the world’s problem. [...] Today, terrorists take advan-
tage of greater openness and the explosion of information and weapons
technology. The new technologies of terror and their increasing availabili-
ty, along with the increasing mobility of terrorists, raise chilling prospects
of vulnerability to chemical, biological and other kinds of attacks, bring-
ing each of us into the category of possible victim. This is a threat to all
humankind. (United Nations General Assembly 1998: 10)

Several terror attacks had cemented the replacement of the communist
threat by the terrorist threat: the bombings at the World Trade Center
(1993) and in Oklahoma City (1995) as well as the Tokyo nerve gas at-
tack (1995) and the bombing of two US embassies in Africa (1998).
Through these attacks the security norm proliferated and made US po-
liticians as well as the US public agree to a fighting-against-terrorism
approach, including advocating more spying operations on Americans,
although the total amount of terrorist attacks in the USA as well as
worldwide decreased.4® But the US as the sole standing superpower

48 Terrorist incidents in the whole world were fewer in the 1990 than in the 1980s.
Indeed, it is questionable why terrorist attacks became the main threat of the US in
recent history, especially regarding the numbers of US persons who have actually
been killed by terror attacks. Statistically, more Americans die of bee stings or al-
lergic reactions to peanuts than of terrorism (Greenberg 2010: 161; Chesterman
2011:2).
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feared that they might become more vulnerable to terrorist attacks, be-
cause they remained the prime target for terrorists (Greenberg 2010:
1511F).

One example occurred in the year 1997. At that time, only two ter-
rorist incidences had occurred in the USA - both small letter bombs.
Nevertheless, the FBI stated in the annual terrorism report that the
USA would face terror threats in the near future (Greenberg 2010:
161). This threat was combined with the apocalyptic fear of the use of
weapons of mass destruction by terrorists. In a report of the same year,
the Department of Defense explains:

As the new millennium approaches, the United States faces a heightened
prospect that regional aggressors, third-rate armies, terrorist cells, and
even religious cults will wield disproportionate power by using — or even
threatening to use — nuclear, biological, or chemical weapons against our
troops in the field and our people at home. (Cited in Greenberg 2010:

155)

Another development that was considered a threat was the increasing

use of personal computers in the 1980s and the 1990's as well as their

connection through the World Wide Web#, which had been invented

in 1994 (Lyon 2015: 49). To handle all this new technology, the FBI de-
manded the power to monitor web traffic as well as access to hard

drives. By executive fiat Clinton allowed such snooping. In 1998, the

FBI launched a new surveillance system called Carnivore. With it, the

FBI could spy on e-mails. The system was directly implemented in the

system of the Internet Service Providers (ISP) and could search e-mails

for certain key words. In addition, it was possible for the FBI to de-
mand that all data be registered to an individual from ISPs. Further-
more, the FBI began monitoring Web browsing, relying on clickstream

data. These data became available to law enforcement and were not re-
stricted by law (Greenberg 2010: 166 f.).

In addition to that, people started to use cell phones. In 1985,
about 200,000 Americans used this new way of telecommunication,
five years later already four million used it (Harris 2010: 72). The FBI -
like other US intelligence agencies — simply feared to lose the possibili-

49 Because of the Internet structure, most of the information travels through US terri-
tory. For information about the history of the Internet and its technical structure, I
recommend Bunz (2009) and Sprenger (2015).
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ty of wiretapping, because communication had changed from the ana-
log to the digital way. They pushed Congress for authorization. In
1994, the Communication Assistance for Law Enforcement Act
(CALEA) was adopted. It allowed the FBI to dictate to the phone com-
panies how to create their system’s technology. FBI officials wanted
them to design their systems in a way that would make them accessible
for spying activities.>® But the negotiations between the FBI and the
phone companies failed to reach an agreement on what should be col-
lected because of fierce protests of the telecommunication companies.
Hence, a Federal Communications Commission was set in place to
judge what is appropriate. The commission ruled in the FBI’s favor and
also allowed the federal agents to monitor cellular phones and track
their location (Greenberg 2010: 168; Schaar 2013: 122). The legal argu-
ment of the phone companies had been that the FBI's demands were
unreasonable, because they would enhance the FBI to get much more
information than with usual wiretaps. Others questioned the demands
by the FBI, because in 1994 FBI agents conducted only 1,154 wiretaps
nationwide, mostly for drug investigation (Harris 2010: 79).

The FBI was also continued to mention that - facing a high terror-
ist threat — encryption technologies enabling criminals to block police
and intelligence monitoring needed to be prohibited. Some scholars
hold that this debate was created by the government merely to gain
more surveillance capacities, referring to the very low degree of this
problem. In 1999, the FBI was encountered to encryption only 53
times (Greenberg 2010: 168). Nonetheless, President Clinton issued a
presidential directive in 1993 under which the NSA developed a so-
called Clipper chip that would be installed in every US phone (a kind
of back door for law enforcement and national security purposes). The
chip should eavesdrop every phone conversation that was done with
such phones (Harris 2010: 75). When the Clipper program became
public through a New York Times article in April 1995, business repre-
sentatives strongly opposed the idea. They claimed that this would hin-

50 Laws demanding telephone companies to create their networks in a manner that
makes surveillance possible also exist in many other countries in the world, e.g., in
Argentina, Australia, Austria, Belgium, Brazil, Canada, Estonia, France, Germany,
India, Israel, Malaysia, the Netherlands, New Zealand, Russia, South Africa, Swe-
den and the United Kingdom (Brown 2013: 206fL.).
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der foreign customers to buy US products and that company secrets
could be revealed by government officials. In the end, the program was
dropped (Diftie 2007: 71f.).

But the intelligence agencies did not only fear the new techniques,
they also used them. One of the first departments that used computers
to search for information and for profile building was the Army Intelli-
gences Information Dominance Center (IDC) in Virginia. Originally,
this unit was created to track cyber attackers of military systems. The
analysts developed possibilities to track such people in the cyberspace
(Harris 2010: 98). “Their analytic methods relied heavily on informa-
tion technology ‘tools, specially designed computer programs that pro-
cessed vast amounts of electronic data and revealed connections
among people, places, and activities that the human eye and mind of-
ten missed” (Harris 2010: 99). But they quickly realized that these
technologies could also be used to track ordinary people thanks to per-
sonal information that was delivered by phone metadata and by the
open source information on the Internet. At the beginning often ne-
glected, the opportunities of this intelligence unit became present to
generals, senior government officials and to some members of
Congress (Harris 2010: 99 f.).

Very soon analysts recognized that they had hit a legal wall. While
analyzing thousands of web pages, analysts unavoidably collected data
on US citizens incidentally (Harris 2010: 111). Nevertheless, in De-
cember 1999, the Army’s Special Operations Command took notice of
the IDC. They needed new techniques to track an upcoming terrorist
group, named al-Qaeda. One year before al-Qaeda terrorist had
launched attacks on US embassies in Kenya and Tanzania. The Special
Operations unit was tasked to map out and dismantle this terror orga-
nization. They wanted to study this network like a foreign army and
for this they needed active intelligence that showed them where to hit.
Hence, the IDC was chosen to help with this task (Harris 2010: 116 f.).

The IDC found many footprints of al-Qaeda around the world, in
Europe, North Africa, the Middle East and the Far East - even within
the USA. Most of the intelligence agencies were not aware of this huge
spread, although most of the IDC’s information came from open
sources. From now on, the IDC should take the lead in mapping al-
Qaeda. The operation was named Able Danger (Harris 2010: 120ff.).
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But IDC practices had also alarmed government lawyers. Already
in 1999, the House Intelligence Committee took notice of the IDC and
were concerned about what would happen in case of disclosure (Harris
2010: 113). Here we can observe that actors were indeed aware of the
privacy advocates and, therefore, of the existing norm of privacy. Al-
though the lawyers had huge concerns about the program, the IDC
continued to work, because this was valuable to Able Danger’s aim to
attack al-Qaeda efficiently. But Rear Admiral Michael Lohr, legal coun-
sel to the chairman of the Joint Chiefs of Staff, early in 2000 noticed
that the IDC would “pull together into a single database a wealth of
privacy protected US citizens information, in a more sweeping and ex-
haustive manner than was previously contemplated” (cited in Harris
2010: 124). He observed that the Army must think carefully about how
to deal with such a capacity and that this decision should involve the
senior level of the Defense Department (Harris 2010: 113fF.).

This would happen in February 2000. Tony Gentry, the top lawyer
for the Intelligence and Security Command, ordered the chief analyst
of IDC to delete all data relating to US citizens during a 9o-day period.
All information was deleted5* (Harris 2010: 1301.).

In this case, one can consider a process that follows the spiral
model - pushing the norm-violating actor, IDC, from step four to the

51 The growing interest of US intelligence services and the US Army in the rising In-
ternet structure can be observed in several cases. In 1998, the NSA opened a de-
partment for cyberattacks, called the Office of Tailored Access Operations (TAO).
It aims to get access to foreign networks through viruses or even through physical
break-ins (so-called off-net operations). Since the 1970s the US conduct such op-
erations, but the foundation of the TAO was the first step toward a professionaliza-
tion of such attacks (Ruhmann 2014: 41).

Thereby, the USA followed a global trend. In the 1990 s, many countries discovered

the possibilities of the cyber space for military and intelligence purposes against

foreign countries. States around the world started to develop cyber doctrines:

North Korea (in 1998), China (in 1999), Japan (in 2005), and the United Kingdom

(in 2009) were among the first. Although the USA has been a pioneer in the prac-
tice of cyber attacks against opponents, the first comprehensive US cyber strategy

was published in 2011 (Winterfeld & Andress 2013: 31ff.). Nevertheless, the USA

has the dubious honor to be the first country that officially announced the first cy-
ber war in history. In March 2016, US minister of defense, Ash Carter, published

the first declaration of cyber war. Addressee was the Islamic State. This procedure

was seen as the approach to establish the first rules for cyber wars through custom-
ary law for want of an international agreement (Kurz 2016).
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rule-consistent behavior of step five. But the advocates are not INGOs
or liberal states, but inside advocacy actors. A similar program, called
Thin Thread, was invented by the NSA, but its use was prohibited in
1999 because of privacy concerns (Electronic Frontier Foundation
n.d.b).

At the same time, in the late 1990s, phone companies like AT&T
developed so-called Packet Scopes. These made it possible to create a
mirror image of all contents of fiber optic cables and to measure and
analyze the data that passed through the cables. All the data were
stored in a data warehouse of AT&T as long as necessary for record
keeping. The companies needed this for record keeping, but at the
same time they were concerned about the privacy of their customers.
Hence, only the headers of the packets, which showed the address in-
formation, were intercepted, not the content. The Packet Scopes were
fully installed by 1997. From 2001 on, these measures were also used
by the NSA (Bamford 2009: 180t.).

Besides that, claims for more possibilities of surveillance were
raised in the policy arena, because, according to the FBI, many terror-
ist groups had adopted a leaderless, fragmented structure. To prepare
for this, the FBI changed its internal structure to enhance its predictive
capabilities (Greenberg 2010: 160). Clinton justified this structural
change in March 1999 in a public speech addressing the terrorist threat
at that time:

The only cause for alarm would be to sit by and do nothing to prepare for
a problem we know we could be presented with. Nothing would make me
happier than to have people look back 20 years from now and say, ‘Presi-
dent Clinton overreacted to that, he was overly cautious’ The only way
they will say this is if we are overly cautious, if we're prepared, if we can
keep bad things from happening. (Cited in Greenberg 2010: 162)

In his words, we can see a new security norm rising: prevention. Al-
though the de facto terrorist threat was declining, Clinton justified the

government’s measures as necessary in order to be prepared for threats

that could eventually happen in the future. This pre-emptive approach

was the one taken by many Western countries after the 9/11 terror at-
tacks. Nevertheless, during the year 2000 most of the US policymakers

viewed the government’s anti-terrorism efforts as inadequate and as an

overreaction (Greenberg 2010: 156 f.).
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In the 1980s and 1990s, concerns about serious terrorist threats
grew enormously. This led to a proliferation of the norm of security
and the preventive approach to security. Nonetheless, and although the
security norm led to massive spending by intelligence agencies and to
new efforts of surveillance by broadening the term terrorist, the norm
of privacy was present and was not weakened by legislative acts, with
the exemption of CALEA. Even when intelligence agencies tried to use
metadata for the first time, they could only do so in accordance with
the norm of privacy. An advocacy process was activated in the mid of
the 1990 s when the government sought to install a software to decrypt
phones. In the end, this was successful. Advocacy processes of govern-
mental authorities could also be observed in the case of the IDC
practices, although the spiral model originally does not include them
as advocates.

On the eve of the 9/11 attacks, the norm of privacy was even up-
held by President George W. Bush, who stated in an interview on Oc-
tober 6, 2000: “I believe privacy is a fundamental right, and that every
American should have absolute control over his or her personal infor-
mation. Now, with the advent of the Internet, personal privacy is in-
creasingly at risk. I am committed to protecting personal privacy for
every American [...]” (cited in On the Issue n.d.).

Despite this, intelligence services were concerned about the new
technologies. In December 2000, the NSA stated in a report about the
challenges of the 215 century that the increasing volumes of routing
data made it more difficult to gain intelligence information. To per-
form their mission efficiently, the NSA would need to “live on the net-
work” (cited in Electronic Frontier Foundation n.d.b). Thus, they al-
ready asked telephone companies to install eavesdropping equipment
on their facilities in early 2001. However, the telephone companies re-
fused this request (Bamford 2009: 178).

4.4. Aftero/11

The terror attacks in New York and Washington on 11 September 2001
paved the way for strengthening surveillance activities conducted by
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intelligence agencies — especially in the domestic realm (Nyst/Falchetta
2017: 106).

President George W. Bush argued that the fight against Islamic
groups was a global war, labeling it as the war on terror: “America and
our friends and allies join with all those who want peace and security

in the world and we stand together to win the war against terrorism”

(2001, cited in Foerstel 2008: 25). This differs essentially from the for-
mer approaches that saw terrorism as a matter of domestic law en-
forcement instead of an issue that needs to be combated with military
means (Weisselberg 2010: 71). This point of view did not only cause
the invasions into Afghanistan and Iraq but also an extension of do-
mestic mass surveillance5? (Greenberg 2010: 183).

The security norm proliferated enormously. This can be observed
while looking at Vice President Dick Cheney’s response to 9/11. In a
decree to the CIA two month after the attacks, he advocated the secu-
rity norm by introducing the one percent doctrine saying that all low-
probability threats should be treated as a certainty (Greenberg 2010:
184). This kind of thinking implemented new surveillance measures.
Even in public the view was expressed by experts that the Church
Committee had weakened the intelligence agencies and that this con-
tributed to the terror attacks (Ashby 2008: 57).

President Bush also agreed to the strengthening of intelligence ca-
pabilities in order to implement a new approach to security threats: pre-
emption. As Bush stated after the 9/11 attacks,

new threats also require new thinking. [...] If we wait for threats to fully
materialize, we will have waited too long. [...] We must take the battle to
the enemy, disrupt his plans, and confront the worst threats before they
emerge. [...] Our security will require the best intelligence, to reveal
threats hidden in caves and growing in laboratories. (The White House
2002)

Even before 9/11 the shift from a post-crime to a pre-crime society is
visible. The trend towards a pre-emptive society — “the rational for
broad criminal offences and civil orders that aim to control individuals

52 Indeed, similar to previous terror attacks, the 9/11 attacks could have been pre-
vented if information obtained by the intelligence sector would have been pieced
together in the right way (Harris 2010: 150). Some scholars (e.g., Cole 2003) hold
that with the war on terror a new McCarthyism was launched.
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before they are able to wreck harm upon the community” (Lynch et al.
2010: 5) — was becoming apparent before 9/11 as part of the broader
trend to minimize future risks. This trend consolidated and expanded
in the course of the post-9/11 world (Mills 2015: 203). But for a com-
prehensive pre-emptive security approach it is necessary to predict the
future. Therefore, intelligence became increasingly important. This has
entailed the continuing blurring of borders between the functions of
police, military, and intelligence agencies and to a larger extend of
surveillance authority53 (McCulloch & Pickering 2010: 13ff.).

On October 26, 2001, Bush signed the USA Patriot Act. In his
comment at the signing ceremony he balanced security and privacy is-
sues:

Today, we take an essential step in defeating terrorism, while protecting
the constitutional rights of all Americans. With my signature, this law will
give intelligence and law enforcement officials important new tools to
fight a present danger. [...] Surveillance of communications is another es-
sential tool to pursue and stop terrorists. The existing law was written in
the era of rotary telephones. This new law that I sign today will allow
surveillance of all communications used by terrorists, including e-mails,
the Internet, and cell phones. As of today, we'll be able to better meet the
technological challenges posed by this proliferation of communications
technology. Investigations are often slowed by limits on the reach of fed-
eral search warrants. (The White House 2001, cited in Foerstel 2008:
461.).

The Patriot Act was the direct legal response to the terror attacks that
had occured more than one month ago. In Section 802, domestic ter-
rorism is now defined as activities involving “acts dangerous to human
life that are a violation of the criminal law of the United States or of
any State” (United States Government Publishing Office 2001: 376)
and that are intended “to intimidate or coerce a civilian population”
(United States Government Publishing Office 2001: 376) or “to influ-
ence the policy of a government by intimidation or coercion” (United

53 This development of blurring the distinction between the functions of intelligence,

police and military began already in the 1980s. While the Church Committee re-
ports still drew a clear line between laws governing domestic (and regulated) law

enforcement and foreign (unregulated) national security issues, this distinction

was weakened by the Reagan administration for the first time in the war on drugs.
By enacting the 1989 Defense Authorization Act, the Defense Department was able

to apply US command to watch the drug scene (Diffie & Landau 2007: 137 f.).

21673.216108, 23:56:49,

. © Urhebermechtiich geschutzter Inhalt.
tersagt, m ‘mit, flir oder in Ki-Syster



https://doi.org/10.5771/9783828867505

4.4. After 9/11

States Government Publishing Office 2001: 376). This very vague defi-
nition gives a great deal of leeway for law enforcement and intelligence

agencies to conduct domestic surveillance. Originally, this definition

included more than 40 federal crimes comprising computer hacking

and malicious mischief. But this plan of the Department of Justice was

thwarted by the Senate (Foerstel 2008: 69).

Furthermore, the Patriot Act expanded the use of so-called Nation-
al Security Letters (NSL).54 NSLs are used as a subpoena coming from
the administration. Any FBI field officer without authorization by a
prosecutor or judge can issue them to a third party, such as telephone
companies, Internet providers and financial institutions. NSLs are
mainly used for gaining access to electronic communications and the
person’s proceedings in cyberspace. They can “reveal how and where a
person earns a living; how he spends his money; how much he gambles,
borrows or pawns; who telephones or e-mails him at home or at work”
(Foerstel 2008: 76). The Patriot Act broadened the scope of entities and
the scope of parties that are subject to NSLs. This included “eliminat-
ing the relevance standard and the need to show specific and articula-
ble facts; expanding the scope of investigations beyond foreign coun-
terintelligence to also include international terrorism or espionage”
(Greenlee 2008: 189). A NSL, moreover, is automatically a gag order,
which means that the receiver of a NSL, who has to hand over infor-
mation about a target, is not allowed to make this request public (Foer-
stel 2008: 76fL.). Again, terrorist threats were used to argue in favor of

54 Originally, the Right to Financial Privacy Act of 1978 introduced NSLs regarding
to the requests of bank records by federal agents. The law was the reaction to a
judgment of the Supreme Court in United States vs. Miller. The Supreme Court
held in 1976 that there was “no legitimate expectation of privacy concerning trans-
actional information kept in bank records, and therefore, subpoenas issued by gov-
ernment authorities for such information created no intrusion upon customer
Fourth Amendments rights” (Greenlee 2008: 186 f.). Therefore, Congress extended
the privacy rights to bank records. Nevertheless, the members sought to balance
the right to privacy and the need for law enforcement agencies to obtain such in-
formation. They allowed, thus, the access to this information due to a NSL stating
that the data holder was an agent of a foreign power. Already in this first version,
the NSL was combined with a gag order prohibiting the addressee to inform the
target of the subpoena. In 1986, the use of NSLs was extended to telephone compa-
ny subscriber information and toll bill records by adopting the Electronic Commu-
nications Privacy Act (Greenlee 2008: 186 f.).
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an extension of NSL use, as a statement by Attorney General Ashcroft
shows: “For us to begin to limit the ability to use this law enforcement
tool I think would expose the American people to jeopardy because we
would have less capacity to enforce the law and keep people safe” (cit-
ed in Foerstel 2008: 73).

Section 215 of the Patriot Act amended the FISA Act and allows
FBI agents to obtain a search warrant from FISA courts for any tangi-
ble thing without attesting a probable cause of an illegal act. Agents on-
ly have to claim that the demanded information might be important
for investigating international terrorism or intelligence activities. As
Senator Feingold held in the debate on the Patriot Act, “under this
provision, the Government can [...] collect information on anyone -
perhaps someone who has worked with, or lived next door to, [...] or
whose phone number was called by the target of an investigation”
(2001, cited in Foerstel 2008: 62). Additionally, gag orders can be is-
sued. Furthermore, roving wiretaps were allowed in Section 206, ac-
cording to a FISA court warrant. This means that law enforcement offi-
cials can follow a person or continue to wiretap this target even when
the target changes telephones or communication devices (Foerstel
2008: 52).

The Bush administration’s plan was to rewrite the body of law reg-
ulating government surveillance. Nonetheless, most of the measures
introduced by the Patriot Act had been demanded by intelligence and
law enforcement agencies for many years and were not directly related
to terrorism issues (Foerstel 2008: 30). Objections had no chance to be
heard. Both Republicans and Democrats in Congress “knew that any
opposition would be seen as weakness by the American electorate”
(Foerstel 2008: 30). This shows that advocacy processes can be stifled
by the predominant political climate.

This does not mean that there was no opposition to the Patriot Act
at all. Indeed, there was a movement of resistance, which was headed
by the ACLU. Soon after the attacks, they published the manifesto In
Defense of Freedom at a Time of Crisis, calling politicians “to ensure
that actions by our government uphold the principles of a democratic
society, accountable government and international law, and that all de-
cisions are taken in a manner consistent with the Constitution” (Amer-
ican Civil Liberties Union 2001). More than 150 groups supported the
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manifesto, including AI, Privacy International and EPIC. Nevertheless,
the act of advocacy was ignored in the post-9/11 hysteria; the ACLU’s
press conference, where the manifesto was presented to the public, was
sparsely attended (Foerstel 2008: 31). The prevailing sentiment that
terrorist attacks could be adverted by enhanced surveillance powers
prevented that this act of advocacy was heard.

The spiral model again fails to explain this turn. It provides no op-
portunity for something to hamper the advocacy process. Of course, it
includes the possibility of low social vulnerability that prevents an ac-
tor’s advancement to the rank of rule-consistent behavior. But, accord-
ing to the spiral model a weakening of the social vulnerability by the
influence of a competing norm is not possible when a state has already
reached the rule-consistent behavior status. But this is what was hap-
pening here: The occurrence of a terror attack on US soil weakened the
social vulnerability of the USA to the efforts of the transnational advo-
cacy network because the security norm trumped privacy concerns (at
least temporarily).

As a matter of course, intelligence and law enforcement agencies
immediately started to use their new powers. One of the profiteers was
the FBI, which tripled the amount of investigations within a year and
quadrupled the requests to eavesdrop on suspected terrorists. On the
same day, President Bush signed the Patriot Act, the FBI's Office of the
General Counsel sent a memo to all divisions which was almost enthu-
siastic about the newly gained possibilities of surveillance. The Patriot
Act inhibited counterintelligence investigations on US persons that are
solely based on activities enjoying protection of the First Amendment
of the US Constitution, which was highly appreciated by FBI officials:

Congress inserted this to indicate that the technique will not be used
against US persons who are merely exercising constitutionally protected
rights. However, it is highly unlikely, if not entirely impossible, for an in-
vestigation to be authorized [...] that is ‘solely’ based on protected activi-
ties. In other words, all investigations of U.S. persons will likely involve
some allegation or possibility of illegal activity [...] which is not protected
by the First Amendment. (Cited in Foerstel 2008: 42)

In May 2002, a new guideline by Attorney General Ashcroft allowed
FBI agents to investigate in public spaces. That meant that FBI agents
started to monitor chat rooms, bulletin boards and websites without
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any indication of criminal wrongdoings by the suspects. So-called fish-
ing expeditions are conducted to find radical statements and to open
further investigations in the case that such statements are found. This
extension of surveillance practices was justified with the necessity to
prevent another 9/11, although information leading to the 9/11 terror
attacks was found in advance but was not analyzed in the right way
(Greenberg 2010: 189). Ashcroft claimed that FBI agents had to be-
come better “in detecting terrorist activities to the full extent permitted
by the law with an eye toward early intervention and prosecution of
acts of terrorism before they occur [to put] prevention above all else’
(cited in Theoharis 2011: 149). The new guidelines prompted critical
comments in the media, but the majority of the public and Congress
accepted this new approach (Theoharis 2011: 149; Greenberg 2010:
190) — the main difference to the 1970s. This consensus strengthened
the security norm.

In 2006, it became public that the FBI used cell phones as tracking
devises and eavesdropping tools. Even in 2004, it became public that
intelligence agencies were able to activate the microphone of a phone,
irrespective if it is on or off. It was expected that this new technique
called roving bug would be mainly used to spy on UN and foreign gov-
ernment officials (Wheeler 2004). Nevertheless, in 2003 the FBI also
started to use this measure to spy on a New Yorker mafioso. This was
revealed in 2006, when a US District Court ruled that this practice was
legal under contemporary wiretapping law (McCullagh 2006). No ad-
vocacy process was activated.5s

It is obvious that the advocacy process did not work after 9/11.In a
way, members of Congress anticipated that they could not act on be-
half of the privacy norm directly after 9/11, because of the weak US so-
cial vulnerability of that time, but that this would be possible later on.
That is why they equipped the most intrusive sections of the Patriot
Act with a sunset provision. After four years, they would lose legal
force. Hence, in 2005 debates started in Congress about the reautho-

>

55 Five years after 9/11, the FBI acknowledged that it did not identify one single al-
Qaeda cell within the USA (Greenberg 2010: 205). In addition, in a 2009 report the
FBI stated that only five per cent of the leads were credible enough to start further
investigations. Between 2005 and 2006, only 19 of 150 FBI international terrorism
referrals were charged by the Justice Department (Theoharis 2011: 153 f.).
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rization of the relevant sections, resulting in the USA Patriot Improve-
ment and Reauthorization Act of 2005, which was signed in March
2006.

During the political discussions of the Reauthorization Act, some
politicians articulated concerns about too much surveillance power,
but the Congress did not follow their arguments, although the debate
was lengthy and contentious this time (Foerstel 2008: 193). Neverthe-
less, the majority of Congress members was convinced of the terror
threat argument. As Senator Bill Frist put it: “The Patriot Act expires
[...], but the terrorist threat does not” (2005, cited in Foerstel 2008:
180). And deputy Attorney General James Comey said that “especially
with some of these tools, if you sunset them again we will never be able
to get people to completely believe that the world has changed” (2005,
cited in Foerstel 2008: 196).

In the very end, only minor changes were made. The biggest
change was made in regard to NSLs. For the first time provisions were
put in place for a judicial overview of NSL requests (Greenlee 2008:
194). Regarding Section 215 and NSLs, Congress obtained the right to
demand an annual report containing the total number of applica-
tions>® (Foerstel 2008: 1871f.). But the number of sunsets decreased.
From 16 sunset provisions only two remained in place, also because
Republicans were following the Bush administration’s desire to keep all
authorities out of the Patriot Act. One of the contested provisions was
the sunset division for Section 21557 (Foerstel 2008: 197).

Besides the legal response to 9/11, illegal responses occurred as
well. Originally, to obtain a FISC search warrant, surveillance had to
be targeted. But the government, as well as intelligence agencies, want-
ed to engage in newer approaches of data mining — the opposite of a

56 President Bush did not accept these requirements and rejected them in a signing
statement. He reasoned that he could withhold this information as the leader of the
executive branch. Nonetheless, there has been a Justice Department Inspector
General report in 2007, recording massive abuses of NSLs by the FBI (Conyers
2009: 167).

57 This normalization of extraordinary measures is a trend that can be observed in
many countries in the 21% century (McGarrity & Williams 2010: 131ff.). Deroga-
tions from certain human rights are allowed according to the ICCPR in cases of
public emergency. Only the right to life and the right not be subjected to torture
are indispensable (Chesterman 2011: 44 f.).
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targeted effort (Mills 2015: 203). In January 2002, the Defense Depart-
ment’s Defense Advanced Research Project Agency (DARPA) was

founded in a new department called the Information Awareness Office

(TAO). The main target was to develop new tools for anticipating terror

attacks and to provide warnings. One of the tools the IAO developed

to reach this goal was the Total Information Awareness (TTA) program.
TIA aimed to combine all the amount of personal information (of US

persons and foreigners) that is accessible to all US intelligence services

to identify certain structures of behavior and conduct.5® To put it sim-
ply, it was a tool for analyzing big data with regard to certain behavior

patterns. As Tony Tether, head of DARPA, opined before a House

Committee, “[...] the TIA program is designed as an experimental,
multi-agency prototype network that participating agencies can use to

better share, analyze, understand and make decisions based on what-
ever data to which they currently have legal access” (2003, cited in Lee

2015: 142). This would help to predict terror attacks, as an official IAO

document states (Lee 2015: 143). Albeit private companies had de-
veloped such a program before 9/11, it was the first time that the US

government was willing to employ such programs to analyze personal

information regarding security issues (Lee 2015: 136ft.). In the 19905,
an approach to create a similar database, called Thin Thread, failed be-
cause of privacy concerns. But the inside advocacy process did not work

completely. Rather one tried to combine both norms.

The notion that the TIA program heavily affected the privacy
rights of US citizens and foreigners was clear for the idea generators.
That is why the development of privacy protection technologies was
one of the top priorities of the TIA. The Genesis Privacy Protection
Program was developed to match this goal. While TIA and intelligence
analysts should have free access to the metadata of phone calls or fi-
nancial transactions, Genesis would deny access to the real name of a
target without a court approval. Any access to identifying information

58 Harris (2010: 151 f.) shows that the war against terror was not the only purpose of
this program. Already in its infancy, senior officials were aware of the potential of
such a program to ease the decision-making in other fields, especially in the field of
foreign policy. Furthermore, people thought about the inclusion of biometric data,
such as fingerprints and image scans to TIA, which are not fitting in with the defi-
nition of surveillance in this paper.
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would be denied in the first step by Genesis (Harris 2010: 153; Lee
2015: 136fT). General John Poindexter, chief of the IAO and main idea
generator of the TIA program, highlighted the privacy issue in his res-
ignation letter in August 2003: “We did not want to make a tradeoff
between security and privacy. It would be no good to solve the security
problem and give up the privacy and civil liberties that make our
country great” (cited in Lee 2015: 147).

The resignation of Poindexter was necessary, because the plans for
TIA became public in November 2002 through a New York Times arti-
cle and faced enormous resistance in the aftermath (Lee 2015: 1381.).
The public pressure was so big that Congress stopped TIA in Septem-
ber 2003 by cutting off funding (Lee 2015: 138ft.). But in 2008 the Wall
Street Journal unveiled that the TIA program was incorporated in a se-
cret NSA program conducting surveillance on the international com-
munication of Americans, the Terrorist Surveillance Program (TSP)
(Lee 2015: 152).

On October 4, 2001, the Bush administration secretly started a
program of warrantless wiretapping for foreign intelligence purposes.
The TSP intercepted the communications of US citizens when one par-
ty of a conversation was outside the US without a FISA court obliga-
tion. The NSA conducted this eavesdropping under the codename
STELLARWIND?Y. The President as well as the Attorney General him-
self reauthorized the program every 45 days. The administration’s
lawyers justified this program with unchecked legal authority of the
President in times of war. According to them, “the President [...] may
initiate preventive war without authorization from Congress” (Adler
2008: 99). The deputy Attorney General John Yoo and the legal counsel
of Vice President Cheney David Addington were the generators of this
justification (Conyers 2009: 146£.). This is again a main difference to
the 1930 to 1970s period, when the surveillance activities were clear-
ly illegal. At least this is argued by the President. While presidents and
Attorney Generals sometimes enhanced or even ordered these illegal
activities, they generally accepted these norms, because they did not

59 This was the first time since the 1970s that the NSA conducted domestic surveil-
lance in a broader sense. Before, on US soil they concentrated largely on the
surveillance of foreign embassies and missions as well as other missions with a
FISC order (Montgomery 2008: 133 f.).
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try to make new legal approaches to surveillance issues. This changed
with the new approach.

A vital change in the behavior and attitude of NSA officials became
noticeable immediately after 9/11. As a former NSA-employee put it:
“The prior approach focused on complying with the Foreign Intelli-
gence Surveillance Act. The post-September 11 approach was that
NSA could circumvent federal statutes and the Constitution as long as
there was some visceral connection to looking for terrorists” (cited in
Electronic Frontier Foundation n.d.b). Only a few days after the at-
tacks, the NSA drew on the Thin Thread plans to perform contact
chaining on metadata.®® When President Bush signed his order, NSA
officials strongly misunderstood it. Indeed, they believed that this or-
der also gave authorization to collect Internet and telephone content
and metadata solely of domestic US communications.* Consequently,
they started to do it. From mid-October on, the NSA approached
telecommunication and Internet companies to work with the NSA on
this secret program. Many companies agreed voluntarily.®> During the
next two years, the NSA started to build secret rooms in the facilities of
telecommunication companies to get access to all communications
passing through the USA. By the end of 2003, agents of the FBI and
CIA joined the program to improve the collaboration between the in-
telligence agencies (Electronic Frontier Foundation n.d.b).

The Attorney General certified the PSP without assessing the legal-
ity of the program, although some administration’s lawyers objected
the plan. But this does not mean that Yoo and Addington were not
aware of the breaking of a norm. When the NSA’s inspector general,
who was informed about the program one year after it had been
launched, sought access to the memoranda that served as legal founda-
tion of the surveillance program, Addington rebuffed his request. After
Yoo had resigned, the concerns about this program increased in the

60 The Justice Department had prohibited Thin Thread in December 1999, finding
that the examination of metadata is considered as electronic surveillance under the
FISA (EFF n.d.b).

61 It remains unclear since when the President was informed that in fact also metada-
ta of domestic calls and Internet usage had been collected.

62 In June 2003, one approached company requested the legal basis for this program
in a letter to the Attorney General. Three months later, the Attorney General re-
sponded that the demands of the NSA were lawful (EFF n.d.).
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Justice Department as well. When the President was confronted with
the imminent resignation of the level of command of the Justice De-
partment and the FBI, he indulged (Conyers 2009: 148 f.; Electronic
Frontier Foundation n.d.b):

In March 2004, the concerns of Justice Department officials be-
came obvious. Deputy attorney James Comey was an opponent of the
NSAs activities. One day before Attorney General Ashcroft was hospi-
talized at a time when one of the regular authorizations was becoming
due, Comey told him that the PSP might be illegal. One day later,
Comey was the acting Attorney General and denied to sign another
45-day extension of the program. Therefore, White House staff mem-
bers raced to the hospital to pressure Ashcroft to authorize the bill -
which he refused to do. Thus, the White House decided to extend the
program without the approval of the Justice Department. This con-
frontational course caused enormous headwind: Comey as well as sev-
eral top Department of Justice officials and FBI officials planned to re-
sign. Hence, Bush rescinded the order, and the NSA stopped the mass
surveillance program. In the following, FISC was briefed about the
program and, after that, in June 2004, gave the first authorization to
collect metadata® (Conyers 2009: 150; Electronic Frontier Foundation
n.d.b).

In December 2005, the New York Times disclosed the official part
of the program®#+ after one year of investigation: “[...] the intelligence
agency [NSA] has monitored the international telephone calls and in-
ternational e-mail messages of hundreds, perhaps thousands, of people
inside the United States without warrants” (Risen & Lichtblau 2005).

63 In May 2006, the FISC broadened the scope of Section 215 of the Patriot Act,
claiming that the term business records was defined as the entirety of a telephone
companys database. With it, the court accepted dragnet surveillance by the NSA.
This caused President Bush in February 2007 to no longer sign authorizations for
the NSA program because the FISC allowed to continue the program indefinitely
(Gellmann 2013; EFF n.d.b).

64 Only the collection of metadata of Americans’ conversations with foreigners was
revealed - hence, the official PSP. Nevertheless, the newspaper reported also about
rumors that in some cases the NSA would also capture phone calls of purely do-
mestic nature. That the NSA collects all American’s phone calls was revealed by the
USA Today in May 2006 based on insider reports. Nevertheless, this could not be
proved right until the Snowden revelations (EFF n.d.b).
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President Bush confirmed the existence of the program and defended

the program, describing it as a “vital tool in our war against terrorists”
(cited in Theoharis 2011: 159). Snowden revealed later that the pro-
gram also included the collection of metadata for about every phone

call and Internet activity of Americans. Furthermore, Bush referenced

the permission of Congress, authorizing military operations in the war

against terror (Theoharis 2011: 159).

In the aftermath, an advocacy process was activated. The proce-
dures as well as their legal justification attracted the attention of the
Justice Departments Office of Professional Responsibility (OPR),
which launched an investigation into the President’s Surveillance Pro-
gram (PSP) beginning in 2004 to examine if these rulings had violated
the ethical and professional standards of legal profession. In 2009, they
published the report stating that especially in the case of Yoo’ juridical
practice misconduct had occurred. They concluded that “situations of
great stress, danger, and fear do not relieve departmental attorney of
their duty to provide thorough objective, and candid legal advice, even
if that advice is not what their client wants to hear” (cited in Theoharis
2011: 152). The OPR report recommended to refer this case to the bar
association for disciplinary actions®s (Theoharis 2011: 152).

In addition, many lawsuits were opened against the Bush adminis-
tration and the telecommunication companies, like AT&T, which were
said to have assisted the US government.5¢ Many lawmakers and civil
liberties groups called for immediate action like Congressional in-
quiries. Legal scholars and former government officials sent a letter to
congressional leaders to express their concerns, thereby especially
challenging the legal justification of the President (Montgomery 2008:
1241T).

Despite this, the advocacy process did not succeed. Although the
TSP had caused a lot of public criticism, Congress did not follow up on
these concerns. Instead, the members of Congress did not cut the NSA

65 President Bush heavily opposed the OPR investigation. Among other things, he de-
nied security clearances to the investigating attorneys to hamper the inquest
(Montgomery 2008: 143 f.).

66 One of these lawsuits was Amnesty International vs. Clapper, filed in 2008. In
February 2013, the Supreme Court ruled that the plaintiffs could not prove that
they had been monitored by the NSA (EFF n.d.).
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budget (like was done with the TIA program) and they confirmed
General Hayden to head the NSA in 2006, who in the same year had
stated before Congress: “This [the TSP] is not about intercepting com-
munications between people in the United States. This is hot pursuit of
communications entering or leaving America [...]. This is focused. It’s
targeted. It’s very carefully done. You shouldn't worry” (2006, cited in
Lee 2015: 152).

Besides, Congress enacted the Protect America Act (PAA) and the
FISA Amendments Act (FAA) in 2007 and 2008, respectively. The PAA
for the first time allowed the surveillance of foreign-to-foreign com-
munication on American soil if there were reasons to believe that the
target was outside the USA. Because more than 8o percent of the
world’s communication is processed through technical infrastructure
on US soil, a FISC approval was required for every foreign target. Al-
though the NSA had not followed this rule since the early 2000, this
rule was officially adopted through the PAA. Furthermore, conversa-
tions of US persons with people overseas were exempt from FISC ap-
provals. Hence, the Attorney General and the director of intelligence
had to approve the international surveillance operations without at-
testing that a person was an agent of a foreign power; the FISC only
reviewed their decisions. Because the PAAs duration was limited to six
months, the FAA was adopted confirming these new measures. Addi-
tionally, the FAA excluded all cooperating telecommunication com-
panies from criminal prosecution (Blum 2009: 295ft.; Theoharis 2011:
160f.).

Although the Democrats held the majority in both houses in
Congress — they are the party that made a major contribution to the
accomplishment of the enactment of FISA in the late 1970s - many of
them voted in favor of the proposed bills coming from the White
House. They rationalized this decision in public by saying they acted in
the name of national security (Montgomery 2008: 152). This led to the
FAA, FBI and NSA getting for the first time in history the legal author-
ity to monitor the communications of Americans with persons outside
the US (Montgomery 2008: 151).

This reluctance of Congress to oppose the TSP is a subsequent ac-
knowledgement of the Bush administration’s procedure. Blum (2009)
holds that
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although one can criticize the Bush administration for acting unilaterally
and bypassing Congress and FISA, the underlying reasons for the TSP ap-
pear genuine and sound. If not, Congress could have taken more aggres-
sive steps to reign in the program once it was revealed instead of passing
legislation that retroactively condoned the warrantless surveillance. (296)

Indeed, the loose reaction of Congress this time is the main difference
from the situation in the 1970s, and it highlights “how an obsession
over security led it to cede wide latitude to the White House and the
intelligence agencies, purportedly to safeguard the nation from poten-
tial threats” (Theoharis 2011: 163).

In January 2009, Barack Obama took office. Three years later, the
Obama administration stopped the collection of domestic Internet
metadata for operational and resource reasons (Greenwald & Acker-
mann 2013). A few years later, on June 5, 2013, the Guardian disclosed
that an April 2013 FISC order forced the American telecommunica-
tion company Verizon to hand over to the NSA on a daily basis all
metadata regarding international and purely domestic phone calls for
the duration of three months®” (Greenwald 2013 a). Just a few days lat-
er, the Wall Street Journal unveiled that such enactments were also giv-
en to metadata of other American phone companies and Internet
providers (Gorman et al. 2013). Further information showed that such
enactments were given on a regular basis for years and were reautho-
rized by the FISC shortly before they expired (Lee 2015: 162; Schaar
2013: 123). Although rumors about such activities of the NSA already
existed, government officials denied their truthfulness before the
Snowden revelations. In a March 2013 Senate hearing, the Director of
National Intelligence, James Clapper, responded when asked whether
the question whether the NSA collected data on millions of Ameri-

67 One may ask if the monitoring of phone call's metadata can be considered as a
questionable form of surveillance, because this kind of surveillance does not touch
the full content of a phone call (it is not monitored what is said). But this point of
view would neglect the huge possibilities of metadata for surveillance. The main
advantage is that metadata are much easier to analyze, process and link than the
content of conversations. Furthermore, while content can be encrypted, this is al-
most impossible with metadata. When metadata are collected over a longer period,
they can tell a lot about social relationships, preferences and actual living condi-
tions of an individual (Meister 2013: 229fF.). Some experts (Moechel 2013: 242)
hold that with the metadata of a mobile phone much more things can be learned
about an individual than with old-school eavesdropping measures.
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cans: “Not wittingly. There are cases where they could inadvertently,
perhaps, collect, but not wittingly” (cited in Greenberg 2013). NSA di-
rector Keith Alexander also testified before Congress in March 2012
that an article claiming that the NSA was conducting mass surveil-
lance on Americans was not true. He denied these practices on several
other occasions (Cate 2015: 30). This shows that the NSA never in-
tended for this program to become public and that they were aware of
the norm of privacy.

The Snowden revelations showed this collection was done under
the code name STELLARWIND. Unlike its predecessor Thin Thread, it
does not include any privacy protection algorithms (Mills 2015: 204).
Later it was disclosed that the metadata of American e-mails were also
stored until 2011. Both the bulk phone and the email metadata collec-
tion began in late 2001. In 2011, the collection of e-mail metadata was
discontinued due to resource reasons, but the bulk phone data collec-
tion went on. In cases where the phone metadata of a target should be
considered, this is done in two degrees of separation (two hops)
(Greenwald 2013 b). Hence, the PSP never really ceased to exist.

It has become clear, from the first warrantless surveillance ap-
proach by Roosevelt to the surveillance program authorized by George
W. Bush, that national security issues have been the major justification
of warrantless eavesdropping.

Since 9/11, our concept of national security includes protecting domestic
locations within the United States. The motivation of national security
and the availability of new technology have enabled the surveillance envi-
ronment in which we find ourselves today, but there has always been a
motivation for national security and a thirst to use the new technology of
the time. (Mills 2015: 2191.)

Furthermore, the Snowden revelations also revealed a global mass
surveillance approach, which is going to be elucidated in the following.
It shows the blurring of the domestic and international spheres with
regard to surveillance activities.
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4.5. Foreign Surveillance

An article in the Washington Post revealed at the beginning of June
2013 the surveillance program PRISM. PRISM allows the NSA and
FBI to collect personal data from American Internet companies - not
only metadata but also content. This data includes “emails, chats,
videos, photos, stored data, voice-over-IP, file transfer, video confer-
encing, logins, and online social networking details” (Lee 2015: 162).
PRISM was raised “from the ashes of President George W. Bush’s secret
program of warrantless domestic surveillance in 2007, after news me-
dia disclosures, lawsuits and the Foreign Intelligence Surveillance
Court forced the president to look for new authority” (Gellman &
Poitras 2013). Congress gave this new authority by adopting the PAA
and FAA. Companies voluntarily collaborating with the NSA were free
from prosecution. Furthermore, PRISM was justified, with the new
FISA section 702 allowing electronic surveillance in the USA, as long
as no US citizens are intentionally monitored. NSLs were used to ob-
tain the information from companies (Mill 2015: 209ft.). Nevertheless,
the privacy protection technology provided by TIA was not included
in the TSP by the NSA. The data have been gained indirectly from
company servers®® (Kietz & Thimm 2013: 1f; Lee 2015: 162). The dis-
tinction between domestic and foreign is not existent in the PRISM ap-
proach; additionally, data from American citizens (domestic commu-
nications) are collected. Although the program officially has to comply
with Executive Order 12333, in practice this is not the case (Wright &
Kreissl 2015: 14).

Further surveillance programs were disclosed: MUSCULAR has
extracted data in bulk from Google and Yahoo! servers overseas with-
out the agreement of the companies. Copying and analyzing the data
of the servers have been done without the knowledge of the companies.
In addition to that, in joint programs the NSA and the British GCHQ
worked together to get access to undersea fiber optic cables around the

68 PRISM started in 2007 with collecting data from Microsoft, followed by Yahoo!
(2008), Google and Facebook (both 2009), YouTube (2010), Skype and AOL
(2011) and Apple (2012) (Lee 2015: 162). The access is an indirect one because the
NSA has no direct access to the company servers. Instead, the data are copied to
NSA servers where they are analyzed (Moechel 2013: 241).
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world. By using intercept probes and physical taps, the intelligence ser-
vices collect everything that is sent through the fiber optic cables, in-
cluding phone calls, e-mail messages, Internet history and social net-
work contents. Metadata of this personal data collection are stored for
up to one month, the content for three days. With so-called selectors,
the intelligence agencies are capable of searching through this data
pool and store information on targets®® (Mills 2015: 210ft.).

The reason why this information is not stored for a longer period
is due to the very large storage locations that would be needed for this
purpose. As a result, the NSA built a new data center that went online
in 2013 and was fully operational in May 2014. This is used to store all
intercepted data (Lee 2015: 158ft.).

Furthermore, the Snowden documents revealed that the NSA used
covert implants to get access to computers, smartphones, network
servers, firewalls and routers. The malware is able to take over a com-
puters microphone and camera in order to take pictures and record
conversations and to collect login details and passwords. While the
NSA usually accesses the target machines through the Internet the
agency is also able to collect data from machines never connected to
the Internet by installing taps (Cate 2015: 32f.).

All in all, the NSA scandal unveiled three dimensions of surveil-
lance: First, the interception of data in transit that is processed by so-
called upstream programs. Second, the access to stored data, as it is
done with the PRISM program. This is done in one of three ways: a
NSL/FISA warrant, a private agreement between the government and
the company; or by hacking into the systems (Mills 2015: 218). A third
layer is the installation of spyware on personal devices like computers
or smartphones (Lyon 2015: 18ff.). As a result, the distinction between
mass and targeted surveillance has blurred. “If data are sought on a
mass basis [...] with a view to identifying who might be a ‘person of
interest; the point at which ‘mass’ becomes ‘targeted’ surveillance is
fuzzy at best” (Lyon 2015: 22). This goes so far that intelligence agen-
cies insisted after the Snowden disclosures that the mere mass capture
of data without later intervention could not be defined as surveillance
(Lyon 2015: 41f). Another two spheres that are blurred are the dis-

69 Mills (2015: 210ff.) provides a list of all revealed surveillance programs in 2013.
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tinction between state surveillance and surveillance conducted by
companies, since the US intelligence agencies have direct access to the
data collected by US companies (Lyon 2015: 29).

This infrastructure comes very close to a global mass surveillance
of as many individuals as possible. Today, the NSA intercepts two mil-
lion types of communication per hour (Lee 2015: 159). This is not the
first time that such an approach of global mass surveillance is conduct-
ed. There is one predecessor: a program called ECHELON.

ECHELON was also capable of performing a total surveillance ap-
proach of virtually all kinds of technical communication. The program,
set up in 1971 and operationalized by the NSA under permission of
the intelligence alliance Five Eyes7°, was “worlds away from the popu-
lar conception of the old wiretap” (Goos et al. 2015: 57) by intercepting
all communications that were processed over satellite and captured all
messages that were relevant for national security. First rumors about
this program already existed in the late 1980s when whistleblowers
and journalists reported about it. This made the EP’s Science and Tech-
nology Options Assessment committee scrutinize and report about
ECHELON in 1999, leading to an EP report in July 2001 that officially
revealed the program. The report was concerned about the ECHELON
program and stated, “any interception of communications represents
serious interference with an individual’s exercise of the right to privacy”
(EP 2001). Nevertheless, the advocacy network could not push the
USA and its Five Eyes allies to respect the privacy norm. The reason
for this was a considerable shift in public perception: The 9/11 attacks,
committed only two months after the EP’s report was published, made
the public focus on security instead of privacy issues. Albeit the actual
target of ECHELON was the interception of the Soviet Union’s com-
munication and their satellite states, the program continued after the
end of the Cold War - also to conduct business espionage against the
Europeans (Bedan 2007: 435f.). Documents revealed by Snowden
showed that the program is still active today, although most of the

70 'The partnership in SIGINT between the USA, the UK, Australia, Canada and New
Zealand is known as Five Eyes and emerged in 1947. The initiating agreement,
named UKUSA Agreement, was actually an agreement between the UK and the
US, but as the UK colonies became independent, they joined the coalition (Bedan

2007: 435).
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world’s communication is transferred through fiber optic cables (Rudl
2015).

The NSA development of new approaches of surveillance in the
1990 s was due to the fact that more and more communications were
transmitted by fiber optic cables and not via satellite. Fiber optic cables
transmit signals much faster than microwaves, which was important in
the face of the development of the Internet and rising communications
via Voice over Internet Protocol (VoIP). The global network of fiber
optic cables had one crucial point: the so-called switches, “central
nodes and key crossroads where millions of communications come to-
gether before being distributed to other parts of the country. [...] Like
border crossings, they are the points of entry for all international cable
communications” (Bamford 2009: 176f.). More than half a dozen
switches had been installed on both US coasts, processing 8o percent
of all international communications (Bamford 2009: 175ff.). This led to
the development of the PRISM program.

But is the surveillance of foreigners on foreign soil a breach of the
norm of privacy? Indeed, US law does not prohibit foreign surveillance.
Until the 1970’s, foreign intelligence operations were not regulated.
And even after investigations of the Church Committee following the
Watergate scandal and the adoption of the FISA Act, no privacy pro-
tection mechanisms had been installed for intercepting communica-
tion of two foreigners on foreign soil (Johnson 2016: 231ff.). “This de-
cision was not a mistake. Rather it was a deliberate policy choice, and
the norm for foreign intelligence programs worldwide” (Johnson 2016:
234)7*. The same is true with view respect to international law. Because
of the widespread practice of espionage, “there are no specific interna-
tional law norms that prohibit or regulate espionage” (Peters 2017:
163)72.

71 The question remains, if the concepts of territoriality and nationality are still useful
tools to guide intelligence practices in times of Internet traffic traveling the whole
globe before reaching its destination (Johnson 2016: 235ft.).

72 Nevertheless, there are other treaties and principles of international law that have
been violated by the USA. According to Peters (2017: 164fF.), the USA “breached
the law of diplomacy by conducting surveillance activities at and through em-
bassies” (167) and they violated the principle of Westphalian sovereignty.
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But do the non-prohibition of espionage in the international realm
and the missing domestic rules on foreign intelligence automatically
deny the right to privacy of non-citizens on foreign soil? Since the
NSA Affair, legal scholars have been debating this question. With re-
gard to the US constitution, some scholars (Miller 2017) conclude that
it provides no rules “that can be said to clearly and definitely resolve
the question of its application to foreigners or beyond Americas terri-
torial jurisdiction” (92), others (Walen 2017) argue that there is no
case law on constitutional rights clearly prohibiting the extension of
such rights to nonresident aliens (NRA). “[...] in the in the wake of
Boumediene v. Bush, the jurisprudence has moved in favor of extend-
ing constitutional protections to NRAs” (Walen 2017: 283).

Whereas the scope of the constitution’s application is still a matter
of debate, the evidence seems much more clear in view of international
law. The ICCPR, which formulates the right to privacy (and especially
to informational privacy (Voeneky 2017: 500)) in Article 17, has ex-
traterritorial validity, because all singers declare to guarantee this right
to subjects to its jurisdiction (Voeneky 2017: s01f; Peters 2017:
1511F). “[...] one has to conclude that a state’s jurisdiction is implicat-
ed even if a state merely exercises factual power on the territory of a
nonstate or third party. Factual power is exercised in the conduct of es-
pionage on the territory of another state” (Voeneky 2017: 501f).
Hence, if a state wants to restrict or limit the right to privacy of for-
eigners on foreign soil, this must be — according to the ICCPR - pro-
portionate and in order to reach a legitimate aim (Voeneky 2017: 502;
Peters 2017: 153ff.). In addition to this, “the ICCPR protects persons
against discrimination” (Peters 2017: 162), which is why the USA owes
every person — US citizen or not — equal protection of the international
right to privacy (Peters 2017: 162 £.).

This interpretation of international law is not new. Already in
1988, the UN Human Rights Committee clarified that any kind of elec-
tronic surveillance and wiretapping of conversations violates interna-
tional law (Peters 2017: 148).

The question remains if the US foreign surveillance activities are
legitimate and proportionate — and, hence, comply with standards of
international law. Especially since 9/11, the USA feel threatened by ter-
rorists. But “a shocking insight is that many of the surveillance meth-

21673.216108, 23:56:49,

. © Urhebermechtiich geschutzter Inhalt.
tersagt, m ‘mit, flir oder in Ki-Syster



https://doi.org/10.5771/9783828867505

4.6.The USA and a Comprehensive Spiral Model

ods implicated by the NSA programs [...] are not very effective at ex-
posing the plans of terrorists” (Peters 2017: 162), which results in a
“deep and significant intrusion on the right to communications priva-
cy” (Peters 2017: 162), generating little benefit (Peters 2017: 162).
Therefore, the foreign surveillance activities of the USA exposed by
Edward Snowden can be considered as a norm violating behavior.

As shown up to this point, “security [has become] a key driver of
greater surveillance” (Lyon 2015: 31), not only since 9/11. How this re-
lates to the spiral model will be scrutinized in the next section.

4.6. The USA and a Comprehensive Spiral Model

Is the spiral model a useful tool to explain the degradation of a human
rights norm? By illuminating the history of mass surveillance, it be-
came clear that the five steps of the spiral model are not sufficient to
explain the norm regression in the USA.

The regress of a human rights norm does not happen in the same
way it emerges. While the spiral model is capable of covering the secret
violation of a norm by government authorities (the step from rule-
consistent behavior to the prescriptive status), the five categories of the
spiral model do not fit to explain further norm regressions, because
the next step (from the prescriptive status to the status of tactical con-
cessions) would include the withdrawal of international treaties and
national law that includes the human rights norm. On the contrary;, it
seems that the withdrawal from law might be a very advanced step of
norm regression. The history of the struggle between the norm of pri-
vacy and the norm of security in the USA shows that the spiral model
is not capable of explaining the developments.

Furthermore, the spiral model is not capable of explaining why the
advocacy processes are not successful in every case. This was most ob-
vious after 9/11: International advocacy groups joined domestic NGOs
to prevent the renunciation of human rights norms. According to the
spiral model, this can only be explained with the lower social vulnera-
bility of the norm violating state. However, the general political climate
seems to influence the effectiveness of the advocacy process as well.
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Nevertheless, a certain structure can be observed that summarizes
the developments in the USA, which can be theorized in a second spi-
ral. To get a comprehensive model of how states are prevailed to com-
ply with a norm and how this development is inverted, such a second
spiral seems necessary. By reference to the case study presented in this
chapter a spiral B can be proposed. The different stages are not selec-
tive but fluent, as it is the case with the original spiral model. A certain
framework can be deduced from the development of mass surveillance
in the USA; it consists of five steps — similar to spiral A of the spiral
model and, therefore, compatible.

1 5) Rule-consistent behavior o,
* *,

.

4) Prescriptive status 4) Circumvention

3) Equilibrium
/ 2) Concessions
444 1) Abolishment

Spiral A Discursive opportunity Spiral B

3) Tactical concessions

2) Denial

1) Repression

Fig. 1) The Comprehensive Spiral Model

5) Rule-consistent behavior: This phase is equivalent to step five of the
original spiral model. A state has ratified international treaties, accept-
ing the human rights norm, and acts on behalf of this norm. Further-
more, the state has included this norm in domestic jurisdiction and
acts on behalf of this norm without questioning it.

Since the USA began to violate the privacy norm from the mo-
ment of its juridical implementation, the country has literally never
reached this status. Only for a very short time after the Church Com-
mittee hearings this status can be assumed.

4) Circumvention: Some state authorities or politicians start to act
in a way that contradicts a human rights norm. Their behavior is led by
a counter norm that objects the human rights norm. Nevertheless, a
majority of the public as well as a majority in the political arena does
not support this counter norm. Attempts to implement the counter
norm in domestic or international jurisdiction fail. Nevertheless, the
actors advocate the counter norm in public and a first diffusion of the
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counter norm sets in. Because persons and authorities acting on behalf
of the counter norm are aware of the prevailing political climate, they
try to conceal their acts. By doing this, they show awareness of the pre-
vailing human rights norm: They hide their actions to circumvent the
human rights norm, because they fear future prosecution and because
they know their actions are not accepted. This behavior continues until
the very last step of spiral B. The more the counter norm spreads, the
more actors acting on behalf of this norm feel vindicated and continue
their secret acts or extend them. Not until the human rights norm is
dead, unrestricted behavior on behalf of the counter norm is possible.
Furthermore, the violation of the human rights norm does not neces-
sarily have to become public. Inside advocacy actors, i.e., actors inher-
ent to the state level, like supervising boards, civil servants (e.g.,
lawyers) or individual politicians, can prevail the norm violating pro-
cedures and ensure that these measures are stopped.

In reference to the history of mass surveillance in the USA, this
phase can be observed from the early years of Roosevelt until the early
1950s and from the Reagan administration until the 1990s. Roo-
sevelt’s justification of surveillance for the defense of the nation de-
veloped in the Truman era into a comprehensive approach to national
security, but the security norm did not challenge the privacy norm
considerably. And although surveillance measures were extended in
the Reagan years because of security concerns, the security norm was
inasmuch not a considerable part of public discourse, because the pri-
vacy norm was not challenged publicly. Both periods show an exis-
tence of the counter norm of security and politicians and authorities
acting on behalf of this norm. Although terms like subversive and ter-
rorist were shaped and broadened over time to justify the departure
from the human right to privacy in the name of national security,
Congress did not pass any laws that reduced the validity of the human
right to privacy. The attempts by Roosevelt, Hoover and Celler to push
Congress to adopt such laws failed. Instead, they had to hide their ac-
tions, which did not comply with the privacy norm. But nevertheless,
albeit a counter norm was present the majority of the public and state
actors were not convinced to cut privacy rights in favor of gaining se-
curity.

95

21673.216108, 23:56:49,

. © Urhebermechtiich geschutzter Inhalt.
tersagt, m ‘mit, flir oder in Ki-Syster



https://doi.org/10.5771/9783828867505

4. Norm Regression: Surveillance and Privacy in US History

96

3) Equilibrium: This phase is characterized by finding a compro-
mise between both the human rights norm and the counter norm. The
counter norm continues to spread and resonates significantly. Never-
theless, both norms are now more or less equally acknowledged and
represented in public and in the political arena. This can lead to the
enactment of laws or treaties that try to combine the requirements of
the two norms. Another possibility to reach equilibrium is to suspend
the human rights norm temporarily. This shows that the counter norm
is only accepted in a specific situation - e.g., in case of an emergency.
This does not have to be against international law. In case of the priva-
cy norm, a temporary suspension of this human right is acceptable and
legal in special situations.

Generally, the human rights norm is not rejected. In this phase, it
is less likely that internal advocacy actors initiate advocacy processes,
because actions on behalf of the counter norm are to a certain extent
legal, and many more people on the state level are advocating the
counter norm, in this case: the norm of security. Hence, it is less likely
that inside advocacy actors initiate spiral A. Additionally, the success-
ful initiation of the spiral is not granted, because the social vulnerabili-
ty of a state often decreases with the adoption of a contradicting norm.

This phase can be observed in the case study from the 1950 (the
adoption of the Omnibus Crime Control and Safe Streets Act) until the
early 1970s, when an advocacy process initiated by the press and
NGOs led to a sea change in the intelligence policy of the USA and
pushed the state to a rule-consistent behavior, and from the mid 1980's
until 2007.

With the Coplon case, the security norm spread significantly in the
apparatus of state. The discussions in Congress in the 1950 s about the
legalization of wiretapping are an example of the noticeable resonance
of the security norm in the public space. This was followed by the
adoption of the Omnibus Crime Control and Safe Streets Act in 1968.
In retrospect, the Act was a very naive try to combine both norms: It
was a commitment to the right to privacy and - by allowing wiretap-
ping for reasons of national security - a commitment to the norm of
security.

In the 19805, the USA again entered the stage of equilibrium. Al-
though the Huston plan was almost a step towards the stage of conces-
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sion, it was not implemented for fear of an advocacy process. In the
Clinton era, the security norm resonated in public in the form of an
advocacy process (by the government) in favor of a preventive security
state. The adoption of the CALEA is an expression of it. Other initia-
tives, like the Clapper program, failed. However, the events of 9/11
pushed the security norm enormously. But the Patriot Act was not a
general renunciation of the right to privacy. Many senators and repre-
sentatives were aware that they only wanted to limit the right to priva-
cy and other civil and human rights temporarily to respond to the ter-
rorist threat effectively. That is why many provisions curtailing privacy
were equipped with sunset provisions. Furthermore, although the
counter norm diffuses at the state officials’ level, there still exists a
considerable amount of officials upholding the human rights norm.
This is symbolized by the dispute between the Bush/Yoo camp and the
Comey camp in 2004.

An attempt to combine both norms was not only made by jurisdic-
tion but also by the intelligence agencies. The development of TIA is an
example of the development of a surveillance system that complies
with the privacy norm. After the stoppage of the IDC through inside
advocacy actors, TIA was developed as a system that tries to combine
both norms, but it did not survive the activation of the spiral model in
the aftermath of the disclosure by a newspaper article.

Even public statements showed the equal awareness of both norms.
In the signing ceremony of the Patriot Act, Bush noticed that this act
would defend both security and civil liberties of Americans.

2) Concession: By entering this phase, advocates of the counter
norm have gained mastery. Concessions are made to them by the im-
plementation of the counter norm in legislation at the expanse of the
human rights norm. The laws and treaties providing the basis for the
human rights norm are restricted — but not completely canceled. For
certain situations or individuals the human right is not valid any more.
The social vulnerability of a state further decreases. State authorities
are increasingly acting on behalf of the counter norm. In public dis-
course, the counter norm is generally accepted.

The USA reached this phase with the adoption the PAA in 2007
and of the FAA one year later. The revelations from the end of 2005 did
not led to rule-consistent behavior. Instead, PAA and FAA restricted
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the right to privacy as being valid only for the domestic communica-
tions of Americans. Intelligence agencies began to work on behalf of
these new laws. Furthermore, phone companies could not be sued for
any actions violating the privacy norm. The acceptance of secret
surveillance activities on Americans by the FISC can also be classified
at this stage (although it happened already in 2004), because it shows
that arguments in favor of the counter norm (in this case, by the NSA)
influences decisions of judges and actions of human rights oversight
mechanism (!) enormously (in this case, of the FISC court).

1) Abolishment: In this phase the human rights norm is dead.
Treaties or laws advocating this norm are abandoned. State officials of-
ficially deny the validity of the human rights norm, and state authori-
ties stop acting on behalf of the human rights norm completely. No il-
legal and secret actions on behalf of the counter norm are necessary
anymore, because the human rights norm is overcome.

This phase was developed in theory and without evidence of the
case study on the USA. Nevertheless, this would be a logical conse-
quence of this development. At least theoretically, the Snowden revela-
tions could cause the USA to enter this phase - similar to the develop-
ment in 2007, when revelations did not lead to a behavior that is more
rule-consistent. In the public discussion, it is theoretically possible that
the privacy norm is further weakened by normative arguments on be-
half of the security norm and that the existence of the surveillance pro-
grams unveiled by Snowden are accepted in the end. How likely this is
going to happen, will be explored in the next chapter.

All in all, this second spiral can explain the development of a state
from complying with human rights to differing from this norm. Never-
theless, it is merely a first attempt to theorize this evolution. This sec-
ond spiral has to be verified by further case studies, as a matter of
course. Of peculiar interest would be the question whether this model
also applies to strong norms like the prohibition of torture.

It is questionable if this model can be used to explain the interna-
tional condition of a human rights norm. The programs ECHELON
and PRISM, conducted by a multilateral intelligence cooperation net-
work led by the USA, can merely be considered as a first attempt to cir-
cumvent the norm of privacy (spiral B, step 4, ‘circumvention’). The
diffusion of the security norm at the international level did (at the time
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of writing) not influence existing international human right treaties
with regard to weakening the norm of privacy. Prima facie, this seems
to be in line with the findings of McKeown (2009: 11) whereupon a
norm is first encountered in the domestic arena, and afterwards this
development reaches the international level. But there are also coun-
terarguments to that: The norm security has widely spread in the last
decade at international level, which would actually demand to classify
the condition of a norm as weaker than the stage of circumvention.
Nevertheless, because the spiral model was developed to explain do-
mestic policy changes, problems to explain the norm regression in the
international sphere are not surprising.

Furthermore, the proposed framework fails to explain the interde-
pendencies of state actors and advocacy networks that are fundamen-
tal to the original version of the spiral model. It is beyond the scope of
this paper to illuminate the advocacy actors in every single phase; in-
stead, the state behavior was central to this case study. This has to be
done by further research. Merely one conclusion can be drawn with re-
gard to this: The level of non-compliance influences the mechanisms of
social actions, particularly coercion and persuasion. First, the higher
the degree of non-compliance, the harder it is for domestic and inter-
national advocacy groups to enforce human right norms legally. Once
the domestic law is changed, it is more difficult for advocacy groups to
enforce a human right in court. Second, with the increasing acceptance
and influence of a counter norm to the policy of a state, it gets harder
to convince a state to comply with a human rights norm. Mostly, this
goes hand in hand with the diffusion of the counter norm in the pub-
lic.

The original spiral model has to be expanded by one more facet.
As the case study shows, there are some examples where the transna-
tional network is activated but failed to push the state to a rule-consist-
ent behavior. The original spiral model does not provide an explana-
tion for this. As the case study showed, it is very often the political cli-
mate that prevents a successful iteration of the spiral. To include this
possibility in the spiral model, it is necessary to add one more scope
condition: the discursive opportunity. Whether an advocacy process is
successful or not, is dependent on the existence of a window of discur-
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sive opportunity’s. The original spiral model merely contains the scope
condition of social vulnerability. However, it is not only the social vul-
nerability of the state but also of the society and public that decides
about the success of an advocacy process. The question if spiral A can
be activated, if the advocators are able to pressure a state to a rule-
consistent behavior will be dependent on the prevailing discourse in
the public domain. A temporary change in discourse in favor of the
human rights norm triggered by revelations or public discussions
about new laws (tipping point) is necessary to guarantee the success of
spiral A. Thereby, the comprehensive spiral model can explain that
norm-violating procedures survive their disclosures in cases where
such a discursive opportunity is not existent (a main point of criticism
to the spiral model by McKeown (2009: 10)).

At every stage of norm regress, discursive windows of opportuni-
ties (like exposures of norm violations) can emerge and be used to ac-
tivate the spiral A. This is symbolized in the chart by the intact arrows.
However, if the advocacy network is not successful in pressuring the
violating state to the prescriptive status, the norm regress is not
stopped and can continue. This is symbolized by a line between the
steps of tactical concession and prescriptive status. If the prescriptive
status is reached, two possibilities exist: the further development of
rule-consistent behavior as well as the immediate challenge of a norm
by counter norm entrepreneurs, which would directly lead to a stage of

73 'The theory of discursive opportunity has its roots in the concept of political opportu-
nity. This concept wants to highlight that the success of social movements is not
only dependent on the actors and actions of social movement groups but also of
the political framework and circumstances in which the movement acts. In other
words, a political opportunity refers to “aspects of the political system that affect
the possibilities that challenging groups have to mobilize effectively” (Giugni 2009:
361). Charles Tilly (1978) made the most important contribution to make this ap-
proach circularize in research literature, because he was the first to come forward
with a comprehensive approach. Nevertheless, this approach was criticized enor-
mously for its vagueness; it was in danger “of becoming a sponge that soaks up vir-
tually every aspect of the social movement environment” (Gamson & Meyer 1996:
275). In response to this critique, scholars started to further specify the concept.
One result was the development of the discursive opportunity approach. It pur-
ports that there is “a discursive side relating to the public visibility and resonance
as well as the political legitimacy of certain actors, identities, and claims” (Giugni
2009: 364). This is meant when I refer to discursive opportunity here.
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circumvention. These two possibilities are symbolized by the broken
arrows in the chart.

Whereas this chapter has focused on how the development of non-
compliance with a human rights norm is possible, the next chapter will
explore the actions of the advocacy network after the Snowden revela-
tions and, hence, will focus on the second research question. Following
the comprehensive spiral model, the revelations give the opportunity
to activate spiral A. The next section will show if this happened.
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5. Norm Defense: The Advocacy Process after
Snowden

This chapter is going to throw light on the advocacy process that fol-
lowed the Snowden revelations. It will explore what kinds of mechan-
isms and modes of social action have been used by human rights advo-
cates to pressure the USA to comply with the human right to privacy.
The spiral model differentiates four such modes: coercion (use of force
or legal enforcement), changing incentives (sanctions and rewards),
persuasion (by discourse) and capacity building.

The main contributors to the international human rights regime
should be explored: liberal states, IOs, and (I)NGOs. As a matter of
course, not all advocates can be scrutinized here; instead, I focus on a
few of them. When I look at the liberal states, I will focus on the states
that advocated the right to privacy the strongest. Regarding the IOs,
the behavior of the three most important actors will be analyzed: First
of all, the UN is the organization that has made the biggest contribu-
tion to the establishment of human rights in the international system.
Hereafter, the EU as well as the CoE will be scrutinized. As mentioned
in the third chapter, they have both been relevant actors in the estab-
lishment of the right to privacy. Last but not least, NGOs should be
highlighted. Al is one of the biggest international human rights organi-
zations and, therefore, a good example to use to explore the advocacy
process at the international NGO level. Although the behavior of all
actors will be scrutinized separately, their activities are interdependent
as a matter of course (Nyst/Falchetta 2017: 109).
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5.1. Liberal states

The strongest commitment to privacy has been made by Brazil and
Germany (Nyst/Falchetta 2017: 105). Together, both initiated a UN
resolution on the right to privacy in the digital age.

Brazil’s president Dilma Rousseft canceled a September 2013 visit
to the USA and instead delivered a speech at the UN, which was the
most direct response of a state leader in public. Rouseft noted:

The right to safety of citizens of one country can never be guaranteed by
violating fundamental human rights of citizens of another country. [...]
In the absence of the right to privacy, there can be no true freedom of ex-
pression and opinion, and therefore no effective democracy. [...] We ex-
pressed to the Government of the United States our disapproval, and de-
manded explanations, apologies and guarantees that such procedures will
never be repeated. [...] Brazil, Mr. President, will redouble its efforts to
adopt legislation, technologies and mechanisms to protect us from the il-
legal interception of communications and data. My Government will do
everything within its reach to defend the human rights of all Brazilians
and to protect the fruits borne from the ingenuity of our workers and our
companies. The problem, however, goes beyond a bilateral relationship. It
affects the international community itself and demands a response from
it. Information and telecommunication technologies cannot be the new
battlefield between States. Time is ripe to create the conditions to prevent
cyberspace from being used as a weapon of war [...]. For this reason,
Brazil will present proposals for the establishment of a civilian multilater-
al framework for the governance and use of the Internet and to ensure the
effective protection of data that travels through the web. [...] Harnessing
the full potential of the Internet requires, therefore, responsible regulation,
which ensures at the same time freedom of expression, security and re-
spect for human rights. (Rouseff 2013: 158f.)

Rousseff argued on the basis of human rights. Brazil has acted on their
notice and adopted new legislation to strengthen privacy protections
for their own citizens. In 2014, Rousseft signed a Civil Rights Frame-
work for the Internet into law that requires the government to decide if
an Internet provider is acting fairly and protecting consumer’s privacy.
Among other things, Rousseft promoted legislation forcing global In-
ternet providers to store the customer data of the Brazilians inside
Brazil. In February 2014, Brazil and the EU decided to build their own
undersea cable between Portugal and the Brazilian coast. Additionally,
Brazil hosted a global multi-stakeholder meeting, NETmundial, where
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participants discussed the future of Internet governance (Fidler 2015 a:
157; Wright & Kreissl 2015: 25 £., 29; Sales 2015).

In Germany, concerns about mass surveillance of the communica-
tion of Germans were also huge. They caused an increased effort to
strengthen the right to privacy at the international level, which found
expression in the support of a UN resolution. But also at the bilateral
level, Germany delivered consequences. The German government ter-
minated an intelligence treaty with the USA from the Cold War era.
Furthermore, Germany tried to negotiate a so-called no-spy agreement
with the USA and minimized the cooperation of German and US in-
telligence agencies. The government did not renew the contract with
the US telephone company Verizon because of security concerns (Fi-
dler 2015 a: 160; Connolly 2015).

Nevertheless, German Chancellor Angela Merkel did not push
publicly for stronger protection of privacy rights. She tried to minimize
the incident and reminded the Germans of the important role of the
USA in post-War German history. After it became public that the NSA
had intruded on her own privacy by monitoring her phone, however,
she proved to be more concerned in public74 (Wright & Kreissl 2015:
30). Her strongest public reaction was: “Spying on friends - that does
not work” (Roth & Gathmann 2013).

In 2014, the German Parliament, the Bundestag, launched an in-
vestigative committee on the NSA affair. The result was a research re-
port published in June 2017, stating that the USA did not conduct
mass surveillance, because their activities had not been executed with-
out probable cause (the parliamentary opposition dissented from this
assessment) (Deutscher Bundestag 2017: 1214ff; Biermann 2017Db).
The main findings of the investigative committee had been the collabo-
ration of the German intelligence agencies, mainly the Bun-
desnachrichtendienst, with intelligence agencies of the Five-Eyes mem-
ber states (Biermann 2017a). As some scholars hold (Peters 2017:
1681.), these surveillance activities of German (and other European)
intelligence agencies — as they were brought to light by the committee

74 Besides that, the Bundestag as well as a few other Parliaments in the world (Cana-
da, United Kingdom) launched inquiries. In all countries the committees faced the
refusal to cooperate by foreign and domestic officials and, partly, their own govern-
ments (Gill 2015: 84; Gebauer et al. 2013).
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— probably violated the European Convention on Human Rights by
“concluding bilateral agreements with the United States, by tolerating
US activities, and by engaging in surveillance programs themselves”
(Peters 2017: 169).

Because of the intermingled relationship of the Bundestag and the
German government, which is typical of parliamentary democracies,
the success of this committee largely depended on the parliamentary
opposition (Miller 2017: 721£.). Nevertheless, it seems that the parlia-
mentary opposition succumbed in the debate about the consequences
of the findings of the inquiry: In October 2017 the Bundestag adopted
a new intelligence law establishing new oversight mechanisms but also
- according to critics — largely legalizing the wrongdoing of the Ger-
man intelligence agencies (Biermann 2017 ¢; HeifSler 2017).

Besides Germany, other European states were concerned as well.
France’s Minister of Foreign Affairs, Laurent Fabius, noted that this
kind of espionage would be not acceptable. The reaction of the United
Kingdom was relatively muted. The Information Commissioner stated
that the conduct of the USA might contradict European data protec-
tion law (Wright & Kreissl 2015: 9f.).

There were plenty of other states complaining about the NSA
surveillance measures, not only liberal states with rule-consistent be-
havior. However, this does not automatically result in a commitment to
privacy. One example is a statement of the Chinese National Ministry
of Defense demanding that the USA to stop surveillance activities.

For a long time, the relevant agencies of the United States have relied on
its advanced technology and infrastructure to carry out large-scale, orga-
nized cybertheft, bugging and monitoring against foreign politicians,
businesses and individuals. These facts are known to all. The hypocrisy
and double standards of the United States regarding Internet security is-
sues have been abundantly obvious from WikiLeaks to the Snowden af-
fair. The Chinese military is a serious victim of this kind of US conduct.
[...] China demands that the United States [...] immediately stop such
activity. (Chinese National Ministry of Defense 2014: 165)

It is remarkable that the Chinese Ministry of Defense complained
about US surveillance practices without even mentioning the word pri-
vacy. There is talk of Internet security instead. This makes sense when it
comes to the prioritization: Cybertheft as well as spying on politicians
is first mentioned. Only afterward, the mass surveillance on individu-
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als is expressed. Although many states are concerned about the US
surveillance practice, one can assume that a big part of international
complaints is driven by the strategic interests of those states (against
US interests of cyber security matters) instead of a true commitment to
the human right to privacy (Fidler 2015 a: 164).

All in all, the reaction of liberal states was considerably weak. This
is due to both lacking of political will and missing or inappropriate
tools to punish the norm violation by the USA. First of all, two of four
modes of social action are not available to liberal states or inappropri-
ate in use. Since the USA is a consolidated democracy and, thus, is not
lacking limited statehood, capacity building is not appropriate. Fur-
thermore, it would be questionable what kind of capacities should be
enhanced, as the definition of privacy and how to protect this human
right are highly controversial even between European states. Coercion
is also not a possible tool to use. The use of military force would be in-
appropriate, because mass surveillance is not a classical military attack.
On the other hand, there are no supranational legal institutions (e.g.,
like the International Criminal Court) available that would be respon-
sible for punishing the violation of the right to privacy within the
means of law.

Therefore, the only modes of social action, which are possible, are
persuasion and changing the incentives for the violating state. How-
ever, no state imposed sanctions against the USA or used other mea-
sures to influence the utility calculation of the USA in a positive or
negative way. Although many states reacted with domestic conse-
quences (terminating contracts with US companies and intelligence
agencies or adopting laws to enhance domestic privacy regulation),
these measures did not so much aim for influencing the utility calcula-
tions of the USA as at minimizing the US power base regarding the In-
ternet. The planned installation of an undersea fiber optic cable be-
tween Portugal and Brazil is a good example of it.75 This action does
not aim to change US behavior but their possibilities of mass surveil-
lance.

75 The effort of states to prevent communications from travelling through the USA
could lead to a so-called balkanization, which means a regionalization of the Inter-
net. As some scholars hold (e.g. Gill 2015: 79f.), this development is unlikely be-
cause of the high social and economic costs.
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To make matters worse, domestic consequences are not necessarily
a pure commitment to privacy. For example, albeit the new Internet
law in Brazil was adopted with the intention to protect the privacy of
Brazilian Internet users, Sales (2015) observes that the Snowden reve-
lations were used by the Brazilian government to increase state control
over the Internet. This action does not constitute a confession to priva-
cy as such, because a lot of authoritarian countries, like China or Iran,
also have huge control over the Internet (Krieger 2014: 346) and do
not use this power to enhance privacy protection. The new German in-
telligence law is another example. Hence, one has to await further de-
velopments and the usage of the new state competences by Brazilian
security and intelligence authorities until one can fully judge the
Brazilian and German commitment to privacy. On the whole, the do-
mestic measures taken by liberal states cannot be seen as primarily tar-
geted to changing the incentives for rule-consistent behavior.

However, theoretically stronger actions by liberal states could have
been taken in order to advocate privacy. There are two reasons why
this did not occur. First, there is a lack of concepts and rules for priva-
cy as well as for behavior in cyberspace. There is no clear concept of
privacy and no clear measures to successfully fight terrorism. Thus, it
would be difficult to determine in which case possible sanctions should
be lifted (Kietz 2013: 6), and that impedes coordinated and united ac-
tions of liberal states against the USA. Furthermore, a big part of the
revealed mass surveillance practices (particularly the PRISM program)
are not far away from what other countries do: They are also in control
of their domestic communication system and demand that telephone
and internet providers to develop their collection techniques in a way
that is accessible for the government and to deliver information in cas-
es of national security threats (Krieger 2014: 345). However, they do
not store it and access this source only for targeted surveillance
practices. Last but not least, there is no regime for the governance of
cyberspace. For a big part, the states” behavior in cyberspace is driven
by anarchism until today (Gill 2015: 78).

Second, almost all liberal states cooperate with USA intelligence
services. With the existence of the SIGINT alliance Five Eyes, Australia,
Canada, New Zealand and the UK are automatically norm violators as
well. Beyond that, other liberal states” intelligence services - e.g., of

21673.216108, 23:56:49,

. © Urhebermechtiich geschutzter Inhalt.
tersagt, m ‘mit, flir oder in Ki-Syster



https://doi.org/10.5771/9783828867505

5.1. Liberal states

France and Germany - also have close relationships with the NSA
(Smale 2015). The main problem is that this cooperation is not on
equal footing. No Western intelligence service exists that does not rely
on the NSA. Hence, a big power asymmetry drives the relationship be-
tween the NSA and other liberal states” intelligence services. To make
matters worse, all states are in competition with each other for the best
relationship to the NSA (Kietz 2013: 6f; Krieger 2014: 345f.). Hence,
the credibility of possible advocacy activities of liberal states is weak-
ened enormously. That influences both the use of sanctions and dis-
cursive measures.

Persuasive and discursive measures are not fully available to liberal
states” network either. Although the statements of liberal state leaders
- particularly those from Rousseff - are the first step of persuasive
measure by declaring the US behavior as norm violating and counter-
ing the mass surveillance practices with arguments (the universality of
human rights), no long-term process of discussion has set in. This is
due to the very heterogeneous understanding of privacy. To enter a
long-term discussion with the norm violator USA, the community of
advocating liberal states would need a definition of privacy that is
shared by all of the actors. Moreover, the aforementioned weak credi-
bility, which is caused by the norm violation of many liberal states, un-
dermines possible persuasive measures. Unsurprisingly, Rousseff called
for a multi-stakeholder approach to resolve the problem. It is, by the
way, remarkable that most of the criticism of liberal states covered the
surveillance of foreigners instead of criticizing the violation of privacy
rights of American citizens in the same way.

All things considered, the liberal states have failed to set in motion
any mode of social action in a comprehensive way. Although it has
turned out that they prefer the mode of persuasion and discourse to
react to the norm violation of the USA, they are not able to use this
method effectively. For this reason, it seems that they rely on IOs to
solve this problem because IOs seem more capable of doing so.
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5.2. International Organizations

As aforementioned, the liberal states put much effort in activating IOs
— particularly the UN - to react to the norm violation by the USA.
Nevertheless, IOs are also by themselves strong advocates of human
rights laws. In this section, the reaction of three IOs will be addressed:
the UN, the EU, and the CoE.

5.2.1. United Nations

The only mode of social action that is possible at the UN-level is the
one of persuasion and discourse. For coercive measures or the raising
of sanctions, a resolution of the UN Security Council would be neces-
sary. Because the USA holds a right of veto in this body, it is not possi-
ble for the UN member states to use coercive measures against the
USA without their consent. Discursive measures, hence, are the only
way for the UN to go.

In December 2013, the UN General Assembly (2013) adopted res-
olution 68/167 initiated by Brazil and Germany. The resolution recog-
nized the right to privacy as set out in the UDHR and the ICCPR and

1. Reaffirms the right to privacy [...] and the right to the protection of
the law against such interference [...];

2. Recognizes the global and open nature of the Internet [...];

3. Affirms that the same rights that people have offline must also be
protected online, including the right to privacy;

4. Calls upon States: (a) To respect and protect the right to privacy, in-
cluding in the context of digital communication; (b) To take mea-
sures to put an end to violations of those rights [...]; (¢) To review
their procedures [...] including mass surveillance, interception and
collection, with a view to upholding the right to privacy by ensur-
ing the full and effective implementation of all their obligations un-
der international human rights law [...]. (United Nations General
Assembly 2013)
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Furthermore, the resolution asked the UN High Commissioner for

Human Rights to provide a report on the protection of the right to pri-
vacy in relation to the surveillance practices of states. Half a year later,
in June 2014, this report — which is called the “yardstick against

surveillance” (Nyst/Falchetta 2017: 108) by privacy activists — was is-
sued. In his report, the Commissioner clearly argues that the current

surveillance practices by some states violate the right to privacy. Albeit

the report agrees to the argument that electronic surveillance can be a

“necessary and effective measure for legitimate law enforcement or in-
telligent purposes,” it stresses that “compliance with article 17 of the

International Covenant on Civil and Political Rights required that the

integrity and confidentiality of correspondence should be guaranteed

de jure and de facto” (United Nations Human Rights Council 2014 a:

6). Thereby, the report objects to the mass surveillance practices con-
ducted by the USA and their allies, similar to the UN resolution. But

the report goes further by actively contradicting arguments that are

made to justify mass surveillance practices.

[...] it has been suggested that the interception or collection of data about
a communication, as opposed to the content of the communication, does
not on its own constitute an interference with privacy. From the perspec-
tive of the right to privacy, this distinction is not persuasive. The aggrega-
tion of information commonly referred to as ‘metadata’ may give an in-
sight into an individual’s behaviour, social relationships, private prefer-
ences and identity that go beyond even that conveyed by accessing the
content of a private communication. [...] It follows that any capture of
communications data is potentially an interference with privacy and, fur-
ther, that the collection and retention of communications data amounts
to an interference with privacy [...]. (United Nations Human Rights
Council 2014 a: 61.)

Moreover, the report objects to the argument often made by non-com-
plying states that the conducted interferences of communications were
in conformity with domestic law. “[...] interference that is permissible
under national law may nonetheless be ‘unlawful’ if that national law is
in conflict with the provisions of the International Covenant on Civil
and Political Rights” (United Nations Human Rights Coucil 2014 a: 7).
In view of the contribution of such surveillance programs to national
security purposes the report states that the “degree of interference
must, however, be assessed against the necessity of the measure to
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achieve that aim and the actual benefit it yields towards such a pur-
pose” (United Nations Human Rights Coucil 2014 a: 8). This would
imply “that any communications surveillance programme must be
conducted on the basis of a publicly accessible law, which in turn must
comply with the State’s own constitutional regime and international
human rights law” (United Nations Human Rights Coucil 2014 a: 10).
Last but not least, the UN High Commissioner on Human Rights
criticises the argument that extraterritorial surveillance were automati-
cally lawful, which also led to intelligence cooperation and the circum-
vention of domestic law by countries spying on each other’s citizens.

The Human Rights Committee, in its general comment No. 31, affirmed

that States parties are required by article 2, paragraph 1, to respect and to

ensure the Covenant rights to all persons who may be within their terri-
tory and to all persons subject to their jurisdiction. This means that a

State party must respect and ensure the rights laid down in the Covenant

to anyone within the power or effective control of that State Party, even if
not situated within the territory of the State Party. This extends to persons

within their ‘authority’

The Human Rights Committee has been guided by the principle, as ex-
pressed even in its earliest jurisprudence, that a State may not avoid its

international human rights obligations by taking action outside its terri-
tory that it would be prohibited from taking ‘at home’ [...] A State cannot

avoid its human rights responsibilities simply by refraining from bringing

those powers within the bounds of law. To conclude otherwise would not

only undermine the universality and essence of the rights protected by in-
ternational human rights law, but may also create structural incentives for

States to outsource surveillance to each other.

It follows that digital surveillance therefore may engage a State’s human

rights obligations if that surveillance involves the State’s exercise of pow-
er or effective control in relation to digital communications infrastructure

[...]. Equally, where the State exercises regulatory jurisdiction over a third

party that physically controls the data, that State also would have obliga-
tions under the Covenant. (United Nations Human Rights Council

2014 a: 10ff.)

In March 2014, the HRC raised objections concerning the mass
surveillance practices of the USA. In a country report on the USA, the
HRC invites the state to “[t]ake all necessary measures to ensure that
its surveillance activities, both within and outside the United States,
conform to its obligations under the Covenant, including article 17”
(UN HRC 2014b: 10). The report shows particular concern about the
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weak possibilities of protection and remedy in cases of abuse of
surveillance power. Although the USA did not ratify the procedure for
individual complaints contained in the Optional Protocol, they ratified
the IPCCR and so agreed to comply with it (United Nations Human
Rights Council 2014 b; Péschl 2015: 439 f).

But this was not the only response by the UN to the Snowden reve-
lations. It was recognized that the problem was also about the defini-
tion of privacy. Thus, a long-running process of discussion has been
started. The members of the HRC agreed in March 2015 to establish a
UN Special Rapporteur on Privacy (SRP). In August 2015, Joseph
Cannataci was appointed as the UN’s first SRP. He delivered his first
annual report in March 2016 (United Nations Human Rights Council
2016: 3).76

The report serves mainly as a description of the mandate and how
the SRP sees his task. According to the report, “the focus of the SRP
shall be on informational privacy” (United Nations Human Rights
Council 2016: 10). Of particular interest is the following statement, be-
cause it contradicts the argument of balancing security and liberty:

[I]t becomes clear that it is not only privacy that impacts the flows of in-
formation in society but also other rights like freedom of expression and
freedom of access to publicly-held information. All of these rights are im-

76 Before this, mass surveillance practices and the right to privacy were also ad-
dressed by a report of the Special Rapporteur on countering terrorism in 2014. It
states that certain states violate international human rights law with their intelli-
gence conduct: “State’s obligations under article 17 of the International Covenant
on Civil and Political Rights include the obligation to respect the privacy and secu-
rity of digital communications. This implies in principle that individuals have the
right to share information and ideas with one another without interference by the
State, secure in the knowledge that their communication will reach and be read by
the intended recipients alone. Measures that interfere with this right must be au-
thorized by domestic law that is accessible and precise and that conforms with the
requirements of the Covenant. They must also pursue a legitimate aim and meet
the test of necessity and proportionality. [...] the technical reach of the pro-
grammes currently in operation is so wide that they could be compatible with arti-
cle 17 of the Covenant only if relevant States are in a position to justify as propor-
tionate the systematic interference with the Internet privacy rights of a potentially
unlimited number of innocent people located in any part of the world. [...] there is
an urgent need for States using this technology to revise and update national legis-
lation to ensure consistency with international human rights law” (UN General
Assembly 2014: 22).
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portant and commitment to one right should not detract from the impor-
tance and protection of another right. Taking rights in conjunction wher-
ever possible is healthier than taking rights in opposition to each other.
Thus, properly speaking, it is not helpful to talk of ‘privacy vs. security’
but rather of ‘privacy and security’ since both privacy and security are
desiderata ... and both can be taken to be enabling rights rather than
ends in themselves. Security is an enabling right for the overarching right
to life while privacy may also be viewed as an enabling right in the overall
complex web of information flows in society which are fundamentally im-
portant to the value of autonomy and the ability of the individual to iden-
tify and choose between options in an informed manner as he or she de-
velops his or her own personality throughout life. (United Nations Hu-
man Rights Council 2016: 10)

That statement reveals the actual task of this discussion process: to ad-
dress the basic argument of the proponents of mass surveillance and to
challenge this point of view with a better argument - following the dis-
course theory of Habermas. This process of discussion will go on for
the next few years. At the time of writing, the outcome can hardly be
anticipated.

In August 2016, the second report of the SRP was published. The
paper gives a description of the work progress. According to the report,
the upcoming reports should highlight the right to privacy in five dif-
ferent focuses of activity called Thematic Action Streams: a better un-
derstanding of privacy; security and surveillance; big data and open
data; health data; personal data held by cooperation (United Nations
General Assembly 2016). With this report, the fields of discussion for
the next years are defined.

Right down the line, the tactics of persuasion and discourse are the
only ones used by the UN to face the violation of the human right to
privacy. However, the UN uses this mode, based on the logic of appro-
priateness, in a very comprehensive way contrary to the single actions
of many liberal states. This process of discussion follows three steps: In
the first, the UN upholds the norm of privacy with a resolution to
show that the behavior of the USA is not compliant with this norm.
Second, they countered the arguments of the proponents of mass
surveillance, who hold that the intelligence procedures of the USA and
their allies are lawful and, hence, in accordance with the norm of pri-
vacy. And third, the UN launched a long-term discussion process aim-
ing to challenge the underlying norm of mass surveillance as such.

114

21673.216108, 23:56:49,

. © Urhebermechtiich geschutzter Inhalt.
tersagt, m ‘mit, flir oder in Ki-Syster



https://doi.org/10.5771/9783828867505

5.2. International Organizations

This does not mean that the UN would try to destroy this norm with
counterarguments. Rather, the interpretation of the norm of security
should no longer encounter the norm of privacy, so both can coexist.

Anyway, one has to keep in mind that besides the UN efforts since
2013 there is neither a new international law on privacy nor a new in-
terpretation of the right to privacy (Peters 2017: 148f.). Instead, the
UN highly neglected the right to privacy, especially between 1989 and
2009 (Nyst/Falchetta 2017: 105).

5.2.2. European Union

According to Elmar Brok, the chairman of the Foreign Affairs Com-
mittee at the EP, the mass surveillance practices of the USA caused an
“enormous loss of trust” (2013, cited in Wright & Kreisl 2015: 11f.).
But from the three adequate modes of social action in this case (coer-
cion, incentives, persuasion), only discursive measures were used to
push the USA to a state of rule-consistent behavior. The EP proved to
be the “most active European institution on the issues implicated by
the NSA-Affair” (Schneider 2017: 557) in comparison to the Council
and the Commission.

Although the EU could have raised sanctions against the USA, this
was not possible because of the involvement of a considerable number
of member states in mass surveillance practices. The Snowden revela-
tions brought to light that not only the intelligence community Five
Eyes exists, but other forms of cooperation like the Nine Eyes and the
14 Eyes as well. These alliances are more limited forms of cooperation
than the Five Eyes, a group of which the United Kingdom is a member.
The club of the Nine Eyes includes the members of the Five Eyes as well
as Denmark, France, the Netherlands and, as a non-EU member state,
Norway. The group of the 14 Eyes consists of the Nine Eyes and Bel-
gium, Germany, Italy, Spain and Sweden (Shane 2013). Because of
these linkages to the NSA, the credibility of the EU member states to
take measures to enforce the right to privacy is weak. Hence, it is un-
surprising that the EP gave the strongest response to the NSA scandal
and not the Council.
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In July 2013, the EP adopted a Resolution on the US National Secu-
rity Agency surveillance programme, surveillance bodies in various
Member States and their impact on EU citizens’ privacy that expressed

1. [...] serious concern over PRISM and other such programmes, since,
should the information available up to now be confirmed, they may entail
a serious violation of the fundamental right of EU citizens and residents
to privacy and data protection. [...]

13. Stresses that in democratic and open states based on the rule of law,
citizens have a right to know about serious violations of their fundamen-
tal rights and to denounce them, including those involving their own gov-
ernment; stresses the need for procedures allowing whistleblowers to un-
veil serious violations of fundamental rights and the need to provide such
people with the necessary protection, including at international level [...].
(European Parliament 2013)

Furthermore, the resolution requests that the USA provide all neces-
sary information about surveillance practices and that they answer a
letter by Commissioner Reding, sent only a few days after the first
Snowden revelations to US Attorney General Holder, which demanded
explanations from the US side. The Commission, moreover, should
make sure that the standards of EU data protection would not be un-
dermined in the negotiations about the Transatlantic Trade and Invest-
ment Partnership (TTIP). The resolution also calls on the Commission
to review the Save Harbor agreement (European Parliament 2013).

On a final note, the EP instructed the Committee on Civil Liber-
ties, Justice and Home Affairs (LIBE) to conduct an inquiry into to-
day’s surveillance practices and possible legal reforms. Committee
members traveled to Washington and discussed with various officials
and experts the US surveillance practices and held more than a dozen
hearings in Brussels. At the end of this process, the EP adopted the
LIBE report together with a resolution that expressed the main results
of the report and demanded actions on behalf of these findings. Both
the report and the resolution were passed in March 2014 and adopted
by a large majority (Wright & Kreissl 2015: 12; European Parliament
2014).

In the resolution the EP considers the existence of far-reaching
surveillance programs that were set in place by some states, pointing
especially to the USAs PRISM program. They called the EU member
states to revise their intelligence policy and existent oversight measures
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to comply with the right to privacy. But contrary to the first resolution,
the EP did not only determine that a norm was violated, it also contra-
dicted the arguments brought forward by supporters of mass surveil-
lance practices. It

5. Notes that several governments claim that these mass surveillance pro-
grammes are necessary to combat terrorism; strongly denounces terror-
ism, but strongly believes that the fight against terrorism can never be a
justification for untargeted, secret, or even illegal mass surveillance pro-
grammes; takes the view that such programmes are incompatible with the
principles of necessity and proportionality in a democratic society [...];

10. Condemns the vast and systemic blanket collection of the personal
data of innocent people, often including intimate personal information;
emphasises that the systems of indiscriminate mass surveillance by intelli-
gence services constitute a serious interference with the fundamental
rights of citizens [...]. (European Parliament 2014)

By this, the EP contradicts the national security norm that justified
surveillance practices. But does the EP’s resolution also attack this
norm in the same way as it was done by the UN? As it can be consid-
ered in the following quotation, the EP does not question the
metaphor of the balance between security and privacy. Instead, the
members of parliament stick to the point and call for states to strike
the right balance between these norms. Nevertheless, they contradict
the norm of security in the way that the EP denies that it is the only
norm that applies to the practice of surveillance practices. The resolu-
tion

6. Recalls the EU’s firm belief in the need to strike the right balance be-
tween security measures and the protection of civil liberties and funda-
mental rights, while ensuring the utmost respect for privacy and data pro-
tection; [...]

12. Sees the surveillance programmes as yet another step towards the es-
tablishment of a fully-fledged preventive state, changing the established
paradigm of criminal law in democratic societies whereby any interfer-
ence with suspects’ fundamental rights has to be authorised by a judge or
prosecutor on the basis of a reasonable suspicion and must be regulated
by law; [...]

16. Strongly rejects the notion that all issues related to mass surveillance
programmes are purely a matter of national security and therefore the
sole competence of Member States; reiterates that Member States must
fully respect EU law and the ECHR while acting to ensure their national
security [...]. (European Parliament 2014)
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But the EP did not only apply discursive measures to challenge the US’
behavior, the resolution also demands “strong political undertakings
from the new Commission which will be designated after the May
2014 European elections,” (EP 2014) particularly regarding the adop-
tion of a renewed data protection regime and the changes of the US
Safe Harbor agreement.

The Safe Harbor agreement came to operation in 2000. With it, the
Commission certified that the US data protection regime was congru-
ent with the EU data protection laws. On the other hand, US com-
panies that process data of EU citizens had to self-certify annually (in
cooperation with the US Department of Commerce) that they abide by
these rules (Wright & Kreissl 2015: 16). In light of the US surveillance
practices, the EP demanded the suspension of this agreement from the
Commission, because the members of parliament viewed the agree-
ment as insufficient to protect the EU citizens’ rights. The resolution
notices that the Commission failed to act, although the same demand
was made in the 2013 EPs resolution (EP 2014). Nevertheless, in the
very end it was not the Commission but the European Court of Justice
that brought down the Safe Harbor agreement in 2015 (Gibbs 2015).
Therefore, the Commission and US officials started negotiations about
a new agreement that fits the EU law. In February 2016, the so-called
EU-US privacy shield was launched. Basically, this shield consists of an
annual written guarantee of the USA that their intelligence agencies
have no indiscriminate access to the EU citizens data (Scott 2016). Al-
though a working group in which every member state is represented
criticized the privacy shield in April (Gibbs 2016), the privacy shield
was published in the official gazette in August 2016. Only six weeks
later, an Irish civil society organization took legal action against this
privacy law at the European Court of Justice (Rudl 2016). Only a few
days after taking office in January 2017, the 45 President of the Unit-
ed States, Donald Trump, issued an executive order that minimized the
privacy rights of non-US citizens. At the time of writing, it is still un-
clear what consequences this will have for the validity of the privacy
shield (Rebinger 2017).

With regard to the new Data Protection Regulation, changes were
made after the Snowden revelations. One year before the NSA scandal,
the USA successfully lobbied away a paragraph that demanded not to
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recognize any kind of judgment or decision of a court or an adminis-
tration authority that requires disclosing personal data of a EU citizen.
That would mean that the EU would not accept FISC warrants. But
after the Snowden revelations, the entire paragraph was replaced word
for word (Wright & Kreissl 2015: 16). When the new regulation was
officially adopted in April 2016, however, the aforementioned para-
graph was not included (EU 2016). Nevertheless, in Article 36.2a it
says that the Commission should decide about the adequacy of a third
country’s data protection standard with regard to the “rule of law, re-
spect for human rights and fundamental freedoms, relevant legislation,
both general and sectoral, including concerning public security, de-
fense, national security and criminal law and the access of public au-
thorities to personal data” (EU 2016).

After the revelation of the Snowden documents, some EU policy
makers attempted to put the negotiations concerning the TTIP on hold
(Wright & Kreissl 2015: 24).

Besides this, there was also a broader process of discussion that
was launched. In early December 2015, the European Data Protection
Supervisor (EDPS) established an Ethics Advisory Group that should
start a broader discussion on EU level and globally about “how to en-
sure the integrity of our values while embracing the benefits of new
technologies” (European Data Protection Supervisor 2016) and to ex-
plore “the relationships between human rights, technology, markets
and business models in the 21 century from an ethical perspective,
with particular attention to the implications for the rights to privacy
and data protection in the digital environment” (European Data Pro-
tection Supervisor n.d.). The discussion should involve civil society ac-
tors as well as scientists and politicians.

In comparison to the EP, the Commission’s and Council’s reactions
were considerably weak. The Commission, for example, did not initiate
negotiations about a new privacy regime between the USA and the EU.
Instead, the Council of Justice of the European Union overturned the
Safe Harbor agreement in the Schrems case (Schneider 2017: s540ft.,
562). Also the European Council has been very reluctant in its re-
sponse to the Snowden revelations (Schneider 2017: 562).

Summarizing the EU responses, one can observe that persuasive
measures made up the largest part of it. The EU response followed to a
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certain degree the UN response: After discerning the norm violations,
arguments against the violating behavior were made and - in the last
step — a broader discussion process was initiated to discuss the rela-
tionship between privacy and modern techniques. Even attempts to
negotiate new data protection arrangements with the USA have to be
considered as persuasive measures. After all, the USA have to agree to
such new agreements. Nonetheless, if the US continues to deny EU
citizens sufficient data protection, the EU could sanction this with a re-
fusal of a new Safe Harbor agreement. But because of the importance
of a free flow of data between both the US and EU territories, it seems
unlikely that this will happen.

5.2.3. Council of Europe

As early as 2008, the Commissioner of Human Rights of the CoE
(CHR) noticed in his Issue Paper on Protecting the Right to Privacy in
the Fight Against Terrorism: “We are rapidly becoming a ‘Surveillance
Society’ [...] Freedom is being given up without gaining security” (13).
Thus, it comes as no surprise that the Snowden revelations caused an
ongoing response by the CHR. In further Issue Papers, he continued to
challenge the security norm by arguing that the reasoning of national
security was not an acceptable tool to minimize the validity of human
rights (Commissioner of Human Rights 2015: 21ff.,; Commissioner of
Human Rights 2014: 107ff.). Moreover, using articles published in
newspapers, the CHR reminded readers of the values of the European
convention of human rights and expressed that untargeted mass
surveillance could undermine the trust of citizens in the state and
democratic values. He calls for the limitation of surveillance practices
by law and a strong oversight of intelligence services (Muiznieks 2015;
Muiznieks 2013). But did the Council of Ministers and the Parliamen-
tary Assembly echo the efforts of the CHR?

The Snowden revelations definitely raised an awareness of the
challenges to the right to privacy by technical developments. The CoE
set in an Ad Hoc Committee on Data Protection (CAHDATA), which
has the task to review and renew the Convention 108 on Data Protec-
tion, which played a major role in the development of data protection
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at the international level (Council of Europe n.d.b). At time of writing,
results are still to be expected. Nevertheless, this was not the only re-
sponse given by the CoE.

Only a few days after the first revelations in the Guardian, the
Council of Ministers adopted a declaration acknowledging the threat
of mass surveillance to the right to privacy, the right to free expression
as well as to free media and reminding all member states that law en-
forcement activities have to comply with the CoE’s human rights stan-
dards (Council of Europe 2013a). A few months later, in November
2013, a second declaration was adopted by the member state’s minis-
ters for media and information society, which calls for safeguards
against electronic mass surveillance. The declaration considers the de-
struction of democracy as possible and condemns the unlawful moni-
toring of communications (Council of Euorpe 2013 b).

The Parliamentary Assembly also adopted a resolution on mass
surveillance in April 2015. It states that mass surveillance endangers
human rights and calls for surveillance activities that are targeted and
based on a court warrant and encourages national parliaments to carry
out inquiries into the NSA affair (Council of Europe 2015 a). Addition-
ally, it is notable that the resolution states “that, according to indepen-
dent reviews carried out in the United States, mass surveillance does
not appear to have contributed to the prevention of terrorist attacks,
contrary to earlier assertions made by senior intelligence officials”
(Council of Europe 2015 a). Another resolution, which was adopted in
June 2015, called for a better protection of whistleblowers and asked
the USA to let Snowden return to his home country and to give up the
investigation against him for reasons of public interest (Council of Eu-
rope 2015 b).

In April 2016, the Council of Ministers adopted a recommenda-
tion encouraging states to evaluate their level of Internet freedom and
Internet human rights standard periodically and share their findings
with the CoE (Council of Europe 2016 a). To tackle the issue of human
rights, rule of law and democracy in an online environment in the long
run, the Council also adopted a New Internet Governance strategy in
2016 to launch a broad process of discussion. This includes specific
steps and activities that should be accomplished by 2019. Among other
things, a platform should be established where governments and Inter-
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net companies can launch a process of discussion about human rights
online. In general, new standards regarding the behavior of Internet
intermediaries should be established. To reach this target, the CoE
wants to include governments, companies, civil society actors and
academia in this discussion. As one of the key stakeholders, the UN-
led Internet Governance Forum is mentioned. Particularly with regard
to mass surveillance and the right to privacy, the Internet Governance
strategy provides the international promotion of the CoE Convention
108 and triennial reports on the state of data protection in the member
states on the basis of the renewed Convention 108 (Council of Europe
2016D).

In total, the responses of the CoE were only persuasive ones. This
comes as no surprise, because the USA is not a member of the CoE.
Hence, the coercive measure to sue the USA at the European Court of
Human Rights was not available — contrarily to European accomplices
of the USA.77 The persuasive measures were directed at both the USA
and the member states of the CoE. This makes sense considering the
fact that at least 25 European security services or their governments,
respectively, have cooperated with the USA in mass surveillance
practices (Commissioner of Human Rights 2015: 20). Thus, in the first
place, the reaction was not directed purely against the USA. Instead,
member states were reminded that privacy is a precious human right.
The internal persuasive measures, however, were recognized by the
USA because of their observer status at the CoE (Commissioner of
Human Rights n.d.c).

All in all, the persuasive measures of the CoE have the same struc-
ture as the responses of the UN and the EU. After objecting to the
practices of the US and their allies, the norm that justified these mea-
sures was challenged with counterarguments (here: democratic values
and research that shows that mass surveillance is not helpful to fight
terrorism) leading to a broad multi-stakeholder discussion process
about the right to privacy and other human rights in the digital age. As

77 E.g., Big Brother Watch et al. vs. United Kingdom. Generally, the United Kingdom
is — as one of the closest partners of the USA in SIGINT - under peculiar scrutiny
of the CHR, as a memorandum on surveillance in the UK shows (Commissioner of
Human Rights 2016).
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the next part of this chapter exhibits, the response of the (I)NGOs is
similar to this.

5.3. (International) Non-Governmental Organizations: Amnesty
International

The Snowden revelations caused a response by many international and
domestic NGOs. Mainly, they used two modes of social actions to en-
hance the human right to privacy: coercion and persuasion. Even be-
fore the Snowden revelations many (I)NGOs advocated the right to
privacy. The most far-reaching point of these activities was the devel-
opment of the Necessary and Proportionate Principles, a soft law stan-
dard that should help to apply human rights to the technical world
(Nyst/Falchetta 2017: 107). Nevertheless, also for the (I)NGOs the
Snowden revelations can be seen as a starting point for a new phase of
enhanced activity regarding the advocacy of the right to privacy.

The (I)NGOs informed the public about the norm violation with
brochures and through an Internet presence. With it, they tried to
cause awareness of this norm violation and create a public climate that
is hostile to the governments norm violation. Thereby, they created
pressure that could force the state to change its behavior. Protests were
raised in Washington, D.C., and elsewhere in the world (Newell 2013),
and even new NGOs originated through the Snowden revelations (Re-
store the Fourth 2015). However, aside from that, the NGOs also used
the mode of legal enforcement to make the USA comply with human
rights standards — at least to the extent that it was still possible. As al-
ready mentioned in chapter four, the FAA cut the possibility of suing
by exempting companies that acted on behalf of the government from
being prosecuted. Many charges were brought against the surveillance
activities conducted by the USA (American Civil Liberties Union n.d.;
Electronic Frontier Foundation n.d.c); however, one was the most well-
known one: ACLU vs. Clapper. The ACLU brought the claim against
the mass collection of phone records of Americans to court only six
days after the first revelations by the Guardian. The complaint argued
that the NSA’ surveillance program PSP violated the privacy rights of
Americans protected by the Fourth Amendment. In May 2015, the
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Court of Appeals for the Second Circuit declared the program illegal
(American Civil Liberties Union 2015). This case is considered to be
the first successful outcome against the US surveillance activities.

As a matter of course, not all activities of all international and na-
tional NGOs can be considered in this chapter. But one organization
should be scrutinized further: Amnesty International. One advantage
of the investigation of Al is that it is one of the biggest human rights
organizations on the globe and that the advocacy actions with regard
to the right to privacy can be seen in comparison to advocacy process-
es of other human rights. In the following, the reactions of Al to the
Snowden revelations will be analyzed.

Not only since the Snowden revelations was AI aware of the possi-
ble threat that the American law provided to human rights by granting
huge possibilities of legal spying. Only a few months before the NSA
affair had gone viral, the Supreme Court decided in Clapper vs.
Amnesty International that AI was not allowed to challenge the exist-
ing surveillance laws allowing the security branch to intercept interna-
tional communications of US persons because they cannot prove that
they had been spied on (Liptak 2013). Hence, it is not remarkable that
the organization strengthened their efforts to fight mass surveillance.

One of the first actions taken by AI was to support bodies of the
international human rights regime with information. For example, Al
provided a written statement to the UN HRC to discuss US behavior
(Amnesty International 2013).

Whereas privacy rights and surveillance issues have not played a
role in the public campaigning of AI until 2013, this changed after the
Snowden revelations. In March 2015, Al launched the campaign #Un-
followme, which was directed mainly at the surveillance practices of
the USA but also of the UK and other governments — making it the
main global A campaign against mass surveillance. With it, the INGO
not only argues that the mass surveillance practices of states are in-
truding in the private sphere massively, they also supported this argu-
ment with a global poll. 15,000 people in 13 countries were surveyed
on behalf of AT about the interception, storage and analysis of Internet
user data. The poll found a majority in all countries against the huge
capabilities of governments to conduct mass surveillance (Amnesty In-
ternational 2015 a). Moreover, the campaign encompassed a petition to
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President Barack Obama, urging him to end mass surveillance
practices that violate the privacy right of Americans and people
around the globe; and to amend Executive Order 12333 that serves -
among other things - as legitimation of the spying activities (Amnesty
International n.d.a). In June 2015, the Board Members of AI USA
wrote a letter to President Obama to communicate their concerns
about US mass surveillance activities and to express that Al as an in-
ternational human rights organization relies on secure and confiden-
tial communications with employees and victims of human rights vio-
lations. The letter also demands the amendment of Executive Order
12333, similar to the petition (Amnesty International 2015 b).

Nevertheless, the campaign was mainly initiated to raise attention
to the issue of mass surveillance and, thus, to enhance public aware-
ness of the issue. This was done by interviews with whistleblowers like
Edward Snowden or by publishing information about what countries
are involved in the NSA scandal and which country is sharing data
with US authorities (Beaumont 2015 a; Amnesty International n.d.b).
This awareness was also strengthened by a report about the impor-
tance of encryption in March 2016. It is Amnesty’s first official position
on the importance of encryption to human rights.

However, this campaign is different from other AI campaigns. One
month after #Unfollowme was launched, AI stated that many com-
ments had reached the organization, saying that surveillance was nec-
essary and that one who had nothing to hide had nothing to fear - a
response unthinkable to happen with regard to human right violations
like torture or freedom of expression. These reactions showed Al how
strong the security norm had proliferated even within societies. Al re-
acted by explaining in detail why such a point of view was not congru-
ent with human rights (Beaumont 2015b).

AT also cooperated with other human rights organizations and ad-
vocators of privacy rights. The organization joined campaigns like Re-
set the net (Amnesty International et al. n.d.) and helped develop soft-
ware against surveillance activities of governments (Amnesty Interna-
tional 2014). Furthermore, together with Privacy International it pub-
lished a brochure two years after the NSA affair had broken out to
summarize the revelations and the main responses to it (Amnesty In-
ternational & Privacy International 2015).
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However, the right to privacy is not promoted in the same way as
other human rights in cases of violation. The analysis of the annual re-
ports since 2013 draws a picture of how diverse the right to privacy is
and that it does not only apply to the surveillance issue.

In all annual reports of AI, mass surveillance is not mentioned in
the section that deals with human right violations of the USA. Also
with regard to other countries, the right to privacy is only a minor is-
sue. Whereas in the latest annual report (Amnesty International 2016)
concerns about a limitation of the right to privacy in European coun-
tries were expressed and UN efforts to enhance this human right are
welcomed in the regional overview about Europe and Central Asia, the
right to privacy was mentioned with regard to the state of human
rights in single countries for different reasons. Brazil was lauded due to
their efforts to enhance privacy; Australia, New Zealand and the UK
were criticized for the surveillance activities of their intelligence ser-
vices. Also new surveillance laws as well as the state of Internet privacy
in countries like China, India, Korea, the Netherlands and others, were
condemned. This does not always happen in relation to the mass
surveillance practices but also with regard to the freedom of expression.
Looking to other countries, like Iran, Morocco and South Africa, the
right to privacy was mentioned in relation to the free choice of sexual
practices and habits (Amnesty International 2016 a; Amnesty Interna-
tional 2015 ¢).

It is noteworthy that privacy is mentioned in several different ca-
pacities: in combination with sexual habits, freedom of expression and
security issues. A human right that is as diverse as the right to privacy
is more difficult to advocate. This does not mean that Al did not advo-
cate the right to privacy, for example this statement by Salil Shetty (cit-
ed in Amnesty International 2016 b), the AT’s Secretary General, shows
that privacy was mentioned when the latest annual report was
launched:

The misguided reaction of many governments to national security threats

has been the crushing of civil society, the right to privacy and the right to

free speech; and outright attempts to make human rights dirty words,
packaging them in opposition to national security, law and order and ‘na-
tional values’
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Nevertheless, the problem of correctly addressing the surveillance top-
ic is existent. Although the US section of Al approaches the issue un-
der the broad topic of Security and Human Rights, the right to privacy
is addressed in two subchapters: Freedom of expression and mass
surveillance. Whereas the racial profiling of mass surveillance activities
and especially the violation of privacy of Muslim citizens is addressed
in the freedom of expression category, the mass surveillance chapter
deals with the intrusion into the privacy of citizens and non-citizens in
general (Amnesty International n.d.c).

In addition, the intensity of advocacy of the right to privacy is also
lower than the advocacy efforts of other human rights. One example of
this is the Amnesty Journal, a periodical that is published every two
months by the German section of AI, which covers topics of human
rights violations and successes in the fight for human rights. From the
time of the Snowden revelations until the end of May 2016, only a
handful of articles were published that match the search terms
Uberwachung (surveillance), NSA or Snowden. In comparison to other
human rights violations, the surveillance topic is underrepresented.
Torture, one of the classical violations of human rights norms, is much
more present in the journal: The term Folter (torture) leads to almost
100 articles in the same period (Amnesty International n.d.d). There
are also no brochures about privacy or surveillance issues available on
the German web page of AI (Amnesty International n.d.e).

In summary it can be said that the advocacy process of the right to
privacy is different from the advocacy processes of other human rights.
First of all, the topic of mass surveillance is quite new to AL It took
almost two years to launch the first global Al campaign on mass
surveillance. Nevertheless, there are also other reasons that may ex-
plain the underrepresentation of the surveillance topic in the actions
by AI. With a view to the annual reports and the Internet presence of
Al regarding the presentation of the right to privacy and the violation
of it through mass surveillance, it becomes obvious that privacy is a
term that does not only touch many areas of life but also many human
rights. Although the term privacy is mainly connected with the fight
against mass surveillance, privacy is also at stake when it comes to
freedom of expression and sexual self-determination. Last but not least,
one main problem is the low visibility of privacy violations, as already
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mentioned in chapter three. This became apparent when many people
voiced opposition to the campaign of Al against mass surveillance.
Furthermore, the violation of privacy rights is hardly customizable - a
tool very often used by Al to call attention to human rights violations.

In total, two modes of social action were used to prevail upon the
USA to comply with the privacy norm: legal force and coercion. Nev-
ertheless, the example of Al showed that it is not a simple task to cam-
paign for the right to privacy. As aforementioned, several aspects can
weaken the persuasive response of human rights organizations. Modes
of coercion were also restricted, but civil liberties organizations used
what was left of legal remedies to react to the human rights violation.

By having analyzed the actions of privacy advocates, it became ap-
parent that the international advocacy network was activated by the
Snowden revelations. But is there a discursive opportunity to change
the behavior of the USA? Polls show that in the months after the
Snowden revelations the attitude to privacy rights changed in the USA.
Whereas a few days after the first revelations people considered the
NSA surveillance measures as acceptable, a few months later people
said that the measures intrude their privacy rights and, thus, opposed
the NSA activities, although people would still opt for security instead
of privacy in case of doubt (Wright & Kreissl 2015: 20f.). A symbol of
a shifting value for privacy can be observed in increasing encryption
activities worldwide (Wright & Kreissl 2015: 34f.). This is an indica-
tion that a discursive opportunity in favor of the privacy advocacy net-
work exists — contrary to previous cases of enclosures of surveillance
activities of the US. Nevertheless, because of the weakness of the advo-
cacy process, it can be doubted if the USA will reach the rule-consist-
ent behavior stage in the near future, as the next chapter shows by
scrutinizing the US reaction.
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More than four years after the first revelations of documents pilfered
by Edward Snowden a first assessment of the US reactions to national
and international upheaval following the disclosures is possible. This
chapter will briefly analyze whether the US reactions follow spiral A
and will define at which of the five steps the USA can be located at the
time of writing. I will conclude with a prospect of how likely it is that
the USA will reach rule-consistent behavior with regard to the privacy
norm in the foreseeable future.

1) Repression: Since 2001 and 2007, respectively, critical US
surveillance procedures are being carried out. Although it was an indi-
vidual and not an NGO that gave rise to the NSA affair, the connection
to an international advocacy network - that is a determent of the spiral
framework — was given: Snowden copied NSA documents and took
them abroad; moreover, he contacted international journalists in order
to arouse attention to the human rights violation. This was necessary,
because internal competent authorities did not echo Snowden’s con-
cerns. Instead, superiors attacked Snowden to attempt to mute his con-
cerns (Risen 2013). The first article containing information from docu-
ments taken by Snowden was published in a foreign newspaper and ac-
cused the USA of storing metadata of US citizen’s calls (Greenwald
2013 a).

Hence, in the first place, the Snowden revelations followed the spi-
ral model: An advocator contacted members of the international advo-
cacy network to make human rights violations public and to pressure
the state to change its behavior.

2) Denial: The steps of repression and denial coincide and cannot
be separated exactly, because the phase of denial began long before the
Snowden revelations. Many US practices in cyberspace were already
known before the revelations (O’Connel 2012), and rumors about
overreaching surveillance practices of US intelligence agencies caused
the Director of National Intelligence, James Clapper, as well as the
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NSA director, General Keith Alexander, to lie before Congress in early
2012 and early 2013, respectively. Questioned about possible surveil-
lance activities targeting US persons, both denied any such activity
(Cate 2015: 30).

According to the spiral model, this denial should strengthen the
efforts of the human rights advocates - this did indeed happened. Even
though the motivation of Snowden to divulge the surveillance activi-
ties dates back to 2007 (Risen 2013), the wrong answer of Alexander to
members of Congress was the straw that broke the camel’s back. In one
of his first mails to journalist Laura Poitras, Snowden called this a
main motivation to come forward: “NSA director Keith Alexander lied
to Congress, which I can prove” (2013, cited in Greenberg 2014). Thus,
the denial of the surveillance practices by state officials caused even
greater pressure by human right advocates.

After the NSA affair had broken out, the USA could no longer de-
ny the truthfulness of the accusations. Nevertheless, they remained in
the denial phase for a few months, although they did not deny the
most controversial matters of the Snowden leaks: the bulk phone data
collection and the existence of PRISM. Instead of denying the practices
themselves, the US government denied that these activities could be
considered as norm violations. The Obama administration main-
tained, on the one hand, that the US spying activities on US citizens
were legal and transparent (Reilly 2013) and, on the other hand, that in
terms of foreign surveillance, US obligations under human rights
treaties do not apply beyond US borders including the ICCPR (Fidler
2015b: 58). Especially the statement on the extraterritorial non-appli-
cation of the human right to privacy is in line with the tradition of US
exceptionalism regarding human rights issues.”®

78 In fact, the argument that human rights obligations are not applying extraterritori-

ally is not made for the first time by the USA. The US government began to express
this point of view in 1995 and expanded its use under the Bush administration
(Van Schaack 2014: 22ff.). With it, the USA contradicts the doctrinal consensus of
the international human rights bodies and advocates that “States owe human rights
obligations to all individuals within the authority, power, and control of their
agents or instrumentalities” (Van Schaack 2014: 22). As Van Schaack (2014) holds,
“this firm stance confirms the United States as a persistent objector to any emerg-
ing customary norm” (23).
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The US government also engaged in the suppression of the advoca-
cy process. Politicians not only called for sanctions on any country that
takes in Snowden (Zengerle 2013), but the US government also threat-
ened allied states, like Germany, which were considering to grant
Snowden asylum (Scheer 2015). Furthermore, the US forced down the
airplane of Bolivia’s President Evo Morales in Vienna after rumors cir-
culated that Snowden could be on board (Gathmann 2013). Neverthe-
less, privacy and civil liberties groups were not sanctioned in the USA
and could continue their work. Suppression on a broad front, thus, did
not happen.

3) Tactical concessions/prescriptive status: One can observe a time
span in which the USA moved from the denial status to the phase of
tactical concessions. The Obama administration started to enter this
phase in August 2013, when the message Obama was conveying
changed. Before, he had held the opinion that spying on Americans by
the NSA was legal and everything was transparent thanks to the FISC.
But in August, President Obama admitted for the first time that citi-
zens might have a reason to worry about the NSA program by stating:
“I think there are legitimate concerns people have that technology's
moving so quick that at some point does the technology outpace the
laws” (cited in Shapiro 2013). Additionally, Obama established a Presi-
dential review group that was tasked to find a way in which the techni-
cal collection capabilities of the USA could be combined with the val-
ues of privacy and civil liberties (Shapiro 2013). Furthermore, the Pri-
vacy and Civil Liberties Oversight Board (PCLOB) was activated, and
it reviewed the intelligence practices. In two reports, it held that the
domestic bulk data collection was unconstitutional, whereas the
PRISM program was not illegal (Cate 2015: 28 f.).

The moment when the USA totally entered the tactical concessions
phase was January 17, 2014. On this day, the Presidential Policy Direc-
tive 28 (PPD-28) became effective and granted foreigners the same pri-

Nevertheless, the philosophical roots of this point of view are going deeper and go
back to the very establishment of human rights norms in the 1940 s when the USA
advocated the UDHR only as a statement of aspiration, rather than an approach of
binding law. In fact, US governments have held the point of view that nothing can
trump US law, and they never expected human rights treaties to be a kind of law.
This attitude is commonly known as US exceptionalism (Forsythe 2002: 975ft.).
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vacy rights as Americans already had under Executive Order 12333
(The White House 2014). On the same day, President Obama in this
directive announced the changes he had made to intelligence policy.

In his speech, President Obama maintained that he had always
been skeptical about the surveillance capabilities of the NSA and that
he had ordered some changes after taking office. Nevertheless, he did
not stop the programs completely, because according to him, there was
no evidence that the NSA was using these powers to violate the law.
Obama nonetheless defended the necessity of these programs to pre-
vent future attacks on America (Obama 2014: 3211f.). However, he
agreed that the programs were never a subject of public discussion, al-
though this is necessary in a democratic country.

And for these reasons, I indicated in a speech at the National Defense
University last May that we needed a more robust public discussion about
the balance between security and liberty. [...] the task before us now is
greater than simply repairing the damage done to our operations or pre-
venting more disclosures from taking place in the future. Instead, we have
to make some important decisions about how to protect ourselves and
sustain our leadership in the world, while upholding the civil liberties and
privacy protections that our ideals and our Constitution require. (Obama
2014: 322)

This paragraph addressed the American people and the domestic
surveillance activities of the NSA. Obama stuck to the balance
metaphor of privacy and security. However, he accepted the norm of
privacy without calling the NSA program a violation of this norm - a
typical tactical concession in matters of discourse. And also with re-
gard to the surveillance of foreigners, Obama acknowledged the norm
of privacy, although he again upheld the balance metaphor.

Our capabilities help protect not only our nation, but our friends and our
allies, as well. But our efforts will only be effective if ordinary citizens in
other countries have confidence that the United States respects their pri-
vacy, too. [...] In other words, just as we balance security and privacy at
home, our global leadership demands that we balance our security re-
quirements against our need to maintain the trust and cooperation
among people and leaders around the world. [...] The bottom line is that
people around the world, regardless of their nationality, should know that
the United States is not spying on ordinary people who don’t threaten
our national security, and that we take their privacy concerns into ac-
count in our policies and procedures. This applies to foreign leaders as
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well. [...] Now let me be clear: Our intelligence agencies will continue to
gather information about the intentions of governments — as opposed to
ordinary citizens — around the world, in the same way that the intelli-
gence services of every other nation does. We will not apologize simply
because our services may be more effective. (Obama 2014: 327 f.)

This paragraph also shows a typical tactical concession. Sensing that
the legal arguments brought forward were not helping to get rid of the
privacy advocators, President Obama, after denying that US behavior
violated human right norms now acknowledged reasonable privacy in-
terests of foreign individuals.

However, this speech was not successful in satisfying the claims of
privacy advocates but initiated further critiques — as the spiral model
prescribes it. First of all, the Obama speech as well as PPD-28, is about
privacy interests and privacy concerns that should be taken into account
instead of privacy rights. Hence, the US government still does not ac-
cept privacy as an individual right held by every person vis-a-vis US
intelligence services. Second, the concession made to privacy in both
the speech and the directive apply only after the collection of informa-
tion. The collection is not seen as an intrusion into privacy itself (Fi-
dler 2015 b: 58). Unsurprisingly, PPD-28 was not sufficient enough to
calm the critics.

At least at the domestic level, Obama took further steps. Two
months after he had ordered PPD-28 and defended the bulk collection
of phone data, the US government declared to no longer be collecting
these data. Instead, the intelligence services would demand the data
from the telecommunication companies on behalf of an individual
FISC order. The legislation of Congress was needed to adopt this ap-
proach. It resulted in the USA Freedom Act, signed by President Oba-
ma in June 2015. Among other things, the bill cancelled Section 2015
of the USA Patriot Act and, thus, bulk collection of phone metadata
was no longer allowed (Fidler 2015 a: 331; Cohn & Reitman 2015). On
November 28, 2015, the NSA bulk metadata collection ended officially
(MacAskill 2015).

Although the USA Freedom Act restricted surveillance capabilities
enormously, the law has to be considered as a further tactical conces-
sion. Neither did the act change the existence of Section 702 of the
FAA, which is the determinant for the PRISM program that also affects
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the Internet privacy of US persons; nor was Executive Order 12333
amended, which is the legal basis for most of the international NSA
surveillance activities (Cohn & Reitman 2015). Furthermore, if the
Obama administration had not acted, it would have been forced to do
so by the Supreme Court ruling ACLU vs. Clapper, which was issued
in May 2015 and which declared the bulk metadata collection as in-
compatible with the Fourth Amendment rights of Americans. Hence,
if no further laws will be enacted in the future, the Freedom Act can
hardly be taken as a commitment to the human right to privacy, rather
as a mere concession made to the advocacy network.

Other scholars may have a different view. As Johnson (2016) re-
marks, the PPD-28 “took the ‘unprecedented’ step of extending certain
privacy protections afforded to U.S. persons to those overseas. [...] On
the global scale, such an announcement was the first of its kind” (230).
And Brown et al. (2017) consider the results of the NSA affair in the
following way: Both PPD-28 and the USA Freedom Act contain “clear-
er rules and greater limits than the equivalent regime of almost all E.U.
Member States. [...] In the absence of clear and specific rules in other
countries, ironically the United States now serves as a baseline for for-
eign surveillance standards” (463). And Johnson (2016) seconds:

[...] it is no surprise, that the language used in PPD-28 extending certain
privacy protections to foreign nationals mirrors the language of the U.N.
resolution. [...] Firmly placing electronic surveillance within the frame-
work of international human rights law, it begins the discussion of what
potential customs and legal restraint might look like, lessening the risk for
continued growth of such programs without any serious consideration as
to implications on individual rights. With the Obama Administration’s is-
suance of PPD-28, America is now positioned to lead the debate. (245)

Reading such judgments, one may wonder why the USA are not con-
sidered as a state of rule-consistent behavior. But the classification of
the USA as a new spearhead of the right to privacy in the digital age -
as some of these utterances suggest — cannot hide the fact that the USA,
like many European states, does not comply with the right to privacy
in international law. Peters (2017) put it very simply: “Both privacy
and the confidentiality of correspondence are protected by the Human
Rights Covenant, even in the Internet. This means that the 2013 Gen-
eral Assembly Resolution does not articulate new law, not even a new
interpretation of the law” (148 f.). Hence, even if the USA created with
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the PPD-28 and the Freedom Act more sophisticated privacy rights
than those that are in place in European states, this does not automati-
cally make them a rule-consisting state. And the fact that the Snowden
revelations triggered an international debate about Internet privacy
does not mean that privacy rights had not been valid in the digital
world before 2013. The debate about digital privacy rights launched by
the UN, (I)NGOs and some liberal states is undoubtedly necessary. But
this necessity evolves from the bare fact that many states violated pri-
vacy rights in the digital world for years — and not from an alleged gap
in the international law.

At least at the domestic level, the USA took further steps to ensure
privacy rights of Americans, which partly pushed the USA to the level
of prescriptive status. According to the original spiral model, this phase
is the one in which the validity of human rights norms is accepted.
This results in the ratification of relevant human rights treaties and the
adoption of domestic human rights legislation. Moreover, a change
should happen in discourse, expressed in the states” references to hu-
man rights norms in public and bureaucratic discourse (Risse et al.
2013). Of course, this definition has to be amended when it comes to
the assessment of the behavior of a former rule-consistent state. This
means that in the case of the USA, the US government never released
the signature of the ICCPR or the UDHR. Nevertheless, prescriptive
status can still be observed by enacting laws and orders to bring the
behavior of the state in line with existing international human rights
laws.

However, further laws are going to be adopted. In April 2016, the
House of Representatives unanimously passed the E-mail Privacy Act.
The Act would require the government to get a court warrant to access
private communications and documents of US citizens stored online at
Internet companies (Cope 2016). This would be a step towards pre-
scriptive status. But the bill did not pass the Senate in the 114
Congress and was reintroduced in the 115™ Congress and passed the
House of Representatives in February 2017. The Senate vote on the bill
is remaining at the time of writing (Greenberg 2017).

At the international level, no further steps have been taken to
achieve the prescriptive status — although PPD-28 was a very impor-
tant milestone on this way. In the near future, this is unlikely to hap-
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pen. Although this chapter has shown that the spiral model is applica-
ble to former rule-consistent states and that the US behavior in the re-
sponse to the Snowden revelations follows the approach by Risse et al.,
two things make it unlikely that the USA will reach the rule-consistent-
behavior status with regard to the right to privacy in the near future:
the scope conditions and a weak advocacy network. First of all, the
USA as a hegemonic power are less materially vulnerable than other
states (Sikkink 2013: 162). And even though the sensitivity to human
rights norms rose with the inauguration of Obama as US President
(Sikkink 2013: 162), the Obama administration has shown only a limi-
ted social vulnerability with regard to privacy at the international level.
Last but not least, this social vulnerability is weakened by the behavior
of other liberal states. As Muiznieks (2015) remarks, many European
states facing recent terror attacks have toughened their security laws
and weakened their privacy rights since the Snowden disclosures. This
does not only weaken the response from liberal states themselves but
also from many international human rights bodies like IOs.
Nevertheless, this chapter proved that the advocacy process has in-
fluenced the behavior of the USA. Moreover, it has been shown that
the response follows the framework of the spiral model. After having
analyzed the regress of the privacy norm as well as the reaction to the
Snowden disclosures, the next chapter concludes the main findings.
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The task of this paper was twofold: On the one hand, the norm regres-
sion of privacy (defined as communicational and informational priva-
cy) in the USA should have been analyzed using the spiral model; on
the other hand, the advocacy process as well as the US reaction to this
regression should have been scrutinized.

With reference to the process of norm regress, this paper de-
veloped a theoretical approach that is able to explain the processes of
both norm diffusion and norm regress at the domestic level. The com-
prehensive spiral model is capable of covering the dynamics, changing
influences and normative arguments that influence the behavior of
states as well as the advocacy process. Furthermore, the different stages
could not only be defined by the usage of discursive means but also by
legislative acts and actions of the state. Nevertheless, there is need for
further research to find out what follows from a norm regression with
regard to advocacy actors (like NGOs). One of the questions that have
to be answered is if the norm regression goes hand in hand with the
repression of advocators.

According to the comprehensive spiral model, the norm regression
of privacy in the USA is at an advanced stage. The norm is not only
encountered rhetorically but also by legal means. This goes so far that
the right to privacy is officially diminished by law so it does not apply
anymore to the international communications of US citizens. The
complete abolishment of the right to privacy would be the next step.
The case study of this paper has also shown that the struggle between
human rights norms and the security norm is far older than one and a
half decades. Not even since 9/11 has a security norm been developed.

Nevertheless, the comprehensive spiral model fails to explain de-
velopments at the international level. It can neither explain the diffu-
sion of a counter-norm internationally, nor can it explain the state of
regression of the privacy norm in the international arena. According to
the comprehensive spiral model, the state of norm regression regard-
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ing privacy internationally would be ‘circumvention, because secret
norm violations of many actors were discovered. Nevertheless, the
norm of security already massively challenges the norm of privacy in
public discourse, albeit no contracts or treaties have been altered that
deal with the right to privacy.

One example is the UN World Summit on the Information Society,
which was held in Geneva and Teheran in 2003 and 2005, respectively,
and discussed Internet governance of the future. Although privacy and
data protection have been matters of some debate, the summit was
characterized by security concerns of states after terror attacks in the
US and Europe. Through pressure by EU member states, privacy was
mentioned in the final statement of the summit, but this was not
enough to satisfy the bulk of the participating NGOs. In protest, the
representatives of civil society published their own final statement,
which was much more focused on privacy issues (Schiedermair 2012:
130ft).

It would also be of interest to see, if the domestic norm regression
in the USA caused a norm violation by the USA on the international
level. It remains also unclear if the norm violation by the USA has in-
spired other states to violate the norm of privacy as well. As aforemen-
tioned, the case study on the USA as well as the comprehensive spiral
model cannot answer these questions.

That should not hide the fact that questions regarding privacy and
international surveillance activities were already raised by the EP in
2001 (Brown et al. 2017: 464). Law making in this field is highly need-
ed (Peters 2017: 177). One has to acknowledge that the USA has taken
substantial steps regarding the transparency of international surveil-
lance. As Brown et al. (2017) mention, PPD-28 and the Freedom Act
created “clearer rules and greater limits than the equivalent regime of
almost all E.U. Member States. [...] In the absence of clear and specific
rules in other countries, ironically the United States now serves as a
baseline for foreign surveillance standards” (463).

The comprehensive spiral model cannot explain developments in
international surveillance and privacy standards. This is unsurprising,
because the original spiral model was developed to explain domestic
state behavior. For the international spread of counter-norms, other
models may be more helpful to explain the norm change - one exam-
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ple may would be Wiener’s (2014) theory of contestation. Additionally,
the comprehensive model is only capable of explaining the rise and fall
of human right norms. Other norms that do not rely on the availability
of an international advocacy network, including entrepreneurs like
(DNGOs and IOs, cannot be analyzed with the comprehensive spiral
model. The theoretical framework is not able to explain the emergence
of a human rights norm at the international level either.

Furthermore, the comprehensive spiral model was developed in
view of weak and imprecise human rights. As recent publications indi-
cate, there exists a difference in the process of norm regression be-
tween vague and precise norms (Panke & Petersohn 2016). Hence, fur-
ther research has to be done on the applicability of the comprehensive
spiral model to other human rights norms. It can be assumed that the
regression of strong and precise norms develops differently. This is
mainly because it will be more difficult to create equilibrium between a
precise human right (like the right to life or the prohibition of torture)
and a counter norm. A tradeoff between a strong human right and a
counter norm would possibly cause stronger protests in public and
could be advocated more easily. As a result, such an equilibrium might
not be established in law or treaties but merely by discursive means
and in practice.

Nonetheless, this paper has shown that after the Snowden revela-
tions a window of discursive opportunity existed and that a transna-
tional advocacy network was activated. Nevertheless, several circum-
stances have prevailed to make the USA comply with the norm of pri-
vacy again, meaning that the USA have not been pushed to rule-
consistent behavior yet.

First of all, the norm of privacy is a vague norm. As shown in the
third chapter, the only common point of the multitude of privacy con-
ceptions is the limited access to the self. How this is implemented in
analog and digital life is a contentious issue. Although the European
conception of privacy in the digital area (data protection) is dominant,
there exists, especially in the USA, a different conception of the norm
of privacy. Hence, certain measures to make the USA comply with the
privacy norm - like sanctions — are useless, as long as there does not
exist a common understanding concerning the definition of the violat-
ed norm and thus concerning the question when sanctions should be
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lifted. To make matters worse, privacy is a human rights norm that is
difficult to advocate in public, because the absence of privacy does not
cause harm directly. Thus, the distinctive feature of privacy is a main
reason why the privacy entrepreneurs failed to make the USA comply
with this norm.

Second, the multilateral and mutual norm violation minimizes the
number of privacy advocates considerably. Especially with regard to
liberal states, the norm violations disqualify these states as norm advo-
cators because of a weakened public credibility. Only a few liberal
states were able to condemn the surveillance practices of the USA res-
olutely. Because of the low credibility, liberal states were not even able
to launch a discourse with the aim of convincing the USA of the cor-
rectness of the privacy norm in the long run. The use of other, stronger
modes of social action, such as coercion or incentives, were not even
imaginable.

Third, primarily discursive measures were used to react to the
norm violating behavior of the USA because of the weak advocacy ca-
pability of the liberal states. This approach was mainly carried out by
IOs and (I)NGOs. Albeit this is the social action that grants the most
sustainable results (nothing is better than an actor that is deeply con-
vinced of a human rights norm), it is also the weakest tool to react to
norm violations. This bears another problem:

Fourth, because the domestic norm regression is at an advanced
stage, normative arguments in favor of privacy are countered by nor-
mative arguments in favor of the counter-norm of security. That the
security norm resonates enormously, even in public, was shown to Al
when they launched their global campaign to promote privacy, and
many criticized this effort. But this also holds true for the USA: The
more advanced the norm regress is, the weaker is the social vulnerabil-
ity. This becomes clear with repect to the discursive use of the term
privacy. Still, the USA did not officially speak of a right to privacy,
merely privacy interests were mentioned. The counter discourse influ-
enced even international norm advocates and made them adopt argu-
mentative structures (like the balance metaphor) even to defend the
norm of privacy. Nevertheless, the USA was forced to acknowledge
privacy as something humans deserve, even if they refuse to classify it
as a right, although the USA remains a powerful state with a low mate-
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7. Conclusion: Privacy — a Dead Norm?

rial vulnerability, which influences the effectiveness of certain social
modes of action, like coercion or sanctions.

Although the death of the privacy norm is theoretically still possi-
ble in the USA at the domestic level (because the prescriptive status is
not totally reached yet), it is not likely. The activation of the spiral
model has influenced the behavior of the USA. Tactical concessions
have been made, which implies a rhetorical acknowledgement of the
norm. This alone does not guarantee the development of the USA to-
ward rule-consistent behavior. Nevertheless, it is now hardly possible
that the norm will die completely, because even the violator has ac-
knowledged its existence.

Nevertheless, the discursive processes that followed the norm vio-
lation of the USA at the international level can also have a weakening
effect to privacy. It is possible that other actors adopt the normative ar-
guments of the encountering norm and that at the very end a compro-
mise is created between privacy and security. This would be a further
weakening of the norm of privacy at the international level.

According to some scholars, this would not come as a surprise.
They predict the death of the norm of privacy, making the point that
technological developments will necessarily lead to the abolishment of
the privacy norm (Chesterman 2011: 4). While the challenge of priva-
cy by new technologies is undoubted, it is at the end of the day not the
technological development itself but counter-norms that lead to the
possible abolishment of the privacy norm. Warren and Brandeis may
turn in their graves then: Wasn't it precisely technological progress that
made them create the right to privacy?
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