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Abstract

Military intelligence & security organisations are confronted with information overload as a result 

of continuously increasing amounts of data, high levels of uncertainty of the data, as well as multiple 

data formats. Information overload has serious consequences hampering the effectiveness and 

efficiency from the individual to the organisational level. Drawing upon insights from adjacent fields 

such as business administration, psychology, and communication science, this chapter analyses 

how people, practices and tools relate to information overload in military intelligence & security 

organisations. Findings of the chapter include a need for reevaluation of the type of personnel and 

their specific skillsets; the identification of several issues that hamper the organisational practices 

of information overload (collection outpacing analysis, data governance, distinguishing signals from 

noise, and changing intelligence processes); and a need to integrate appropriate tools (e.g., software 

packages, custom-made algorithms and automatisation scripts).
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10.1. Introduction

In the current information age, military intelligence & security organisations are 
confronted with information overload, which is generally defined as a situation 
in which ‘decision-makers face a level of information that is greater than their 
information processing capacity’.1 Such information overload is not only the result 
of the continuously increasing amount of data that needs to be processed (e.g. due 
to the introduction of new technological platforms such as the F35, the MQ-9 Reaper 
or the advancement of the soldier modernisation program), but also of the high 
levels of uncertainty of the data, the increase in data that is available in real-time, 
as well as multiple data formats with structured and unstructured data from text, 
image, multimedia content, audio, video, sensor data or noise.2
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Information overload has serious consequences hampering the effectiveness 
and efficiency of military intelligence & security organisations from the individual 
to the organisational level.3 Despite this consequence ‘it is surprising how little 
academic attention has been devoted to the changes that are taking place in the 
technology, management and integration of the intelligence systems that will 
underpin any Revolution in Military Affairs.’4

This chapter provides an understanding of the main components and processes 
leading to information overload in military intelligence & security organisations. 
In section 10.2 a conceptual framework of information overload is presented based 
upon literature from business administration, psychology, and communication 
science.5 Section 10.2 concludes that people, practices and tools are the main com-
ponents that influence information overload.

In section 10.3 this conceptual framework is used to analyse the concept of 
information overload within military intelligence & security organisations. Finally, 
section 10.4 discusses how a thorough understanding of the concept of information 
overload may benefit military intelligence & security organisations.

10.2. Information overload

10.2.1. Defining information overload

The attention for information overload in academic debate was at its highest level 
in the 1980s and 1990s, mainly focusing on the effects of wasted time, decreasing 
efficiency and health concerns, after which attention decreased in the 2000s.6 
Nearly thirty years after its initial peak, information overload research is regaining 
attention as the information age is exponentially increasing the amount of availa-
ble data.7 For organisations, information overload is regarded as one of the main 
challenges of the digital age.8

A broad spectrum of academic debates has been theorising on the issue of 
information overload. Especially management disciplines, such as accounting, 
organisational science, and marketing, but also studies in health care and psychol-
ogy have been discussing the topic.9 Regardless – or, as a result – of the broad 
spectrum of literature, recent studies indicate that a standardised definition of 
information overload is still lacking.10 An often-used definition is that ‘overload 
is regarded as that situation which arises when there is so much relevant and 
potentially useful information available that it becomes a hindrance rather than 
a help.’11 A more practical representation of information overload is the short 
formula: information processing requirements > information processing capacities.12

https://doi.org/10.24415/9789400604537 https://www.inlibra.com/de/page/agb - Open Access - 

https://doi.org/10.24415/9789400604537 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by-nc-nd/4.0/


battling information overload in military intelligence & security organisations 223

This chapter uses the term information overload rather than data overload, and 
in the context of information components leading to knowledge. Following Meadow 
and Yuan (1997), data refers to ‘a set of symbols that does not have meaning or sig-
nificance to their recipient’, whereas information does meet that requirement. The 
‘accumulation and integration of information received and processed by a recipient’ 
is what constitutes knowledge.13 Data can be seen as potential information; thus, an 
overload of data can be an important factor in the perceived information load.

Finally, multiple studies provide a schematic representation referring to 
the issue of information (over)load as an inverted U-curve, which is shown in 
Figure 10.1.14 Here, the focus is on the relation between the performance (in this 
case the decision-making accuracy) of an individual and the information load he 
or she is exposed to. According to Eppler and Mengis (2004), ‘the performance […] 
of an individual correlates positively with the amount of information he or she 
receives – up to a certain point. If further information is provided beyond this 
point, the performance of the individual will rapidly decline.’15
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Fig. 10.1. Information overload as an inverted U-curve.16

Some approaches not only take into account the amount of information when 
discussing information load, but also the complexity of the information.17 Indeed, 
as can be seen in Figure 10.1, the x-axis does not portray the amount of information. 
Rather, it portrays the perception of that amount, or information load. In order 
to improve decision-making accuracy, organisations need to find ways to process 
more information without increasing the experienced information load. Multiple 
facets are of influence to the experienced information load: people, practices and 
tools. The next section will discuss a framework for understanding these facets.
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10.2.2. People, practices, and tools

The academic debate on information overload tends to make a distinction between 
an individual cognitive perspective and an organisational equipment-related per-
spective such as a limitation in time or budget.18 Allen and Wilson (2003) describe 
these different perspectives as follows:

At the personal level, we can define information overload as a perception on the part of the 

individual (or observers of that person) that the flows of information associated with work 

tasks is greater than can be managed effectively, and a perception that overload in this sense 

creates a degree of stress for which his or her coping strategies are ineffective. Similarly, at 

the organisational level, information overload is a situation in which the extent of perceived 

individual information overload is sufficiently widespread within the organisation as to 

reduce the overall effectiveness of management operations.19

Thus Figure 10.1, which presents information overload with respect to the indi-
vidual cognitive dimension, can also be used to conceptually present information 
overload at the organisational level. In his research on information overload, 
Pijpers (2010) also recognises these different perspectives. His perspective proposes 
a triangular relationship between people, practices and tools.

For some scholars, information overload is concerned with the individual. Others contend 

that it is related to the organizations where people work. Some researchers, however, believe 

that information overload is caused by the limitations of computer hardware and software, 

and therefore the problem may be solved as specific technology becomes available. What is 

at least clear is that the ability to deal with information depends on the relationship between 

tools, people, and practices within organizations, rather than on an isolated outcome varia-

ble such as information overload.20

According to Pijpers, people are an integral part of the information overload issue. 
He even argues that ‘information only exists by the grace of human perception.’21 
The individual level of information overload has traditionally been the core com-
ponent of this topic. In 1970, the book Future Shock by Alvin Toffler, introduced the 
phenomenon to a broad audience, describing it as ‘causing both physical and phys-
iological distress due to overloading of perception, cognition, and decision-making 
process.’22 Even though individual and equipment barriers to information process-
ing are two sides of the same coin, academic literature on information overload has 
primarily been focusing on cognitive (individual) issues.23

Despite the core focus on the individual perspective, cognitive overload does 
not occur in isolation. The practices within organisations, the second element in 
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Pijpers’ trinity, shape the environment in which the individual encounters the 
information load. Think for instance of the organisational (information) culture or 
the way the organisation arranges its data governance practices.

Especially in knowledge-intensive organisations such as military intelligence 
organisations, there is a strong link between the information culture and the 
perception of information overload.24 A positive information culture is one in 
which ‘the value and utility of information in achieving operational and strategic 
success is recognised, where information forms the basis of organisational decision 
making and Information Technology is readily exploited as an enabler for effective 
Information Systems.’25

Finally, people within the organisation – to a greater or lesser extent – use tools to 
process the information they encounter. In this paper we use the term tools loosely to 
encompass a wide array of data processing technologies. Think of software packages 
like i2 Analyst notebook that aid in analysing networks, custom-made complex algo-
rithms implemented using programming languages like Python and R but also scripts 
used to automate standard processes. The way these tools are integrated into organ-
isational practices and the extent to which they meet the level of skill and demand 
of the individual using them, is the third major component of information overload.

Although the importance of information practices and technology in knowl-
edge-intensive organisations is widely recognised, information technology is still 
often interpreted as a main cause of information overload, rather than an integral 
part of the solution.26 Following Koltay (2017): ‘The problem is not that there is 
too much information. In an information-driven society there cannot be too much 
information. Information overload represents the challenge to make effective use 
of information, thus instead of blocking or limiting, there is a need for finding 
appropriate tools for discovery.’27

As can be explained through the inverted U-curve graph in Figure 10.1, in 
order to counter information overload – shifting the perceived optimum to the 
right – processing capacities, among others, need to be improved. By doing so, the 
entity that processes information (being an organisation or an individual) can 
benefit from increasing amounts of information, without necessarily increasing 
the perception of the load of information, hence improving decision accuracy.28 
Algorithms from fields like data science and artificial intelligence can be a major 
asset in increasing processing capacities:

One major aspect of information processing is not in the focus of researchers yet: how 

information can be processed and evaluated by ‘‘intelligent’’ information systems. While 

decision support systems or decision aid are widely investigated, the wide field of machine 

learning, deep learning and artificial intelligence, which is one of the most important drivers 

of digitalization, is not linked with information overload literature yet.29
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The broad spectrum of information overload literature provides the necessary 
understanding of its main components in an organisation: the individual cognitive 
aspect (people), the organisational practices, and the tools used.

10.3. Information overload in military intelligence and security organisations

Making use of the trinity of people, practices and tools, this section reflects on the 
way military intelligence and security organisations can cope with information 
overload.

10.3.1. People

The observation that information overload is not only caused by the volume of 
data, but also by its complexity and the way that is experienced by an individual 
(or organisation), especially holds true for intelligence and security organisations.30 
Nicander (2011) points out that today’s intelligence targets are ‘smaller, more agile 
and mobile, and time-sensitive, [which] must be reflected in the management and 
requirement systems.’31 Indeed, the type of personnel and specific skillsets need to be 
reevaluated on the basis of this expanding information load, to create the necessary 
conditions for creating a data-centric culture. According to Hare & Coghill (2016), this 
should eventually lead to the situation in which analysts will become a ‘curator’ or 
‘librarian’ for information relevant to decision making. Data savviness must perme-
ate the intelligence organisation if it is to become data driven, i.e., a minimum level 
of data literacy should be expected of every employee within such an organisation. 
Furthermore, in order to instigate these developments, management should become 
data literate to optimally integrate data methodologies within the intelligence pro-
cess. Vogel et al. (2021) even expand the desired skillset for managers, quoting one of 
their interviewees who stated that a manager lacking ‘the mathematical background 
necessary to understand the statistical meaning behind the probabilities of analytic 
results can be a serious detriment to achieving a reasonable analytic conclusion.’32

10.3.2. Practices

With regard to practices of information overload in military intelligence & security 
organisations, four main issues are identified. These are (1) collection outpacing 
analysis, (2) data governance, (3) distinguishing signals from noise, and (4) chang-
ing intelligence processes.

Collection outpacing analysis. This issue reflects on the role of data as something 
that may in fact hinder analysis. The cause of information overload is considered 
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to be found within the intelligence process: the combination of ‘mass collection 
of data by technological means’ with analysts not being able to match the pace to 
transform it into timely and relevant products, vividly called analysis paralysis.33 
Lieutenant General Deptula stated the problem as: “We’re swimming in sensors 
and we need to be careful we don’t drown in the data […] the unavoidable truths 
are that data velocities are accelerating and the current way we handle data is 
really overwhelmed by this tsunami.”34 Analysis paralysis may result from a com-
bination of factors of the functional chain (e.g. information sources, complexity of 
the effort, context, time pressure), organisational tools and practices dealing with 
these factors, and individual characteristics.

Data governance. Organisational practices are one of the main components 
influencing the problem of information overload. Similar to large, complex, private 
sector organisations, the intelligence community has to ‘govern, manage, secure 
and use data’ to enhance its organisational efficiency and results.35 Approaching 
the importance of data governance through the lens of the conceptual framework, 
a number of elements appear to be related. Well-integrated data governance will 
decrease the perceived load of the information by assisting the analyst in efficiently 
searching the information that is already stored, assessing the source reputation, 
and merging data from different collection disciplines before presenting it to ana-
lysts (multi-INT fusion). Data governance, albeit in a limited scope, has surfaced 
as an essential theme in understanding information overload in an intelligence 
context. As Palfy (2015) explains: ‘Regardless of the subject, a key to timely, relevant, 
and accurate intelligence output is an organization’s intelligence processing and 
integration capacity, which in-turn depends heavily, though not exclusively, on 
its approach to data governance.’36 He argues that organisations will experience 
information overload when they do not establish powerful processing capacities 
combined with the implementation of a data governance framework. In line with 
the presented conceptual framework, Palfy asserts that implementing IT tools to 
counter information overload would be inadequate without solid data governance.37

Distinguishing signals from noise. The third issue is the principle of distinguish-
ing ‘signals’ from ‘noise’. The challenge to only concentrate on the right pieces of 
information is not unique to the current information age. The difficulty of this 
issue was, for example, already found to be a fundamental obstacle leading to the 
‘intelligence failure of Pearl Harbor in 1941. Since then, however, the amount of 
both signals and noise has been ever-increasing.38 According to Winston (2007), as 
both secret and open-source intelligence collection has been increasing, the role of 
the analyst has changed from being a gatherer to becoming a hunter, indicating the 
search for signals in the masses of the already collected data.39 Following Pedersen 
and Jansen (2019), ‘instead of trying to collect sparse information from a limited 
supply, one now needs to locate the right pieces of information in the increasingly 
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vast reservoir containing also large volumes of non-relevant information.’40 Most 
of the aforementioned points refer to the large amount of signals and noise. Adding 
to the complexity of the effort, is the relevance of collected data that is judged 
by the analyst by using their understanding of the intelligence problem. Without 
a thorough understanding of the problem, it is impossible to correctly establish 
‘which pieces of collected intelligence are relevant (signals) and which are irrele-
vant (noise).41

Changing intelligence processes. In order to be beneficial to its customers, prod-
ucts of military intelligence and security organisations should adhere to certain 
principles. Well-known characteristics are that they should be timely, relevant, 
accurate and actionable.42 In order to produce intelligence products that meet these 
requirements, intelligence organisations traditionally employ a process defined as 
the intelligence cycle, in which five sequential steps take place: planning and direc-
tion, collection, processing, analysis and dissemination. Recently, a considerable 
amount of literature has discussed to what extent the concept of the intelligence 
cycle is (still) accurate in the current information age, and suggestions have been 
made to adjust or ‘move beyond’ the intelligence cycle, or to change the way we 
conceptualise intelligence processes as a whole.43 A data-driven approach to the 
intelligence process can provide intelligence and security organisations with the 
opportunity to both optimally use the large volumes of data and decrease their 
experienced information load. To ‘discern general trends and anomalies in very 
large datasets – through anomaly detection and association algorithms—can help 
to identify potential intelligence targets, thus driving intelligence requirements.’44

10.3.3. Tools

There is a widely acknowledged need to integrate appropriate tools (software pack-
ages, custom-made algorithms, automatisation scripts, etc.) to deal with the problem 
of information overload. The unsurpassed amounts of information analysts are 
confronted with, require an immediate implementation of ‘advanced analytic 
techniques.’45 According to Eldridge et al., ‘without the support of automated 
processes, analysts would simply be unable to cope with the deluge of information 
swirling around the ether.’46 The intelligence literature suggests that the proposed 
tools should primarily be of assistance to the intelligence analyst, exemplifying 
the important connection between tools and people in an organisation. Along 
these lines, these tools should have the net consequence of narrowing down the 
information feed of the analyst.47 Adding to this extraction of useful information, 
effective tools will ‘present information to analysts in a way that minimizes their 
cognitive load […], this primarily means visualizing information where possible, 
through mapping, timelining, charting and other methods.’48 Artificial Intelligence 
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(AI) is one of the suggested technologies to solve the information overload problem, 
as it is able to, for instance, ‘pre-process raw data to offload human analysts.’49 
The integration of data science and artificial intelligence tools could have a major 
impact on the perception of information load to intelligence analysts. Tools may 
be used to assess the sources of information, extract relevant information, provide 
alternative hypotheses based on the available data, or visualise data to temper the 
information load as experienced by the analyst. An important consideration here 
is that these uses may be mentioned in the relevant literature, but most of them 
are not yet operationalised.

10.4. Discussion and recommendations

The objective of this chapter is to provide understanding of the main components 
and processes leading to information overload in military intelligence & security 
organisations.

To meet this objective, we first explored the literature on information overload 
in several adjacent literatures. We provided several definitions and representa-
tions of the concept of information overload and explored the main components 
underlying information overload in an organisation. These components are: the 
individual cognitive aspect (people), the organisational practices, and the tools 
used. Applying each of these components to military intelligence & security organ-
isations provided understanding on the type of personnel needed, the challenges in 
operational practices (collection outpacing analysis, data governance, distinguish-
ing ‘signals’ from ‘noise’, and changing intelligence processes) and what tools are 
appropriate to use.

While these components individually contribute to our understanding of infor-
mation overload in military intelligence & security organisations, it is important to 
stress the mutual relationships between people, practices and tools as well. Two of 
these relationships stand out.

First, for using tools to decrease the experienced information load, these tools 
need to be effectively integrated into intelligence practice. Multiple challenges have 
been identified in this domain. In some cases a problem was misdiagnosed as being 
rooted in IT tool inadequacy, while in other cases tools treated the wrong symptoms 
without fully understanding the root causes.50 Furthermore, according to Treverton, 
the development of tools in intelligence and security organisations has mostly been 
bottom-up, with little push from the top.51 Here, problems for adoption arise ‘when 
these (newly produced) bottom-up tools clash with older knowledge regimes, organ-
izational structures, and insufficient support mechanisms.’52 An insufficient analysis 
of how people experience their information load may leave intelligence and security 
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organisations with ‘a renewed perception that their tools are both inadequate in 
meeting business needs and insufficient in helping analysts deal with exponential 
increases in data holdings relative to a given theme, network, or target set.’53

A second relevant issue regarding the relationship between people, practices, 
and tools is the extent to which people trust tools and how organisations learn 
to cope with information overload. The development of trust across users of the 
tools needs to be central and must be reflected in the policies and practices of the 
organisation.54 Paramount to establishing people’s trust in these tools is learning, 
consisting of multiple components. Laney, Chief Data Officer at Gartner, asserts 
that ‘within organizations, as information starts to become recognized as an actual 
asset, we need a new language for businesspeople, for IT people—for informa-
tion people—to be able to communicate effectively.’55 The integration of tools 
will eventually be a core asset in decreasing the experienced information load, 
but in the phase prior to that integration ‘the tension between exploitation and 
innovation can be a constant source of stress for managers. Do we focus on what 
we know, or do we create new products and services?’56 Finally, Nicander (2011) 
stresses the importance of learning at both the organisational and individual level, 
as the memory of an organisation is ‘derived from employees who act to adapt the 
theory-in-use that reflects an organization’s past experience. […] No organizational 
learning can exist without individual learning, although individual learning as a 
condition for organizational learning is by itself insufficient.’57
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Fig. 10.2. The potential improvement of decision accuracy.
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Finally, as we have seen, the individual components of information overload 
(people, practices, tools) as well as their mutual relationships provide several 
future avenues to address information overload. When being implemented, these 
avenues should result in an increase of information processing, leading to the 
ultimate goal of improving decision accuracy. In the intelligence domain this would 
mean to reach an improved optimum of providing timely, relevant, and actionable 
intelligence to gain decision advantage. Figure 10.2 presents the potential gain in 
decision accuracy when an organisation is able to adequately deal with informa-
tion overload. The black curve in the figure portrays the initial situation, which 
can also be found in Figure 10.1. The blue curve shows the potential benefit when 
information load increases due to improved information processing capacities, 
leading to an improved optimum of decision accuracy. Indeed, more information 
can be processed before information overload sets in. This clearly visualises 
how intelligence & security organisations can benefit from the large volumes of 
information that is available to them, by dealing with the causes and effects of 
information overload on their people, practices, and tools.
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