Beyond the Black Box: A Multimodal Approach to
Understanding In-App Communication
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Mobile devices are increasingly central as sources of up-to-date information, making the
precise recording of information behavior on these devices more relevant for research. Estab-
lished methods of automated data collection are reaching their limits when capturing in-app
communication, such as political content within social media applications. Based on two
case studies, we present two approaches that enable the identification of exposure to relevant
content and, to some extent, the collection of in-app content. The first case study focuses on
identifying relevant exposure across different apps on a mobile device using app tracking
and screen recordings. The second case study focuses on linking exposure to seen content and
deriving respective content features to obtain an enriched dataset. We discuss the advantages
and limitations of both approaches and present conceptual frameworks for processing and
analyzing such data.
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1. Introduction

Technological and media changes are contributing to the ongoing fragmentation of media
diets (Hasebrink & Popp, 2006). This includes the emergence of new media formats, the
growing relevance of social media platforms and messaging services, and the widespread
adoption of smartphones (Behre et al., 2024). These developments coincide with the in-
creasing datafication of everyday media and communication behaviors (Breiter & Hepp,
2018). Against this backdrop, automated observation of smartphone use through mobile
tracking offers a promising approach for drawing insights into media diets and media-medi-
ated interpersonal communication (Ohme et al., 2024).

Automated mobile tracking offers several advantages as a data collection method.
The increasing fragmentation of media and information use makes accurate measurement
through self-reporting challenging (Araujo et al., 2017; Parry et al., 2021; Scharkow, 2016).
While some researchers have raised justified criticisms of automated tracking (Bosch et
al., 2024), others highlight its benefits, noting that it allows for more precise measurement
(Stier, Breuer, et al., 2020) and the exploration of duration, frequency, sequence, and content
engagement (Adam et al., 2024; Christner et al., 2022). In addition, automated tracking
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provides a comprehensive view of user behavior across the entire smartphone, rather than
being limited to individual platforms or apps. However, most current mobile tracking
methods cannot capture in-app user behavior, such as watching a short news video on
Instagram. Given that a substantial portion of relevant smartphone use occurs within apps,
recording these usage episodes represents a central methodological challenge (Muise et al.,
2024).

In this paper, we address two key research questions regarding the recording of user
behavior within apps. First, how can research-relevant exposure within apps be identified
(RQI1)? Second, how can the in-app content viewed by users be recorded (RQ2)? Answering
RQI requires measuring general smartphone usage behavior and detecting events that are
instrumental for addressing the research objectives. Addressing RQ2 involves a more de-
tailed examination of the received and relevant audio-visual content by linking smartphone
usage data with extracted content through a combination of scraping and automated con-
tent analysis. Additionally, we develop research principles for working with mobile tracking
and screen recording data, drawing on both the literature and our case studies. We argue
that this approach offers advantages over contemporary data donation strategies, which
often place an undue burden on participants and are prone to coverage gaps and omissions.

2. Current state and challenges of automated tracking

The increasing differentiation and digitalization of media consumption have contributed
to a growing use of automated tracking methods in communication research (Guess et al.,
2020; Jiirgens & Stark, 2022; Maier et al., 2025; Stier et al., 2021; Wojcieszak et al., 2023).
This trend is largely driven by the recognition that traditional data collection methods, such
as surveys and media diaries, often struggle to capture media usage with precision (e.g.
Parry et al., 2021).

Many studies in communication science and related disciplines employ mobile or desk-
top tracking for data collection, each method offering distinct advantages and drawbacks
(Adam et al., 2024; Stier et al., 2021; Stier, Kirkizh et al., 2020). All tracking approaches
share the primary goal of recording exposure—that is, capturing a ’person’s contact with
relevant content along with the time at which it occurs. Some methods further combine
exposure data with additional sources, using unique idenitifiers to ensure correct alloca-
tion. For instance, web content can be collected and linked to an individual participant’s
exposure. Studies employing different automated tracking methods include proxy-based
tracking, browser-based (mobile) tracking, and app tracking (Clemm von Hohenberg et al.,
2024).

One method for collecting online exposure data is the proxy approach. In this method,
the proxy acts as a digital intermediary that records outgoing and incoming internet connec-
tions, providing information about accessed URLs and apps used (Christner et al., 2022).
Proxy server-based tools intercept ’participants’ requests and store a complete record of the
content accessed (Menchen-Trevino & and Karr, 2012). In this way, the proxy functions
as an invisible intermediary connecting the 'user’s device to the internet, routing all traffic
through itself.

Another approach for collecting ’users’ exposure is through browser extensions, which
record visited URLs—either in full or reduced to the domain—along with the time and
often the duration of each visit (Stier, Kirkizh et al., 2020; Wojcieszak et al., 2023). This
enables assessments of the number, frequency, variety, and time spent on specific websites,
such as news outlets (Wojcieszak et al., 2023), politicians’ social media profiles (Stier et
al., 2018), or other content types, such as pornography (von Andrian-Werburg et al., 2023).
Typically, this approach requires a predefined list of URLs relevant to the research focus
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(e.g., news sites), which is then compared to the tracked URLs to extract relevant data.
Alternatively, tracked URLs can be coded manually or automatically to identify content
relevant to the study. In either case, comparing tracked URLs poses practical challenges,
particularly due to the so-called long-tail issue, where a large number of URLs are visited
only infrequently.

If URLs are fully tracked, this exposure data can be enriched by scraping the content
associated with the recorded URLs and using the URL as a unique identifier to link content
to individual users (Clemm von Hohenberg et al., 2024; Kithnemann, 2021; Munzert &
Nyhuis, 2019). This means that, for both desktop and mobile browsing, it is already possible
to identify exposure and assign the corresponding content to the respective user using the
URL as a unique identifier. However, this approach faces limitations in today’s increasingly
mobile-centric media landscape, as in-app content (e.g., Instagram posts) cannot be easily
tracked, restricting data collection to browser-accessed sites. Accordingly, research encoun-
ters two main challenges when capturing in-app content: first, correctly identifying relevant
exposure, and second, collecting the content that has been accessed and linking it to the
recipient’s exposure. Assigning content to in-app exposure is particularly because there is no
generalizable identifier, such as a URL, available within apps.

The collection of mobile automated tracking data faces several challenges. Smartphones,
equipped with numerous sensors, have become an integral part of daily life (Goérland,
2020) and collect a wide variety of information through these sensors (Ferreira et al.,
2015). Several commercial and open-source applications allow researchers to access this data
for research purposes (Christner et al., 2022). These mobile tracking apps record which
applications are used on a smartphone and share this information with researchers (Ferreira
et al., 2015; Tong et al., 2022; Toth & Trifonova, 2021; Parry & Toth, 2025). This enables
the collection of data on app-specific usage duration, such as time spent on Instagram, as
well as general smartphone use, including overall screen time (Fan et al., 2021; Tong et al.,
2020). Unlike URL-based tracking, this method captures app usage in a mobile context.
However, the content within those apps remains inaccessible due to standard iOS and
Android security features, making it difficult to infer either exposure to relevant content or
the nature of the content viewed based solely on app-tracking data.

Muminating this methodological “black box” is key advantage of screen capturing and
screen recording (Krieter, 2019, 2020; Krieter et al., 2024). In this approach, a tracking
application is installed on the device, typically a smartphone, that captures screenshots or
records screen videos at regular intervals (Krieter et al., 2024; Reeves et al., 2021; Yee et
al., 2023). Screen recording techniques enable automated analysis by generating log files
derived from these recordings (Frisson et al., 2016; Krieter, 2020; Yee et al., 2023). This
allows researchers to capture of not only general system events, such as opening an app like
Instagram (Bohmer et al., 2011; McMillan et al., 2015), but also specific in-app activities,
such as viewing or sharing content. These analyses rely on artificial intelligence, computer
vision, and machine learning methods to analyze mobile screen recordings (Krieter, 2020;
Reeves et al., 2021; Yee et al., 2023).

Depending on the technical setup, screenshots or videos may be transmitted directly to a
server operated by the research team, which provides rich data but raises substantial privacy
concerns. Alternatively, screen recordings can be ’processed locally on the participant’s
device, with only derived results uploaded to the ’server. While this latter approach yields
less detailed information, it substantially enhances privacy protection (Krieter, 2020; Krieter
et al,, 2024). Accordingly, screen recording techniques can help identify relevant exposure
within apps, although capturing and storing the viewed content itself remains challenging
due to privacy-preserving restrictions’.
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To summarize the current state of mobile tracking technologies, existing methods pri-
marily enable the recording of web browsing on smartphones by logging visited URLs.
When URLSs are fully captured, exposure data can be enriched by scraping the correspond-
ing webpages and matching their content to user exposure, using the URL as a unique
identifier. However, this procedure is not feasible for in-app environments, such as social
media or messaging applications. Consequently, significant methodological gaps remain,
both in the identification of relevant in-app content and in the assignment of that content
to recorded exposure. This paper addresses these gaps by posing two research questions:
the identification of relevant in-app exposure (RQI) and the linkage of in-app content to
exposure (RQ2). Despite the limitations discussed above, automated tracking enables the
unobtrusive capture of user behavior and, in some cases, content across multiple platforms,
making it particularly well suited to studying the complex contemporary media landscape.

3. Towards a holistic approach to mobile tracking

Most people carry their smartphones with them throughout their everyday lives, and these
devices continuously generate data related to daily events, either directly or indirectly.
Mobile tracking data exhibit several distinctive characteristics, including high granularity,
sequentiality, large volume, and the interweaving of device and software affordances with
human actions. These features underscore the need for a comprehensive approach to mobile
tracking in research design that extends beyond the technical implementation of data collec-
tion. Accordingly, this paper addresses issues of data protection and privacy, socio-technical
considerations, and extensions to the operationalization of exposure.

3.1 Data protection and privacy

Due to the fine-grained and sequential nature of data collection on mobile app usage and
screen-recorded content, tracking data may contain a wide range of highly sensitive and pri-
vate information (Krieter, 2020). Such data may include information about health, dating,
or finance applications, which can allow inferences about characteristics such gender, sexual
orientation, or socioeconomic status. Accordingly, these data require particularly careful,
responsible, and conscientious handling by researchers.

In a tracking study, it is essential to inform participants comprehensively and transpar-
ently about the functionality of the tracking system, the scope of the data collected, and how
these data will be used, and to obtain their informed consent within the framework of the
study. Providing a clear and comprehensible explanantion of how app tracking and screen
recording operate, as well as how participants’ data are handled and stored, is an important
way to ensure that participants are adequately informed.

All raw data should be pseudonymized as early as possible in the research process.
Any identifiers that could directly or indirectly reveal the identity of participants must be
removed or replaced with randomly generated codes. Where feasible, additional anonymiza-
tion procedures should be applied to ensure that participants cannot be re-identified. Partic-
ular attention must be paid to the risk of de-pseudonymization through the combination of
study data with third-party information.

Studies have shown that the central storage of data with third parties (e.g. commercial
providers of cloud services) conflicts with users’ privacy requirements (Hong et al., 2003;
Spiekermann & Cranor, 2009). Therefore, it appears more advantageous to use a secure
storage location on servers operated by one’s own institution. Access to stored data must be
restricted to authorized members and governed by strict authentication procedures.
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3.2 Socio-technical considerations

Mobile automated tracking data constitute a type of digital trace that is often regarded
as a more precise—and obstensibly superior—representation of social reality. However,
such data primarily provide a partial and surface-level view of human interaction with
smartphones. Relying exclusively on these data to reconstruct complex social and societal
realities risks oversimplification and misrepresentation of the social world (Breiter & Hepp,
2018; Jungherr & Theocharis, 2017). There is a tendency to privilege what can be quantified
through tracking over the inherent complexity of human behavior, with these observations
being mistakenly treated as comprehensive and accurate (Jungherr, 2015). To mitigate this
risk, a robust strategy that applies the concept of measurement error to digital traces,
analogous to other data generating processes in the social sciences is thus called for (Sen et
al., 2021).

At the same time, the assumption that mobile automated tracking data possess compre-
hensive validity often coincides with the belief in their neutrality. Yet, like all digital trace
data, they are not neutral; they are produced through technical procedures implemented
by powerful institutions (such as corporations and governments) with specific interests
(Breiter & Hepp, 2018; Gitelman, 2013). Consequently, analyses of mobile automated track-
ing data engage with information that is institutionally controlled, generated for particular
purposes, and inherently biased. Against this backdrop, it is essential to critically assess
digital traces as indicators of human behavior and social reality (Breiter & Hepp, 2018).

3.3 Operationalization of media exposure

Although tracking data almost always include a timestamp for each data point, enabling
conclusions about duration and sequence of use, the majority of studies in automated
tracking research rely on a relatively superficial operationalization of media exposure. Often,
exposure is aggregated across individual media outlets or broad types (e.g. legacy media).
Automated tracking data, however, allow media exposure to be operationalized along multi-
ple dimensions, including duration, frequency, order, and the content of visited websites or
applications (Christner et al., 2022). Despite this potential, most studies focus primarily on
frequency and duration, while neglecting order, sequence, and specific content. As a result,
they overlook the complexity and sequential nature of actual media use behavior.

Therefore, usage behavior before, during, and after exposure is captured only inade-
quately, if at all. Yet, qualitative studies demonstrate that individuals exhibit a wide range of
behaviors when reading, watching, or listening to content, which in turn affects reception
(Merten, 2021; Wieland, 2023). For many of these behavioral patterns, such as scanning,
which refers to the quick and superficial viewing of content (Meijer & Kormelink, 2015),
both the temporal sequence and the duration of engagement are crucial for characterizing
the behavior.

Incorporating temporal information into the measurement of exposure can provide a
more accurate reflection of reality in the data and enhance the explanatory power of expo-
sure in statistical models, as demonstrated by Richter & Stier (2022). Several notable studies
have operationalized and analyzed sequential tracking data using information-theoretical
approaches (Kulshrestha et al., 2021; Moller et al., 2020). The works of Moller et al. (2020),
Jurgens and Stark (2022), and Kulshrestha et al. (2021) showcase the level of depth and
detail that can be achieved with automated tracking data when it is properly prepared
and operationalized. Nevertheless, this level of granularity is underutilized in most studies,
which often resort to simple aggregation of usage times. While aggregation may suffice for
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some research questions, it risks overlooking valuable information that has already been
collected.

Against this backdrop, mobile tracking data—characterized by its granularity, temporal
sequence, and close connection to ’users’ everyday experiences—presents specific challenges
for research. These challenges include ensuring trustworthy data handling, accurately inter-
preting individual data points, and and effectively operationalizing the information collect-
ed. All of these factors must be carefully considered when designing a study using mobile
tracking.

The characteristics of mobile tracking data and the implications for its handling are
further illustrated in the first case study.

4. Case study I - Identification of relevant exposure

The first case study addresses the first research question (RQ1), focusing on the identifica-
tion of research-relevant exposure on mobile devices. It examines how politically active
young people engage with political and climate-related information on their smartphones.
Within this context, we developed and conceptually assessed the use of screen recordings as
a method for measuring media use.

4.1 Data collection and methods

To obtain a detailed picture of information behavior, a total of 25 participants were recruit-
ed. Their smartphone use was recorded, with consent, between 14 February 2022 and 6 May
2022. General smartphone usage and the detection of relevant events were measured using
a combination of two mobile tracking applications: the app tracking application AWARE
and the Keywordlogger developed by Krieter (2020; 2024). This approach resulted in a
comprehensive dataset comprising over 9 million data points.

4.2 Mobile automated app tracking

In this case study, we used the AWARE framework as an open-source solution for collecting
hardware-, software-, and human-based data from smartphones (Ferreira et al., 2015). The
AWARE client was implemented to monitor app usage and overall smartphone activity.
Each time a user switched to a different application, a new timestamp was recorded.
Additionally, the screen sensor captured the screen’s status, such as on/off and lock/unlock
events. This setup enabled the collection of information on both the frequency of interac-
tions with the smartphone and their duration.

4.3 Screen recording

In addition to monitoring app usage, identifying relevant content within apps presents
a central challenge. To address this, we applied screen recording methods adapted for
communication science research as part of this case study.

Depending on the research focus, there are two main tracking approaches: (1) moni-
toring keywords related to smartphone or specific in-app functions (e.g., sharing, forward-
ing, etc.); (2) using content-related keywords that target specific vocabulary or references
pertinent to particular topics (for instance, names of political parties, politicians, or terms
describing specific media content such as Instagram accounts, newspapers, and TV chan-
nels). It is important that the use of keywords does not compromise privacy protections.
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The Keywordlogger analyzes the screen recordings based on these previously defined
keywords and records each visible keyword, with the timestamp, for each frame of the
video examined. In this way, log files are generated which provide information about the
occurrence, duration, and sequence of the defined keywords during the smartphone’s usage
time.

Figure 1: Example of how the Keywordlogger identifies keywords in the Instagram comments
section.

Logl_timestamp keyword: Comments

Log2_timestamp_keyword: Americans

v

Log3_timestamp_ keyword: Harris

'_“\I iy s
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wspecially sorry because i waant thai you
weren't the better candidate, he was past white

v . [y 9 v = aa
| 200 commen. | = Log4_timestamp keyword: Add a comment

4 L ]

The Keywordlogger essentially takes two approaches to strengthen the privacy of partici-
pants. First, the screen videos, which can contain very sensitive data, are only stored tem-
porarily and do not leave the device, as they are only evaluated locally on the smartphone.
The evaluation of the videos follows a fixed catalog of predefined events that are to be
recognized in the videos. This means that only what is relevant for the research purpose
is recognized and saved. The log files created locally on the device are transmitted to the
research team in a pseudonymized form via a secure connection.

Second, the participants have the option of stopping the tracking throughout the entire
study period by revoking the authorizations for the Keywordlogger & AWARE app on their
Android smartphones. In this way, control over the data remains with the participants
(Ferreira et al., 2015).

4.4 Operationalization of media exposure

The case study combines different data sources to create a comprehensive dataset that
reflects the complex reality of user behavior. Enriching an initial dataset with additional
information provided by other data collection methods, such as screen recording or other
smartphone sensors, involves several steps.
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Table 1: Data structure combined

Par- Screen- and app-tracking by AWARE Screen
ticipant’ recordings
by
Keyword-
logger
Smartphone | Mobile Mobile Start of the End of the Usage Keywords
display on | session appli- mobile mobile duration
and off duration cation application application in
in seconds
seconds
1000 08:33:56— 78.05 Clock 08:34:03.988  08:34:06.757 2.77 Eis, Spiegel
08:35:14
1000 08:33:56— 78.05 | WhatsApp | 08:34:06.757 = 08:34:07.436 0.68 [no
08:35:14 keywords
recorded]
1000 08:33:56— 78.05 Mobile 08:34:07.436 | 08:34:15.012 7.58 Eis, Spiegel,
08:35:14 phone Stadt, Erde
keypad?
1000 08:33:56- 78.05 | WhatsApp | 08:34:15.012 | 08:34:53.791 38.78 Wald, Erde,
08:35:14 Luft, Wetter,
Eis, Jahr,
Wald, Erde,
Abfall, Luft,
Wetter, USA
1000 08:33:56— 78.05 Mobile 08:34:53.791 = 08:35:04.034 10.24 Erde,
08:35:14 phone Wetter,
keypad? Handel, Eis,
Erde, Luft,
Erde, Luft,
Wetter,
Handel, Eis
1000 08:33:56— 78.05 | WhatsApp | 08:35:04.034 | 08:35:12.552 8.52 Stadt, Jahr,
08:35:14 Stadt
1000 08:33:56— 78.05 WhatsApp = 08:35:12.552 | 08:35:14.605 2.05 [no
08:35:14 keywords
recorded]

! Participant 1000 is the test device.
2 AWARE records the app that is active in the foreground of the smartphone at that moment. The
temporarily prior and subsequent app indicates within which app the keypad was used.

(1) Data collection using two different app tracking applications provides an initial raw
dataset. We used app tracking and screen recording to capture information about app
launches, screen status, and timestamped keywords. This information about smartphone
use is constituted in several initial data sets, which must be processed and linked in the
following.

(2) The session concept is a core conceptual component that enables different data sets to
be linked together in a meaningful way. The session concept is based on the work of Peng
and Zhu (2020), who understand uninterrupted usage behavior as a session. In this context,
thinking in temporal order is a relevant part of the concept. In our understanding, the
concept can be applied to different levels, resulting in a matryoshka-like data structure that
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enables flexible handling of multi-level data. In this case study, several session levels were
applied, first, keyword sessions, which comprise the time span of one or more visible terms;
app sessions, which represent the uninterrupted usage sequence of an app; and mobile
sessions, which comprise the aggregated usage behavior between unlocking and locking the
smartphone. Among other things, this structure makes it possible to assign terms recorded
by the Keywordlogger to the corresponding app session, e.g. Instagram or Whatsapp.

(3) Contextual enrichment describes precisely this step of correctly assigning nested
session levels. For a better understanding, let us describe the initial situation: the first
dataset contains the start and end times of the apps used on the smartphone, while the
second dataset is a list of timestamps with the respective recorded keywords. The goal is
to correctly assign the terms to the app that matches the time. Therefore, for each keyword
it must be checked whether its timestamp falls within the time span of the app usage. The
result is a data set that can be aggregated to different session levels without losing contextual
information. Furthermore, aggregations at other levels, such as general app or screen usage
time, are still possible.

4.5 Results and discussion

The first research question (RQl) aims to identify research-relevant exposure within apps
on smartphones. The combination of app tracking and screen recording enables us, in this
case study focusing on the information usage of supporters of climate protests, to make
statements about exposure to climate-relevant terms and actors on smartphones and within
specific apps.

Figure 2: The visibility of climate-protest terms in apps (N = 25)

T8 App duration B Keypad use B Duration of keywords Jd Keypad use in context of keywords

—

Application

Note: An active keypad is labeled as “keypad use” in the context of keywords if at least one keyword is
identified during the active and possibly interrupted period of keypad use. This means that the duration
of keypad use may exceed the time span in keywords are actually visible.
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The dataset created in this way allows for the operationalization of media exposure at
different levels (across participants and within participants) and at different points in
time (month, week, day, hour, etc.), while capturing multiple dimensions such as binary
(non-)exposure, frequency, duration, order, or sequence. For example, the visibility of
climate protest-related terms can be analyzed across the entire sample for each app (see
Figure 2).

An even more granular analysis consists of calculating the duration of active keypad
use with simultaneously visible climate protest terms per app (see Figure 2). Further break-
downs over time or comparisons between individuals can also be conducted.

In this way, the combination of app tracking and screen recording enables the identifica-
tion of research-relevant constructs, allowing statements about the presence or absence of
participants’ exposure to specific actors or media-outlets. This approach makes it possible
to examine questions regarding the range of information sources within social media apps
or messengers, the frequency of exposure, and patterns of use throughout the day to be
examined.

5. Case study II - Matching in-app exposure and content

Our second case study demonstrates how the limitations discussed above can be addressed
by integrating content-level information with in-app exposure data. Specifically, this case
study focuses on answering the second research question (RQ2), which concerns the
recording of in-app content. We illustrate this by examining how participants’ in-app
exposure on TikTok is distributed across various public actors. Additonally, we investigate
the share of politically related content on the platform. The case study measures political
exposure on TikTok over a one-week period, beginning 1 September 2025.

5.1 Data collection and methods

Using accessibility-based mobile tracking, we recorded the in-app activity of 452 partici-
pants’, capturing fragments of post descriptions and associated metadata whenever prede-
fined potential political accounts (Zerrer, et al., 2024) or keywords appeared on screen. To
reconstruct incomplete textual information, these fragments were matched with a parallel
scraping database of TikTok posts from the observed accounts, based on string similarity
alignment. The resulting dataset linked participants’ exposure events to complete post-level
content and corresponding engagement metrics, enabling a distinction between political
and non-political content within each actor category. This approach allows for a deeper
examination of the content participants received and interacted with, through a combina-
tion of automated data extraction, content analysis, and contextual interpretation (Ohme
et al., 2024). Moreover, this step proposes a framework for integrating tracking data with
context-rich metadata and insights from further content analysis procedures (Freelon et al.,
2024; Reeves et al., 2021).

5.2 Capturing In-App Communication: Methodological Pathways

Analyzing in-app communication requires access to specific types of information, most
importantly account names and post descriptions. Obtaining such information, however, is
not straightforward, as different methodological approaches can vary considerably in cover-
age, granularity, feasibility, and privacy implications. One option is to adapt the approach
outlined in the first case study, where app tracking was combined with keyword logging to
approximate exposure to relevant content. This strategy allows for broad coverage across
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applications, as it does not require a priori restrictions to specific platforms. However,
while this method provides valuable insights into exposure patterns, it remains limited in
capturing complete content and its contextual richness. As a result, researchers often gain
only partial visibility into what users actually encountered.

A second option is the so-called Screenomics framework (Reeves et al., 2021). Scree-
nomics systematically records a continuous stream of screenshots or screen videos, enabling
a highly detailed reconstruction of all visible content, including post descriptions and user
interface elements. This method offers a comprehensive perspective on digital communica-
tion practices and supports rich contextual analyses. At the same time, it produces massive
volumes of data and raises substantial privacy concerns, as continuous recording of all
on-screen activities may capture highly sensitive personal information.

A third approach is to rely on a smartphone’s Accessibility Service as a data collection
instrument. Originally designed to assist users with disabilities—by enabling enhanced
interaction options, such as reading screen content aloud, voice commands or automated
actions—the system infrastructure also provides researchers with a powerful tool to study
digital behavior on smartphones and obtain a more detailed and continuous record of
activity (Andone et al., 2016). By leveraging the Accessibility Service, researchers can track
event-based interactions, app usage patterns, displayed content, and user engagement across
different platforms, offering more detailed information than screen recordings.

In practice, the Accessibility Service can be configured to capture a wide range of
behavioral data directly at the system level. It records which applications are active, the
duration and frequency of usage, and interactions within apps, such as clicks and scrolling
patterns. Additionally, it can extract text displayed on screen, including advertisements,
search queries, and other publicly available content from social media platforms like Tik-
Tok, YouTube, and Instagram. If text is not natively accessible through accessibility features,
this process can be complemented by established data processing techniques, such as OCR
(Optical Character Recognition) algorithms, to extract relevant information. Beyond app
interactions, the Accessibility Service allows for the monitoring of visited websites, provid-
ing insights into browsing behavior by tracking domain visits and search activities.

5.3 Operationalization of media exposure and in-app content

Building on the methodological approach of the first case study, the second case study
applies a structured, multi-stage approach to operationalizing and linking media exposure
with in-app content. The main stages of this process are illustrated in Figure 3.

Figure 3: Data enrichment pipeline
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Building on the general framework illustrated in Figure 3, the following subsections detail
the procedures used to collect, match, and enrich mobile tracking data to reconstruct
participants’ exposure to political content.

(1) Data Collection captures raw tracking data, using mobile tracking approaches, pro-
viding a foundational dataset. However, raw data may be incomplete and fragmented. In this
case study, we used the Accessibility Service-based tracking approach to capture posts from
predefined accounts of interests and keywords. The raw dataset includes basic smartphone
interaction metrics, such as the timestamp a post appeared and the partial description text
visible on participants’ screens (Table 2, Raw Tracking Data).

Table 2: The data enrichment pipeline

1. Raw tracking data 2. Data matching 3. contextual 4. content
enrichment analysis
User | Timestamp | Raw Description Full-Text Description Account Account Political
ID Type content?
1000 | 2025-09-01 | Bayer Leverkusen hat sich | Bayer Leverkusen hat sich von RTLWest Media No
11:39:03 von seinem Trainer Erik seinem Trainer Erik ten Hag getrennt.
ten Hag getrennt. Das Das bestitigt der Club via X.
bestitigt der Club via X. Der Niederlander wurde erst zu
Der Niederlinder wurde dieser Saison verpflichtet. Nach nur
erst zu dieser Saison zwei Spieltagen ist der 55-Jahrige
verpflichtet. Nach nur freigestellt worden. Es ist der erste
zwei Spieltagen ist der 55- | Trainer-Rauswurf in der laufenden
Jahrige fr... Bundesliga-Saison.
1000 | 2025-09-01 | Die Fakenews der Woche: | Die Fakenews der Woche: Trump Herr Influencer | Yes
21:30:14 Trump ist nicht tot, Es gibt | ist nicht tot, Es gibt keinen Anwalt
keinen Killerrob... Killerroboter namens Noisy, es gibt
kein Kopftuchverbot und keine
Tankbeschrankung. #lminutejura
#nachrichten #lernenmittiktok

Note: Data in the table have been anonymized to protect participants’ privacy.

Further, we collected data to create a content library (cache) based on two predefined
input sources: an account list and a keyword list. The account list contained official TikTok
profiles of political actors, parties, and institutions, all manually verified as profiles of inter-
est. The keyword list included political terms, enabling the detection of additional relevant
exposures beyond the predefined accounts.

All profiles from the account list were then systematically scraped to create a content
library. While API-based data collection is preferred for its compliance with platform Terms
of Service and its ability to systematically gather public metadata, it has limitations such
as rate restrictions and unpredictable policy changes (Freelon, 2018). When APIs are insuffi-
cient, web scraping can serve as an alternative (Perriam et al., 2020), though it raises ethical
and legal concerns related to platform policies and data privacy laws (Trezza, 2023). The
content library contains full post-level metadata, including descriptions, publication dates,
and engagement metrics such as likes, views, and comments, and serves as a structured ref-
erence database for the subsequent enrichment step. The data enrichment process links the
raw mobile tracking data with the specific TikTok content that participants were exposed to.
The goal is to reconstruct and identify the exact posts that appeared on screen during the
observation period, enabling the analysis of content and actor characteristics.

(2.) The Data Matching step is required to process the data collected in the initial stage,
filling in missing content fragments and refining the dataset’s integrity. A key challenge
is the fragmentation of textual content captured by methods like OCR. Mobile tracking
often produces incomplete text snippets rather than full descriptions or captions. This issue
is particularly common on dynamic mobile platforms (e.g., YouTube, TikTok), where text
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frequently appears in scrolling interfaces or overlays, resulting in partial captures of the
content viewed by users. For exampe, a user might see only a portion of a video description
on screen, causing mobile tracking apps to record incomplete segments.

We performed exact and fuzzy string alignment, utilizing the Token-Sort-Ratio for
its robustness in handling fragmented texts, to match the recorded text fragments with
post descriptions from the scraped dataset. Through this matching process, 1,392 unique
exposures were linked to corresponding posts in the content library. The resulting enriched
dataset combined participants’ individual exposure logs with additional post-level informa-
tion.

(3.) Contextual enrichment integrates metadata and contextual variables, adding depth to
the dataset and improving interpretability. In the second case study, this step incorporated
additional metadata to expand and clarify the information retrieved through the matching
process. After linking each exposure event to its corresponding TikTok post, we systemati-
cally added post-level context variables from the parallel scraping dataset. These included
quantitative engagement indicators (likes, comments, shares, and view counts) as well as
descriptive metadata such as publication date, video duration, and uploader identity. These
additions transformed the enriched dataset from a purely behavioral log into a content-rich
analytical resource. They allowed us to examine not only which political posts participants
encountered, but also how visible and popular those posts were within the wider TikTok
environment. For instance, by combining exposure frequency with view and like counts, we
could distinguish between highly visible, viral posts and those with limited audience reach.
Through this contextual enrichment, the dataset captured both the micro-level experiences
of individual users and the broader communicative environment in which political content
circulates (see Table 2).

(4.) The final in-depth content analysis applies advanced analytical techniques to extract
further thematic and semantic insights. This step is designed to extract thematic and seman-
tic insights from the TikTok posts linked to participants’ exposure data. While the contextual
enrichment stage added engagement metrics and structural information to the raw mobile
tracking records, this stage goes further by using LLMs to classify previously matched
TikTok video descriptions as either political or non-political, utilizing LLama 70B.

We note that, in this case study, we have by no means exhausted the possibilities of
manual or automated methods of analyzing social media content. Further opportunities to
expand the dataset include conducting more in-depth content textual analysis, or placing
greater focus on image and video data.

Text-Level. The in-depth content analysis step systematically examines these complex
aspects by integrating computational text analysis techniques, such as automated sentiment
and stance detection. Sentiment and stance detection are key methods for understanding the
emotional and ideological dimensions of digital content. Sentiment analysis applies natural
language processing (NLP) techniques to classify text as positive, negative, or neutral,
providing insights into the affective dimensions of media consumption (Liu, 2012). While
sentiment analysis captures the emotional tone embedded in content, stance detection
identifies ideological biases and patterns of selective exposure (Bestvater & Monroe, 2023;
AlDayel & Magdy, 2021).

Image and Video-Analysis. While the present case study focused primarily on textual
content, future work could extend the data enrichment pipeline by incorporating additional
research tools, such as visual and video content analysis, further broadening the analytical
scope. Multimodal content analysis integrates computer vision, speech-to-text processing,
and video analysis to assess the thematic and stylistic characteristics of images, videos,
and multimedia posts. Techniques such as image classification and object recognition
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help categorize visual elements, distinguishing between different content types, including
news graphics, political advertisements, and entertainment media. Speech recognition and
automated transcription enable textual analysis of spoken content in video-based platforms
like YouTube and TikTok, allowing researchers to apply sentiment and stance detection to
audiovisual narratives. By combining textual, visual, and auditory cues, multimodal content
evaluation provides a more comprehensive understanding of digital media exposure.

5.4 Results and discussion

The second research question (RQ2) aims to capture research-relevant exposure within
smartphone apps. Enriching the exposure data with a predefined list of relevant TikTok
accounts, including media outlets, politicians, and influencers, enables analysis of partici-
pants’ exposure to posts from these actors.

Figure 3 shows the daily average number of impressions per participant by actor catego-
ry, with the number of TikToks consumed varying across participants and days.

Both political party and media content are present in the media mix. However, daily
exposure to political posts is relatively low, suggesting that these actors adopt a more enter-
tainment-oriented approach on TikTok. The comparatively low proportion of influencer
content is also noteworthy. This may be due to limitations in identifying relevant accounts
from the available account list, meaning that not all relevant posts were captured.

Nevertheless, this analysis demonstrates the potential of linking exposure with in-app
content to gain insights into the individual composition of TikTok feeds within our sample.

Figure 3: Composition on TikTok Exposure per Actor Category (N=452)
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In summary, the second case study adopts an integrated approach, transforming fragment-
ed, surface-level tracking data into a structured dataset suitable for in-depth analysis. Each
phase addresses specific limitations while building on the output of the previous step. While
raw data alone often lacks coherence and context, targeted reconstruction and contextual
layering make it possible to interpret not only what media content was encountered, but
also how, why, and with what potential impact. The strength of this multi-process lies
in its cumulative logic: each step enhances the interpretability and analytical depth of
the data, enabling researchers to trace connections between exposure patterns, content
characteristics, and user engagement. This highly customizable, layered structure opens new
possibilities for research questions that cut across different steps, such as linking specific
advertising themes to patterns of engagement, or examining content framing varies across
sessions and platforms. In doing so, the pipeline not only improves data quality, but also
expands the scope of what can be empirically observed using mobile tracking methods.

6. Conceptual Key Principles

When working with (mobile) automated tracking data, a distinctive feature is that data
preparation constitutes a significant part of the project, as it can be complex and directly
influence subsequent results.

One reason for the need for thorough processing of mobile automated tracking data
is that such data was not originally created for scientific purposes, but primarily serves
technical or administrative functions (Breiter & Hepp, 2018; Riebling, 2019). Consequently,
it must be transformed into a format that is meaningful for research. It is important to
recognize that, like all types of digital trace data, automated tracking data is not a completely
unaltered raw material (Breiter & Hepp, 2018). In fact, this type of data is shaped by social
institutions and technological products or devices they produce (Breiter & Hepp, 2018;
Freelon, 2014). Given this context, it can be inferred that social, political, and societal
assumptions may be embedded in the data (Breiter & Hepp, 2018).

We align with the perspective of Breiter & Hepp (2018) that tracking data, like other dig-
ital traces, reveals its full significance when viewed within a broader context or connected
to real-world scenarios (Breiter & Hepp, 2018). Building on this understanding, we propose
that the processing of tracking data should focus on five specific dimensions.

(1) The first dimension emphasizes that the privacy of the study participants must
be protected, a principle reinforced by the concept of data minimalism. Accordingly, all
information that is not relevant to the research interest is removed from the data to be
analyzed. During pre-processing, additional measures were implemented to safeguard par-
ticipant privacy. These included the categorizing apps to reduce the risk that third parties
could comprimise the pseudonymization of the participants. Furthermore, sensitive and
non-relevant apps—such as those related to health, dating, shopping, games, and finance—
were replaced with placeholders.

(2) The second dimension involves the meaningful and targeted processing of automat-
ed tracking data into interpretable units of information. In our study, the goal was to obtain
as comprehensive and context-rich a picture of information use as possible. To achieve
this, we aggregated the data into sessions, defined as sequential, uninterrupted sequences
of observed usage behavior (Peng & Zhu, 2020; Zhu et al.,, 2018). This session-based
approach allows additional information about mobile usage to be captured and analyzed,
while maintaining a manageable unit of analysis. It also enables the inclusion of previously
or subsequently used apps or app categories facilitating the identification of broader usage
patterns (Tong et al., 2022).
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(3) The third dimension emphasizes the incorporation of a socio-technical perspective,
including reflection on structural biases. Tracking data, as a form of digital trace data
generated by technical systems for specific purposes, inherently exhibits biases (Breiter
& Hepp, 2018). Researchers should take care to ensure that these biases are minimized,
or ideally absent, in the research results. To achieve this, we recommend employing mixed-
methods designs that incorporate user perspectives through quantitative or qualitative (sur-
vey-)methods. Combined with critical reflection on platform logics, this approach provides
a foundation for examining methodological choices and analysis strategies.

(4) The fourth dimension involves data enrichment through the accurate linking of
information from different sources to create a more comprehensive dataset that supports
the analysis of smartphone usage behavior. By integrating recorded terms or content with
an application that logs the start and end times of apps usage (Ferreira et al., 2015), it
becomes possible to connect tracked events to specific applications. Data collected in this
manner provides insights into the content participants accessed (as shown in Table 1 & 2),
the channels through which they received the information (e.g., Telegram), and how they
subsequently engaged with that content (e.g., continued communication).

(5) The fifth dimension emphasizes replicability by third parties. In this context, precise
and comprehensible documentation of the research approach is crucial, as is the avoidance
of unnecessarily complex procedures—adhering to the principle of keeping the process as
simple as possible.

7. When to use which approach?

While the first approach focuses on identifying relevant exposure, the second goes further
by capturing the associated content and linking it to that exposure. Both approaches also
allow for the recording of device context—that is, upstream and downstream events on
the mobile phone, including previously or subsequently opened apps, as well as exposure
to content from different entities. They additionally capture the general duration of smart-
phone use, both overall and within specific applications. Accordingly, both approaches
enable the mapping of a relatively accurate picture of smartphone usage practices. Despite
these similarities, the two approaches differ in terms of (1) the type of content data, (2) the
scope of data collection, and (3) the accessibility of the required data collection tools.

The identification of exposure enables the recording of research-relevant terms displayed
on the smartphone across all apps. Unlike the second approach, there is no need to preselect
specific social media platforms, allowing the first approach to adopt a more open and
exploratory strategy. However, this openness comes at the cost of depth, as the actual
content viewed by participants is not recorded.

The ability to capture content and link it to the corresponding exposure is the primary
advantage of the second approach. Although it is less open due to the preselection of one
or more social media platforms, it provides both the content viewed as and the associated
social media metrics. Recording the actual content also enables further content analysis,
which can integrate social media metrics with the individually tracked usage behavior of
participants. Accordingly, this approach allows for the creation of a comprehensive picture,
although it requires a certain degree of prior knowledge is required, such as lists of relevant
accounts and keywords.

The granularity of the data is reflected in the scope of data collection. Collecting data to
identify relevant exposure requires relatively fewer steps: first, the mobile tracking sensors
(e.g., screen and app usage) are selected; next, the keywords are chosen; a database is set
up (e.g., PostgreSQL or MySQL); and the appropriately configured apps are installed on
participants’ devices. Capturing content data and linking it to exposure, however, involves
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additional steps. This includes obtaining a unique identifier for each piece of content, set-
ting up and configuring the scraper, and subsequently scraping the content. Consequently,
the collection of content entails a more complex and multi-step data collection process.

Furthermore, the identification of exposure focuses on capturing a comprehensive
record of user behavior on the entire smartphone. Due to its high granularity and the
ability to aggregate data at different levels, this approach offers considerable flexibility in
analytical options. For example, aggregated usage times per app across all participants can
be examined alongside the visibility of climate-protest terms, such as Fridays for Future,
within these apps (see Figure 2). Other possibilities include identifying instances when the
smartphone keyboard is used simultaneously with the appearance of protest-relevant terms,
which may indicate interpersonal or one-to-many communication in the context of climate
protests.

In contrast, collecting content and linking it to exposure allows for more extensive
analytical possibilities, including the examination of content characteristics, but it also
requires additional prerequisites. Crucially, the content must be accessible, either through
scraping or API access, which typically necessitates knowledge of an account name or post
ID. Moreover, this approach is mostly limited to social media content and is only partially
transferable to other mobile applications, such as messaging platforms. Nevertheless, it
supports different levels of data aggregation, enabling further analyses of users’ direct
interactions with various types of content, particularly through recorded content features
and engagement metrics, such as topics, stances, and likes.

8. Limitations of mobile tracking

Mobile automated tracking data presents several challenges and limitations. While it is often
regarded as a reliable method for capturing digital information and media usage (Parry et
al., 2021), it has notable drawbacks. This type of data provides a high level of detail and
numerous measurement points, resulting in a dense and complex dataset.

The tracking app primarily logs apps brought to the foreground, meaning that only
visible apps are recorded. As a result, background apps—particularly audio and music
applications that continue playing without user interaction—may be underrepresented,
potentially leading to an underestimation of audio usage duration.

Furthermore, most tracking apps—such as the AWARE client, Keywordlogger, and the
software used in the second case study—are Android-only. This limitation may introduce
sample bias, as iOS users are not represented in the study.

Most tracking apps, such as the AWARE client, also capture system apps and other
background processes that are irrelevant to the research questions. These are categorized
as system apps and excluded from analysis. However, this labeling process can introduce
errors, as the sample includes a variety of smartphones with different Android versions,
each of which may name system apps and background processes differently.

Additionally, the enrichment of tracking data depends on data quality. Data retrieved
from screen recordings is often noisy and fragmented due to inconsistencies, incomplete
logging, and platform variations. Similarly, API- and scraping-based data may also be
incomplete, as public data is not always consistent, and official APIs impose restrictions or
provide only sample datasets, which can make it difficult to accurately assign content to
tracked exposure.

Another important consideration is how accurately automated tracking data reflects
genuine human behavior. Two key aspects are particularly relevant: distinguishing between
data points generated by human behavior and those resulting from technical artifacts. In
mobile automated tracking data, it can be challenging to differentiate between actions
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stemming from human interaction, such as checking the time, and data produced by
technical processes, such as a notification triggering the screen to turn on. Both types
of data are recorded in the tracking logs, but only the former represents actual human
engagement. Furthermore, tracking data cannot provide definitive information about "users’
attention to the content displayed on their devices. Accordingly, we advocate for a realistic
understanding of the capabilities of mobile automated tracking and recommend employing
mixed-methods approaches to more effectively capture the intricacies of human behavior.

9. Conclusion

Our paper illustrates the methodological possibilities of in-app tracking using two case
studies. The first case study focuses on identifying relevant exposure within smartphone
apps, while the second demonstrates how content can be captured, enriched, and linked to
exposure. From these studies, we derive five conceptual core principles for working with
in-app tracking data: privacy and data minimalism, meaningful preprocessing, incorpora-
tion of a socio-technical perspective, data enrichment, and replicability. Additionally, we
highlight the strengths and limitations of both approaches.

This work contributes to the development of in-app measurement methods, tools, and
standards, as well as to conceptual thinking about data handling and analysis. We hope
that these methodological advances will inspire further research to illuminate in-app user
behavior.
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