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CHAPTER 11

A conceptual investigation of the trade-off 
between privacy and algorithmic performance

Job Timmermans & Roy Lindelauf

Abstract

Data-driven methodologies come with a huge benefit of optimising solutions for decision problems, 

but also potentially introduce new ethical risks, both in a general societal context and for defence and 

military organisations in particular. This chapter therefore conceptually investigates the trade-off 

between privacy on the one hand and algorithmic performance on the other, concerning the use of 

Ministry of Defence (MoD) relevant (bulk) datasets from a technical, moral and socio-political view. 

Because the MoD operates in a global context, the possible consequences of choices by the MoD are 

also considered in comparison with the choices made by other countries with respect to this trade-off.

Keywords: Privacy, Algorithmic performance, Machine learning, Security, Decision-making

11.1. Introduction

The last decade has seen an exponential development and integration of big data 
and machine learning algorithms within almost every domain thinkable, varying 
from informing bail and parole decisions1, which patient is seen2, college admis-
sions3 to filtering applicants for financial loans4. Within many decision-making 
challenges relevant to the Ministry of Defence (MoD), and defence and security in 
general, machine learning is gaining prominence too. Solutions exist for instance in 
automating tasking of technical collection platforms, in predicting the likelihood of 
terror attacks5, in modelling terrorist and insurgent group behaviour6, in deciding 
which surveillance image footage to focus on7, fake news detection8 and in operating 
(semi-) autonomous weapon systems such as tanks or drones9, to name just a few.

This current exponential increase in data gathering and analysis capabilities 
confronts governments and organisations worldwide with ever-increasing bulk 
datasets to mine for information. Bulk datasets are sets of information about a large 
number of individuals, the majority of whom are not of interest to intelligence agen-
cies. These bulk datasets, such as, for example, large-scale communications data or 
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names of passengers on airline flights are gathered by defence and intelligence 
agencies with the goal of providing both tactical and strategic foresight and warn-
ing10. These data-driven methodologies come with the huge benefit of optimising 
solutions for decision problems, but also potentially introduce new ethical risks, 
both in the societal context in general, and for defence and military organisations 
in particular. There is a fierce debate on several aspects related to mass surveil-
lance using bulk datasets, such as the effectiveness of such surveillance programs 
in preventing terrorist attacks and serious crime11, privacy concerns relating to 
surveillance and technology12, fairness and transparency of the algorithms used to 
analyse such datasets13, and concerning their judicial regulation14. In light of these 
developments, in 2017, the Dutch Parliament approved a revision of the 2002 Dutch 
Intelligence and Security Services Act, where the new version explicitly incorpo-
rates the use of modern technology and data gathering and analysis capabilities. An 
evaluation of this law concluded that the Intelligence and Security Services Act 2017 
(WIV)15 is not optimally synced with the technological complexity and operational 
practice of Dutch intelligence agencies and specifically stated that a new bulk data 
regime is required16.

Incorporating rules and regulations on data and algorithms for their analysis, 
implementing process frameworks for non-discrimination by design and using 
explicit ethical algorithm design are all important ways to deal with the challenges 
of bulk data and should therefore be pursued. However, one trade-off that should 
not be overlooked upon implementing such measures, and which is especially 
important within the defence and security domain, is the trade-off between 
military advantages in the use of algorithms for decision-making and democratic 
values. The Dutch Defence Strategy on data science explicitly states that the use of 
complex algorithms should enhance military strength but also should be aligned 
with core democratic values. In this chapter, therefore we conceptually investigate 
the trade-off between one core value, namely privacy, on the one hand and algo-
rithmic performance on the other, with respect to the use of MoD relevant (bulk) 
datasets from a technical, moral and socio-political view.17 In addition, because the 
MoD operates in a global context, we consider the possible consequences of choices 
by the MoD in comparison with the choices made by other countries concerning 
this trade-off.

We start by introducing a coordinate system that aids in the analysis of this 
trade-off. In section 11.2 we use this system to present a conceptual mapping of the 
trade-off between algorithmic performance within a defence and security context 
and the value of privacy. Next, in section 11.3 we sketch the technical dimensions 
of and some solutions to this trade-off followed by the socio-political dimensions 
in section 11.4. We conclude the chapter by briefly looking ahead to ways to further 
tackle this multi-dimensional challenge.
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11.2. Privacy vs. security trade-off

An insightful way to depict challenges that are faced when designing and deploying 
ethical algorithms is offered by van den Hoven et al.18 based on earlier work by 
Kuran19. In their article, the authors propose a two-dimensional coordinate system 
with on each axis a different (moral) value that simultaneously has to be met by 
the design (see Figure 11.1).

Vprivacy

Valgorithm

Tideal

Fig. 11.1. Mapping of two moral values.20

In our case, the horizontal axis represents one or more moral values associated 
with the performance of the algorithm (Valgorithm), i.e. the benefits of deploying the 
algorithm, for example, its ability to discover potential targets in a large dataset. 
And, the vertical axis represents a moral value that may be negatively affected 
by deploying the algorithm, in our current example, the value of privacy (Vprivacy).

The origin of the coordinate system then denotes the theoretical position in 
which none of the values is met. Moving upwards along the horizontal axis signi-
fies an increase in the performance of the algorithm and hence a higher level of 
meeting the associated value commitment. Likewise, moving upwards along the 
vertical axis signifies a gradual increase in the level the value of privacy has met.

In an ideal world, both values Valgorithm and Vprivacy can be fully met simulta-
neously (Tideal). In that particular case, the performance of the algorithm and its 
associated values would not be impaired by meeting the requirement set by the 
opposing moral value such as privacy. In reality, however, in designing and imple-
menting algorithms we will face situations in which different value commitments 
cannot (fully) be lived up to simultaneously.

It should be noted that the depiction of points and curves in our figure is a 
conceptual approximation of reality. In fact, a particular value may not be readily 
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quantifiable or be mapped onto an ordinal or a rational linear scale. It, however, 
does allow us to display the relative positions and trends of the possible solutions 
in dealing with the current challenges.

In this way the coordinate system allows us to map all possible ways a trade-off, 
conceptually at least, can be reached between these two values. In turn, this offers 
a canvas to display the technical and associated socio-political challenges and their 
interrelationships that the MoD faces when implementing algorithmic analyses 
on its data. Before turning to these challenges, first we will explicate two (partly) 
conflicting values and what is at stake for the MoD in more detail.

11.2.1. Algorithmic performance, security and safety

As already pointed out in the introduction, the use of algorithms for data analyses 
can be understood to contribute to the core values of the MoD.

In its mission statement, the Dutch MoD states that its main objective is to ‘pro-
tect all that we as a nation cherish.’21 To that end, it ‘fight[s] for a world of freedom 
and security’22. To be able to meet these two core values in the near future the MoD 
finds that it is ‘vital’ that it becomes a ‘technologically advanced organisation’23. 
Because the use of innovative technology lies at the heart of modern warfare, 
meeting the core values is thus tightly connected with the use of innovative tech-
nology. The MoD, therefore, acknowledges that it relies heavily on having access 
to advanced technologies such as ‘Artificial Intelligence (AI) and Big Data’ to meet 
its security interests24.

A good example to illustrate this point is the focus on information-based mili-
tary decision- making (‘Informatiegestuurd optreden’) (IGO), which is regarded as 
the foundation of the future defence organisation25. IGO can be defined as the use of 
information to reduce uncertainty in (military) decision-making. Increasingly, this 
information comes from the (semi) automatic analysis of data using algorithmic 
techniques. By analysing such large quantities of data, IGO enhances the capacity to 
obtain insight, understanding and foresight of complex situations and operations26. 
This enables the military to detect and identify threats early on and take preventive 
measures when necessary.

The effective use of technology such as data analytics not only affords to meet 
the overarching value of security of the MoD, but also carries over to underlying 
values such as safety. Working with the ‘most modern equipment’ such as AI and 
big data ensures that all MoD’s personnel ‘can do their work as safely as possible.’27 
Similarly, by enabling more precise targeting, access to large datasets may help to 
reduce the risk of avoidable (civilian) causalities28. Additionally, there are a pleth-
ora of applications of AI and data science useful for the MoD: think of helicopter 
mission optimisation techniques (as described in chapter 7), predicting cache 
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locations of IED’s based on historical attack data and cultural variables29, predicting 
terrorist group behaviour and optimising policy options for their destabilisation30, 
predicting border incursions31 and understanding the cyber vulnerability equity 
process32 to name just a few.

As an illustration, we briefly discuss another recent example of the use of data 
analytics relevant to defence and security, in this case concerning the proliferation of 
nuclear material. There exist clandestine supply markets consisting of individuals, 
businesses, research institutions and governmental organisations that participate 
in the illicit proliferation of nuclear material. Starting from an existing list of sanc-
tioned entities, and based upon open-source data (LinkedIn and Bloomberg) alone, 
Andrews et al.33 build a machine learning model (SPINN: Suspiciousness Prediction 
in Nuclear Networks) to analyse a proliferation network consisting of more than 
74k nodes and over 1M edges and to predict the suspiciousness of those nodes. 
Based upon novel network-centric features they were able to predict who is suspi-
cious with high accuracy34. They were able to identify suspicious entities that were 
not known before, like a company in the UK that specialises in mining zinc and 
other base metals. Models like SPINN, provide defence intelligence organisations 
with decision support systems to optimise their fight against nuclear proliferation 
by discovering unknown targets, which enables them to rank them according to 
their suspiciousness and as such contribute to increasing safety and security. In the 
next section, we discuss the competing value of privacy in the trade-off dilemma.

11.2.2. Privacy 

Besides offering the benefit of enhanced security and safety, the use of algorithms 
to analyse data also has several potential drawbacks, not least the risk of privacy 
infringement, which gives rise to challenges ranging from legal constraints to 
ethical information use35. Although there is consensus that the value of privacy 
is important, the concept remains hard to explicate or pin down36. In general, it 
aims to constrain access to certain types of personal data and prevent persons to 
acquire and use information about other persons37. This is necessary because con-
temporary information technologies threaten privacy by reducing the amount of 
control over personal data thereby opening up the possibility of a range of negative 
consequences that result from access to personal data.’38

The use of intelligent systems for data analytic purposes makes the concern for 
privacy even more acute as they offer powerful mechanisms that could increase 
real and anticipated assaults on individual privacy39. There are many examples 
of privacy violations that could occur when large datasets containing information 
about individuals are analysed. Note that a privacy violation in our sense does not 
entail unauthorised access to and breaches of a raw database that contains sensitive 
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data (this is a security violation). With privacy in general the challenge is that only 
a surprisingly small number of seemingly unimportant facts about an individual in 
a large dataset is enough to identify him or her among the millions of individuals 
appearing in the dataset. In addition, we are concerned with the fact that specific 
details of an individual can be determined from the release of the neural network 
that is trained on the data. Consider for instance the well-known 2006 case of Netflix. 
The company publicly released the Netflix Prize dataset containing more than 100 
million movie recommendations of almost half a million of its users as part of a 
competition. The goal of the prize competition was for researchers to come up with 
better algorithms that Netflix could use to improve their movie recommendation 
system. Cognisant of the Video Privacy Protection Act, Netflix replaced all user 
identifiers with unique but randomly selected IDs. Within a short period however, 
researchers from the University of Texas presented a de-anonymisation methodol-
ogy and showed how to de-anonymise movie-viewing records in Netflix’s dataset40.

Even if an individual cannot be uniquely identified from a small set of seem-
ingly trivial facts in a large dataset, this does not mean that no privacy violation 
occurs. For instance, consider the case where knowing some trivial facts about an 
individual leads a researcher to conclude that the specific individual is a member 
of a (possibly large) subset of the original dataset that all share some unique prop-
erty (a certain disease for instance). Even though the individual’s unique record 
cannot be pulled from the data, knowing that he/she has a certain disease is clearly 
a privacy violation. It has been shown that this can even be done if the data under 
consideration only contain aggregate data, for instance, when it does not contain 
any individual data at all41.

In the case of bulk datasets used by defence organisations, similar privacy 
considerations can arise. It is claimed that large-scale private personal data col-
lection efforts for counterterrorism (such as those revealed by Snowden in 2013) 
led to privacy violations42. Others suggest that bulk dataset collection is legitimate 
on balance because of its operational utility43. It is argued that the extent to which 
privacy matters for a given bulk communications dataset depends on whether 
the individuals in the dataset are foreigners or not and whether the data consists 
of mere meta-data only or also includes content (for instance mail messages). 
European law and international human rights treaties state that these are privacy 
intrusions, which might be overridden only in the interest of national security and 
serious crime44. European law states that if someone loses control of his/her data 
without their consent this is a privacy violation45. Both in the US and the UK, the 
Snowden revelations led to a reconsideration of bulk collection by the intelligence 
services and the adoption of a more stringent approach.

Overall, when collecting and mining bulk data, the MoD is faced with a trade-
off between the desired or required operational utility based on algorithmic 
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performance, which contributes to meeting its core values such as security and 
safety, and living up to moral and legal obligations to protect personal privacy. To 
be able to make informed decisions on this matter, a clear perspective is required 
on the performance of algorithms applied to those datasets (and the value they pro-
vide) as a function of the level of privacy that they guarantee. To gain some insight 
into this trade-off we conceptually present several privacy algorithmic designs in 
the next section and their corresponding plots in the value mapping (Figure 11.1).

11.3. Technical dimension of the trade-off

One way to tackle the trade-off between privacy and algorithmic performance is by 
technical innovation, i.e., designing algorithms that allow for privacy protection. 
However, although certain technical solutions may be successful in addressing the 
privacy issue, this comes at a price, namely a reduced performance of the algorithm 
(and hence its corresponding values). To illustrate this point, this subsection dis-
cusses non-exhaustively several solutions that are currently available. By plotting 
the technical solutions in the value mapping, we compare the trade-offs between 
the values that are offered by the different solutions.

In the extreme case, technical solutions to the trade-off would entail that we 
give up our concern for one of the rivalling values completely. This implies that we 
would either give up all considerations for privacy to reap maximum algorithmic 
performance (Tmax in Figure 11.2) or refrain from using the technology altogether 
and attain maximum privacy (Tnone). In practice, however, these solutions are not 
desirable or acceptable and a more nuanced position in which both values can be 
attained simultaneously is sought after.

Vprivacy

Valgorithm

Tideal
Tmax

Tnone

Tdifferential

Tk-anonimity

Fig. 11.2. A conceptual plot of different technical solutions to the value dilemma.
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A generic solution to deal with privacy issues in big data is offered by the Privacy 
by Design (PBD)46. PBD consists of seven principles that ensure privacy (mitigation) 
measures are embedded throughout the design process47, for example, requiring 
the design to be proactive and not reactive, privacy as the default setting and end-
to-end security. An important principle of PBD that we will focus on here is the 
demand that privacy is to be embedded into the design itself and thus becomes an 
integral part of the technology.

A common way to meet this principle is by using anonymisation. This mitigates 
the risk of disclosing personally identifiable information (PII), for example, by 
removing all or a selection of such information, aggregation of data or masking 
PII in data48.

One such approach that was first introduced by Samarati and Sweeney49 is 
called k-anonymity. The idea behind it is that the information of each person 
in the data cannot be distinguished from k-1 others in the data. However, later 
critiques of k-anonymity showed that neither k-anonymity nor enhancements of it 
are entirely successful in preventing privacy leakage while keeping a reasonable 
data utility level50. This can easily be seen in the case where the data consists of 
medical records. Even if it satisfies k-anonymity, it might still be possible that all k 
individuals that a certain individual of interest belongs to, have the same disease, 
i.e., one can still infer highly private information of this individual even though
their data is privacy protected by k-anonymity (Tk-anonimity).

Another innovative method that is gaining attention is a probabilistic anonymis-
ing technique called differential privacy51. This technology (Tdifferential) is especially 
fit for the current discussion because it allows for a gradual increase or decrease of 
the level of privacy52, which helps us to illustrate how technical choices affect the 
level of realisation of moral values.

In the 2000s, the mathematical concept of differential privacy was developed 
by a group of computer scientists to solve the privacy challenges sketched in the 
second part of this chapter. The basic idea of differential privacy is that the deletion 
of a specific individual’s data record from a large dataset does not influence the 
outcome of algorithmic analysis of the data very much. It is interesting to note that 
Google and Apple started using differential privacy on some of their applications 
after the first decade of the 2000s.53 Differential privacy has an exact mathematical 
definition, and the amount of privacy can be ‘tuned’ in the sense that the stricter 
the privacy settings the less likely that any deviating analytical outcome will occur 
when a person’s records are not included in the data compared to when they are 
included54. Thus, differential privacy guarantees for instance that the probability of 
getting annoying telemarketing calls does not increase when you agree to include 
your data in a study. It promises that the probability of getting picked out of line at 
an airport does not increase by very much if you allowed your past travel records 
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to be stored. Additionally, differential privacy ensures that for every individual in 
a dataset the beliefs on anything that an analyst, who runs an experiment on the 
data, holds are very close to when the same analyst runs the same experiment on 
the data with the records of any individual removed. Put differently: differential 
privacy ensures that if someone queries the output of a differentially private 
algorithm to search if individual X is in the dataset, he/she will get the same result 
notwithstanding if individual X is included in the dataset or not. Because differ-
ential privacy provides a ‘tuning knob’ for the amount of privacy that is required 
in a given setting (based on exact mathematical arguments), Tdifferential is plotted in 
Figure 11.2 as a curve instead of as a point. Note that the exact form of this curve 
is not known and depends on the particulars of the situation at hand (type of 
algorithm, dataset structure, etc.). However, it is clear that Tdifferential is expected to 
be monotonically decreasing in every setting, as an increase in privacy will never 
yield better algorithmic performance. Hence, ethical restrictions on algorithms do 
not come for free.

As a consequence, the level of privacy protection implemented in an algorithm 
is not solely a technical challenge but above all a socio-political decision. In the next 
section, therefore, we will take a conceptual look at the influence of non-technical 
privacy demands and the corresponding implications as illustrated by the value map.

11.4. Socio-political dimension of the trade-off

As discussed in the previous section, opting for a particular data analytical solu-
tion entails a particular trade-off between the values associated with algorithmic 
performance such as security and safety, and the value of privacy. However, even 
if a particular combination of these values is practically attainable it may not be 
socially desirable or acceptable from a legal or moral perspective.

On the one hand, national and transnational regulation and legislation set a 
‘hard’ limit that may not be crossed by the value of privacy. For instance, the Dutch 
Data Protection Authority (DPA) supervises the processing of personal data to 
ensure compliance with laws that regulate the use of personal data. The tasks and 
powers of the DPA are described in the General Data Protection Regulation (GDPR), 
supplemented by the Dutch Implementation Act of the GDPR55.

On the other hand, national and organisational culture, sometimes voiced by 
public opinion or civil society organisations (CSOs) reflects (partly overlapping) 
moral standards that set further demands on the level of privacy that is considered 
(socially) acceptable. For instance, a survey of public opinion in the US by RAND 
indicates that citizens are concerned about the ethical risks of military use of AI56. 
Likewise, the Dutch digital rights organisation Bits of Freedom, for example, aims 
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to safeguard online freedom by voicing privacy considerations in the media57. 
Additionally, on an organisational level, nowadays, the code of conduct of many 
large companies typically includes a statement on the handling of personal data.

The choice for a technical solution that ‘solves’ the trade-off dilemma thus 
not only depends on the technological feasibility of meeting the values but is also 
limited by socio-political factors such as public opinion, (organisational) culture 
and legislative regimes. The socio-political factors can therefore be interpreted to 
set a threshold value (V) that represents the minimum level of the value to meet the 
legal requirement and be morally and socially acceptable.

Technical solutions that are located in the coordinate system below the thresh-
old may be technically feasible but are considered unlawful and/or not considered 
acceptable socially and morally. In the fictitious case plotted in Figure 11.3, for 
example, Tk-anonimity is plotted below the level of privacy that generally would be 
considered acceptable in the Netherlands (VNetherlands). The use of this solution 
therefore would be ruled out in the Netherlands because it does not guarantee 
the level of privacy as required by VNetherlands, despite its algorithmic performance.

Vprivacy

Valgorithm

Tdifferential

Tk-anonimity

VMoD_NL

VNetherlands

VFacebook

VChina
VRussia

VMoD_NL_threat

Fig. 11.3. A conceptual plot of different value thresholds.58

The conceptual privacy threshold value of the Netherlands differs from that of 
other countries due to cultural differences that also carry over to legislation and 
policy. Although all EU member states adhere to the GDPR, supervision and accom-
panying interpretations of the GDPR are the responsibility of national authorities.

In a similar vein, private and public organisations have a degree of freedom in 
interpreting and complying with legal and regulatory demands59. Organisational 
culture, therefore, affects the way companies address normative issues such as 
privacy. Alphabet Inc. and Facebook (VFacebook), for instance, intently push the 
boundaries of what is permissible in terms of privacy and sometimes even cross 
them based on the hefty fines recently imposed by France60.
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In contrast, due to the nature of the environment it operates in, the Dutch 
MoD may opt for a more cautious approach toward the value of privacy. Apart 
from being a public organisation, the MoD is tasked with national security and 
has a monopoly on the use of force61. As a consequence, it is under close public 
and political scrutiny62. What is more, due to this special position, the culture and 
tradition of the MoD aspire to abide by a higher moral standard than is customary 
in society in general63. Based on this, the argument can be made that the MoD’s 
threshold (VMoD_NL) lies above that of VNetherlands.

At the same time, however, because of its tasks and operational requirements 
the MoD functions across a unique spectrum of operations – e.g. using violence on 
behalf of the state- in comparison with any other public or private organisation64. 
Because, as argued above, MoD’s use of advanced technology is increasingly con-
sidered necessary to meet the values of security and safety65, this also may carry 
over to the deployment of complex algorithms. This does not imply, however, that 
deployment is not bound by legal and moral restrictions. The legitimacy of taking 
extreme measures still depends on the general public at home and the international 
community, and endorsement by law and human rights thinking66.

Nevertheless, in extraordinary circumstances, such as situations that represent 
a threat to national security, the threshold of the MoD (VMoD_NL_threat) may be set 
lower than in ‘normal’ – i.e. peacetime and routine conditions67- circumstances 
(VMoD_NL), to allow an increase in the algorithmic performance. This is conceptu-
ally illustrated by the fictitious situation displayed in Figure 11.3, where a lower 
threshold allows for a higher algorithmic performance of differentially private 
algorithms as presented by the monotonically decreasing curve TDifferential.

Finding the right solution to the trade-off dilemma given certain circumstances 
can be precarious. A recent experiment by the Dutch land forces with bulk data 
exemplifies this. At the start of the COVID-19 pandemic, the Land Information 
Manoeuvre Centre (LIMC) experimented with analysing action groups by collect-
ing and analysing data in times of crisis68. After attention by the media about its 
alleged illegitimacy, followed by political debate, the Minister of Defence decided 
to decommission this experiment69.

This resonates with the broader debate on the mandate of civil services oper-
ating in the intelligence domain that is also centred around the privacy versus 
security argument70. A public consultation by the Ministry of Internal Affairs about 
the proposed intelligence law, for example, raised sensitivities that are felt about 
the necessity and proportionality of technological deployment, and the technical 
impossibility of compliance71.

In the military domain, finding a solution to the trade-off dilemma is further 
exacerbated as increased algorithmic performance is expected to positively corre-
late with military power72. In meeting the values of safety and security, the MoD 
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competes with adversaries that have a different culture and political system, and 
hence abide by different standards concerning moral values such as privacy. This 
lowers their privacy threshold with regards to the MoD’s and hence allows their 
algorithms to potentially perform better. To further substantiate this point we will 
look into the position of China and Russia based on investigations by the RAND 
Corporation and (professional) online media organisations.

Both China and Russia invest heavily in the use of AI in the military domain. 
The Chinese People’s Liberation Army (PLA) is aggressively developing AI applica-
tions such as bulk data analytics to improve its position to win military conflicts 
in the future73. The main areas of interest of bulk data use by the PLA include 
command & control, surveillance & reconnaissance and cybersecurity74, but also 
enabling rapid operational decision-making, akin to IGO in the Netherlands75. 
Equally, Russia regards AI as essential for the future of the military and is devoting 
much energy to catching up with the US and other competitors76. Like China, Russia 
has taken initiatives on both the tactical and strategical levels, for example, aimed 
at improving command & control, decision-making, training and procurement77.

In addition, Russia and China share a lack of sensitivity to ethical issues such as 
privacy compared to countries in the West78. Acting as a precedent, both countries 
have a bad track record with regards to privacy and their own citizens, using 
technology to censor behaviour and speech, and curtail counter-regime activities79.

However, similar to Western countries such as the Netherlands, privacy con-
cerns are being voiced by the Chinese public80. In fact, China has recently issued 
stringent privacy protection standards that are akin to those of Western countries81. 
However, these restrictions on data use are aimed at private enterprises and do 
not affect the PLA82. Moreover, at the same time, this new legislation has increased 
the power of the government to access and control private data both in China and 
overseas via Chinese firms83.

In contrast, in Russia evidence for these mitigating factors is less present. 
Conversely, to compensate for lagging behind in the AI arms race, Russia may ‘feel 
that ethics is a luxury it cannot afford’ and be more inclined to use its technology 
more aggressively84. In addition, the weakening position of the Putin faction may 
increase the risk tolerance for unlawful and immoral applications85.

Summarising, it appears that adversaries of the Dutch MoD are more willing to 
sacrifice privacy to attain higher algorithmic performance than Western democ-
racies. It can be expected that the corresponding thresholds set by China (VChina) 
and Russia (VRussia) are significantly lower than those of the Netherlands and other 
Western countries (see Figure 11.3). Moreover, although the societal threshold of 
China evidently is higher than that of Russia, this does not seem to apply to the PLA.

The area between VMoD and the thresholds of the adversaries represents the 
opportunity cost of the Dutch MoD in terms of algorithmic performance due to 
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its legal and moral standards. Depending on what level the algorithms are being 
used, these costs have to be paid out strategically, tactically and/or operationally. 
This raises the question of to what extent and under which circumstances Western 
countries are willing and can afford this potential and conceptual loss of algorith-
mic performance and hence of meeting the core values of security and safety?

Obviously, there are no simple answers to the trade-off dilemma between 
privacy and the values presented by algorithmic performance. Solutions will 
require due consideration and a deeper insight into all of the factors involved: 
technological opportunities, (moral) values, laws and regulation, public opinion, 
etc. Consequently, several disciplines need to be consulted such as law, engineering, 
ethics and the social sciences.

11.5. Conclusion

In this chapter, we explored the trade-off between privacy and security/ safety 
that the MoD faces when designing and implementing complex algorithms that 
aid in the analysis of large and complex datasets. Using a conceptual two-dimen-
sional coordinate system with the value of privacy on the vertical axis and the 
value associated with algorithmic performance on the horizontal allowed us to 
clarify the technical, moral and socio-political dimensions of this challenge and the 
interwovenness of these dimensions.

First, we plotted and discussed several trade-off solutions and discussed some of 
their consequences. Trivially, for instance, maximum privacy yields zero algorithmic 
performance and hence reduces the value of safety and security to a large degree. 
Additionally, we showed that algorithmic design solutions to the trade-off dilemma 
exist – such as differential privacy – and can provide a ‘tuning knob’ for the amount 
of privacy that is desired whilst at the same time providing a certain amount of 
algorithmic performance. However, when one takes the socio-political context into 
account, only certain subsets of the possible solutions are allowed. In turn, these 
possible subsets of solutions are country-dependent as moral values vary around the 
globe. To illustrate this, we conceptually presented the cases of western countries ver-
sus China and Russia. Which solution to the trade-off is picked depends on a complex 
of social, political and societal factors and can have serious consequences for military 
power and effectiveness with respect to potential adversaries. To get agreement on 
the political and social mandate, it is not only recommended to involve experts such 
as lawyers, engineers, data scientists and foreign policy experts but also to reach out 
and engage with relevant stakeholders such as the general public, CSOs, military staff 
& troops and policy-makers. As a consequence, further investigation and eventually 
tackling this challenge in practice requires an interdisciplinary approach.
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