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Abstract

Cyberspace is not the ‘electronic frontier’ that cyberlibertarian utopianists dream about, no dis-
tinct and uncivilized space beyond the reach of the state. Instead, cyberspace and the digital
have become integral parts of a hybridizing digital/physical lifeworld. States are adapting to this
transformation by creating analogies to borders and territory in cyberspace and by adopting
deterritorialized and extraterritorial modes of control. To describe state adaptation strategies, this
paper first discusses the conceptualization of borders and territory and their relation to order
from an International Relations perspective. It then develops the concept of territorial practices
as a technique of governance which consists of the reification of spaces, the communication of
boundaries, and displays of power.
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1. Introduction

This paper is about how and why states construct borders and territories
in cyberspace. Given that cyberspace is not a featureless plain, as the old
metaphor of the ‘electronic frontier’ (Saco 1999) suggests, but rather a
complex assemblage that does not conform to Cartesian notions of three-
dimensional space (Kitchin 1998), borders in cyberspace are invariably
complex. Hence, notions of the border and of territory in cyberspace bear
little resemblance to their analogs in the physical world, even though
such comparisons are inevitably made. Cybernetic borders and notions
of territorial statehood are enacted and reinforced through firewalls, kill
switches, national symbols, and legislation. However, despite these differ-
ences, cybernetic borders matter a great deal to both states and cyberspace.
To states, borders are a competent performance of their existence in, and
control over, cyberspace; to cyberspace, borders are a way of ordering the
technopolitical assemblage of the internet.

Given how much this paper argues against simplifying analogies of
‘the digital’ and ‘the physical’, what does an analysis of state b/ordering
practices in cyberspace add to our general understanding of border com-

1 Iam indebted to Fabian Reinold for his editorial assistance.
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plexities? First, cyberspace is not a separate place ‘out there’ that is distinct
and detached from the real world around us—Neuland, as former German
Federal Chancellor Angela Merkel famously once called it (Zeh 2013).
Instead, we can observe how the digital and the physical world converge
and infiltrate one another. This infiltration occurs in both directions. The
digital world permeates the physical world via smartphones, the Internet of
Things (IoT, i.e. ‘smart’ physical objects that collect and exchange data over
electronic networks) and other, ever smaller devices. This is particularly
evident when looking at state borders themselves, which have become a
complex assemblage of physical and digital tools, devices, and practices
mobilized for purposes of mobility control and data collection. On the oth-
er side, the physical world penetrates the digital through techniques such
as geolocation, which are increasingly changing the internet’s character.
Geolocation is a means to establish a user’s location and digitally process
it. Geolocation can also be used for so-called geo-blocking which regulates
access to digital data and content according to a user’s physical location.
Thus, the boundaries between the digital and the physical are eroded,
creating an ever more enmeshed and entangled hybrid world. In addition,
societies around the globe are undergoing a wholesale digital transforma-
tion (Berg et al. 2020), a large-scale rearrangement of social practices akin
to other dramatic societal shifts like urbanization, globalization, or the
nascent decarbonization of the economy. Indeed, with digital networks
becoming a more and more prominent part of our societies and lifeworlds,
a volume on border complexities should also look to cyberspace as an
example of how complex such border arrangements can extend beyond the
familiar framework of physical geography.

Second, as much as borders in cyberspace do not conform to traditional
views of what a border should look like (with walls and barbed wire, desig-
nated crossing points, passport checks, etc.), state borders have long ceased
to conform to this idealized image. As the entire field of border studies—
and even this book itself—demonstrates, the physical borders of the state
have become decentralized and their purposes more complex: from ‘hard’
borders to selective and semi-permeable membranes, from instruments of
security to instruments of data collection, from the single boundary line
to fluid borderlands (Newman 2006; Paasi 2009; Mau et al. 2012). Digital
technologies are part and parcel of this state border transformation—as
tools for surveilling borders, regulating mobilities through visa regimes,
computerized transport logistics, and many more (Pallister-Wilkins 2016;
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Lisle 2017; Martin-Mazé/Perret 2021). Nowadays, borders are sociotechni-
cal assemblages consisting of physical and digital elements.

Third, borders in cyberspace showcase the mutual constitution of bor-
ders and orders. Every order has a spatial claim embedded in it: where,
and to whom, should it apply? In this sense, bordering is the inevitable
byproduct of ordering. Bordering is also constitutive of ordering. Enacting
a border in cyberspace is a competent performance of (state) orders in a
space that is often otherwise constructed as lawless and threatening. Since
there is no way for the state to be as physically present in cyberspace as it
is in physical space—where we have government buildings, state agents in
official uniforms, and state symbols deployed liberally to remind everyone
of the existence and power of the state—the border is one of the relatively
few symbols that states can use to perform itself into existence. Not being
able to access certain content and/or websites reminds users that the legal
geography of the state also applies to cyberspace.

This paper will proceed as follows: in the first section, it will explain the
concept of cyberspace as a sociotechnical assemblage. Then, it will discuss
why and how states are adapting to the digital transformation of society.
The third section introduces a conceptual framework for analyzing borders
in cyberspace which is further fleshed out in the fourth section through the
concept of territorial practices. The conclusion discusses the implications of
this for research into the dis/order of border complexities.

2. Borders, Orders, Territoriality, and the State

Within International Relations and other branches of political science, bor-
ders are inextricably bound up with notions of territoriality and sovereign
statehood. John Agnew (1994) has criticized the discipline as being in a
‘territorial trap’ and ignoring other forms of spatiality. I have discussed the
limitations of this narrow focus on particular conceptions of space in more
detail elsewhere (Lambach 2021b). The purpose of this section is merely to
clarify key terms and their relations.

Borders, in the words of David Newman (2003, 123), “demarcate the
territories within which we are compartmentalized, determine with whom
we interact and affiliate, and the extent to which we are free to move from
one space to another”. As such, they are a sociopolitical construction, but
they are also a necessary implication of political spatiality itself. In other
words, if politics are organized according to spatial criteria, as opposed to
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relational ones as in the early medieval Personenverbandsstaat, for instance,
borders need to be imposed. More theoretically, Malpas argues that “ex-
tendedness”—as both size and openness—is the essential characteristic of
space, which also implies boundedness, i.e., a difference between inside and
outside (Malpas 2012, 233-234). In a world of political territory, borders are
an essential mechanism through which the principle of territoriality is put
into practice. Borders are both material and symbolic, embodied by walls,
fences, gates, and checkpoints (Anderson/O'Dowd 1999). They are repres-
ented on maps, in Geographic Information Systems, through road signs
and other media. While state borders were historically seen as instruments
of division, they are also interfaces or zones of contact (Kopytoft 1987).

The border is intimately connected to the notion of order. Every order
has specific spatial claims about its reach embedded within it, which re-
quire borders to demarcate the order’s reach. By dividing the world into
inside and outside, borders are an essential instrument for the maintenance
of order. In the case of sovereign statehood, this has led to notions of
the state as a “territorial container” (Walker 1993, 159) or a “power con-
tainer” (Giddens 1985, 12-13), with borders serving as the carapace of the
hard-shelled state (Herz 1957). As argued above, this also has a performat-
ive dimension that is particularly evident in cyberspace as well as other
non-terrestrial environments such as the oceans or outer space, where it
is difficult to enact a permanent physical presence of symbols, agents, and
other representations of the state (Lambach 2021a).

As this discussion shows, borders are a necessary implication of state
territoriality and political power. Following Sack (1986), territoriality is to
be understood here as the principle through which domination is exercised
(or, normatively speaking, should be exercised) along spatial criteria (Lam-
bach 2020a). Sack (1986) identifies three dimensions of territoriality: first,
a “classification by area” (1986, 21), second, communication of borders, e.g.,
through boundary markings, and third, the attempt to enforce territorial
claims. This approach is valuable because it focuses our attention on the
practices of territoriality, especially since territoriality as a principle of
political order is rarely explicitly talked about or argued about—neither in
practical politics nor in political science (Ruggie 1993, 174). But how should
we approach borders and territoriality in conceptual terms? In other words,
if borders are a social construct, how are they constructed?

Although authors such as Kahler (2006) have attempted to formulate
a concept of territoriality in terms of an international regime, i.e., a set
of principles, norms, rules, and procedures formalized in international
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treaties and organizations governing a specific issue area, these attempts
are not entirely convincing. Regimes are based on multilateral agreements
and organizations that are supposed to regulate certain problem areas.
While regimes can influence the interests and identities of participating
states, they cannot constitute these states or their borders. In addition, there
is another objection: there is no clearly definable regime that regulates
the territoriality of the international system. Rather, this principle runs
like a thread through many regimes. In this way, global regimes reinforce
norms and practices of territoriality as they adopt the central normative
requirement of the territoriality principle—that rule should be divided and
exercised territorially—and map it into their respective rules.

Other contributions suggest an institutionalist approach to borders. Au-
thors such as Feyissa/Hoehne (2010), Carter/Goemans (2014), and Sim-
mons/Goemans (2021) can be grouped under this heading. One such ap-
proach is via the English School of International Relations which, through
the concept of ‘primary institutions’, views institutions and members of
international society as mutually constitutive. Buzan (2004, 182-184) de-
scribes primary institutions as persistent patterns of common practices
which are anchored in values shared among members of the international
society and includes territoriality as one of the “master” institutions of the
current international system which others are derived from. This approach
is similar to Ruggie’s (1998) social constructivist notion of “constitutive
rules” which he describes as the “institutional foundation of all social life”
(1998, 873), thereby opening up the possibility of rules that are not subject
to political deliberation: “Some constitutive rules, like exclusive territoriali-
ty, are so deeply sedimented or reified that actors no longer think of them
as rules at all” (1998, 873). But while Buzan’s (2004) and Ruggie’s (1998) ap-
proaches broadly capture the essence of territoriality and borders as deeply
internalized norms and rules, they are too theoretically underdeveloped to
be of much help.

I argue that we are best positioned to understand state borders and
territory through the prism of practice. As the brief survey above indicated,
borders—as a concept, not in their specific instances—are rarely openly
discussed politically, forcing us to look beyond the realm of political lan-
guage into concepts of practice, embodiment, enactment, or performance.
I use practice mostly because it is the best-developed of these concepts in
International Relations in particular (e.g. Biiger/Gadinger 2014), although
the following discussion could probably also be recast in these other con-
ceptual frames. Following Brighenti (2010), a practice approach asks how
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agents constitute spaces through practices and how these spaces impact
future practices. A spatial practice can be understood as any practice whose
performance is aimed at deconstructing or enacting and thereby (re-)creat-
ing spaces. The application of this approach to borders in cyberspace will
be further elaborated below.

3. What is Cyberspace?

In his famous Declaration of the Independence of Cyberspace, John Perry
Barlow (1996) warned the governments of the world: “On behalf of the
future, I ask you of the past to leave us alone. You are not welcome among
us. You have no sovereignty where we gather” (1996). According to Barlow
and others (e.g. Johnson/Post 1996), cyberspace is “a terra nullius in which
social relations and laws have no historical existence and must be reinvent-
ed” (Chenou 2014, 216). Since then, the ‘internet exceptionalism’ (Farrell
2006; Wu 2010) of Barlow (1996) and his fellow cyber-utopianists has
become a marginal position in internet governance discourses. Empirical
developments have further put notions of the internet’s ungovernability to
rest. Cyberspace can no longer be conceived as separate from the offline
world but must instead be viewed as part and parcel of it. This will be
discussed in more detail in the next section, but in brief terms, internet
activity is currently tied to physical geographical location in many ways that
were unimaginable to early cyberspace theorists.

Cyberspace is not a static environment, but a dynamic and evolving
domain whose parameters shift with each innovation (Deibert/Rohozins-
ki 2010, 45). Definitions of cyberspace typically refer to an assemblage
based on data storage and exchange via electronic networks. In this sense,
cyberspace consists of physical hardware, code, and data. In addition, cy-
berspace also encompasses a social space, i.e., a space emerging from social
interactions based on relations of social distance and proximity among
users (Bourdieu 1989). Hardware includes all the physical objects that form
the hubs and spokes of the electronic network, e.g., computers, servers,
routers, cables, and satellites. Code includes the software that makes the
internet run, from the very basic communication protocols that make data
transfer possible to the more specialized applications that are used to offer
content on the internet. Data are the manifold bits of information that are
generated by machines and users and collected for a variety of purposes.
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The social space is the network of relations that emerge in cyberspace, most
obviously on social media platforms but also beyond these.

It is important not to view these dimensions as detached from each
other because they jointly constitute cyberspace as space and are heavily
interlinked. For example, Deibert (2003) points out that states’ attempts
to exercise control over online social activities have had effects on the
material infrastructure of the internet—through the deployment of censor-
ship and surveillance technologies, for instance. Prohibitions on linking
to sensitive material have affected the network structure of the World
Wide Web. Furthermore, contributions from Science & Technology Studies
(STS) highlight that the material infrastructure of the internet exerts its
own “sociotechnical agency” (Musiani 2014, 275) and that technologies
carry embedded politics (Winner 1980) that pre-structure emerging spaces
(Balzacq/Cavelty 2016; Mager 2018). For example, discussions about net
neutrality, i.e., the principle that all forms of internet traffic should be
treated the same at a technical level (DeNardis 2014, 131-152), show how
political processes and material affordances intersect.

Importantly, all four elements—hardware, code, data, and social rela-
tions—have some connection to physical space. Hardware (cables, routers,
servers, etc.) is situated in specific places, code is being created in specific
localities (e.g., Silicon Valley), data is stored on physical servers, and social
relations exist among people for whom this is but a part of their everyday
life experience. In short, cyberspace is not the ‘electronic frontier’ of the
internet exceptionalists.? Cyberspace is not out there but is right here with
us, surrounding us. We as citizens, workers, and consumers are connected
to cyberspace through hardware like smartphones and other smart devices,
desktop computers and notebooks, 10T devices in our homes (e.g., refrig-
erators, dishwashers, lightbulbs), industrial controllers and more, through
code like social media offerings and other software, through datasets and
cookies collecting data on our digital behavior. The result is a lifeworld
made up of both digital and physical elements that are not neatly separat-
ed from each other but are hybridized into a digital-physical whole. We
are connected to other people through in-person and digitally mediated

2 The ‘electronic frontier’ metaphor was deliberately chosen by early Internet theorists
to recall Frederick Jackson Turner’s famous “frontier history” of the United States
(Geiger 2008), i.e., as an unregulated space beyond the control of the state (Saco 1999).
Unintentionally, this omitted the part of Turner’s thesis whereby the gradual coloniza-
tion and territorialization of the frontier was a constitutive part of the formation and
evolution of the American state, a theme that also fits well with this article.
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relationships. Communication moves seamlessly between in-person and
digitally mediated forms. The most appropriate visual metaphor for this
hybrid is the ‘Matrix’, in which a layer of data and code permeates the
world that we perceive as real. When this paper refers to cyberspace, it
is this hybrid, not the older notion of a distinct electronic space that still
informs public imagination and discourse.

The digital transformation is changing—although arguably not revolu-
tionizing—society. Digitalization is about much more than merely adding
computers to the workplace, a notion that was very popular in the
1990s. Instead, it means introducing digital instruments, technologies, and
practices into practically all spheres of social life. Technologies are being
developed and adapted for social purposes, but social practices also change
to adapt to technological affordances. For example, during the Covid-19
pandemic, videoconferencing software made a shift towards home office
work possible, one that was vitally important for keeping certain work-
places going in a safe manner. The social impact of introducing digital
technologies is substantial. It has become a truism often repeated by polit-
icians, businesspeople, and researchers that digitalization is reshaping all
aspects of our life. In that sense, the digitalization discourse is reminiscent
of narratives about globalization of the 1990s, which was also portrayed
as a huge challenge that we as a society and as individual citizens must
adapt to. Whether this rhetorical move is correct is another matter, but its
widespread use is testament to the popularity of the underlying imaginary
of the digital transformation. Crucially, as with globalization, the digital
transformation is not just a social and economic process but also a political
one.

4. Adaptable States

The standard version of the digitalization discourse portrays states as being
under threat by the massive disembedding of relations from the familiar
territorial framework (Boehme-NefSler 2009), Barlow’s (1996) declaration
being a case in point. This, too, echoes a familiar trope from the global-
ization literature, where the concept of the territorial state has been the
subject of dismissive critique, as globalization and the gradual if uneven
emergence of world society dominated everyone’s imagination. Far-reach-
ing arguments about the impending death by obsolescence of the territorial
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state were easy to find, at least for a time (Castells 1996; Strange 1996).
As we know today, proclamations of the impending death of the territorial
state have failed to materialize. Instead, states have managed to adapt to
the vicissitudes of globalization—some more successfully than others—and
have managed to combine their traditional form of territoriality with ex-
traterritorial and deterritorialized modes of control (Lambach 2020a). The
transformation of borders is but one indication of this.?

Digitalization presents a similar kind of challenge that states need to
adapt to and, indeed, are adapting to. This is driven by the self-concep-
tion of the state as the ultimate arbiter of social relations. States’ claims
to sovereignty do not imply that they must regulate all social behavior,
but that, in a pinch, they should be able to have the final say. Hence,
in principle, states need to be prepared to intervene in social relations
wherever they occur. Where there is human activity, there is a potential
need for regulation, especially as a field of relations grows. Of course, there
are many examples of spontaneous social ordering, bottom-up cooperative
governance, and self-regulation but in the modern international system,
all of these, with very few exceptions, occur in the famous ‘shadow of
hierarchy’ cast by the state (Scharpf 1991, 629). Regarding cyberspace,
states have developed ways of collecting taxes, clarifying property rights,
establishing jurisdiction for content regulation (regarding pornography or
harmful speech, for example), and protecting against online security threats
(such as cyberattacks, terrorist networks, and organized crime). These are
attempts to reterritorialize digital activity into the familiar territorial frame-
work of the state (Lambach 2020b).

All these activities require borders to clarify which state is responsible
for what. But borders in cyberspace are difficult to communicate. There
are no digital equivalents to gates, fences, walls, or armed guards on the
internet. Instead, borders are enacted through practice: not being able to
access certain YouTube videos, having to comply with German liability laws
such as the necessity for each website to publish an imprint, or being pros-
ecuted for hate speech under the Netzwerkdurchsetzungsgesetz reminds us
of our territorial embeddedness. State borders become visible the moment

3 When speaking of the state ‘acting’ I simplify it as a more-or-less coherent collective
actor. Obviously, internal factions (ministries, politicians, branches of the military, the
judiciary, etc.) within states often pursue divergent policies (Wight 2004).

293

20.01.2026, 08:17:32. [


https://doi.org/10.5771/9783748922292-285
https://www.inlibra.com/de/agb
https://creativecommons.org/licenses/by-sa/4.0/

Daniel Lambach

they impact social behavior but rarely otherwise.* These borders may align
with physical territoriality, e.g., through the server location principle which
holds that states have legal jurisdiction over servers which are physically
located within that nation’s territory. They may also diverge. Given the req-
uisite resources and power, states can attempt to create regulatory territories
which expand the reach of a state’s laws and regulations in extraterritorial
ways.> The structure of cyberspace and of internet governance makes such
a differentiated approach possible, sometimes even necessary. States have
great control over infrastructure localized in their country but little control
over global aspects of cyberspace. However, very powerful countries like
the United States or coalitions like the EU can hope to make extraterritorial
claims stick.

The creation of regulatory territories rests on an expansive claim to juris-
diction. Jurisdiction is one of the foundational corollaries of sovereignty—
the state should have the power to legally arbitrate everything that happens
within its territory. The location principle is the traditional way of assigning
jurisdiction over acts that involve multiple countries. Cyberspace has made
this line of legal reasoning much more complicated because acts on the
internet create a multitude of “territorial contacts and thus jurisdiction, for
example, on the basis of where the server is located, where the content is
viewed, where the content is uploaded, where the content is deliberately
directed to, where effects are felt, etc” (Ryngaert 2015, 63; also Berman
2002). Absent a rule for adjudicating between jurisdiction claims, there
are few legal limits on states” claims for quasi-global regulatory territories.
For instance, there is an unresolved dispute between the French Data
Protection Agency (CNIL) and Google relating to the European Union’s
Right to be Forgotten, where the CNIL demands that Google enforce its
orders to delist personal information relating to a claimant from Google’s
search results globally, not just for users geolocated in the EU (Daskal 2018,
214-218).

Regulatory territorialization is but one of the instruments that states have
at their disposal, and it is a great example of the overall strategy how states

4 Incidentally, ‘corporate borders” are much more easily visible. Having to sign up and/or
pay to access a company’s ‘walled garden’ or digital ecosystem creates a system of login
screens that are visible manifestations of the borders of this particular company’s offer.
With the spread of electronic IDs, we may see similar manifestations of state borders
when it comes to accessing official services.

5 T use ‘extraterritorial’ in the legal sense, meaning the ability of a state to apply its laws
beyond its borders.
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approach cyberspace. Geoffrey Herrera (2007) has aptly summarized this
as “a simultaneous double move: the territorialisation of cyberspace and the
deterritorialisation of state security” (2007, 68). In other words: states are
adapting cyberspace to be more amenable to the territorial framework with-
in which states operate, and states adapt themselves to the decentralized
topography of cyberspace.

These practices and strategies did not emerge fully formed and are
continually evolving. For example, the system of server-based jurisdiction,
which emerged in the 1990s, was being challenged by geographically decen-
tralized cloud computing in the 2000s and 2010s (Amoore 2018), which
led to debates whether the cloud transcends geography (Svantesson 2016),
whether “independence of the cloud from geography is a fiction because the
cloud relies on a physical infrastructure that must be located in an actual
physical space” (Trimble 2018, 630), or whether such territorial location
should matter at all because of the randomness by which the location of
data is assigned (Berman 2018). Legal approaches to the cloud have evolved
considerably over the past few years. Some countries use data localization
laws to limit data transfer or try to compel companies to surrender data
stored in their clouds to national courts and prosecutors. The United
States CLOUD Act of 2018 and the European Commission’s ‘e-evidence’
proposal formally empower judiciaries to access cloud-stored data, thus
moving away from the territoriality principle of jurisdiction (Berman 2018;
Burchard 2018; Daskal 2018).

Beyond these continuously evolving debates, there are nascent, though as
yet unrealized possibilities to make cyberspace map even closer to offline
geographies by revising fundamental protocols that govern the internet’s
functionality (Mueller 2017, 81-84). One such proposal would be to move
the Domain Name System (DNS), which translates domain names into the
numerical format that the Internet Protocol uses, from a global system into
a system of interconnected national Domain Name Systems, substantially
increasing the scope for control by national regulators.

5. Analyzing State B/Orders in Cyberspace
Just as with cyberspace itself, b/orders in cyberspace must be thought

as technopolitical assemblages of hardware/infrastructure, code, data, and
social relations (Illustration 1). Borders are specific arrangements of these
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four elements whose core purpose is the signaling of an inside and an
outside of the state power container, to use Giddens’ term.®

Hardware / | i -
Infrastructure Algorithms
Borders
Social
bata Relations

Illustration 1: The Cybernetic B/Order as Technopolitical Assemblage.
Source: author.

State borders in cyberspace take a variety of forms. They draw heavily
on symbolic and representational elements, but they have the same pur-
poses as any other border: regulating access and enacting territory. All
this proceeds from the widespread normative assumption that all online
activity that occurs in a country (because users, servers, or data can be
located there) should be treated as part of a corresponding cyberspace
territory. This approach—which was already prevalent in the early days of
the internet—has been facilitated by the growth of geolocation technologies
which allows for the mapping of online activity onto physical geographies.
Discourses about cybersovereignty, data sovereignty, or digital sovereignty,
which are championed by countries as diverse as Russia, China, France,

6 As such, borders are not only employed and enacted by states but also by other actors.
Corporations use sign-up and payment requirements to regulate access to their digital
spaces. Communities of private users employ social mechanisms of ingrouping and
outgrouping, such as the use of slang language, and methods of self-governance like
content moderation to regulate membership and belonging.
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and Germany, are further evidence of this belief (Couture/Toupin 2019;
Pohle/Thiel 2020; Hummel et al. 2021).

There is a variety of instruments available to states seeking to (re-)create
borders in cyberspace. National firewalls are one of the best-known ways
for governments to both communicate their territorial claim and to display
power within the bounded space (Walters 2006). These firewalls combine
a range of filtering mechanisms like IP blocking and keyword searches
to censor discussions about sensitive topics and deny access to websites
deemed subversive. The Great Firewall of China is the best-known example,
but other countries have developed, or are developing, similar systems of
censorship (Jiang 2010). North Korea is probably the most extreme example
where, until recently, users could only access the countrywide Kwangmyong
intranet. Even today, access to select internet sites is only possible under
tight restrictions and government scrutiny.

Internet kill switches are the ultimate display of power. Controlling the
national telecommunications infrastructure and being able to shut off the
entire national internet, or parts thereof, in a controlled fashion and for
extended periods of time, demonstrates the sovereign capability of the
state (DeNardis 2014, 199-221). And while this is clearly a tactic of last
resort, there have been shutdowns lasting days or weeks, partial shutdowns
targeting parts of the country or certain times of the day. The difficulty of a
shutdown is determined by the network structure: the smaller the number
of ‘choke points’, e.g. Internet Service Providers and autonomous systems,
the easier it is to do (Roberts et al. 2011; Belson 2017).

Data localization laws have also become very popular in the wake of the
2013 Snowden revelations of widespread US surveillance of the internet.
Their stated aim is to safeguard data protection for citizens and corpo-
rations, mandating “that certain types of data collected in a particular
country be stored and/or processed within that country” (Bowman 2015)
and regulating which companies are allowed to manage these kinds of
data based on whether the corporation falls under national jurisdiction.
As Baur-Ahrens (2017) points out, the routing and storage requirements
of such laws require “changes to the basic functioning of the underlying
internet infrastructure” (2017, 37).

National firewalls, kill switches, and data localization laws reinforce
container notions of territorial statehood through the enactment of bor-
ders. They clearly communicate territorial boundaries and openly display
state control over territory. Another way of reifying national territory is
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through country-code Top-Level Domains (ccTLDs) such as .ru, .cn, or .de,
which symbolically connect a virtual domain to a country (Mueller/Badiei
2017; Schiitnemann 2019).” Nonetheless, ccTLDs have legal repercussions:
domain name registries, i.e., the agencies administering ccTLDs, typically
mandate through their terms and conditions that registrants of a national
domain follow national laws.

Notions of cyberwar, cyberdefense, and cyberdeterrence also reterritori-
alize cyberspace into separate state containers.® First, such discourses and
strategies reify certain network nodes, e.g., critical national infrastructures
or other assets associated with military or intelligence branches of the
state (Stevens 2012, 151), as forming an integral part of a national territory,
any attack on which is considered grounds for retaliation. Cyberwar strate-
gists often point to the risks that hostile cyber operations can pose for
infrastructure in physical space, such as electrical grids, financial networks,
or railways, thus connecting the “national cyber-territory” with physical
state territory (Warner 2012, 795-798). Second, even the act of naming
certain activities reinforces notions of statehood. In the narrowest sense of
the term, ‘cyberwar’ is reserved for actions conducted by states and state
proxies (Lupovici 2016, 326-327), whereas actions by/on private actors are
commonly described as ‘cyberattacks’ or ‘cyber operations’, although given
the widespread state practice of using proxies to complicate attribution and
provide plausible deniability, the difference between state and private actors
is blurry (Maurer 2017).

Cyberwar and the state territorial container in cyberspace are mutually
constitutive. For this reason, national security apparatuses have proclaimed
cyberspace to be the “fifth domain of warfare” (after land, sea, air and
space) (Manjikian 2010, 384-388; Dunn Cavelty 2015). As a result, many
countries have expanded or are expanding their cyberdefense and cyber-
warfare capabilities (Fliegauf 2016, 79; Mueller 2017, 73-77). The division

7 This does not apply to all countries. States like Tuvalu or Tonga market their re-
spective ccTLDs, .tv and .to, globally without reterritorializing a national territory in
cyberspace.

8 There are opposing views on the likelihood of cyberwar, mostly due to different
definitions of the term (Rid 2012; Stone 2013; Warner 2012). These definitional dis-
agreements are further complicated by the fact that cyber operations will be integrated
into larger campaigns of information warfare or hybrid warfare (Libicki 2017; Lupovici
2016). Offensive cyber operations are not just conducted by state actors themselves but
also by private actors working for, or being tolerated by, a state benefactor. These prox-
ies offer technical aptitude and plausible deniability to states, making the attribution of
an attack more complex (Maurer 2017, 22-25).
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of inside and outside, which is so fundamental to any notion of statehood
(Walker 1993), is also important in doctrinal debates about cyberdefense. In
other words, should cyberdefense be solely about protecting the territory,
or should it also include active measures (‘active defense’, ‘hacking back’,
i.e., establishing a permanent forward presence in systems of hostile states)
that reach beyond the territory and deterritorialize the site of conflict?

6. Territorial Practices

As the above discussion shows, state borders in cyberspace have a certain
ephemeral quality compared to borders in the physical world. They do not
exist in fixed places where they can be made easily and permanently visible,
they are not subject to diplomatic negotiation and demarcation (at least
not in the traditional sense of bilateral treaties and boundary management),
and the international body of norms governing what borders are and how
they should be managed is difficult to apply to the cybernetic environment.
Nonetheless, state borders clearly exist in cyberspace—we simply have to
adjust our focus to see them. Cybernetic borders mostly become visible in
the moment, in the act of preventing or regulating a certain activity, such as
accessing prohibited content or transferring data.

Accordingly, this paper takes a practice-based approach to develop a
systematic framework for the study of border assemblages in cyberspace.
Inspired by notions of bordering practices (Coté-Boucher et al. 2014;
Newman 2006) and the Foucauldian approach to territory as a political
technology by Stuart Elden (2013), it introduces territorial practices as a
technique of governance (also Painter 2010). Following Brighenti (2010),
the aim is to analyze how actors and technologies produce territory (Adam-
son 2016; Wagner/Vieth 2016, 219-220). Thinking about territorial practices
in cyberspace allows us to ask how practices constitute digital territories
and how these territories impact future practices. In my understanding of
practice, I follow the definition offered by Adler/Pouliot (2011): “practices
are socially meaningful patterns of action, which, in being performed more
or less competently, simultaneously embody, act out, and possibly reify
background knowledge and discourse in and on the material world” (2011,
4). Adler/Pouliot (2011) identify five elements of practice: (1) practices
are performative, (2) practices follow regular patterns without determining
behavior, (3) practices are interpreted and understood in terms of social
relations, (4) practices depend on background knowledge that gives them
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a particular purpose, and (5) practices link discourses with the material
world because the discourses give meaning to the act (2011, 6-7). Impor-
tantly, although it is developed for this particular case, this set of practices
is not specific to borders in cyberspace. This taxonomy draws on general
geographic literature, and the language used here can be adapted to other
non-digital or less digital environments.

So, what can be considered a territorial practice? I have discussed this
in greater detail elsewhere (Lambach 202Ib) but for the purposes of cy-
berspace, a territorial practice is defined as any practice whose performance
is aimed at deconstructing existing territories or (re-)creating new territo-
ries in a digital environment. Based on suggestions from Blacksell (2006,
21-27) and Vollaard (2009), I suggest a threefold taxonomy of territorial
practices that are applicable to cyberspace. These kinds of practices mirror
SacK’s three aspects of territoriality as discussed above—the creation of a
space, the delimitation of a space, and control over a space:

1. Reification of a territory, by giving it a name and inscribing it with
purpose and meaning, e.g., through political discourse, or as a statistical
or administrative category, in art, or in popular media;

2. Communication of territorial boundaries, e.g., through ¢cTLDs or des-
ignation of critical national infrastructure, making a clear distinction
between inside and outside possible;

3. Regular displays of power, e.g., through policing of online behavior,
geo-blocking of content, taxation of e-commerce, data localization laws
and other forms of rulemaking, or surveillance.

Taking cyberwar doctrines as an example of a territorial practice, all three
elements can be easily discerned. First, cyberwar doctrines reify certain
objects and entities as national territory to be defended against digital
attacks and hostile actors. They also create representations of the country
in defense doctrines which are then enacted administratively. Second, by
designating targets as objects of cyberdefense through strategic doctrines,
white papers and other governmental or military speech acts, the border
is communicated to would-be attackers. This is frequently tied into public
declarations of likely responses to perceived hostile acts such as NATO’s
2019 declaration that cyberattacks may trigger collective defense under
Article 5.° Third, cyberwar doctrines are also displays of power. States
create instruments to regulate behavior in these protected spaces through

9 https://www.nato.int/cps/en/natohq/news_168435.htm, 8/5/2021.
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the enactment of laws, such as through the development of defensive and
offensive cyber capabilities (Dunn Cavelty 2013).

7. Conclusion

This paper has argued for an engagement with borders in cyberspace. This
is something that research on the politics of the internet still struggles
with, and debates too often recur to internet exceptionalist viewpoints (e.g.
Mueller 2020). It is pointless to ask whether states should have a hand in
governing cyberspace—they clearly already do. Similarly, the talk of borders
leading to a fragmentation or pluralization of the internet is overblown.
State borders and bordering are everyday practices in cyberspace, in addi-
tion to those enacted by other actors, and so far, the internet has managed
to survive more or less intact (Lambach 2020b). Certainly, the character
of the internet has changed from the more free-wheeling, user-driven days
of Usenet to today’s glossier, corporatized version but that has little to do
with some supposed introduction of state borders into a pristine electronic
wilderness.

This discussion should also be of interest to border studies, which have
evolved considerably over the past decades, with this edited volume just one
of many attempts to grapple with the arising complexities of contemporary
borders. Border studies have highlighted the decentering of borders and
the role of technologies in border governance, both also major themes of
this paper. And yet, it seems as if border studies approaches the digital
mainly as an instrument of border control. This is one important dimen-
sion of it, to be sure, and this perspective has been very informative for
our understanding of borders as semi-permeable sorting devices and data
capturing screens (Mau 2010; Pallister-Wilkins 2016). However, I believe
that this perspective somewhat underestimates how the digital is not merely
an enhancement of existing borders but the degree to which digital tools
and the digital environment are constitutive of these borders. As the digital
transformation progresses and digital and physical worlds become ever
more enmeshed, borders will continue to become more complex. We might
not yet perceive where this process will take us but paying attention to both
sides of the coin is surely advisable.
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