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To my father

The principle of purpose limitation in data protection law is usually con-
sidered as a barrier to data-driven innovation. According to this principle,
data controllers must specify the purpose of the collection at the latest
when collecting personal data and must not process the data in any way
that does not comply with the original purpose. Whether the principle of
purpose limitation conflicts with data-driven innovation, however, de-
pends on two sub-questions: On the one hand, one has to know how pre-
cisely a data controller must specify the purpose and under which condi-
tions the subsequent processing is fully compatible or incompatible with
that purpose. On the other hand, one has to understand the effects of a le-
gal principle such as the principle of purpose limitation on innovation pro-
cesses. Surprisingly, despite the long-standing and ongoing debate, there is
little research that thoroughly examines the regulatory concept of the prin-
ciple of purpose limitation, and even less its actual impact on innovation.
To close this gap, was the aim of this dissertation, which reflects the de-
bate until January 2017.

This dissertation evolved in the context of the interdisciplinary research
project “Innovation and Entreprencurship” at the Alexander von Hum-
boldt Institute for Internet and Society. The main research question of this
thesis was the result of hands-on observations in our Startup Clinics that
we created and carried out for more than four years in order to empirically
research the disabling and facilitating factors of internet-enabled innova-
tion. In the Startup Law Clinic, where I helped more than 100 startups to
cope with the legal challenges they faced during their innovation process-
es, I realised quite early that most of the startup founders were able to do a
great variety of things in a very efficient and creative way, except one: Re-
liably expect what will happen next month, next week, or even the next
day. Under these circumstances of knowledge uncertainty, I wondered
how these founders should be able to reliably assess what their future data
processing purposes would look like. This hands-on observation served as
an inspiring research question and pushed me throughout the four years of
its production. The result of this research process was in some way even
puzzling to me: As a legal principle, the principle of purpose limitation is
not only a highly efficient instrument to protect individuals against the
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To my father

risks caused by data-driven innovation but it can even enhance innovation
processes of data controllers, when combined with co-regulation instru-
ments.

For the inspiring four de force of these four years, I would like to thank,
first and foremost, Prof. Dr. Wolfgang Schulz who not only aroused my
interest in regulation as a research discipline but also always immediately
and constructively helped me with his oversight, precision in the details
and humour. I would also like to especially thank Prof. Dr. Dr. Thomas
Schildhauer who has given me the economic perspective on innovation
and who in turn has always been pro-actively open to my regulatory view-
points and ideas. Furthermore, I would like to thank Prof. Dr. Marion Al-
bers, without whose contributions to informational self-determination and
data protection my own work would not have been possible, and who
compiled the second vote very quickly. Furthermore, I am very thankful
and honoured to be included in Prof. Dr. Wolfgang Hoffmann-Riem’s,
Prof. Dr. Dr. h.c. Karl-Heinz Ladeur’s and Prof. Dr. Hans-Heinrich Trute’s
publication series Legal Research on Innovation (“Rechtswis-
senschaftliche Innovationsforschung”) on that my dissertation is based on.
I would also like to thank the German Ministry of the Interior for the fi-
nancial support of the publication of my thesis.

Finally, I want to thank my colleagues: Elissa Jelowicki, who helped
me to revise my thesis throughout the creation process, Jorg Pohle, the
“walking library” (I think I do not have to explain that) and all my other
colleagues for the endless and inspiring discussions.

Last but not least, I am grateful to my wonderful fiancée Eva Schneider,
who in countless evenings of discussions helped me to structure my ideas,
and above all motivated me to keep on going.
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A. Introduction

Dating back to the early discussions regarding the concept of data protec-
tion, the so-called “principle of purpose limitation” is one of the funda-
mental principles of data protection law.! The principle essentially re-
quires that personal data may only be processed for the original purpose of
collection of the data,? or in the words of the OECD Privacy Guidelines, at
least, so long as it is not incompatible with the original purpose.’ In light
of our ever increasing digitization of society, the principle of purpose limi-
tation is more and more debated amongst legal scholars.* The most recent
motivations behind these discussions arose because the European Coun-
cil’s draft of the General Data Protection Regulation was leaked in the be-
ginning of 2015 by the non-profit association European Digital Rights
(EDRIi).> Article 6 sect. 4 of the European Council’s draft widely aban-
doned the principle of purpose limitation by stating that personal data can
be used, even if it is incompatible with its original purpose, so long as it
can be based on a legal provision in accordance with Article 6 sec 1 lit a-e.
An exception to this rule is Article 6 sect. 1 lit. f of the draft, which pro-
vides that the collection of data is legal if it is “necessary for the purposes
of the legitimate interests pursued by the controller (underlining by the au-
thor)”. Only if the collection of personal data is based on this provision,

1 See Article 29 Data Protection Working Group, Opinion 03/0213 on purpose limita-
tion, pp. 4 and 6 ff.; Handbook on European data protection law, p. 68; De Hert and
Gutwirth, Data Protection in the Case Law of Strasbourg and Luxemburg: Constitu-
tionalisation in Action, p. 4; Bygrave, Data Privacy Law, p. 153; v. Zezschwitz,
Concept of Normative Purpose Limitation, cip. 1; Pohle, Purpose limitation revisit-
ed, p. 141; contrary, Hérting, Purpose limitation and change of purpose in data pro-
tection law, who affirms the requirement of purpose limitation only applicable to
the legislator but not to the data controller.

2 Cf. v. Zezschwitz, Concept of Normative Purpose Limitation, cip. 14.

See no. 9 of part two of the OECD Privacy Framework, p. 14.

4 See, instead of many, Cate/Cullon/Viktor Mayer-Schonberger, Data Protection Prin-
ciples for the 21st Century, p. 11.

5 See the documents linked by Naranjo, Leaked documents: European data protection
reform is badly broken, retrieved on the 2nd of February 2016 from https://edri.org/
broken_ badly/.
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then the principle of purpose limitation should apply.® European Digital
Rights particularly criticized this extensive abandonment of the principle
of purpose limitation because it would undermine “control and predictabil-
ity” as “the core of data protection”.” In essence, this doctoral thesis ad-
dresses the question of whether this consideration is true or not, or from a
more academic point of view, what the function of the principle of purpose
limitation actually is.

I. Problem: Conflict between innovation and risk protection

From an academic perspective, there are two main aspects of the principle
of purpose limitation that are particularly interesting: Firstly, the principle
of purpose limitation appears to conflict with the societal needs for inno-
vation and is the perfect example of a more general conflict for the regula-
tors: How can the legislator enable or enhance innovation and, simultane-
ously, protect against its risks? The second aspect refers to the uncertainty
of how to apply the principle of purpose limitation in general. Only if the
principle of purpose limitation was clear and we knew what is actually
meant, would it be possible to answer the preceding question.

1. Innovation as an economic driver for public welfare

A multitude of international studies and policy recommendations brings
the importance of innovation for the public welfare more and more into
public debate. For instance, the OECD Science, Technology and Industry
Outlook 2014 considers: “Innovation is a major driver of productivity and
economic growth and is seen as a key way to create new business val-
ues.”8 Another OECD report focusing on data-driven innovation considers
its positive effects as “significantly accelerating research and the develop-
ment of new products, processes, organisational methods and markets”.”

6 See Grafenstein, The Principle of Purpose Limitation between Openness toward In-
novation and the Rule of Law, DuD 2015 (12), p.789.

7 See EDRI / access / Privacy International / Fundacja Panoptykon: Data Protection
Broken Badly.

8 See OECD Science, Technology and Industry Outlook 2014, p. 21.

9 See OECD: Data-Driven Innovation for Growth and Well-Being.

32



https://doi.org/10.5771/9783845290843 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by/4.0/

1. Problem: Conflict between innovation and risk protection

The World Economic Forum draws, in its 2014 report on how to enhance
Europe’s competitiveness, the attention to entrepreneurship as the key
source of innovation.!? From an entrepreneurial perspective, however, the
law is usually not perceived as a driver of but rather barrier for innovation.
The Eurobarometer on “Entrepreneurship in the EU and beyond” surveyed
that a “large majority of respondents (..) agreed that business start-ups
were difficult due to complex administrative procedures: 71%, in total
agreed and 29% strongly agreed.”!! Similarly, the Global Entrepreneur-
ship Monitor 2014 surveyed, amongst others, “the lowest evaluation corre-
sponded to government policies toward regulation”.12

2. Protection against the risks of innovation

This perception corresponds to the general view amongst innovation re-
searchers who consider that the law actually acts as a barrier rather than as
a pro-active instrument which would influence and develop, besides other
factors, the process of innovation. The reason for this perception might be
that the term “innovation” usually refers to something unexpected and
new, while the law seeks to guarantee a certain and expected outcome.!3
The principle of purpose limitation restraining the later use of personal da-
ta to the original purpose of collection indeed appears to be diametrically
opposed to such unexpected outcomes of innovation. However, the public
discussion also recognizes the risks caused by innovation. The above-
mentioned OECD report not only considers the positive effects of data-
driven innovation but also its risks, in particular, for privacy and securi-
ty.14 Having applied a “bottom-up cultural analysis of historical, philo-
sophical, political, sociological, and legal sources”, Solove elaborated in
his book Understanding Privacy on a taxonomy of 16 privacy risks and/or
harms, from the collection of information to its processing and distribution
as well as invasion.!3 In this regard, two terminological issues shall briefly

10 See World Economic Forum: Insight Report: Enhancing Europe's Competitiveness
— Fostering Innovation-Driven Entrepreneurship in Europe.

11 See Eurobarometer: Entrepreneurship in the EU and beyond, p. 75.

12 See Singer et al., Global Entreprencurship Monitor — 2014 Global Report, p. 14.

13 See Eifert, Innovation-enhancing Regulation, p. 11 and 12; cf. also Lipshaw, Why
the Law of Entrepreneurship Barely Matters.

14 See OECD: Data-Driven Innovation for Growth and Well-Being.

15 Solove, Understanding Privacy, pp. 101 ff. as well as 171 ff.
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be clarified: so far, this thesis does not (yet) differentiate between the
terms data and information;'® second, except of this differentiation, this
doctoral thesis does not make a difference between the terms “process-
ing”, “treatment”, “use” and “usage” of data and/or information. In any
case, the study “Commercial Digital Surveillance in Daily Life” summa-
rizes the most common or, at least, commonly known cases of data mining
techniques (for example, predictive analytics about one’s pregnancy, status
of relationship or emotional state of mind based on purchase behavior,
Facebook likes or keyboard usage patterns) and its commercial exploita-
tion in the insurance, finance or HR industry.!” Boyd and Crawford stress
in particular the high subjectivity and potential inaccuracy of those data
mining techniques.!® The regulator must thus not only seek to enable and
enhance innovation but also to protect against the risks caused by innova-
tion.! In conclusion, the question therefore is which role the principle of
purpose limitation plays within this regulatory conflict between enhancing
innovation and protecting individuals against its risks.

3. Uncertainty about the meaning and extent of the principle of purpose
limitation

This leads to the second reason that makes an academic examination of
the principle of purpose limitation interesting: the uncertainty about its
precise meaning and extent. In order to apply the principle of purpose lim-
itation, it is necessary to determine the original purpose of collection. The
main question hence is how precisely the original purpose must or, vice
versa, how broadly it can be specified: the wider that the original purpose
is specified, for example, the purpose of money making, the broader the
scope of action will be for the controller and/or others to be able to use
that data for the same purpose.2® However, the question how precisiely a

16 See the differentiation below under point C. I. 3. ¢) cc) (1) “The reason for why
the scope is too vague: Difference between data and information”.

17 See Christl, Commercial Digital Surveillance in Daily Life.

18 Boyd and Crawford, Critical Questions for Big Data, pp. 666 ff.

19 See Hoffmann-Riem, Innovation Responsibility, p. 16.

20 See Forgo et al., Purpose Specification and Informational Separation of Powers, p.
34; Mehde, Handbook of European Fundamental Rights, cip. 24; in contrast, see
Bygrave, Data Privacy Law, p. 155, who considers this first component of the
principle of purpose limitation “relatively free of ambiguity”.

34



https://doi.org/10.5771/9783845290843 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by/4.0/

1. Problem: Conflict between innovation and risk protection

processing purpose must be specified is an open question. Comparably, re-
garding the second component of the principle of purpose limitation, i.e.
the question of under which conditions another (later) purpose is compati-
ble with the original purpose, there are only few reliable criteria, if at all,
that help really answer this question. The Article 29 Data Protection
Working Party refers in its “Opinion 03/2013 on purpose limitation” to a
bundle of criteria (see, now, also Art. 6 sect. 4 GDPR) such as the relation-
ship between the original purpose and the further processing, the context
of collection, the nature of the data and the impact caused by the later use
on the individual, as well as the safeguards applied in order to prevent any
undue impact.2! However, these criteria also pose two problems: First,
each criteria lacks an objective scale which would help to determine, for
instance, the “relationship” between the purposes; and second, the fact that
all criteria together can be used as an entire basis to reach a decision, pro-
duces different results amongst decision makers who weigh the criteria
against each other. Interestingly, there is little academic literature on the
precise meaning and extent of the principle purpose limitation that allows
one, in light of the fundamental rights concerned, to determine reliable cri-
teria.?? This is particularly the case since most of the publications refer to
the processing of personal data by the State, and not in the private sector,
which is what this thesis focuses on.

4. Practical examples referring to two typical scenarios

Both aspects, i.e. the appearing conflict of the principle of purpose limita-
tion together with the openness of innovation processes, and the ever in-
creasing uncertainty about how to apply this principle within our current
technological environment, result from the ambiguity of the current legal
concept of protection. The following examples shall give the reader of this
thesis an impression of the effects of this ambiguity in today’s business
world.

21 See Opinion 03/2013 on purpose limitation, pp. 23 to 27.

22 See only Hofmann, Purpose Limitation as Anchor Point for a Procedural Ap-
proach in Data Protection; Forg6 et al., Purpose Specification and Informational
Separation of Powers; Eifert, Purpose Compatibility instead of Purpose Limita-
tion; Albers, Treatment of Personal Information and Data, cip. 123.
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a) Coming from a practical observation: Startups and non-linear
innovation processes

Practically, for the past three years, I have often discussed this issue with
founders of Internet-enabled startups in the Startup Law Clinic of the
Alexander von Humboldt Institute for Internet and Society (HIIG), and the
specific legal challenges they face in trying to develop and implement
their business model in today’s society.23 The Startup Law Clinic is part of
the interdisciplinary research project Innovation and Entrepreneurship.?*
Based on empirical data gathered in these Startup Clinics, the research
project aims to understand, on a more efficient level, Internet-enabled en-
trepreneurship. In doing so, the project focuses on Internet-enabled star-
tups that are, pursuant to some business observers “turning the conven-
tional wisdom about entrepreneurship on its head.”? For instance, Blank
observes that startups differ to traditional larger companies, amongst other
aspects, in how they react or adapt to uncertainties: While traditional com-
panies create long-term business plans based on the “assumption (..) that
it’s possible to figure out most of the unknowns of a business in advance”
and then execute such plans, step-by-step, according to the so-called wa-
terfall principle, “lean” startups search for a business model going “quick-
ly from failure to failure, all the while adapting, iterating on, and improv-
ing their initial ideas as they continually learn from customers.”2¢ Such a
methodological difference does not mean that traditional larger companies
are not able to apply the same methods as startups do. In contrast, authors
like Blank, as well as Ries, argue that traditional companies more and
more apply this methodology.2” However, startups are known to apply this
methodology most rigorously in light of the particular uncertainty they
face. Ries, at least, defines a startup, amongst others, as being “designed to
confront situations of extreme uncertainty.”?8 Unlike a “clone of an exist-
ing business”, an innovative startup is always looking for “novel scientific

23 See the preliminary findings in the Working Paper by Dopfer et al., Supporting
and Hindering Factors for Internet-Enabled Startups, pp. 23.

24 See the description of the research project retrieved on the 4™ of February 2016
from: http://www.hiig.de/en/project/innovation-and-entrepreneurship/

25 See Blank, Why the Lean Start-Up Changes Everything; cf. also Blank, Four Steps
to the Epiphany, as well as Ries, The Lean Startup.

26 See Blank, ibid.

27 See Blank, ibid.; Ries, ibid, pp. 36 and 37.

28 See Ries, ibid., p. 38.
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discoveries, repurposing an existing technology for a new use, devising a
new business model that unlocks value that was hidden, or simply bring-
ing a product or service to a new location or a previously underserved set
of customers” and, thus, confronted with constant change.?? Indeed, this
phenomenon also became apparent in the Startup Law Clinic.30 Therefore,
with respect to startups developing their business models based on the pro-
cessing of personal data, it was interesting to figure out how far they were,
in effect, able to apply the principle of purpose limitation. Not surprising-
ly, there essentially were two types of cases particularly relevant when
seeking to find an answer to this question: The first case refers to situa-
tions where startups want to process data of its own users but cannot yet
specify the purpose of the later processing; the second case concerns situa-
tions where startups want to process personal data that was originally col-
lected by a third party. In this second case, the problem for the startups
was not only their own inability to specify the new purposes, but also the
high uncertainty about the precise meaning and extent of the legal require-
ment to restrict their processing to the purposes initially specified by the
third party when the data was first collected.

b) First scenario: Purpose specification by the controller concerning the
use of data of its users

In the first case, the main problem exists in the controller’s limitations to
specify the purpose of collection. The main reason for this limitation is the
openness of its entrepreneurial process. The following example shall illus-
trate this process and the resulting problem with respect to the requirement
of purpose specification.

aa) The unpredictable outcome of entrepreneurial processes

One startup, which exemplifies this conceptual issue, was started in early
2014 with the idea to develop a wallpaper app for smartphones with an-
droid operating systems. Android operating systems allow the user (and
their apps) to interact on the home screen of the smartphone with the un-

29 See Ries, ibid., p. 38.
30 Cf. Dopfer et al., Supporting and hindering factors for internet-enabled startups.
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derlying interface. In essence, the mobile app enabled its user to choose
different background pictures (via a double tap on the home screen), to
zoom into certain parts of the picture, to fade out to full screen, to like and
to share it. The pictures were tagged with certain categories such as “red”
for the main colour or “car” for the theme so that they could be matched
with profiles of the users.

The startup wanted to create these profiles in order to deliver image ad-
vertising pursuant to the users’ usage behavior. The startup’s business
model consisted in the revenues received from its advertising partners
paying for the personalized advertising space. So far, this purpose, the col-
lection of personal data for advertising as explained before, and the way of
how this data was processed, could easily be specified before the start of
the closed beta test using 20 users. Indeed, as a result of the closed beta
test, the startup decided in the middle of 2014, to broaden its concept: In-
stead of a pure wallpaper app, the app should become a new media format
enabling its users to explore different kinds of media. The wallpaper pic-
ture should serve as the visual entry point for the user to follow, still via
the double tap on the home screen, a link to the actual media format such
as the new album of a music band, the newspaper article or, still, the im-
age advertising. Even if this concept was still based on the profiles of the
app users, the business model has now changed. Now, not only advertisers
should pay for advertising space, but also additional business partners,
such as newspapers and music editing houses, should pay the startup a
percentage of the price received for selling their online offers to the app
users. Hence, the question was whether or not the original purpose still
covered the new purpose and the processing operations. Taking into ac-
count possibly later changes, the startup had, in the first Startup Law Clin-
ic session, before the closed beta test, used an umbrella: Before the startup
specifically described the concrete purpose, data and means of the pro-
cessing, it had clarified that the whole processing pursues the purpose of
“personalized marketing”. However, the Article 29 Data Protection Work-
ing Group stated in its “Opinion 03/2013 on the principle of purpose limi-
tation” that the term of “marketing purposes” would be too broad.3!

In the course of the following months, the startup started an open beta
test for its app, which quickly got up to 30.000 users, and therefore looked

31 See Article 29 Data Protection Working Group, Opinion 03/0213 on purpose limi-
tation, p. 16.
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for further private investors. However, the search for a working business
model remained very difficult. In April 2015, the startup joined, having
now around 100.000 users, a round table discussion with finance experts
organized by the HIIG Business Model Innovation Clinic. On this occa-
sion, one founder of the startup gave a short presentation, in particular,
about the success regarding the user growth and the on-going struggle to
find a functioning business model. After a brief discussion, one finance
expert provided a solution for the problem: Why spend so many efforts on
finding the business model if the user growth was still exploding? The ex-
perts’ advice was simply to focus, so far, on the user growth. The expert
continued to advise and stated that as soon as the number of users was
large enough, the startup would only then find out which revenue model
would work later on. Equipped with such advice, indeed, the startup was
not able to definitely specify the purpose of its later use of the collected
data. Even the broad purpose of “personalized marketing” was just a
guess. In beginning 2016, the startup had 180.000 users and was still look-
ing for the business model.

bb) Excursus: In which circumstances do data controllers actually need
“old” data?

This example of an iterative development process for a mobile app illus-
trates how difficult it may become, if not impossible, to specify the pur-
pose of all-later processing operations when the data is collected. How-
ever, data-driven innovation does not require, in general, that the en-
trepreneur must be able to use all personal data that has ever been collect-
ed. In contrast, for many innovations, it may be sufficient to use data that
was only recently collected: If the qualitative data gathered by the startup
is just good enough or the user base just large enough, the startup might be
able to find its business model or even deliver personalized marketing on
an “almost-real time” basis. In conclusion, even if an iterative process
principally hinders entrepreneurs to specify the purpose of a later process-
ing, this must not necessarily be so in each particular case.
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¢) Second scenario: The limitation of the later use of data collected by
third parties

As mentioned previously, the second constellation refers to controllers
processing personal data that another entity collected originally. In these
cases, the problem is not only the iterative entrepreneurial process itself
which hinders the controller to specify the purpose of the later processing.
Rather, the purpose originally specified by another entity might hinder the
controller in its entreprencurial process. Indeed, it is characteristic for a
law to hinder someone’s action in order to protect another one.32 However,
the essential point here is to illustrate the uncertainty accompanying en-
trepreneurial activity when controllers seek to apply the principle of pur-
pose limitation. Two further examples shall illustrate this conceptual un-
certainty.

aa) No foreseeable negative impact on individuals

The first example is about a startup that retrieved personal data from so-
cial network communities such as Facebook and Twitter via a public API,
in order to create so-called social heat maps. The social heat map was de-
signed to predict not only the places, but also how many people would be
and at what time and for what reason at a certain establishment. One eco-
nomic business idea of the startup was to sell this information to taxi
drivers enabling them to plan their driving routes in a more efficient man-
ner. In order to achieve this objective, the startup transferred data from the
social networks’ servers to their own servers. The transferred datasets con-
tained data that related to geo-locations of events organized by users via
the networks, as well as of users themselves sending a signal from where
they were (so-called check-ins). The moment that the data was transferred
to the startup’s own servers, a self-learning algorithm sorted out the spe-
cific data which was useful in order create the social heat map. So far, the
participants of the Startup Law Clinic sessions, could not see a negative
impact on the users’ concerned. Indeed, it was the opposite. The partici-
pants could only actually see a positive effect in that the users, possibly,
will more likely find a taxi, for example, when they come out of a concert

32 Cf. Hoffmann-Riem, Openness toward Innovation and Responsibility for Innova-
tion by means of Law, p. 258.
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or a restaurant. The participants particularly came to this conclusion be-
cause the startup anonymized the data the moment it had retrieved it from
the social networks (via the public API). However, with respect to the cur-
rent data protection framework, the problem was that the data was not
made anonymous before its retrieval. This lead to directive 95/46/EC (Da-
ta Protection Directive) being applicable, in principle.3? As a consequence,
two legal issues arose.

The first issue concerned the legitimate basis of the data processing in-
tended by the startup. Social networks usually base their processing of da-
ta on their users consent. However, the consent given produced two prob-
lems. On the one hand, the consent may not cover the later use of the data
intended by the startup, because the social network could not foresee the
later usage. On the other hand, the purpose may be specified as being so
broad that it ran the risk of not being sufficiently precise (e.g. the purpose
of ‘transfer to third parties’). Therefore, the startup had either to base its
data processing on an additional consent given by the users concerned, or
on another legitimate basis provided for by law, (as stipulated in Art. 7 of
the Data Protection Directive, as well as in Article 6 of the General Data
Protection Regulation). Since the startup would have had, in light of the
amount of data concerned, practical difficulties to get the consent of all
users’ concerned, the startup focused on another legitimate basis provided
for by law. Indeed, whether this ‘secondary option’, i.e. referring to a legal
provision when the individual’s consent does not cover the intended pro-
cessing, would have been legal was also questionable because it might be
seen as a circumvention of the original consent.3* In any event, even if this
had been possible, it was unclear whether or not the startup could base the
data processing on, in particular, the general clause of Article 7 lit. f of the
Data Protection Directive (correspondingly, Article 6 sect. 1 lit. f of the

33 The directive itself was, indeed, not directly applicable since it must be transposed
into national law in order to directly bind the data controller; for the sake of sim-
plicity, however, this thesis does refer, so far, to the directive and not national law;
with respect to the transposition into national German law, see, in more detail,
point C. IL. 1. c¢) “Transposition of the requirement of purpose specification into
German law”.

34 Cf. Gola/Schomerus, Federal Data Protection Law, § 4 cip. 16; in contrast, see Ar-
ticle 17 sect. 1 lit. b GDPR, which excludes the individual’s right to require from
the controler, based on an objection to his or her consent, to delete the personal
data if the controller can base the processing on another legitimate ground fore-
seen by law.
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General Data Protection Regulation). This Article allows the data process-
ing if it “is necessary for the purposes of the legitimate interests pursued
by the controller (...), except where such interests are overridden by the
interests for fundamental rights and freedoms of the data subject”.
Whether or not this provision covered the intended data processing was
doubtful because the balancing exercise based on the bundle of criteria
again produces legal uncertainty.

In the Law Clinic Session the participants examined the users consent
and it became apparent that the original purpose was not identical with the
later use intended by the startup or was not sufficiently precise. Therefore,
the second question became additionally relevant: whether or not the later
processing intended by the startup was in accordance with the compatibili-
ty assessment proposed by the Article 29 Data Protection Working Party
with respect to Article 6 sect. 1 lit. b of the Data Protection Directive (cor-
respondingly, Article 5 sect. 1 lit. b of the General Data Protection Regu-
lation).3> On the one hand, there was no negative impact on the individu-
als concerned; it seemed to be the same context (communicating with
friends and going to social events = private/leisure life?); and the data
was, once retrieved by the startup, immediately anonymized. On the other
hand, the relationship between the original purpose of collection (connect-
ing friends) with the later processing by the startup (creating social heat
maps) was disconnected; the data was sensitive (geo-location data)3¢; and
the users of the social networks did not probably expect this kind of usage.
Hence, even if there was no intended negative impact on the users of the
social networks concerned and the data was immediately anonymized,
there was enough legitimate criteria resulting in the finding that the later
use was incompatible with the original purpose of collection.

bb) Negative impact foreseeable on the individuals

In the second example, the participants of the Startup Law Clinic session
could clearly target a possible impact on the individuals concerned by the

35 See the Art. 29 Data Protection Working Party, Opinion 03/2013 on the principle
of purpose limitation, pp. 20 ff.

36 Cf. the Article 29 Data Protection Working Party, Opinion 06/2014 on the notion
of legitimate interests of the data controller under Article 7 of the Directive
95/46/EC, p. 38.
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data processing. A startup retrieved generally accessible personal data
from professional networks. The startup created, in a first version, profiles
based on the data that users of the professional networks have made publi-
cally available. The profiles contained predictions about three characteris-
tics of the users of the professional networks that could potentially interest
future employers: First, the probability that the user changes his or her
current employment; second, the probability that the user would also
change the city for a new employment; and third, the degree of expertise
in a certain professional domain or area. The startup sought to sell the ac-
cess to these profiles to the human resources departments of companies in
the private market as the access to the profiles, would enable the human
resources departments to make better decisions when finding and/or con-
sidering the right candidate for a certain job. Since the employer was in-
tended to connect the profile with the candidate, the data could not be con-
sidered anonymous. Additionally, in light of the fact that the focus was to
sell the product to employers, only, the potential employees (i.e. the users
of the professional networks) would not be able to gain access to the
database as a whole or to their specific profiles. Similar to the preceding
example, two main questions arose.

First, whether or not the later use of the personal data could be based on
the users’ consent or another legitimate basis provided for by law. Here
again, the consent sought by the professional networks from its users did
not either cover the later use or was too broad in its purpose. Hence, the
startup had to base its data processing either on Article 7 lit. b or f of the
Data Protection Directive (correspondingly, Article 6 sect. 1 lit.b orf of
the General Data Protection Regulation). The first provision allows the
processing if it “is necessary (...) in order to take steps at the request of
the data subject prior to entering into a contract (underlining by the au-
thor)”. In the example, the creation of the profiles and the access to it
could hence only be necessary for the potential employer if the employee
takes the initiative of actually applying for a job. For other cases where the
employer searches for new potential employees based on their own initia-
tive, only the general clause under Article 7 lit. f of the Data Protection Di-
rective (and Article 6 sect. 1 lit. f of the General Data Protection Directive,
correspondingly) came into question. Insofar, the participants of the Start-
up Law Clinic considered the search (and help) for potential employees in-
deed was a legitimate interest. However, it was arguable whether or not
the potential employee had an overriding interest, for example, for his or
her freedom to choose an occupation protected under Article 15 ECFR.
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This interest might have overridden the potential employer’s (and the
startup’s) interest because of one particular reason. There was no reason
for why the potential candidate could not be able to correct inaccurate data
and add further advantageous information or do anything else which could
improve his or her chances for being invited to the interview.

With respect to the compatibility of the purposes at hand, it was unclear
whether or not the profiling of potential employees in order to find the
right job applicants could be seen as a sub-category of the original purpose
of the professional network to connect professionals and, thus, identical.
In order to avoid any doubts, the participants of the Law Clinic session
sought to apply the compatibility test proposed by the Article 29 Data Pro-
tection Working Party. The question of whether or not the later processing
was compatible with the original purpose of the professional networks de-
pended, indeed, on a bundle of criteria which was very similar, if not iden-
tical, to the balancing test required under Article 7 lit. f of the Data Protec-
tion Directive (and Article 6 sect. 1 lit. f of the General Data Protection
Regulation).3” There were several reasons in favour of the application: 1)
the relationship between the later processing and the original purpose was
close because the latter processing could have been considered as a sub-
category of the first; 2) the data appeared not to be sensitive since it was
published by the users and the categories of the profiles did not reveal any
information about race, geo-location or similar information; 3) the later
processing seemed to belong to the same context (professional life?); and
4) the user might consequently have expected the later use. On the other
hand, the impact on the individual concerned could have been significant
if he or she was filtered out, only for the reason that his or her profile did
not match with the potential employer’s expectations. This was even more
the case if there was no official proof of whether or not the profile really
mirrored the likeliness that the employee would not have the expected at-
tributes.

37 Cf. the criteria proposed by the Article 29 Data Protection Working Group, Opin-
ion 03/0213 on purpose limitation, p. 20 ff., and Opinion 06/2014 on the notion of
legitimate interests of the data controller under Article 7 of Directive 95/46/EC,
pp. 33 ff.
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5. Interim conclusion: Uncertainty about the concept of protection and its
legal effects

In conclusion, albeit both of the two last examples significantly differed to
each other with respect to the impact, it was hard, if not impossible, to an-
swer the question if the later data processing was legal or not. Similarly,
the first example already illustrated that the requirement to specify the
purpose creates uncertainty in itself. This sheds light on what startups
might mean when they express hope for improvement in political regula-
tions and bureaucracy, rather than for social or advisory support.?® How-
ever, it shall again be stressed that these examples should only illustrate
the general questions of how to specify the purpose and determine which
later use is compatible with the original purpose and which is not. An an-
swer to these general questions does not depend on the practical examples
but on the legal concept of protection. However, finding an answer to
these questions is highly important for companies and organizations.
These entities try to apply the law because of their reputation, amongst
other factors.? If a data protection authority examines their use of data
and comes to the conclusion that they are using that data illegally, there is
a high risk of losing their reputation in the market. Consequently, the high-
er the risk of a loss of reputation, the more important it is for the process-
ing entity to rely on clear criteria that would assist in correctly applying
the law.

Correspondingly, the same uncertainty is true with respect to the indi-
viduals concerned by the processing of data. Hallinan and Friedewald ex-
amined in one of their works more than ten public opinion surveys supple-
mented by further sources such as ethnographic studies and focus groups
regarding the European public perception on the data environment. One of
their aims was to find out why individuals’ behavior “at first sight appears
erratic and even contradictory to declared privacy preferences.”#0 Irrespec-

38 See Kollmann et al., European Startup Monitor 2015, pp. 62 and 63, indeed show-
ing financial support as the even higher ranked hope.

39 Cf. Jarchow and Estermann, Big Data: Chances, Risks and Need for Action of the
Swiss Confederation, pp. 14 and 15.

40 See Hallinan and Friedewald, Public Perception of the Data Environment and In-
formation Transactions — A selected-survey analysis of the European public’s
views on the data environment and data transactions, pp. 62 and 76/77.

45



https://doi.org/10.5771/9783845290843 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by/4.0/

A. Introduction

tive of differences in national perceptions,*! the European public considers
the protection of personal data as very important and that the disclosure of
personal data raises significant concerns. However, individuals appear to
accept the disclosure of personal data considering it as being “simply a
part of modern life”.#2 In order to explain the individual logic behind these
contradictory observations, Hallinan and Friedewald referred to economic
considerations proposed by Acquisti and Grossklags about potential limit-
ing factors for rational decision-making.*3 In light of these considerations,
the contradictions between general privacy awareness and specific disclo-
sure of personal data result, in particular, from the following three aspects:
First, individuals often only have a limited understanding of the risks im-
plied in data transactions.** For example, while they are specifically aware
of ID fraud as a serious threat, only few individuals consider or understand
“the more abstract, invisible and complex aspects” such as “the value of
the data, the nature of the technologies involved or the shape or nature of
data flows — that is to say, (...) the critical parts of the data environ-
ment”.*> The second reason, besides limited information or conceptual un-
derstanding, is psychological distortion. Individuals tend, for instance, to
prefer certain short-range rewards, such as an online service “for free”, to
uncertain long-range risks caused by a potential misuse of data. Finally,
ideological or personal attitudes constitute another factor for why an indi-
vidual might either not disclose personal data at all, albeit the benefits are
higher than potential losses, or vice versa.*

Hallinan and Friedewald stress that these factors challenged the com-
mon understanding of economic behavior that the current data protection

41 See, for example, Vodafone Institute for Society and Communications: Big Data —
A European Survey on the Opportunities and Risks of Data Analytics, p. 17,
showing that “Germans are especially critical concerning privacy issues“, while
“South Europeans in the survey are generally more relaxed as far as the collection
and use of their data is concerned*.

42 See Hallinan and Friedewald, ibid., p. 65 and 68.

43 See Hallinan and Friedewald, ibid., pp. 70 et al. with reference to Acquisti,
Alessandro and Grossklags, Jens, “Privacy Attitudes and Privacy Behavior: Loss-
es, Gains, and Hyperbolic Discounting®, in: Camp, J. L. and Lewis, S. (eds.), The
Economics of Information Security, 2004 Kluwer, as well as ibid., “Privacy and
rationality in individual decision making“, IEEE Security and Privacy 2005, pp. 26
to 33.

44 See Hallinan and Friedewald, ibid., pp. 72 to 74.

45 See Hallinan and Friedewald, ibid., p. 75.

46 See Hallinan and Friedewald, ibid., p. 74.

46



https://doi.org/10.5771/9783845290843 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by/4.0/

1. Problem: Conflict between innovation and risk protection

system is actually built on. The misconception by the legislator about the
individual’s behavior might be the reason for why the European public has
the feeling that the current laws do not fulfill their objective.*” In light of
this, critics recognize that current data protection law suffers, from both
the individual’s perspective and the controller’s perspective, a “credibility
crisis”. 48

Several legal scholars stress that this credibility crisis results from the
uncertainty about the conception behind data protection law.*° In particu-
lar, v. Lewinski unfolds, in detail, the different dimensions of protection
covered by the broad term “data protection”. While data protection laws
are typically meant to regulate the relationship between individuals, on the
one hand, and companies and the State, on the other hand, the object of
protection, as well as the concept of protection is less clear.’9 In v. Lewins-
ki’s opinion, the term “data protection” refers to several objects of protec-
tion (i.e. the question of “what is protected”) such as the individual’s dig-
nity, his or her private sphere, or the societal balance of informational
power.>! Similarly, there are several possible concepts of protection (i.e.
referring to the question of “how to protect the objects™) as: first, practical
protection mechanisms such as self-protection; second, normative mech-
anisms such as social, technical and legal norms but also mechanisms of
self-regulation such as standards, codes of conduct, and certificates; third,
institutions that enable, for example, individual’s self-protection, limit in-
formational power, or enforce legal requirements; and fourth, the range of
protection such as protection against concrete infringements, or specific
risks and dangers, or even precautionary protection against unspecific
risks and abstract dangers.>2

47 See Hallinan and Friedewald, ibid., pp. 65 and 71.

48 See Kuner et al., The Data Protection Credibility Crisis, IDPL 2015 Vol. 5 no. 3,
pp. 161.

49 Cf. Stentzel, The Fundamental Right to ...? The Search of the Object of Protection
of Data Protection in the European Union, PinG 05.15, pp. 185; cf. Solove, Under-
standing Privacy; cf. v. Lewinski, The Matrix of Data Protection.

50 See v. Lewinski, ibid., pp. 1 to 16.

51 See v. Lewinski, ibid., pp. 7 as well as 17 to 63; see also De Hert and Gutwirth,
Data Protection in the Case Law of Strasbourg and Luxemburg: Constitutionalisa-
tion in Action, p. 5.

52 See v. Lewinski, ibid., pp. 64 to 85.
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Irrespective of whether or not this “matrix of data protection” is correct
and comprehensive,’ it does help clarify the question that the meaning
and extent of the principle of purpose limitation cannot be answered with-
out being clear on the object and concept of protection of data protection
law. Only if the object and concept of protection are sufficiently precise, it
is possible to answer the question of how to balance the need for innova-
tion against its risks with respect to the processing of personal data.

II. Research questions and approach

Therefore, the research questions of this doctoral thesis are:

1. What is the meaning and function of the principle of purpose limitation
on the private sector, in light of the object and concept of protection of
data protection law?

2. In order to find a balance between the societal need for data-driven in-
novation and protection against its risks, what regulation instruments
should transpose the principle of purpose limitation in the private sec-
tor?

In order to answer these questions, this doctoral thesis builds upon the re-

search approach regarding innovation developed by the Center of Law and

Innovation (CERI) in Hamburg, Germany.

1. Legal research about innovation

The CERI research project “Law and Innovation” reacted to the situation
that at the beginning of 1990, legal scholarship had not yet started, at least
not in Germany, doing research about innovation, in contrast to other re-
search disciplines such as technical, economic, and social sciences.>* Con-
sequently, the object of this research approach does not primarily look to
innovate the law, but rather how the regulator can regulate technological,

53 See v. Lewinski, ibid., pp. 87 to 90 commenting on the deficits of such a matrix
and highlighting, however, its main use for structuring the public debate, enhanc-
ing legal comparison on an international level, and discovering deficits of legal
protection.

54 See Hoffmann-Riem, Openness toward Innovation and Responsibility for Innova-
tion by means of Law, p. 256.
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economic and social innovation in today’s society.> This approach ac-
knowledges that the primary objective of the law is to protect against harm
and risks and, thus, restricts the scope of action of entities that actual cause
these harms and risks. Such a restriction, is in particular, at stake if the law
expands its scope of protection from known risks to even unknown risks.
One instrument for expanding the scope of protection, can be the so-called
precautionary principle (as discussed in chapter B. II. Data protection as a
risk regulation). However, regulating innovation, not only leads to the
question of how to protect against the actual risks caused by innovation,
but also how to enable the development of innovation within society.’¢
Contrary to the common prejudice that the law is an inherent barrier for
innovation, the law levels, protects and enforces innovation.>” Taking both
of these effects of law into account, i.e. those restricting the scope of ac-
tion of risk-causing innovators, as well as those leveling, protecting, and
enforcing innovation, Hoffmann-Riem summarizes this approach by pos-
ing the essential question: How should legal instruments be shaped in or-
der to enable and even promote innovation without denying necessary pro-
tection? From this point of view, only those regulations that do not take
particularities of innovation processes into account, and, thus, are badly
drafted, are an unjustified barrier for innovation.>®

2. The regulator’s perspective

Referring to theories of evolutionary economics, the research approach
that focuses on innovation builds upon modern movements in administra-
tive law that seek to cope with the problem that the regulator has limited
knowledge of future events.>® With respect to German law, VoBkuhle pin-
points the essential differences between this new and the traditional ap-
proach by giving a brief summary of its historical development. The tradi-

55 See Hoffmann-Riem, ibid., p. 257.

56 See Hoffmann-Riem, ibid., pp. 256 ff.

57 See, instead of many, Mayer-Schonberger, The Law as Stimulus: The Role of Law
in Fostering Innovative Entrepreneurship, pp. 159 to 169; Gasser, Cloud Innova-
tion and the Law: Issues, Approaches, and Interplay, pp. 19 and 20.

58 Hoffmann-Riem, ibid., 260 and 261; cf. also Brownsword and Yeung, Regulating
Technologies: Tools, Targets, and Thematics, p. 21.

59 See Hoffmann-Riem, ibid., pp. 259 to 262; Appel, Tasks and Procedures of the In-
novation Impact Assessment, p. 149.
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tional approach mainly concentrates on the judicial act and examines its
conformity with law. This examination is based on a systematic review of
positive law and the elaboration of underlying principles. This examina-
tion results, in essence, with either a yes or no answer. Its primary aim is
binding the executive to the rule of law.®® Several studies from the 1970’s
had proved, however, high execution deficiencies of this classic form of
imperative public law, particularly in the environmental sector. Upcoming
new forms of informal cooperation, between the public and private sector
appeared, at the time, to function better than these classic forms of regu-
lation. Researchers started, therefore, to thoroughly investigate the interre-
lationship between legislative rule making, administrative, as well as judi-
cial decision-making, and its implementation within society. As a main
starting point for alternative strategies and forms of regulation, they dis-
covered that the regulator, in particular, did not have the full knowledge of
a situation caused by more and more complex environments (particularly
in the environmental, telecommunications, and other technique-driven sec-
tors), its increasing non-linear dynamics, and, thus, (objectively) unfore-
seeable and (sometimes) irreversible effects.o!

Methodologically, the new regulatory approach ties into the concept of
control theory developed in political sciences.®? Elaborating on this ap-
proach, German legal scholars in administrative law usually build on a
concept of control focusing on the actions of those individuals or entities
that are affected by it. This concept differentiates between the individuals
and entities, aim, and instruments of control, as well as the controlling en-
tity. Indeed, the term “controlling entity” should not conceal the fact that
there often is no single entity but rather an interactive process that consists
of several entities, working together and against each other, and producing
regulatory outputs.®3 Similarly, with respect to the individuals and entities
affected by the regulation, legal scholars recognize that society finds its
solutions for problems in complex structures and a central regulator, in
particular the legislator, may have difficulties to appropriately address the
individuals in order to achieve its regulatory aims. Keeping this in mind,

60 See VoBkuhle, New Regulatory Approach of Administrative Law, cip. 2 to 8.

61 See the summary of the evolvement at VoBkuhle, ibid., cip. 10 and 11; cf. also
Hoffmann-Riem, ibid., pp. 261 to 265; Eifert, New Regulatory Approach of Ad-
ministrative Law, cip. 1 and 2.

62 See VoBkuhle, ibid., cip. 18.

63 See VoBkuhle, ibid., cip. 20.
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the modern regulatory approach nevertheless focuses on the state’s point
of view and on legislative measures as its main regulation instrument.
With these measures, the state seeks to create a certain impact on the indi-
vidual or entity by focusing on their legal liability should they not adhere
to the system. This is the main conceptual difference to the so-called gov-
ernance perspective, which applies a different point of view that is not re-
stricted in pursuing specific aims by legal means.®* Focusing on Internet
governance, Hofmann, Katzenbach and Gollatz, advocate that the gover-
nance perspective instead focuses on reflexive coordination and, thus,
“refers to addressing, questioning, and renegotiating Internet-related coor-
dination practices.”®> However, despite or rather because of the analytical
difference between both perspectives, the new regulatory approach may
refer well to theoretical concepts and empirical findings of the governance
approach in order to find out whether “self-regulation” processes already
fulfill the regulator’s aims or whether there is a need for state regulatory
support.

On an international level, legal scholars equally elaborate on the func-
tions, modes, and strategies coming into question for regulation in com-
plex and non-linear environments, however, not always using the same
terminology.®® The common starting point consists in, as mentioned previ-
ously, the knowledge deficiencies of regulators acting in these environ-
ments. Raab and De Hert describe this common starting point promoting
that any understanding of the functioning of regulation (and its “tools”) re-
quires one to consider the regulatory activity as a process “in which, in

64 See Eifert, ibid., cip. 5 and 6; VoBkuhle, ibid., cip. 21; cf. also Braithwaite et al.,
Can regulation and governance make a difference?, p. 3; Hofmann, Katzenbach
and Gollatz, Between coordination and regulation: Finding the governance in In-
ternet governance, pp. 6 and 7.

65 See Hofmann, Katzenbach and Gollatz, ibid., p. 13.

66 Cf. Baldwin and Cave, Understanding Regulation — Theory, Strategy and Practice;
Raab and De Hert, Tools for Technology Regulation: Seeking Analytical Ap-
proaches Beyond Lessig and Hood; Murray, Conceptualising the Post-Regulatory
(Cyber)state, with further references, amongst others, to Black, Decentring Regu-
lation: Understanding the Role of Regulation and Self Regulation in a ‘Post-Regu-
latory” World’ as well as Scott, Regulation in the Age of Governance: The Rise of
the Post Regulatory State’, further developed, ibid, The Regulation of Cyberspace
— Control in the Online Environment; Franzius, Modes and Impact Factors for the
Control through Law; Eifert, Regulation Strategies.
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theory, several actors may participate in the making, using, and governing
of each tool”.67

The terminology regarding the regulatory functions, modes, and strate-
gies, is often not comprehensively clear. The German scholar Eifert ex-
plains the terminological ambiguity with respect to the diversity of theo-
retical concepts applied, respectively. He favors to determine, at least, the
regulatory strategies pursuant to the state role within the regulation distin-
guishing, though, between imperative law (“command and control”, often
also described as “rules), state regulated self-regulation (“co-regulation”,
often referring to “principles” or “standards”), and societal self-regulation.
Focusing on two main types of regulation, i.e. imperative law (command-
and-control) and instruments of regulated self-regulation (co-regulation),5®
Eifert sums up the positive and negative aspects of these two types of
regulation.

On the one hand a command-and-control regulation provides for high
legal certainty (given by the clarity of legal “if-then”-rules and the direct
effects of its execution). On the other hand, this kind of regulation might
be inefficient because it does not take into consideration individuals’ eco-
nomic behaviour. The inflexibility of this kind of regulation constrains
more intensively an individual’s actions. This restriction leads to three ef-
fects: First, it lowers the acceptance of the regulation amongst individuals;
second, this increases the probability that the individuals will try to cir-
cumvent the regulation; and finally, it increases the efforts of the state to
hinder the individuals’ circumvention of the law itself. Therefore, this
kind of regulation is considered to work best when the following two con-
ditions are met: first, the regulator aims to prohibit third parties’ rights or
interests being harmed; and, second, the regulator has sufficient knowl-
edge about the effectiveness and efficiency of the corresponding protec-
tion instruments. In contrast, if the regulator does not possess sufficient
knowledge, such as in a dynamic and non-linear environment, and creativ-

67 See Raab and De Hert, ibid., p. 282.

68 See Eifert, ibid., cip. 13 to 15; focusing on privacy-related principles, Maxwell,
Principles-based regulation of personal data: the case of ‘fair processing’, pp. 212
to 214, referring to J Black, ‘Forms and Paradoxes of Principles Based Regu-
lation’, LSE Law, Society and EconomyWorking Paper 13/2008, SSRN abstract
n8 1267722, L Kaplow, ‘Rules Versus Standards: An Economic Analysis’ (1992)
42 Duke L. J. 557; R Posner, Economic Analysis of Law (8th edn., Aspen/Wolters
Kluwer, New York, 2011), p. 747.
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ity is needed in order to solve a variety of problems, this kind of command
and control regulation does not provide for the appropriate instruments.5°

Instead, in order to enhance problem-solving creativity, Eifert stresses
co-regulation as the more appropriate regulation strategy. Thereby, taking
the decentralized knowledge of private entities into account does not only
increase the problem-solving capacities in the society. Rather, the fact that
the regulator adapts its regulation instruments to the inherent logics of the
entities acting on the private market also increases their acceptance of the
regulation instruments. Furthermore, this kind of regulation decreases the
administrative costs because the private structures used for it are often also
financed privately. Finally, instruments of co-regulation can provide a so-
lution for the territorial problem of “command and control” regulation be-
cause its execution does not depend, at least not directly, on the State but
private entities not being bound to national territories.”® However, a possi-
ble disadvantage is that this kind of regulation does not meet the regula-
tor’s expectations but, instead, makes the regulation more complex,
opaque and less effective or efficient than the classic form. Another risk is
that the regulated private entities abuse their knowledge advantage toward
the State. This could be the case, for example, if the State gives privileges
to these private entities because it thinks that their solutions really serve
society, but in reality serves their particulars interests, only.”!

In any case, Eifert stresses, like Franzius, that the complexity of this
form of regulation requires the regulator to learn. This means to frequently
evaluate its effectiveness and efficiency of its regulation instruments.”?
Such an evaluation should refer to other disciplines, such as to social and
economic sciences, and build upon their validated knowledge. The mo-
ment when the legislator extends its view to the effects of its regulation,
reference to these other disciplines and their methodologies included will
increase the rationality of law.”3

69 See Eifert, ibid., cip. 25 and 26.

70 See Eifert, ibid., cip. 59.

71 See Eifert, ibid., cip. 60.

72 Cf. Eifert, ibid., cip. 60; Franzius, ibid., cip. 81 to 103.
73 See Hoffmann-Riem, Innovation Responsibility, p. 39.
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3. Possible pitfalls taking the effects of regulation instruments into
account

In conclusion, VoBBkuhle summarizes the promises and possible pitfalls of
this legal research approach seeking to gain deeper knowledge about the
complex effects of law as a regulation instrument. He considers the
promises as: first, this approach broadens the scope in which the law is
just one regulation mechanism amongst others, such as beside further
mechanisms of economic markets, networks or within organizations; sec-
ond the approach enables researchers to ascertain and take the effects and
efficiency of legal instruments into account, and their interplay with fur-
ther mechanisms; and third, in doing so, the approach enables legal re-
searchers to interconnect with other research disciplines. This last aspect
enables researchers to build on theoretical frameworks and empirical
methodologies already elaborated on in other disciplines. However, the
possible pitfalls of this approach are: On the one hand, legal scholars con-
sidering the effects of regulation instruments may over-simplify the com-
plex interplay of cause and effect. The reason is that all theoretical models
mirror just one part of the reality and the choice of regulation instruments
based on them thus runs the risk of not being able to meet the legislator’s
goal. On the other hand, the regulatory function of the law is not the only
function. The law also serves as an expression of the values provided for
by the constitution. This means that legal provisions do not lose their va-
lidity just because in some circumstances it has little effect, only, for ex-
ample, because of inefficient execution of the law.”*

These considerations are important for the examination of the principle
of purpose limitation pursued in this thesis. The principle of purpose limi-
tation suffers, indeed, from a lack of execution in the private market. And
this may result from the uncertainty about its precise meaning and ex-
tent.”> However, this lack of execution does not mean, per se, that the prin-
ciple of purpose limitation should be abandoned as a whole. This hesita-
tion is particularly justified because the uncertainty about its meaning and

74 See VoBkuhle, ibid., cip. 22 to 28.

75 See, in general, the above-mentioned studies as well as, in particular, the observa-
tions made in the HIIG Law Clinic where startups simply went on developing their
products if they could not definitely clarify how to apply the principle of purpose
limitation and expected that data protection authorities would not become aware of
their practice, anyway.
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extent is not a special problem of the principle of purpose limitation but of
all legal principles in general. The less imperative law and its conditional
if-then-scheme serves as regulation instrument, the more important instru-
ments, such as legal principles, become. Principles do not provide for a bi-
nary scheme that will answer the question of whether an act is legal or not
but allows individuals to explore different, and in the best possible out-
come an optimal solution.” Indeed, with the abandonment of imperative
law and its conditional decision rule, the individuals’ legal uncertainty in-
creases because individuals do not know whether the solution found meets
the regulators expectations. Consequently, individuals and the regulator
have to start an interactive process reconstructing together, the certainty of
legal rules.”” The answer of whether or not or in which way the regulator
meets its expectations regarding the principle of purpose limitation de-
pends, in the first instance, on the above-mentioned research questions of
this thesis.

III. Course of examination

In order to answer the research questions, the next chapter clarifies the
conceptual definitions which provides a basis for regulation of innovation.
The first sub-chapter illustrates how economic theories define and concep-
tualize “innovation” and “entrepreneurship” and which role the law plays
in these conceptualizations of “innovative entrepreneurship”. In doing so,
one particular focus is on the illustration of economic models describing
the non-linearity of innovative entrepreneurship processes. Subsequently,
the examination goes on to review literature from both economic and legal
perspectives and examines the effects of legal certainty on “innovative en-
trepreneurship”. The first sub-chapter concludes with the appearing regu-
latory conflict: On the one hand, as discussed, regulation instruments, such
as the principle of purpose limitation, is open toward innovation but de-
creases legal certainty; on the other hand, legal uncertainty hinders inno-
vation. Therefore, it will be key to explore mechanisms that combine both
aspects, i.e. being open toward innovation but also ensuring legal certainty
and, thus, even promoting innovation. The second sub-chapter draws at-

76 See Franzius, ibid., cip. 7; cf. Raab and De Hert, ibid., p. 278.
77 Cf. Franzius, ibid., cip. 17.
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tention to the other side of the “innovation” coin, i.e. data protection law
as a regulation of risks caused by innovation. This sub-chapter clarifies the
terms “risks” and “dangers”, as well as the often correspondingly used
protection mechanisms “prevention” and “precaution”. This distinction is
highly relevant for exploring the function of the principle of purpose limi-
tation at a later stage. The discussion on various protection instruments for
different types of threats leads to the last sub-chapter that clarifies the con-
ceptual definitions for the regulation of data-driven innovation: The
question of what is threatened, in terms of data protection and, thus, which
object of protection the principle of purpose limitation serves. Based on
Nissenbaum’s work Privacy in Context, this last sub-chapter provides an
overview about the prevailing theories, concepts, and approaches on the
value of privacy. So far, this work does hence not yet clarify the distinc-
tion between privacy and data protection and, correspondingly, privacy
and data protection laws; this distinction is an essential element of the
conceptual work of this thesis and will be proposed later on. This sub-
chapter finally gives a first response to Nissenbaum’s critique on the pur-
pose-oriented concept of protection by clarifying the relationship between
the terms “purpose” and “context”. This will lead to a first insight into the
function of the principle of purpose limitation.

The third chapter contains the main part of this thesis: An analysis of
the legal framework determining the meaning and function of the principle
of purpose limitation. Elaborating on the object and concept of protection
of data protection law, this chapter seeks to clarify three main question:
first, the precise meaning and extent of the requirement to specify the pur-
pose; second, the precise meaning and extent of the requirement to limit
the later use of data to the purposes originally specified; and third, which
specific instruments are appropriate for establishing these two require-
ments in the private sector in order to find a sound balance between en-
abling innovation and protection against its risks in society. In doing so,
the first sub-chapter clarifies the interrelationship between the different
regimes of fundamental rights focusing on the European Convention on
Human Rights (ECHR), the European Charta of Fundamental Rights
(ECFR), and German Basic Rights (GG). Furthermore, it treats the
question of the effects of these fundamental rights in the private sector, in
particular, of the right to privacy under Article 8 ECHR, the rights to pri-
vacy and data protection under Article 7 and 8 ECFR, as well as the Ger-
man right to informational self-determination under Article 1 sect. 1 in
combination with 2 sect. 1 GG. The question is whether these fundamental
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rights directly bind private entities that process personal data, like the
State, or whether they have only an indirect effect in the private sector.
The thought behind this question is that the second alternative gives the
legislator more room for transposing the constitutional requirements into
secondary and/or ordinary law. The sub-chapter goes on to analyze the ob-
ject and concept of protection developed by the European Court of Human
Rights (ECtHR), the European Court of Justice (ECJ), and the German
Constitutional Court (BVerfG), with respect to each of the above-men-
tioned fundamental rights. This parallel analysis will effectively allow one
to compare the differences between the corresponding objects, as well as
concepts of protection. The first sub-chapter concludes with an analytical
result on the challenges facing, in general, from these objects and concepts
of protection being very broad and vague. A theoretical solution provides
a first hint on how this may also affect the determination of the function of
the principle of purpose limitation.

The next sub-chapter draws the attention to the main problem resulting
from such concepts of protection that are intrinsically broad and/or vague:
The uncertainty about how to legally specify the purpose of the data pro-
cessing. On a European level, the analysis will illustrate that there are al-
most no criteria which help specify the purpose, provided for by the judi-
cial courts in light of the corresponding fundamental rights. However, it
will be illustrated that the specification of the purpose is an essential ele-
ment in secondary law because several further definitions and require-
ments, such as the scope of application, refer to the purpose specified. De-
spite this essential role, the Article 29 Data Protection Working Party, hav-
ing an advisory status for questions about the interpretation of the Data
Protection Directive, does not provide reliable criteria for the specification
of the purpose, either (nor does the General Data Protection Regulation
address this issue). Therefore, the sub-chapter continues to examine how
the secondary law itself specifies certain purposes of processing such as
for “marketing electronic communications services”, pursuant to Art. 6
sect. 3 of the Directive 2002/58/EC of the European Parliament and of the
Council of 12 July 2002 concerning the processing of personal data and
the protection of privacy in the electronic communications sector (ePriva-
cy Directive). Subsequently, the examination turns into the question of
how the German legislator transposes these requirements into German or-
dinary law. This allows the comparison, since there are almost no criteria
provided for by European fundamental rights, of the concept of protection
established within ordinary law, at least, with German basic rights. The
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analysis of European secondary and German ordinary law, as well as its
comparison with the (so far developed) constitutional requirements, al-
ludes to the fact that there are several flaws in the concept of protection.
The results not only confirm the general challenges stemming, as conclud-
ed previously, from the object and concept of protection as being very
broad and vague, now with particular respect to the requirement of pur-
pose specification. Rather, it is apparent from the results that these flaws
consist, in essence, in the fact that the constitutional requirements for the
processing of data by the State are, in essence, equally applied to private
entities. Since private entities have different means for specifying purpos-
es at their disposal than the State, this leads to the situation that the effects
of the requirements are even stricter for private entities than for the State.
This sub-chapter hence concludes, with a particular focus on the European
Charta of Fundamental Rights, with a refinement of the object and concept
of protection serving a better scale to private entities for the specification
of the purpose of their data processing.

The following sub-chapter treats the second component of the principle
of purpose limitation, i.e. the question on the precise meaning and extent
of the requirement to limit the later processing to the purpose(s) initially
specified. The examination exemplifies two different models: The Euro-
pean model of purpose compatibility and the German model requiring
strict purpose identity allowing, however, a change of purpose if this
change is proportionate. With regard to the European model, this doctoral
thesis examines the criteria developed by the European Court of Human
Rights, as well as the European Court of Justice in light of the correspond-
ing fundamental rights. While the European Court of Human Rights main-
ly refers to the “reasonable expectations” of the individual concerned by
the processing of data related to him or her, the European Court of Justice
does not. Interestingly, the Article 29 Data Protection Working Party nev-
ertheless refers, proposing their criteria helping answer the extent of the
requirement of purpose compatibility, to the individual’s “reasonable ex-
pectations”,’® albeit the Data Protection Directive does not either (interest-
ingly, Article 6 sect. 4 lita-e of the General Data Protection Regulation
also lists all criteria but the “reasonable expectations” criterion). It is ap-
parent from the analysis that the criteria proposed do not actually help in

78 See the Art.29 Data Protection Working Party, Opinion 03/2013 on the principle
of purpose limitation, pp. 24 and 25.
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answering the question on the extent of the requirement of purpose com-
patibility. This doctoral thesis therefore continues, in order to receive in-
spiration on which functions the limitation of purposes can have, to exam-
ine the German model. Interestingly, albeit German ordinary law transpos-
es the European directive, it deviates, at least formally, from the compati-
bility requirement. The examination therefore draws the attention to the
concept of protection provided for by the German basic right to informa-
tional self-determination in order to find the reason for the deviation.
Since the reason for the deviation appears to come, indeed, from the appli-
cation of the German basic right (and not of the European fundamental
rights), this thesis presents three alternative approaches proposed within
German legal literature in order to get a clearer understanding about the
possible functions of the principle of purpose limitation. Indeed, all three
approaches refer to the processing of data by the State. Taking the results
of the preceding analysis into account, the thesis concludes this sub-chap-
ter with a new approach defining the meaning and extent of the principle
of purpose limitation for the private sector.

On the basis of the own approaches developed in the two last-preceding
sub-chapters, the last sub-chapter treats the question of which specific
regulation instruments serve best in order to establish this new understand-
ing of the meaning and extent of the principle of purpose limitation in the
private sector. Here, the thesis exemplifies, iteratively, the impact of this
understanding on the following elements: first, the scope(s) of application
of all protection instruments; second, the specific application of the pro-
tection instruments in the private sector (in particular, the necessity as well
as interplay of the individual’s consent and other legitimate basis laid
down by law); and third, on particular aspects of the consent, its with-
drawal, and a right to object to the data processing, as well as on further
protection instruments such as rights of information, participation, and
deletion of personal data, by taking the individual’s decision-making pro-
cess as a whole into account.”

Finally, on the basis of the refined concept of protection regarding the
principle of purpose limitation and related protection instruments, the last
chapter of this thesis comes back to answer questions about the effects of
these instruments. These questions refer to both sides of the “innovation”

79 Cf. the concept and terminology of “choice architectures® at Thaler and Sunstein,
Nudge — Improving Decisions About Health, Wealth, and Happiness.
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coin, i.e. the effects on processes of “innovative entrepreneurship” as well
as on the efficiency of risk protection instruments. The preceding chapters
will have made certain remaining questions apparent that cannot suffi-
ciently be answered by legal analysis alone. This last chapter therefore
proposes an empirical methodology that helps answer the remaining ques-
tions. On the basis of these results, the regulator might answer the over-
arching question of which instruments fits best its regulatory aims.
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This chapter clarifies the conceptual definitions that provide a link for the
regulation of innovation. While the first sub-chapter refers to economic
theories defining the terms “innovation” and “entrepreneurship”, the sec-
ond sub-chapter draws the attention to the other side, i.e. data protection
law as a regulation of risks caused by innovation. This sub-chapter illus-
trates the discussion on various protection instruments for different types
of threats, such as prevention and precaution or dangers and risks. This
leads to the last sub-chapter treating the question of what is actually
threatened. The clarification of the interplay between “context” and “pur-
pose” provides a first understanding of the meaning and extent of the prin-
ciple of purpose limitation.

I. Innovation and entrepreneurship

If the regulator refers, at least implicitly, to entrepreneurial innovation, it
permits one to tie definitions that have been developed by other research
disciplines.® Indeed, in other disciplines, there is not a common definition
of “innovation” or “entrepreneurship”. Scholars consider that innovation
and entrepreneurship are phenomena that can and should be analyzed from
various, interdisciplinary perspectives. This might be the reason for the
lack of common definitions.3! However, as one of the first economists,
Schumpeter recognized, coming from an evolutionary understanding of
private markets, innovation as an essential force for societal change. In his
work Capitalism, Socialism & Democracy, he disagreed with the common
view on price competition as the main driver of economy and determined,
instead, “the new consumers’ goods, the new methods of production or
transportation, the new markets, the new forms of industrial organization

80 See Hoffmann-Riem, Openness toward Innovation and Responsibility for Innova-
tion by means of Law, p. 257.

81 See regarding the first term at Fagerberg, Innovation: A Guide to the Literature, p.
1, and regarding the second term at Fueglistaller et al., Entrepreneurship — Basics,
p. 6.
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that capitalist enterprise creates” as the fundamental impulse “that sets and
keeps the capitalist engine in motion”.82 From this perspective, the “func-
tion of entrepreneurs is to reform or revolutionize the pattern by exploiting
an invention or, more generally, an untried technological possibility for
producing a new commodity or producing an old one in a new way (...)
and so on.”$3

Hence, Schumpeter differentiated between inventions, i.e. the first real-
ization of a solution for a problem, and the innovation bringing an inven-
tion to the market.8* This differentiation is, until today, widely recognized.
Today’s economists are focusing, in essence, on four types of innovations:
First, product and service innovations; second, process innovations; third,
business model innovations; and fourth, social innovations which often re-
fer to new forms of communication or cooperation being mostly consid-
ered, actually, either as the basis for the before-mentioned types of innova-
tions or as their result.3® Further categories classify innovations pursuant
to their impact on current production processes or market structures. This
perspective differentiates between: on the one hand, “incremental” or
“marginal” innovations describing continuous improvements of one or
more innovation types listed previously; and on the other hand, “radical”
innovations or “technological revolutions” referring to the introduction of
a new technology or cluster of technologies which did not exist before in
society.8¢ Keeping this in mind, it is common ground today that data pro-
vides, more and more, the basis for many, if not once most, of these types
or categories of innovation.8”

82 See Schumpeter, Capitalism, Socialism & Democracy, pp. 82 and 83.

83 See Schumpeter, ibid., p. 132.

84 See Fagerberg, ibid., p. 5; Fueglistaller et al., Entrepreneurship — Innovation and
Entrepreneurship, p. 98.

85 See Fueglistaller, ibid., pp. 99 and 100; cf. also Neveling et al., Economic and So-
ciological Approaches of Innovation Research, pp. 369 and 370, as well as Fager-
berg, ibid., pp. 8 and 9.

86 See Fagerberg, ibid., p. 9 referring to Schumpeter.

87 See, instead of many, at Mayer-Schonberger and Cukier, Big Data: A Revolution
That Will Transform How We Live, Work, and Think, in particular at pp. 6 to 35
and 322 to 336.
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1. Innovation and entrepreneurship

1. Process of innovative entrepreneurship

Entrepreneurship research poses, in particular, the question of how en-
trepreneurs create such innovation.®® After researchers had initially fo-
cused on the personality of the entrepreneur per se, Drucker stressed, in
his influential article The Discipline of Innovation, that it is less the per-
sonality per se that constitutes entrepreneurship than the entreprenecurial
activity.3? Over time, several economics had elaborated on models de-
scribing the entrepreneurial process as the overarching unit of analysis en-
compassing entrepreneurial phenomena such as activity, novelty, and
change.?® In order to extract a common model being both generic, i.e. de-
scribing the common patterns of all different kinds of entrepreneurial pro-
cesses, as well as distinct, i.e. differentiating entrepreneurial from non-en-
trepreneurial processes, Moroz and Hindle analyzed more than 32 of exis-
tent models. They came to the result, however, that the models analyzed
were too fragmented in order to achieve the initial aim of building a com-
mon model being both generic and distinct.”! Despite this fragmentation,
or rather because of it, three aspects shall be explained in more detail be-
cause they may serve as reference points for answering the question of
how legal regulation instruments function with respect to the logics of en-
trepreneurs creating innovation.

a) Key Elements for the entreprencurial process

The first aspect being of interest for this doctoral thesis refers to key ele-
ments which are decisive for entrepreneurship. Gartner elaborated on sev-
eral of these key elements, who conducted, in the 1980’s, a study with aca-
demics, practitioners and politicians related to the entrepreneurial field in
order to gain a more comprehensive understanding about what kind of ac-

88 See Drucker, The Discipline of Innovation, p. 3.

89 See Drucker, The Discipline of Innovation, p. 3.

90 See Moroz and Hindle, Entreneurship as a Process: Toward Harmonizing Multiple
Perspectives.

91 See Moroz and Hindle, Entreneurship as a Process: Toward Harmonizing Multiple
Perspectives, p. 781.
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tivity or situation is considered as entrepreneurial.®? Pursuant to this mod-
el, entrepreneurs locate business opportunities, accumulate resources, and
build organizations in order to produce and market products or services,
while constantly responding to their environment.”> Moroz and Hindle
stress that this model does not actually describe a behavior being distinct
to others, such as pure managerial activities. However, they also point to
the implicit distinctness of this model describing the entrepreneur as being
“involved in a multidimensional process of organizational emergence that
is focused upon the creation of a new venture that is independent, profit
oriented, and driven by individual expertise. The newness attached to this
process is linked to products, processes, markets, or technologies where
the firm is considered a new entrant or supplier to a market.”®*

Fueglistaller proposes a very similar process model determined by the
following five key elements: The entrepreneur, a business opportunity,
sufficient resources, a form of organization, and a supportive environ-
ment.%

92 See Gartner, What are we talking about when we talk about entrepreneurship?, as
well as, A Conceptual Framework for Describing the Phenomenon of New Ven-
ture Creation.

93 See Gartner, A Conceptual Framework for Describing the Phenomenon of New
Venture Creation, p. 702.

94 See Moroz and Hindle, ibid., p. 800.

95 See Fueglistaller et al., Entrepreneurship — Basics, p. 7.
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Graphic: Key Elements for Entrepreneurial Process

Consequently, the entrepreneur constitutes the core of an enterprise dis-
covering or creating business opportunities, evaluating and using them. In
such an emergent process, the individual capacities, capabilities, and atti-
tudes play a decisive role. The entrepreneur’s cognitive capacities influ-
ence the identification or creation of business opportunities; the evaluation
of the opportunity depends, on the one hand, on the characteristics of the
opportunity and, on the other hand, on the individual attitude such as to-
ward risks; and the use of the opportunities depends on the abilities of how
to practically organize the process as a whole.%”

96 Following Fueglistaller et al., ibid., p. 8.
97 See Fueglistaller et al., ibid., pp. 7 to 14.
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b) Business Opportunities: Discovery and creation

The second aspect focuses on how entrepreneurs identify or create busi-
ness opportunities. Economics usually consider the existence of a “busi-
ness opportunity” if “there is an opportunity to introduce a new product,
new service, or new method and to sell it for a higher price than its pro-
duction costs”.?8 They also agree on the assumption that such an opportu-
nity arises “whenever competitive imperfections in an industry or market
exist”.?? However, economics argue about from where these market im-
perfections come: Does an entrepreneur discover or create these market
imperfections and, as a consequence, the business opportunity?

There are two main theories seeking to answer this question, the Dis-
covery- and Creation Theory. Tying into teleological theories of human
action, both theories aim to explain the relationship between en-
trepreneurial action and the ability to produce innovation.!% Alvarez and
Barney summarize the essential differences between both theories as:!0!

Discovery Theory

Creation Theory

Nature of Business Opportu-
nities/Market Imperfections

Caused by exogenous shocks to
pre-existing industries or mar-
kets

Caused by endogenous actions
of individuals to produce new
products or services

Nature of Entrepreneurs

Entrepreneurs are different than
non-entrepreneurs in some criti-
cal and enduring ways

Entrepreneurs may be the same
or different than non-en-
trepreneurs; any differences, ex
ante, may be magnified by en-
trepreneurial actions

Nature of Decision Making

Those who are aware of and
seek to exploit opportunities op-
erate under conditions of risk

Those creating opportunities act
under conditions of uncertainty

Table: Differentiating aspects of Discovery and Creation Theories

102

98 See Fueglistaller et al., ibid., p. 10: “Im Allgemeinen spricht man von einer un-
ternehmerischen Gelegenheit, wenn sich die Mdglichkeit bietet, ein neues Pro-
dukt, eine neue Dienstleistung oder eine neue Methode einzufithren und zu einem
hoheren Preis als die Produktionskosten zu verkaufen.”

See Alvarez and Barney, Discovery and Creation: Alternative Theories of En-
trepreneurial Action, p. 6.

See Alvarez and Barney, ibid., p. 2 to 4.

See Alvarez and Barney, ibid., pp. 2 and 6.

Following Alvarez and Barney, ibid., p. 6.

99
100

101
102
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1. Innovation and entrepreneurship

The last category, i.e. the nature of decision making, clarifies the interplay
of both theories. Alvarez and Barney differentiate, pursuant to the possi-
bility and probability of outcomes, between the terms “certainty”, “risk”,
“ambiguity”, and “uncertainty”: While the term “certainty” refers to situa-
tions were a certain outcome is sure, entrepreneurs act under conditions of
“risk” if they know (or are able to know) which outcome is possible and
under which degree of probability; in contrast, an outcome is “ambiguous”
if an entrepreneur has sufficient information (or are at least is able to re-
trieve it) in order to foresee that an outcome is possible but does not have
enough information that he or she would able to determine its probable or
likely outcome. Finally, an entrepreneur acts under “uncertainty” if he or
she does not even know that outcome is possible). This differentiation al-
lows one to clarify the knowledge-related pre-conditions of each theory:
While the Discovery Theory assumes that entrepreneurs are able, princi-
pally, “to predict both the range of possible outcomes associated with pro-
ducing new products or services, as well as the probability that these dif-
ferent outcomes will occur”193, the Creation Theory “assumes that the end
of an emergent process cannot be known from the beginning.”'%4 In such
an uncertain situation, entrepreneurs are, hence not able to calculate, based
on a risk-calculation methodology the opportunity costs related to their ac-
tions. As a consequence, the Creation Theory instead proposes focusing
on the losses an entrepreneur can accept if his or her actions do not lead to
a successful outcome. 105

Alvarez and Barney draw from these assumptions the following impli-
cations: “Discovery Theory suggests that entrepreneurs maximize their
probability of success by (1) carefully collecting and analyzing informa-
tion about opportunities to calculate their return and possible opportunity
costs, (2) developing a rigorous business plan that describes the opportuni-
ties they are going to pursue, and (3) obtaining capital to execute these
plans from outside sources. Creation Theory suggests that entrepreneurs
maximize their probability of success by (1) engaging in iterative, incre-
mental, and inductive decision making, (2) developing very flexible and
constantly adjusting business plans, and (3) obtaining capital from friends
and family—people who are willing to bet on them and not on the oppor-

103 See Alvarez and Barney, ibid., p. 13.
104 See Alvarez and Barney, ibid., p. 20.
105 See Alvarez and Barney, ibid., pp. 20 and 21.
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tunities they may or may not exploit.”1% Alvarez and Barney stress that
the Creation Theory may also solve problems that appear to arise in other
economic research fields, such as in strategic management theories. For
example, these theories could not explain, so far, the reason for the empiri-
cal finding that entrepreneurs generate competitive advantages by using
“valuable, rare, and costly to imitate resources”.!%7 The Creation Theory
can explain such phenomena, arguing that the path dependency of a pro-
cess emerged under uncertainty “is likely to generate resources that, from
the point of view of potential competitors, are intractable (...) and causally
ambiguous (...).”108

The differences between both theories do not mean that they must be
considered, practically, as exclusive to each other. Instead, the conditions
under which entrepreneurs act rather clarify which theory is more appro-
priate for predicting successful entrepreneurial behavior in specific situa-
tions. In situations where the entrepreneur has sufficient knowledge or, at
least, is able to retrieve it in order to determine the risks, his or her actions
lead more likely to successful innovation if they are consistent with the
Discovery Theory; in contrast, if the entrepreneur acts under uncertainty,
thus, is not even able to foresee that a specific outcome is possible, he or
she will more likely be successful when acting consistent with Creation
Theory.1%? Indeed, Alvarez and Barney also stress for cases in between:
First, ambiguous situations where an entrepreneur has enough information
to foresee that an outcome is possible, but not its probability; in these cas-
es their predictions are less clear.!'® Second, there are also situations
where the advantage of one process methodology toward the other one
may change over time if entrepreneurs are moving from “risky” to “uncer-
tain” situations, and vice versa.!!l In any case, both theories provide illus-
trative examples of how economics conceptualize the action-related logics
of entrepreneurs and which role legal regulation may play with respect to
the knowledge base for their activities.

106 See Alvarez and Barney, ibid., p. 32.
107 See Alvarez and Barney, ibid., p. 36.
108 See Alvarez and Barney, ibid., pp. 36 and 37.
109 See Alvarez and Barney, ibid., pp. 33 and 34.
110 See Alvarez and Barney, ibid., p. 35.
111 See Alvarez and Barney, ibid., p. 34.
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1. Innovation and entrepreneurship

¢) Strategic management: Causation and effectuation

This leads to the third aspect being of interest for this thesis. Economics
discuss two approaches describing in more detail the different logics of
how entrepreneurs may decide and act in specific situations named “cau-
sation” and “effectuation”. Sarasvathy describes these two approaches as:
“Causation processes take a particular effect as given and focus on select-
ing between means to create that effect. Effectuation processes take a set
of means as given and focus on selecting between possible effects that can
be created with that set of means.”!!2 Sarasvathy exemplifies the implica-

tions of this approach as:

Causation Processes

Effectuation Processes

Givens

Effect is given

Only some means or tools are
given

Decision-making selection cri-
teria

Help choose between means to
achieve the given effect
Selection criteria based on ex-
pected return

Effect dependent: Choice of
means is driven by characteris-
tics of the effect the decision
maker wants to create and his or
her knowledge of possible
means

Help choose between possible
effects that can be created with
given means

Selection criteria based on af-
fordable loss or acceptable risk
Actor dependent: Given specific
means, choice of effect is driven
by characteristics of the actor
and his or her ability to discover
and use contingencies

Competencies employed

Excellent at exploiting knowl-
edge

Excellent at exploiting contin-
gencies

Context of relevance

More ubiquitous in nature
More useful in static, linear,
and independent environ-
ments

More ubiquitous in human ac-
tion

Explicit assumption of dynam-
ic, nonlinear and ecological
environments

Nature of unknowns

Focus on the predictable aspects
of an uncertain future

Focus on the controllable as-
pects of an unpredictable future

Underlying logic To the extent we can predict fu- | To the extent we can control fu-
ture, we can control it ture, we do not need to predict it
Outcomes Market share in existent markets | New markets created through al-

through competitive strategies

liances and other cooperative
strategies

Table: Differentiating Aspects of Causation and Effectuation Processes (words in bold
and/or italic highlighted by the author)'!3

112 See Sarasvathy, Causation and Effectuation, p. 245.
113 Following Sarasvathy, ibid., p. 251.

69

hitps://doi.org/10.


https://doi.org/10.5771/9783845290843 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by/4.0/
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Fueglistaller et al. refer to both approaches in order to illustrate the pro-
cess of strategic management. They define the term “strategy” as the “sys-
tematic planning of all business activities and processes in order to pursue
long-term competitive advantages.”!!# The classic strategic management
process is usually categorized along four phases: Analysis, development
of strategic goals, strategic execution, and control.'!’> In contrast to such a
linear-causal approach, the effectuation approach focuses on the means
available in a specific situation and the iterative-nonlinear development of
the strategic aims. The effectuation approach thus, fits well situations de-
fined by many unknown factors in which, for example, startups mainly op-
erate.!10

d) Entrepreneurial contexts: The Law as one influencing factor in
innovation processes amongst others

Focusing on specific situations and the means actually available for an en-
trepreneur, the context plays a more important role. Welters highlights the
importance that specific historical, institutional, societal and social con-
texts can have in determining the resources, as well opportunities and
boundaries for entrepreneurial activities. From this perspective, the legal
regulatory framework is, as an example of formal institutions, one impact
factor for “entrepreneurship as taking place in (further) intertwined social,
societal, and geographical contexts, which can change over time and all of
them which can be perceived as an asset or a liability by entrepreneurs”
(word in brackets added by the author).!17 Welters also stresses the recur-
sivity of links between these contexts during the entrepreneurial pro-
cess.!18 Innovation produced by entrepreneurs hence, is not the result of a
one-dimensional and linear process, but of a multi-factor-based non-linear
process.!!® Fagerberg highlights this interdependency as an essential rea-

114 See Miiller et al., Entreprencurship — Strategy and business model, p. 138:
“Strategie: Die planvolle Ausrichtung sdmtlicher Unternehmensaktivitdten und
-prozesse zur Erzielung langfristig wirkender Wettbewerbsvorteile.”

115 See Miiller et al., ibid., p. 143.

116 See Miiller et al., ibid., p. 147 to 150.

117 See Welter, Contextualizing Entrepreneurship, pp. 172 and 176.

118 See Welter, ibid., pp. 177.

119 See Neveling et al., ibid., pp. 371 and 372 with references to J. S. Metcalfe, Im-
pulse and Diffusion in the Study of Technical Change, Futures 13 (1981), p. 347,
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son for why many inventions take time turning, if at all, into an innovation
as: “There may not be sufficient need (yet!) or it may be impossible to
produce and/or market because some vital inputs or complementary fac-
tors are not (yet!) available.”120 Mayer-Schonberger concludes from this
that many current laws suffer from a conceptual flaw because they would
imply, in his opinion, a linear model of innovation processes. Taking the
multi-dimensional and non-linear model seriously, the legislator should
give up its reactive approach and understand itself, instead, as proactive
actor directly creating — equally beside the other mechanisms (be they
technical, social, cultural etc.) — business opportunities, and not only facil-
itating them.12!

2. Regulation of innovative entrepreneurship

The preceding illustration of Entrepreneurship theories provides several
links in order to answer the question of how innovation may be regulated
through the law. First, considering entrepreneurs as the main driver of in-
novation (in which organizational form ever this occurs)!?? they appear to
be appropriate addressees of laws aiming to regulate such innovation. Sec-
ond, the action-oriented approach of entrepreneurship theories, in particu-
lar, the Discovery and Creation Theory corresponds to the regulatory ap-
proach applied in this thesis, which focuses, equally, on action.!2? Third,
entrepreneurship models describing the entrepreneurial process corre-
spond with the observation made in practice, as well as in regulation theo-
ry, that innovation often, if not mainly, occurs in highly dynamic non-lin-
ear processes, and not in causal-linear ways.!2* There are indeed causal-
linear innovation processes, such as in research science; however, aca-
demics stress that most innovations do not occur in research settings but
instead is driven by the experience of users and, thus, in more non-linear

as well as K. J. Schmidt-Tiedemann, A New Model of the Innovation Process 25
(1982), pp. 18 ff.

120 See Fagerberg, ibid., pp. 5 and 6.

121 See Mayer-Schonberger, The Law as Stimulus: The Role of Law in Fostering In-
novative Entrepreneurship, pp. 180 to 183.

122 See Fueglistaller et al., Entrepreneurship — Basics, pp. 12 and 13.

123 See above under point A. I1. Research questions and approach.

124 Cf. above under point A. I. 4. Practical examples referring to two typical scenar-
ios, and A. II. Research questions and approach.
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environments.!25 Finally, the context-oriented view of entrepreneurship re-
search corresponds with the self-understanding of the regulatory approach
considering the law as just one mechanism beside further ones, such as in-
formal norms or geographical conditions.!'? Even if there is neither a
common understanding of innovation or entrepreneurship research, in gen-
eral, nor a holistic theory of entrepreneurial processes and its contextual-
ization, in particular, the preceding aspects make it suitable as a conceptu-
al model of reality for doing research on the effects of legal regulation in-
struments on processes of innovation.!2” The following paragraphs shall
shed further light on the various effects of regulation on “innovative en-
trepreneurship” discussed in entrepreneurship as well as legal literature.

a) Do laws simply shift societal costs either protecting against or being
open to innovation?

The legislator may shape laws conflicting with the non-linearity of inno-
vation processes in order to protect individuals concerned. The principle
of purpose limitation could be considered as an example for such a law, at
least so long as it requires from the controller to exactly specify the in-
tended use of personal data and then strictly limit the later use to this ini-
tial specification. Such an understanding of the principle of purpose limi-
tation principally conflicts with the openness of innovation processes be-
cause it does not allow controllers to use the data for purposes other than
for those that the controller could foresee when the data is collected. May-
er-Schonberger describes such a law as simply shifting costs between dif-
ferent groups in society. He gives an example of labor law in order to il-
lustrate his opinion: The legislator can structure labor law in such a way,
allowing entrepreneurs to easily hire and fire employees. On the one hand,
this would enable entrepreneurs to save costs, i.e. constantly adapt expens-
es for human resources to the actual need at low transaction costs. On the
other hand, either the employee concerned has to bear the costs for finding
new employment (or other ways of financing his or her living expenses) or

125 See Fagerberg, ibid., Box 1.3 “What innovation is not: the linear model®, p. 11.

126 Cf. above under point A. II. Research questions and approach.

127 See again Fagerberg, ibid., p. 1; Fueglistaller et al., ibid., p. 6; Moroz and Hindle,
ibid., p. 781; Welter, ibid., p. 177.
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the state for supporting the unemployed.!2® In light of this, the principle of
purpose limitation as described before may be considered as simply shift-
ing costs from the individual concerned to the controller referring to an as-
sumption as: If the later use of personal data is limited to the originally
specified purpose, the individual (or the social welfare state) may suffer
less harm and though have less costs; the controller bears these costs, in
turn, being limited in its innovation process.

b) Principles between openness toward innovation and legal uncertainty

In contrast, the legislator might also choose another way and decrease
costs overall. Instead of shaping a law that only shifts costs from one
group in society to another, the legislator might “also influence the proba-
bility of incurring a cost even when holding expected values (and thus
costs for taxpayers) constant, thus prompting more people to engage in en-
trepreneurial activity”.12? In the first instance, principles may be consid-
ered as such a regulation instrument. As illustrated in the introduction, the
legislator does not often have sufficient knowledge for determining pre-
cisely the circumstances of an entrepreneurial process and its impact on
society. Therefore, the legislator can choose to establish principles, which
leaves private companies more room in finding the best solutions them-
selves in order to meet the regulatory aim. Indeed, this form of regulation
decreases legal certainty because the companies are not able to state
whether or not they actually meet the regulator’s exact expectations.!30 So
far, at least, from this perspective, the principle of purpose limitation does
not simply shift costs from the individuals to the controllers. Instead, it
gives controllers room to find the best solution to apply the principle of
purpose limitation and, thus, different ways of avoiding costs, not only for
themselves, but also for the individuals concerned. This approach assumes
that it is possible, in principle, for the controller to use, for example, per-
sonal data in a very broad way, or even for another purpose than initially
specified, so that the way the data is being used does not harm the individ-
ual, and thus, does not lead in an increase in costs for the individual or so-

128 See Mayer-Schonberger, ibid., with further examples on pp. 175 ff.

129 See Mayer-Schonberger, ibid., p. 180, see also pp. 176/177.

130 Cf. again Raab and De Hert, ibid., p. 278; Eifert, ibid., cip. 25 and 26; Franzius,
ibid., cip. 7, 17, 81 to 103;.
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ciety. If this assumption turned out to be correct, i.e. no costs for the indi-
vidual or society, the subsequent question is: what impact the decrease of
legal certainty has on entrepreneurial activity.

aa) Legal (un)certainty as a factor that mediates the regulatory burden

In order to answer this question, two empirical studies shall be highlight-
ed. First, the study conducted by Hartog et al. examined the impact of the
regulatory burden and rule of law on entrepreneurial activity. Their results
confirmed previous works “suggesting that social security entitlements,
taxes, and employment protection legislation are negatively associated
with (different forms of) entrepreneurial activity.”!3! This result corre-
sponds to Mayer-Schonberger’s understanding of the type of regulation
that shifts costs from one group in society to another. However, their study
additionally came to the (seemingly) counter-intuitive result that countries
with stronger rule of law had lower entrepreneurial activities. The authors
considered this result as counter-intuitive because they assumed that a
strong rule of law would not only hinder entrepreneurial activity, but
would also help entrepreneurs, for example when they want to enforce
their own contracts that they have concluded with third parties.!3? Hartog
et al. considered that a possible reason for this result was that because, in
developed countries, primarily large enterprises profit from the benefits of
a strong rule of law.!33 The second study, which was conducted by Levie
and Autio, proposes a more detailed explanation for this phenomenon:
“Entrepreneurial and new ventures face disproportionately high compli-
ance costs, because their small initial size makes it costly for them to
maintain compliance functions internally. For industry incumbents, whose
large size permits a greater degree of internal specialisation and the main-
tenance of a larger administrative function in absolute terms, compliance
costs are less significant.”134 If one were to pre-suppose that there is a
causal relationship, these considerations lead to the result that higher legal

131 See Hartog et al., Institutions and Entrepreneurship: The Role of the Rule of Law,
p. 3.

132 See Hartog et al., ibid., p. 8.

133 See Hartog et al., ibid., p. 3.

134 See Levie and Autio, Regulatory Burden, Rule of Law, and Entry of Strategic
Entrepreneurs: An International Panel Study, p. 1411.
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certainty hinders innovative entrepreneurs, rather than enabling them to
pursue their activity. At least this is the case, so long as the entrepreneur’s
organizational structure remains so small, that the bearing of compliance
costs still is disproportionate.

In this study, Levie and Autio however, came to a more nuanced result.
They took a deeper look at the particular interplay between the regulatory
burden and the rule of law and its effects on strategic entrepreneurial deci-
sions. Referring, amongst other unities of analysis, to an individual’s deci-
sion to enter into business and, conceptually, to Signaling Theory, they as-
sumed that individuals, who aim to profit most from their decisions, make
their decisions in light of how they perceive the influence of institutional
factors within society in relation to their activities. Similar to Mayer-
Schonberger’s understanding of a regulation shifting costs between differ-
ent societal groups, the way how entrepreneurs perceive these factors reg-
ulates “the distribution of profits between stakeholders and, thus, the accu-
mulation and approbiability of returns to entrepreneurial efforts.”!35 Levie
and Autio concluded a further conceptual dimension from this: their find-
ings confirmed, firstly, the already known assumption that a “lighter regu-
latory burden (is) associated with a higher rate and relative prevalence of
strategic entrepreneurial entry (word in brackets added by the author).”13¢
However, the new finding was that rule of law “moderates this effect such
that regulation has a significant effect on strategic entry only when rule of
law is strong.”!37 Instead of a weaker rule of law, as considered by Hartog
et al., Levie and Autio thus suggest that a stronger rule of law enables en-
trepreneurship, under the condition that the regulatory burden is low.

In order to explain this suggestion, Levie and Autio generally consid-
ered four different types of interrelationships: First, if the rule of law is
weak and the regulatory burden is heavy, corrupt officials get the opportu-
nity to siphon off entrepreneurial rents; even if corruption is low, strategic
entrepreneurs are more likely to interact with officials than non-strategic
entrepreneurs and, thus, run a higher risk of being regulated heavily. Sec-
ond, if the rule of law is weak and the regulatory burden is light, corrupt
officials have fewer opportunities to siphon off entrepreneurial rents; how-
ever, entrepreneurs are less able to defend their own interests against other
private parties by means of law. Third, if the rule of law is strong and the

135 See Levie and Autio, ibid., p. 1395.
136 See Levie and Autio, ibid., p. 1392.
137 See Levie and Autio, ibid., p. 1392.
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regulatory burden is heavy, officials have fewer opportunities to siphon off
entrepreneurial rents and entrepreneurs are able to defend their interests
against other parties by legal means; however, they must pay the costs re-
sulting from a heavy (effective) regulation. Consequently, Levie and Autio
promote the fourth case as the best solution; if the rule of law is strong and
the regulatory burden is low, entrepreneurs do not end up paying for cor-
ruption costs resulting from heavy regulation, but they also have sufficient
legal means to defend their interests.!3® Even if their study referred to the
distribution of profits between entrepreneurs and employees and, thus, to
the choice of being a potential employer or an employee,!3? they draw a
more general conclusion as: “Bureaucracy and red tape hamper en-
trepreneurial growth and divert scarce resources of potentially high-
growth entrepreneurial firms away from their core business. Regulations,
then, can adversely affect the prevalence and anatomy of entrepreneurial
activity, particularly in countries in which the rule of law is respected.”!40
Thus, in their opinion, if the regulatory burden is low, high legal certainty
not only enables innovative large companies, but also small and middle-
sized companies.

bb) Conditioning further legal certainty as a promoting factor for
entrepreneurial activity

These results lead back to Mayer-Schonberger’s approach. He considers a
strong rule of law as an incentive for entrepreneurial activity. He argues
that in light of the many uncertainties entrepreneurs are confronted with,
they generally prefer to precisely know what the law expects from them.
In Mayer-Schonberger’s opinion, this knowledge would enable them to
calculate their legal risks and associated costs. From this point of view,
“the role of the legal system in facilitating entrepreneurial activity is to re-
duce the uncertainties that entrepreneurs perceive.”!4! Mayer-Schonberger
refers, similarly to Levie and Autio, to the Expected Utility Theory. How-

138 See Levie and Autio, ibid., pp. 1400 and 1401.

139 See Levie and Autio, ibid., pp. 1395 and 1396.

140 See Levie and Autio, ibid., p. 1411.

141 See Mayer-Schonberger, ibid., pp. 177 and 178; cf. also Kloepfer, Law enables
Technology — About an understimated function of environmental and technology
law, p. 417 and 418.
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ever, he emphasises that the focus should be on how the law may play a
decisive role in entrepreneurial risk calculation: In light of the individually
different capabilities of evaluating risks, Mayer-Schonberger clarifies, at
first, that more legal certainty does not necessarily lead to better en-
trepreneurial decisions but, at least, to more entrepreneurial activities. Sec-
ond, in light of empirical findings demonstrating that individuals become
more risk-averse the higher the potential payoff is, he suggests to increase
legal predictability if entreprencurs face high benefits or costs. Third,
since individuals are more risk-averse when they evaluate potential bene-
fits and more risk-taking regarding possible losses, he proposes “that law-
makers should focus on making legal rules more certain for financial
benefits offered to entrepreneurs, like subsidies, rather than costs, like tax-
es”.142 He concludes that this perspective would enable the regulator to
enhance entrepreneurial activity without decreasing protection, i.e. in-
creasing costs, for third parties.!43

¢) Interim conclusion with respect to the principle of purpose limitation

So far, there appears to be a conflict. In the first instance, the principle of
purpose limitation is principally open toward innovation because it leaves
data controllers enough room to find the most cost effective way of apply-
ing the principle. However, in the second instance, the principle of pur-
pose limitation decreases legal certainty and therefore fails in enhancing
entrepreneurial activity. However, the previous considerations allows us to
come to the conclusion that there are different hypotheses regarding the
interplay between the principle of purpose limitation and data-driven inno-
vation:

First, legal certainty acts as an incentive for entrepreneurs to apply the
law, so long as the regulatory burden does not turn red tape. Whether this
is the case or not with respect to the principle of purpose limitation de-
pends on its interpretation and application in the specific case. Second, the
higher the potential payoff for entrepreneurs is, the better legal certainty
can act as an incentive to apply the principle of purpose limitation. This
means that mechanisms clarifying how to apply the principle of purpose

142 See Mayer-Schonberger, ibid., pp. 179 and 180.
143 See Mayer-Schonberger, ibid., p. 180.
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limitation only work better the more the data controllers potentially stand
to lose or gain. The first might be the case if the penalties for non-compli-
ance with the principle of purpose limitation are so high that the controller
would consider its execution as a real loss. The second might be the case if
the controller is going to break through in gaining users, customers or fi-
nancial investors for their product, service or enterprise and these parties
require, in exchange for giving data controllers their trust (i.e. personal da-
ta, money or investment), an assurance that the controller is applying the
law (the principle of purpose limitation). This second case refers to the so-
called competitive advantage of data protection law:!4* Users may only
disclose their data to the data controller or customers may only pay for the
product if certain data protection principles are met. Financial investors
might verify whether the data controller has complied with data protection
law, similarly to compliance with copyright law, as a condition for their
investment. Indeed, there is little scientific evidence to what extent users,
customers, or investors really expect such a compliance with data protec-
tion law. However, there is at least a study which demonstrates that users
prefer products from online merchants with better privacy policies even if
they have to pay a higher price for the product.!#> In any case, so long as a
user or customer base does not yet constitute a real asset for the data con-
troller or it does not need an external investment, these requirements do
not serve an incentive per se. However, the moment where these factors
constitute an asset for the controller, the second hypothesis becomes rele-
vant: Since potential gains serve better than potential losses as incentive,
the legislator should focus more, if it had to choose, on increasing legal
certainty enabling entrepreneurs to exploit a competitive advantage than
on penalties.

144 See, instead of many others, the ”Statement by Vice President Neelie Kroes, on
the consequences of living in an age of total information’ from the 4th of July
2013, retrieved on the 10th of March 2016 from http://europa.eu/rapid/press-relea
se MEMO-13-654 en.htm.

145 See Nissenbaum, Privacy in Context, p. 106 referring to Tsai, J., Egelman, S.,
Cranor, L., and Acquisti, A. 2007. The Effect of Online Privacy Information on
Purchasing Behavior: An Experimental Study. Paper presented at the 6th Work-
shop on the Economics of Information Security (WEIS), Carnegie Mellon Uni-
versity, Pittsburgh, PA, p. 35.
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II. Data protection as a risk regulation

After having illustrated how economic models about innovative en-
trepreneurship provide links for doing research on the regulation of inno-
vation, this sub-chapter draws the attention to the other side of the regu-
lation of data-driven innovation, i.e. the protection against the risks. In the
preceding considerations, the terms “risks”, “dangers”, “threats” and
“harms” were already mentioned frequently, even if, however, rather casu-
ally. The following considerations clarify the meaning of these terms and
how they serve, conceptually, as links for regulation.

1. Risk terminology oscillating between “prevention” and “precaution”

Legal scholars stress the function of data protection law as a regulation of
risks.14¢ And many data protection sources indeed aim to regulate risks
caused by the processing of personal data. The revised OECD Guidelines
Governing the Protection of Privacy and Transborder Flows of Personal
Data define, for example, its scope of application by referring to personal
data as “which, because of the manner in which they are processed, or be-
cause of their nature or the context in which they are used, pose a risk to
privacy and individual liberties.”!47 With respect to the EU directive
95/46/EC on the protection of individuals with regard to the processing of
personal data and on the movement of data (Data Protection Directive),
the Article 29 Data Protection Working Party stresses that the risk-based
approach is “not a new concept, since it is already well known under the
current Directive 95/46/EC.”!48 Indeed, in several provisions, the Data
Protection Directive explicitly refers, for instance, to “the risks represent-
ed by the processing” (regarding data security under Article 17), to “spe-
cific risks to the rights and freedoms of data subjects” (regarding prior
checking under Article 20), and to the proportionality test (general clause

146 See Kuner et al., Risk management in data protection; Costa, Privacy and the pre-
cautionary principle; Gellert, Data protection: a risk regulation? Between the risk
regulation of everything and the precautionary alternative.

147 See OECD Guidelines Governing The Protection Of Privacy And Transborder
Flows Of Personal Data in Article 2.

148 See the Article 29 Data Protection Working Party, Statement on the role of a risk-
based approach in data protection legal frameworks, p. 2.
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for the controller’s legitimate interests under Article 7 lit. ) that is typical
for risk regulation regimes.!#’ In the forthcoming General Data Protection
Regulation (GDPR), risks play an even more important role, in particular,
with respect to the so-called risk-based approach. Veil categorizes the mul-
titude of terms referring to the risk-based approach and its legal conse-
quences. For example, while one category referring to high risks can lead
to the application of specific requirements, another category referring to
low risks may result in the exclusion of requirements; yet another category
determines, for instance, the extent and manner of how data controllers
must implement measures protecting against risks.!>? In this last regard,
Article 24 of the General Data Protection Regulation provides for a central
provision stating as:

“Taking into account the nature, scope, context and purposes of the process-
ing as well as the risks of varying likelihood and severity for the rights and
freedoms of individuals, the controller shall implement appropriate technical
and organisational measures to ensure and be able to demonstrate that the
processing of personal data is performed in compliance with this Regulation.
These measures shall be reviewed and updated where necessary.”'5!

The Article 29 Data Protection Working Party stresses that such a risk-
based approach “goes beyond a narrow ‘harm-based-approach’ that con-
centrates only on damages and should take into consideration every poten-
tial as well as actual adverse effect, assessed on a very wide scale ranging
from an impact on the personal concerned by the processing in question to
a general societal impact (e.g. loss of social trust).”152

From a historical perspective, indeed, it is not a new idea to focus on
risks, thus, on a moment before a danger occurs. The idea behind such a
temporal extension of protection is that a protection for an individual, who
might be the subject of the use of information, could be too late if he or
she was only able to claim against the specific use of that information after
it had been collected. Legal scholars had recognized, very early in the dis-
cussions about data protection, as well as privacy that a protection against

149 With respect to the last aspect, see Kunert et al., ibid., p. 98, as well as Costa,
ibid., p. 19.

150 See Veil, GDPR: Risk-based approach instead of rigid principle of prohibition,
pp. 351 and 352.

151 Cf. already the Article 29 Data Protection Working Group, Opinion 3/2010 on the
principle of accountability.

152 See the the Article 29 Data Protection Working Group, Statement on the role of a
risk-based approach in data protection legal frameworks, p. 4.
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the collection of the data (providing the basis for the information), can in-
stead be more effective. For instance, in 1969, Miller highlighted that “the
most effective privacy protection scheme is one that minimizes the
amount of potentially dangerous material that is collected and preserved; a
regulatory scheme that focuses on the end use of the data by governmental
or private systems might be a case of too little, too late.”!53 The reason for
this fear is that once information is spread, in metaphorical words, the cat
is led out of the bag, and it is difficult to get it back. Once the State or a
private entity knows something about somebody else, it can base its deci-
sions (with all possibly negative consequences for the individual con-
cerned) on this knowledge.!>* Thus, from a regulatory perspective, it
seems to be more difficult to enforce the State or a private entity not to
base its decisions on this knowledge than to regulate the collection of the
personal data as the source of this informational risk.

Such a risk-related regulatory approach plays also an important role in
Germany. Costa refers to the so-called precautionary principle that was
first formalized by Germany during the 1970’s in environmental law;!5
and Gellert quotes the “pioneering” data protection legislation established
by the German Land Hessen that “implicitly frames data protection as a
risk regulation regime since one of its purposes is to: ‘safeguard the con-
stitutional structure of the state (...) against all risks entailed by automatic
data processing’.”15¢ The German legal scholar RoBnagel draws the atten-
tion to the regulator’s protection instruments resulting from such a risk ap-
proach. He highlights the principle of data minimization as an example for
the precautionary principle because it extends, similar to the minimization
principle in environmental law, the protection provided for by preventative
means by adding precautionary means. In his opinion, the requirement of
data minimization particularly goes beyond the necessity requirement (i.e.
that the data processing must be necessary for achieving the purpose of the

153 See Miller, Personal Privacy in the Computer Age: The Challenge of a New
Technology in an Information-Oriented Society, p. 1221.

154 See Grimm, Data protection before its refinement, p. 586.

155 See Costa, ibid., p. 4, referring to Olivier Godard, “Introduction générale®, in:
“Le principe de précaution dans la conduite des affaires humaines* (Paris: Edi-
tions de la Maison des sciences de I’homme Institut National de Recherche
Agronomique, 1994), p. 25.

156 See Gellert, ibid., p. 5, referring to Lee A Bygrave, Data Protection Law—Ap-
proaching Its Rationale, Logic, and Its Limits (Kluwer, The Hague; London; New
York 2002), 39, at 5.
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processing intended) because the latter depends on a specific purpose
while the first questions the purpose per se. Thus, the principle of data
minimization does not require asking whether or not the processing is nec-
essary for a given purpose but whether the purpose as such can be formu-
lated more narrowly in order to minimize the data collection as a whole. In
light of this, Roflnagel differentiates between both principles pursuant to
their range of protection: while the necessity requirement serves the pre-
vention of dangers, the requirement of data minimization is a means of
precaution.!’” This consideration leads to the question of how to differen-
tiate, actually, between prevention and precaution.

2. Sociological approaches defining “dangers” and “risks”

The German legal scholar Jaeckel considers the difference between pre-
vention and precaution as corresponding to the question of how to differ-
entiate between dangers and risks.!58 Indeed, while there is common sense
in the meaning of an actual harm or damage, e.g. “a loss to a person or
their property”!%9, the precise meaning of terms like danger and risk refer-
ring to a potential harm (i.e. overall threat) is less clear. Jaeckel gives an
overview about sociological and legal conceptions of how to differentiate
between dangers and risks.!®® From a sociological perspective, she high-
lights the concepts proposed by Evers and Novotny, on the one hand, and
Luhmann, on the other hand.

Evers’ and Novotny’s starting point is to define “risk” as a term seeking
to make dangers calculable. Thus, the specific knowledge about the proba-
bility and severity of a threat turns dangers into risks.!! Subsequently, Ev-
ers and Novotny draw the attention to the normative dimension of risks.

157 See RoBnagel, The Requirement of Data Minimization, pp. 43 to 45.

158 See Jaeckel, Differentiating between Danger and Risk, p. 117; Prevention of
Danger through Law and Legal Conceptualization of Risk, p. 70.

159 See, for example, Costa, ibid., p. 14.

160 See Jaeckel, Prevention of Danger through Law and Legal Conceptualization of
Risk, pp. 49 ff.

161 See Jaeckel, ibid., pp. 51 and 52, by referring to Evers and Novotny, Umgang mit
Unsicherheit, Suhrkamp 1987, Berlin; cf. also Gellert, ibid., pp. 7 and 13, refer-
ring to Patrick Peretti-Watel, La société du risque (Reperes. La Découverte, Paris
2010); Olivier Borraz, Les politiques du risque (Presses de Sciences Po, Paris
2008), Jenny Steele, Risks and Legal Theory, vol 68 (Hart Publishing, Oxford,
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They stress that the difference between dangers and risks depends on its
general perception in today’s society. For example, citizens express their
concerns and fears about a certain issue like environmental pollution or
state surveillance based on an abuse of personal data because there is a so-
cietal consensus that environmental health or privacy or autonomy in a
democratic civil society is a value. Thus, the moment citizens perceive a
non-calculable threat for environmental health, their privacy or autonomy,
this perception can turn a risk back to a danger for these values. Jaeckel
stresses Evers’ and Novotny’s conclusion that mathematic and system-an-
alytical methods of calculating risks alone can hence not explain the treat-
ment of uncertainties in a society; instead, this treatment also depends on
its normative expectations. 162

Luhmann, in contrast, differentiates between dangers and risks pursuant
to the question of who is considered as responsible for the (potential)
harm. If the harm is considered as resulting from an external factor, Luh-
mann refers to the term “danger”; instead, there is a risk if the harm is
considered as resulting from a human decision. Jaeckel considers this per-
spective as interesting from a legal viewpoint because it illustrates that not
only decisions which lead to active action but also decisions not to act,
may in itself be considered as causing risks. For example, the prohibition
of a certain medicine against a certain disease can avoid risks resulting
from unwanted side effects but, simultaneously, create or increase the risk
caused by the disease itself. This nature of decisions as a two-sided sword

UK; Portland, Oregon 2004) 21, Jacqueline Peel, Science and Risk Regulation in
International Law (Cambridge University Press, Cambridge, UK 2010) 79-80.

162 See Jaeckel, ibid., pp. 51 and 52, by referring to Evers and Novotny, Umgang mit
Unsicherheit, Suhrkamp 1987, Berlin; cf. also van Dijk, Gellert and Rommetveit,
A risk to a right? Beyond data protection risk assessments, p. 13, referring,
amongst others, to Felt U,Wynne B, Callon M, Gongalves ME, Jasanoff S, Jepsen
M, et al. Taking European knowledge society seriously (report of the expert
group on science and governance to the science, economy and society directorate,
directorate-general for research). Luxembourg: European Commission; 2007, as
well as Irwin A,Wynne B, editors. Misunderstanding science? — the public recon-
struction of science and technology. Cambridge: Cambridge University Press;
1996; see, regarding the German perspective, at Forum Privatheit, White Paper —
Data Protection Impact Assessment, pp. 29 and 30.
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leads to the result that potential negative effects must always be weighed
against potential positive effects in order to determine the overall risk.!®3

In any case, Jaeckel comes to the conclusion that both concepts do actu-
ally not correspond to approaches developed so far in (German) legal liter-
ature: Luhmann’s concept does not help, in her opinion, determine the real
risk or danger and, therefore, does not answer the question of which pro-
tection instruments are needed in order to establish against real risks or
dangers. And the concept by Evers and Novotny contradicts the legal dis-
cussion considering the relationship between danger and risk in the re-
verse direction. In Germany, at least, the legal discussion considered that a
danger was the calculable threat, whereas a risk was considered as an un-
certain threat that could not comprehensively be grasped.!64

3. German legal perspectives: Different protection instruments for
different types of threat

In Germany, initially focusing on police law, the debate centered, for more
than a century, on the notion of prevention of danger. In contrast, the legal
debate started to develop the notion of precaution against risks in the
1980°s, holding the reference to this relatively new term as a necessary an-
swer to the scientific and technological progress.!®> This progress pro-
duced a new type of threat that did not appear to fit to the classic under-
standing of a danger. The debate discovered, in particular, the following
characteristics: First, these threats only become apparent after a long peri-
od had lapsed and/or when it is looked at from a global perspective; sec-
ond, only the combination of several issues, which are, per se, not risky if
they remain a singular phenomenon, together cause a threat; or third, a
threat is indeed extremely unlikely but runs the risk of causing an ex-

163 See Jaeckel, ibid., pp. 53 to 56, referring, amongst others, to Luhmann, Soziolo-
gie des Risikos, pp. 30 1f, as well as, ibid., Die Moral des Risikos and das Risiko
der Moral, in: Bechmann, Risiko und Gesellschaft, pp. 327 and 331.

164 See Jaeckel, ibid., pp. 52 as well as 55 and 56.

165 See Jaeckel, ibid., p. 57, referring, amongst others, to decisions of the Prussian
Higher Administrative Court (PreuBisches Oberverwaltungsgericht) as well as to
Murswiek, Die staatliche Verantwortung fiir die Risiken der Technik, p. 80, and
Kloepfer, Umweltrecht, 1. Auflage 1989, p. 45 cip. 46.
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tremely severe and irreparable harm.!¢ In light of the perception of such
risks in society as a new form of threat, the legislator started to use the
term in law, and the legal discussion started to react to this term by clarify-
ing its precise meaning and extent.

a) Protection pursuant to the degree of probability

At first, the legal discussion elaborated on a three-layered model differen-
tiating between dangers, risks, and remaining risks combined with differ-
ent legal consequences: While a regulator had to strictly prevent a danger,
it could only minimize a risk; and there also is a remaining risk that had to
be accepted without protection against it. On the basis of this differentia-
tion, this model defined the term danger as a situation that may turn, with
sufficient probability, into a harm for a specific object of protection if no-
body were to stop this causal chain. Certainty about the harm, thus, is not
necessary; however, the concept of harm as being an only possible threat
was considered as insufficient for regulation. Between these two poles, i.e.
certainty and possibility, the regulation depended on the probability of the
harm. Indeed, there is no fixed probability required, instead, the following
balancing exercise had to be carried out: The more severe the potential
harm is, the less probable it had to be in order to create a state duty of pro-
tection, and vice versa. Indeed, the moment the existence of a danger
could be determined, the State had to prevent it, irrespective of how much
effort had to be spent on prevention; in the worst case scenario, the State
or any other party had to refrain from the action or decision that caused
the danger.1¢7

In contrast to such a prevention of dangers, precaution against risks
takes place before preventative measures can protect against threats. Pur-
suant to the three-layered model, a situation is risky if harm is possible but
the methods elaborated with respect to a danger cannot determine its prob-
ability. This might be the case because of one of the following three rea-
sons, which were mentioned previously: First, the negative effects of an
action or decision may take place too far in the future; second, its causality
is hard to determine because there are too many factors leading to the po-

166 See Jaeckel, ibid., p. 58 with reference to Murswiek, Die staatliche Verantwor-
tung fiir die Risiken der Technik, p. 80.
167 See Jaeckel, ibid., pp. 57 to 60 with further references.
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tential harm; or third, its probability is just too low. In light of the lower
threat of a risky situation than of a dangerous one, the regulator does not
have to prevent the threat as a whole but only to minimize it. Furthermore,
this duty depends on the technical possibilities, as well as the proportion-
ality between efforts and utility. Another difference between prevention of
a danger and precaution against risks is that the individual concerned has a
subjective right to protection only against dangers but not against risks. Fi-
nally, this three-layered model acknowledged a third category of threat,
i.e. remaining risks that must be socially accepted without having protec-
tion measures against it. This results from the fact that no technology can
guarantee full protection against all threats imaginable. A duty of protec-
tion against such threats would therefore be disproportionate and lead to a
prohibition of technology development.!68

Jaeckel confirms that this three-layered approach brought to light the is-
sue that there are different kinds of threats that require different protection
instruments. However, the problem of this model was that it only superfi-
cially provided a clear differentiation between dangers, risks, and remain-
ing risks. In fact, it was hardly possible to precisely determine which situ-
ation bears a danger, or a risk, or only a remaining risk. This uncertainty
was problematic because the three-layered model tied precise legal re-
quirements to these three categories: If one type of threat (i.e. danger) re-
quires preventative protection measures, another type of threat (i.e. risk)
requires minimizing measures, only, and a third type of threat (i.e. remain-
ing risk) requires no protection at all, then its differentiation should be
clear.!® In order to minimize this problem, legal scholars had therefore
proposed, a two-layered model that mainly differentiated between dangers
and risks, on the one hand, and remaining risks, on the other. This two-
layered model considered a risk as the umbrella term and a danger as a
specific type of risk. From this perspective, the term risk meant all possi-
ble threats, whereas a danger is a threat with a certain probability.!70
Jaeckel affirms that this concept enables one to tie different proportionate
protection instruments to different types of threats, without drawing an ar-
tificial and over-formalistic line of distinction. However, in her opinion, it
would nevertheless be helpful to clearly differentiate between dangers and

168 See Jaeckel, ibid., pp. 60 and 61 with further references.

169 See Jaeckel, ibid., pp. 62 to 63.

170 See Jaeckel, ibid., p. 66 referring to Murswiek, Die staatliche Verantwortung fiir
die Risiken der Technik, pp. 80 ff. and 335 ff.
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risks in order to choose the adequate and proportionate protection instru-
ments.!7!

b) Protection pursuant to the available knowledge in linear-causal and
non-linear environments

Tying into the conceptual approaches developed by Di Fabio and Ladeur,
Jaeckel finally comes to the conclusion that the actual difference between
dangers and risks consists in the methodologies for (administrative) “deci-
sions under uncertainty”:172 A danger refers to a type of threat that is,
based on individual and societal experience, which is already known so
that the State is able to react to it with an experienced set of methodolo-
gies. In contrast, the term “risk” refers to knowledge that is not certain.
This perceived uncertainty results from the conceptual shift from a linear
and causal approach to a non-linear and dynamic approach in understand-
ing the world.!”? In a non-linear dynamic world, “the loose connection be-
tween cause and effect requires new concepts for actions or decisions
based on uncertain knowledge: ‘The connection between action and
knowledge, which was made in the past through the term of danger, has to
be made today, under the conditions of increased complexity and uncer-
tainty, through the term of risk.””’!7* From this knowledge perspective, the
main difference between a danger and a risk hence is that an objective ob-
server having all the knowledge of the world is principally able to deter-
mine under which conditions a danger turns into harm; in contrast, regard-
ing risks, there is no objective knowledge horizon about the outcome of a
risk, instead, there principally is only a subjective point of view. In Jaeck-
el’s opinion, the regulator reacts to this paradigm shift (i.e. with respect to
the knowledge uncertainties) by introducing, more and more, subjective
elements into the law: First, by accumulating knowledge through the inte-
gration of expert groups and private entities and by stretching, second,
these procedures from a time perspective, as well as by binding them to

171 See Jaeckel, ibid., pp. 69 and 70.

172 See Jaeckel, ibid., p. 77.

173 See Jaeckel, ibid., pp. 78 to 80.

174 See Jaeckel, ibid., p. 81, quoting Ladeur, The Environmental Law of the Knowl-
edge Society: From the protection against dangers to the management of risks, p.
78.
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procedural rules; and third, by acknowledging that the introduction of le-
gal objectives, like broad legal terms and principles, corresponds with a
certain limitation of the judicial review. If knowledge is exclusively sub-
jective, then the Courts have to acknowledge this subjectivity and cannot
substitute it by their own “objective” point of view. Indeed, Jaeckel stress-
es that this limitation of judicial review only applies insofar as there really
is an uncertainty that limits the construction of an objective knowledge
horizon.173

¢) Interim conclusion: Fundamental rights determining the
appropriateness of protection

With respect to the protection instruments, preventative measures thus
seek to directly protect against dangers, i.e. linear-causal threats of suffi-
cient probability for specific objects of protection. In contrast, precaution-
ary measures react to the knowledge deficiencies resulting from dynamic
and non-linear environments. They serve to maintain possibilities for ac-
tion if there is, for example, no objective proof for a causal connection be-
tween a certain action and a later harm for a specific object of protection.
Therefore, they often refer, at first, to informational measures rather than
control. Jaeckel advocates that this conceptual difference enables the regu-
lator to choose, with respect to the particularities of a certain area of life,
the proportionate protection instruments for the different types of
threats.17¢ Indeed, the choice for the proportionate protection instruments
consists, of two different questions: The first question refers to the duty of
protection of the State. This question posed is: which type of threat re-
quires which protection instrument, in other words, whether preventative
or precautionary measures are necessary in order to (finally) avoid a po-
tential harm. The answer depends, similarly for the actual harm, on the
fundamental rights of the individuals concerned or other constitutional
guarantees (e.g. environmental protection under Article 37 of the Euro-
pean Charta of Fundamental Rights).177 The second question posed is:

175 See Jaeckel, Differentiating between Danger and Risk, p. 120.

176 Jaeckel, ibid., p. 123.

177 See Jaeckel, Duties of Protection in German and European Law, pp. 85 to 88 as
well as 165 and 166; cf. also van Dijk, Gellert and Rommetveit, A risk to a right?
Beyond data protection risk assessments, pp. 17 and 18.
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whether the protection instrument established in order to fulfill a State du-
ty of protection is proportionate or not. The answer to this question does
not only refer to the fundamental rights of the individual concerned, but
also on the fundamental rights of the entities (e.g. entrepreneurs), which
must apply this protection instrument. Thus, this answer therefore depends
on the balancing exercise between the opposing fundamental rights. This
balancing exercise may result in the fact that the prevention of a certain
action (e.g. its prohibition) that leads to a risk (not a danger) would be dis-
proportionate. In contrast, a precautionary measure, which only seeks to
gather information in order to potentially discover a danger is proportion-
ate. The reason is that the requirement to gather information infringes the
fundamental rights of the entrepreneur less, than the prohibition of its ac-
tions.!178

4. Searching for a scale in order to determine the potential impact of data
protection risks

The essential point here is that this doctoral thesis does not purport to de-
cide which definition of risks and dangers is appropriate. However, its aim
is to illustrate that there are different kinds of threats that require different
protection instruments. Therefore, this thesis mainly refers to the term,
“threat” or uses both terms “risks” and “dangers”, synonymously, unless
stated otherwise. In conclusion, amongst these threats, there are particular
situations where there is insufficient knowledge in order to specify an ob-
ject of protection threatened by a certain action or to determine a causal
link between this action and a potential harm. Costa describes the precau-
tion against these kind of threats, giving yet another definition, as based
on “hypotheses that have not been scientifically confirmed”, in contrast to
the prevention of “identifiable risks”.!7® In other words, “while the pre-
vention is the remedy against the exposure with regard to a known harm,
precaution is meant to avoid the mere possibility of suffering harm or

178 See Jaeckel, Duties of Protection in German and European Law, pp. 85 to 88 as
well as 165 and 166; Dietlein, The Doctrine of Duties of Protection of Basic
Rights, pp. 105 to 109; cf. Kuner et al., ibid., p. 98; see below in more detail re-
garding the duties of protection point C. I. b) The effects of fundamental rights on
the private sector.

179 See Costa, ibid., p. 15.
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loss.”180 From this point of view, both approaches of protection, i.e. pre-
vention of known risks and precaution against unknown risks, do not ex-
clude each other but, instead complement each other. Thus, when the risk
is “known” or “identified”, this is the essential moment when there is a
switch from precautionary to preventative measures. It is at this moment,
when the protection instruments do not primarily aim to identify a risk
anymore but instead to prevent it.!8! Such a differentiating approach is
particularly important if protection measures shall not forbid all future in-
novations, but instead, the protection instruments applied shall be propor-
tionate, respecting the conflicting constitutional positions, such as funda-
mental rights.!82

However, the most urgent challenge of such a “risk-based” approach
applied to data protection law is the question of how to determine the po-
tential harm, i.e. the object of protection that actually is threatened by a
certain action or decision. Many scholars stress that beyond common
sense, i.e. that not only material but also immaterial harm must be consid-
ered, there is little agreement on how to determine the corresponding
threats.183 This is a desperate situation for a regulation aiming to protect
against threats caused by the processing of personal data. The reason is
that effective protection is possible only if it is clear which of these threats
are legally relevant. The answer to this general question may lead, in par-
ticular, to further answers to more specific questions, such as: what kind of
information is actually needed in order to discover threats; which threats
must be accepted without having protection instruments against it; how to
avoid “rabulistic games” with numbers determining the probability and
severity of threats; and thus, how to avoid, firstly, that the risk-based ap-
proach undermines rights and duties provided for by fundamental rights
and, second, risk management processes provided for by ordinary data
protection law “may be perverted into a self-legitimation exercise that
serves no other purpose than that of managing operational and reputational

180 See Costa, ibid., p. 5.

181 Cf. Costa, ibid., pp. 2, 5, and 14 to 18.

182 See the criticism of the precautionary principle provided for by data protection, in
particular, at Thierer, Privacy Law’s Precautionary Principle Problem.

183 See, for example, Kuner et al., ibid., p. 97; Center for Information Policy Leader-
ship, The Role of Risk Management in Data Protection — Paper 2 of the Project
on Privacy Risk Framework and Risk-based Approach to Privacy, p. 13.
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risks, and which, ultimately, is itself a risk to the management of (primary)
risks.”184

III. Theories about the value of privacy and data protection

In order to answer this question, it is necessary to determine the overall
objective that data protection actually serves. It is necessary to stress that
this chapter does not yet precisely differentiate between theories, concepts,
or approaches of privacy, on the one hand, and data protection, on the oth-
er. Both terms are therefore (still) synonymously used.!8>

1. The individual’s autonomy and the private/public dichotomy

Without requiring a complete and detailed description of each single theo-
ry on this matter, Nissenbaum provides, in her book Privacy in Context, an
overview about “predominant themes and principles, as well as a few of
the well-known theories that embody them.”!8¢ In doing so, Nissenbaum
organizes these theories into two categories: First, theories that consider
privacy as related or even necessary for further moral or political values;
and, second, theories that attribute the legitimacy question of privacy to
the individual’s capacity to control a certain “private zone”.!87

With respect to the first category, i.e. theories connecting privacy with
further moral or political values, the individual’s autonomy plays an im-
portant role. There can be several threats endangering the autonomy of in-
dividuals who are concerned by the processing of personal data. Quoting
Stanley Benn, Nissenbaum defines autonomy as “self-determination em-
bodied in the individual ‘whose actions are governed by principles that are
his own’” and who ‘subjects his principles to critical review, rather than

184 See Gellert, ibid., pp. 14 to 17, referring, with respect to the quote, to Michael
Power, The Risk Management of Everything — Rethinking the Politics of Uncer-
tainty (Demos, London 2004), p. 19.

185 See, for example, in relation to EU law, the discussion about the terminological
(and conceptual) shift from “privacy* to “data protection” at Gonzalez-Fuster,
The Emergence of Data Protection as a Fundamental Right of the EU.

186 See Nissenbaum, Privacy in Context, p. 13.

187 See Nissenbaum, ibid., p. 73.
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taking them over unexamined from his social environment’”.!88 Nis-
senbaum acknowledges that such an understanding of autonomy might in-
deed be endangered in light of the thought experiment proposed by Jeffrey
Reiman called the “informational panopticum”:189 Similar to Jeremy Ben-
tham’s panoptic prison, the life of an individual trapped in an information-
al panopticum can be observed from one single point of view. Given the
current development of collection, aggregation, and analysis of personal
data, Nissenbaum considers such a thought experiment not as unreason-
able.10 Instead, she delves deeper into the four types of risks that Reiman
considers for an individual’s autonomy caused by the informational
panopticum: “risks of extrinsic and intrinsic losses of freedom, symbolic
risks, and risks of ‘psycho-political metamorphosis’”.191

An extrinsic loss of freedom arises when an individual suffers from
negative decisions by third parties due to information third parties are able
to gather about the individual. For example, an employer receives infor-
mation (that could be true or untrue) about the work performance of a po-
tential employee and decides not to give the potential employee the job
based on this information. An intrinsic loss of freedom results from ante-
ceding self-censorship because the individual fears such potential external
losses and therefore omits behaviors that could lead, once somebody else
is informed about it, to a negative decision made by others. The symbolic
risk refers to a lack of institutional bodies and concepts affirming the right
of the individual to act autonomously without having to fear losses of their
freedom. The fourth risk of psycho-political metamorphosis finally “fol-
lows Reiman’s speculation that if people are subjected to constant surveil-

188 See Nissenbaum, ibid., p. 81 quoting Stanley Benn (1971), Privacy, Freedom and
Respect for Persons, in: Privacy, ed. J. R. Pennock and J. W. Chapman, New
York: Atherton Press, pp. 1 to 27 (p. 24), reprinted in Philosophical Dimensions
of Privacy: An Anthology, ed. F. Schoeman. Cambridge: Cambridge University
Press, 1984, pp. 223—244.

189 See Nissenbaum, ibid., quoting Jeffrey Reiman (1995), Driving to the Panop-
ticum: A Philosophical Exploration of the Risks to Privacy Posed by the High-
way Technology of the Future, Santa Clara Computer and High Technology Law
Journal 11(1): pp. 27 to 44 (p. 33).

190 See Nissenbaum, ibid., p. 75 referring to Jeffrey Bentham (1995), The Panopti-
con Writings. M. Bozovic, ed. London: Verso.

191 See Nissenbaum, ibid., pp. 75 and 76 referring to Jeffrey Reiman (1995), Driving
to the Panopticum: A Philosophical Exploration of the Risks to Privacy Posed by
the Highway Technology of the Future, Santa Clara Computer and High Technol-
ogy Law Journal 11(1): pp. 27 to 44 (p. 42).
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lance, they will be stunted not only in how they act, but in how they think.
They will aspire to a middle-of-the-road conventionality — to seek in their
thoughts a ‘happy medium.’”!%2 From this perspective, a right to privacy
and/or data protection protecting against these threats indeed serves an in-
dividual’s autonomy.!®> However, Nissenbaum concedes that autonomy
does not require that individuals are totally free from any social influence.
It is a thin line to draw between coercion, manipulation, and deception, on
the one hand, and respecting the individual’s autonomy, on the other. In
particular, there is no proof that the processing of personal data leads, in
general and automatically, to harm for the autonomy, but only that it
may. %

The preceding considerations about the individual’s autonomy lead to
the second value of privacy, for human relationships. Several theorists
stress the value of privacy which enables individuals to decide who they
want to trust or not, i.e. it is the individuals who decide who they want to
share personal information with. Autonomy therefore is an important pre-
condition for developing relationships.!?> Finally, and equally related to
the concept of autonomy, Nissenbaum refers to another scholar who
stresses the importance of privacy for society as a whole: Priscilla Regan
considers and promotes the notion that privacy enables individuals to de-
cide on which aspects of their personal life they want to place in the back-
ground, distinguishing them from others, and which aspects they choose to
share with others in order to signal their commonalities. This ability is an
essential pre-requisite for being a citizen in a democracy, which becomes
particularly obvious with respect to the freedom of association. However,
there are further constitutional positions related to or even dependent on
privacy such as the fundamental right to anonymous speech or the institu-
tion of the secret ballot. These examples make apparent that privacy per se
must not be at the complete disposal of individuals, who use their privacy
or may abandon it, but has to be considered as a collective good. Regan

192 See Nissenbaum, ibid.

193 Cf. Nissenbaum, ibid., p. 81.

194 See Nissenbaum, ibid., p. 83 and 84.

195 See Nissenbaum, ibid., pp. 84 and 85 referring to Charles Fried (1986), Privacy:
A Moral Analysis, Yale Law Journal 77(1): pp. 475— 493 (pp. 477 ff.) as well as
Ferdinand Schoeman (1984), Privacy and Intimate Information, in: Philosophical
Dimensions of Privacy: An Anthology, ed. Ferdinand Schoeman, Cambridge
University Press, pp. 403 to 418 (p. 408) and James Rachels (1975), Why Privacy
Is Important, Philosophy & Public Affairs 4(4): pp. 383 to 423 (p. 326).
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advocates that this nature of privacy “as a non-excludable, indivisible col-
lective good like clean air and national defense” gives a good reason for
concluding that the legislator should regulate privacy by public law and
not completely leave it to mechanisms of the private market.!%

The second category of theories equally considers privacy as important
for an individual’s ability to avoid scrutiny, approbation and hence, in
more general words, threats for his or her autonomy. However, these theo-
ries consider privacy and how it is conceptualized by the preceding theo-
ries as too broad and therefore focus on its function to define a specific
“private zone”. From this point of view, all concepts of privacy can only
refer to a private realm but not to the public sphere. Nissenbaum calls this
approach the “private/public dichotomy”.197 Pursuant to her analysis, there
are three basic strands defining this private/public dichotomy. The first
strand defines the dichotomy by distinguishing between private and public
“actors”. The second strand defines it by distinguishing between private
and public spaces. And the third strand refers to the distinction between
private and public information.!?8 Pursuant to these theories, a right to pri-
vacy shall exist only for these private zones, otherwise the value of priva-
cy and, thus, protection for it is unclear.!9?

2. Criticism: From factual to conceptual changes

Nissenbaum criticizes all of these approaches. With respect to the second
category, theories referring to the private/public dichotomy, in her opinion,
these theories are not problematic as such, but are not useful in today’s
world for elaborating on a normative concept of protection. She argues:
“Although, in the past, it might have served as a useful approximation for
delineating the scope of a right to privacy, its limitations have come to
light as digital information technologies radically alter the terms under
which others — individuals and private organizations as well as govern-
ment — have access to us and to information about us in what are tradition-
ally understood as private and public domains. In the period before such

196 See Nissenbaum, ibid., p. 87 referring to Priscilla Regan (1995), Legislating Pri-
vacy, Chapel Hill: University of North Carolina Press, pp. 226 and 227.

197 See Nissenbaum, ibid., pp. 89 and 90.

198 See Nissenbaum, ibid., pp. 91 ff.

199 See Nissenbaum, ibid., pp. 98.
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technologies were common, people could count on going unnoticed and
unknown in public arenas; they could count on disinterest in the myriad
scattered details about them.”2%0 Today, in contrast, personal data can be,
once it is collected in a certain context, permanently stored and can always
be analyzed and used in another context. In light of this “always-possible
context change”, the linear private/public dichotomy, hence, does not
serve as a useful criterion reliably distinguishing, for example, between
private and public spaces or private and public information anymore.20!
However, the theories described before, which focus on the value of priva-
cy in relation to further moral or political values, in particular to autono-
my, do not provide reliable criteria in order to distinguish various forms of
data processing from others either. Nissenbaum summarizes, in particular,
the following weaknesses of these theories as: “One recurring skeptical
challenge, for instance, cites the lack of concern many people seem to
demonstrate in day- to-day behaviors, contradicting claims that privacy is
a deeply important moral and political value that deserves stringent pro-
tection. Another is the clearly evident cultural and historical variation in
commitments to privacy, hard to explain if privacy is supposed to be a
fundamental human right. A third points to the difficulty of resolving con-
flicts between privacy and other moral and political values, such as prop-
erty, accountability, and security.”202

The shortcomings of all these theories become, in Nissenbaum’s opin-
ion, most apparent in light of their inappropriate answers to the threats to
privacy caused by modern Internet and Information technologies. The ex-
isting theories lead to the result that the public discourse discusses some of
the new technologies with great anxiety even if they do actually not pose a
significant risk to privacy. In contrast, existing concepts do not provide for
sufficient protection measures against other technologies, which heavily
put traditional understandings of privacy in question, only because their
principles are “’blind’ to essential elements and differences” of these tech-
nologies.203 As a consequence of all these challenges, Nissenbaum finally
develops her approach not by creating her own new principles of privacy,
but rather by reacting to altered factual conditions and, thus, elaborating

200 See Nissenbaum, ibid., pp. 116 and 117.
201 Cf. Nissenbaum, ibid., pp. 113 ff.

202 See Nissenbaum, ibid., p. 14.

203 See Nissenbaum, ibid., pp. 103 and 104.
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on the existing principles:24 the framework of “contextual integrity”.203
One essential element of this approach is to specify conditions for the flow
of personal information with respect to a certain context. From this point
of view, a right to privacy is not a right to secrecy or to control of certain
information, but to appropriate flow of information.2%

Interestingly, Nissenbaum also heavily criticizes the purpose-based ap-
proach. However, before analyzing this criticism and, as a consequence,
coming to the question of the relationship between a “context” in which
the data processing (aka information flow) takes place and the “purpose”
of this processing, the next paragraph delves deeper into the approach of
contextual integrity. The reason is that this approach may help, once the
question of the context-purpose-relationship is clarified, find an answer to
the research question about the meaning and extent of the principle of pur-
pose limitation.

3. Nissenbaum’s framework of “contextual integrity”

Elaborating on her framework of contextual integrity, Nissenbaum under-
lines, as mentioned previously, that she does not want to substitute current
intuitive principles of privacy. In contrast, she seeks to provide a concept,
which functions better than current theories, in order to evaluate whether
or not a certain flow of information infringes such intuitive principles of
privacy. Pursuant to her framework, a certain use of information infringes
“contextual integrity” only if it conflicts with “informational norms” that
exist in specific contexts. These informational norms are specified by the

204 See Nissenbaum, ibid., p. 118 quoting Lawrence Lessig (1999), Code and Other
Laws of Cyberspace, New York: Basic Books, p. 116 as: “This form of argument
is common in our constitutional history, and central to the best in our constitu-
tional tradition. It is an argument that responds to changed circumstances by
proposing a reading that neutralizes those changes and preserves an original
meaning... It is reading the amendment differently to accommodate the changes
in protection that have resulted from changes in technology. It is translation to
preserve meaning’”’; cf. the same approach in German law, Grimm, Data protec-
tion before its refinement, p. 585, who differentitates between the over-arching
aim specified by the object of protection of fundamental rights and the concept of
protection that must be adapted, from time to time, to the changes of the environ-
ment.

205 See Nissenbaum, ibid., p. 14.

206 See Nissenbaum, ibid., pp. 127 and 239.
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following factors: First, the corresponding context; second, the actors in-
volved; third, attributes such as the type of information; and fourth, princi-
ples for the transmission of the information.2%

Nissenbaum proposes the following explanations for these factors: the
term “context” refers to “structured social settings with characteristics that
have evolved over time (sometimes long periods of time) and are subject
to a host of causes and contingencies of purpose, place, culture, historical
accident, and more.”?%® By way of example, she names contexts such as
health care, education, employment, religion, family, and the commercial
marketplace.29? The second factor, i.e. the type of information, can refer to
the dichotomy between private and publically available information, but it
is however, not restricted to these types. Instead, further types can equally
be relevant. In this regard, Nissenbaum provides examples that friends
might share intimate information amongst each other but not, for example,
their salaries; in contrast, the same people might share the information
about their salaries with their bankers or tax lawyers, but not the intimate
information shared with their friends; similarly, the information exchange
about religious affiliation might be appropriate amongst friends, but not
between an employer and his or her employee; and finally, a physician
might ask for medical information but not about the religious or financial
matters of an individual 219

Correspondingly, the definition of the social role by the individual also
depends on the context. For example, in a health-care context it is decisive
in order to define the social norms, whether the doctor, receptionist, nurse,
or bookkeeper receives certain types of information.2!! This example also
points to the fourth factor, i.e. the transmission principle. Nissenbaum
stresses that her framework of contextual integrity is not restricted to a bi-
nary transmission principle, such as having access or not having access to
information. Instead, she stresses the point that there are several possible
conditions governing how in a certain context, certain types of information
might be shared amongst certain actors. For instance, there may be a prin-
ciple of reciprocity for sharing information, such as amongst friends; or
rights of receiving certain information; or duties of providing for certain

207 See Nissenbaum, ibid., p. 181.
208 See Nissenbaum, ibid., p. 130.
209 See Nissenbaum, ibid., p. 130.
210 See Nissenbaum, ibid., pp. 143 and 144.
211 See Nissenbaum, ibid., pp. 141 and 142.
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information; or a right for individuals to determine by themselves the con-
ditions of a certain information flow; there may be a principle requiring
that information is shared voluntarily or consensually or based on the
knowledge of the individual concerned (“notice”) or on his or her permis-
sion (“consent™), or a combination of all or some of these conditions.2!2 In
any event, Nissenbaum stresses that “contexts are not formally defined
constructs, but (...) are intended as abstract representations of social struc-
tures experienced in daily life. (...). In other words, the activity of fleshing
out the details of particular types of contexts, such as education or health
care, is more an exercise of discovery than of definition.”213

Irrespective of whether this statement is correct or not, and supposing
that the particularities of a specific context is fleshed out in detail, and its
informational norms are determined, the next step in the framework of
contextual integrity is to evaluate whether or not a certain flow of infor-
mation challenges the corresponding norms and therefore violates its con-
textual integrity. Nissenbaum recognizes the fact that if all information
flows that challenge an already existing norm were considered as violating
its contextual integrity, the evolvement of new norms, i.e. change per se,
would be problematic. In order to avoid a “lock-in effect” in entrenched
norms that hinders new developments, Nissenbaum hence adds to her
framework a normative component: the value of a specific context. In
light of this component, new informational norms challenging existing
ones “can be justified on moral grounds insofar as they support the attain-
ment of general as well as context-based values”.2!4 Thus, coming from
her approach that existing informational norms are presumed to be appro-
priate norms, she considers that new norms can also be justified, so long
as they are more effective in supporting, promoting or achieving context-
related values than existing informational norms.2!> These contextual val-
ues, in other words, purposes, objectives or ends hence play an essential
role for evaluating whether or not a new informational norm within a giv-
en context violates the contextual integrity. Nissenbaum stresses, referring
to Schatzki’s “teleology”, the function of these contextual values as neces-
sary for any understanding of why individuals behave in certain contexts
in a certain way, in more abstract words, why certain context-related infor-

212 See Nissenbaum, ibid., pp. 145 to 147.
213 See Nissenbaum, ibid., p. 134.

214 See Nissenbaum, p. 181 and pp. 158 ff.
215 See Nissenbaum, p. 181 and pp. 158 ff.
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mational norms exist. She comes to the conclusion that even if “settling on
a definitive and complete list of contextual values is neither simple nor
non-contentious, the central point is that contextual roles, activities,
practices, and norms make sense largely in relation to contextual teleolo-
gy, including goals, purposes, and ends.”216

4. Clarifying the relationship between “context” and “purpose”

Promoting this approach of contextual integrity, Nissenbaum also criti-
cizes, as mentioned previously, the purpose-based approach. In her opin-
ion, the principle of purpose limitation that consists of the two require-
ments, first, to specify the purpose of the processing of personal data and,
second, to limit the later use of the data to the purpose initially specified,
has “only indexical meaning”.?!7 She stresses that so long as there is no
substantive criteria in order to specify a purpose, privacy and/or data pro-
tection laws “constitute a mere shell, formally defining relationships
among the principles (that refer to the purpose of the data processing) and
laying out procedural steps to guide information flows.”2!8 Since such a
concept of protection leaving the specification of the purpose to the con-
troller’s will serve a “glaring loophole”,?!° Nissenbaum comes to the con-
clusion that another concept focusing on a principle for “respect for con-
text” is “something materially different, something better.”220

In essence, Nissenbaum’s criticism of the principle of purpose limita-
tion refers to the same challenges as mentioned in the introduction of this
thesis. However, considering a context-based approach as materially dif-
ferent and (sic!) better than a purpose-based approach requires, at first, de-
termining the “tertium comparationis” (i.e. the commonality allowing a

216 See Nissenbaum, p. 134 referring to Schatzki, T (2001), Practice Minded Orders,
in: The Practice Turn in Contemporary Theory, ed. T. R. Schatzki, K. K. Cetina,
and E. von Savigny, London: Routledge, pp. 42 to 55.

217 See Nissenbaum, Respect for Context as a Benchmark, p. 291.

218 See Nissenbaum, ibid., p. 292.

219 See Nissenbaum, ibid., p. 291, referring to Fred Cate (2006), “The failure of Fair
Practice Information Principles,” Consumer Protection in the Age of the Informa-
tion Economy, July 8. Accessed July 1, 2013 from http://papers.ssrn.com/sol3/pa
pers.cfm?abstract id=1156972.

220 See Nissenbaum, ibid., p. 292.
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comparison) of both approaches.??! In addition, such a conclusion presup-
poses that there is no framework for helping to determine, similar to the
approach of contextual integrity, substantive criteria for the specification
of the purpose. Such an implicit presumption is particularly important for
Nissenbaum’s conclusion, since she admits that the success of her ap-
proach also depends on how the “context” is interpreted.222 However, her
observation that the principle of purpose limitation constitutes, without
such a framework providing for substantive criteria, a mere shell remains
valid. In 1989, the German legal scholar Badura equally criticized the leg-
islation process of the German Federal Data Protection Law and at the
time stated that it remained unclear “what the term ‘purpose’ actually
means (...)”.223 However, the term “context”, with respect to its function
to a right to privacy, today is clearer in particular in light of Nissenbaum’s
approach. Thus, it should be possible to elaborate on a concept that equal-
ly clarifies the term “purpose”. Indeed, before turning to this task it is nec-
essary to clarify the interrelationship between both terms “context” and
“purpose” because legal scholars, as well as data protection authorities, of-
ten use these terms ‘simultaneously, at least, without explicitly clarifying
the precise differences in their meaning.?24

In its “Decision on Population Census”, the German Constitutional
Court provided the first and, compared to its following decisions, most
comprehensive approach in defining both terms and explaining their inter-
related functions. In order to determine the extent of the basic right to in-
formational self-determination, it held that “it is not only necessary to ex-
amine the type of the data provided but also to examine the possibilities of

221 Cf. Bygrave, p. 157, associating the criteria of ,,context” with ,,purpose compati-
bility” and also the individual’s ,,reasonable expectations® (with respect to this
latter relationship, see in particular below under C. II. 1. a) ECtHR and ECJ: Al-
most no criteria.

222 See Nissenbaum, ibid., p. 292.

223 See Albers, Treatment of Personal Information and Data, cip. 124 quoting Peter
Badura, Anh&rungsbeitrag in der offentlichen Anhdrung des Innenausschusses
des Deutschen Bundestages vom 19. Juni 1989, in: Deutscher Bundestag (Hrsg.),
Fortentwicklung der Datenverarbeitung und des Datenschutzes, Zur Sache
17/1990, S. 15 (16): “Es sei unklar, was denn Zweck tiberhaupt ist, wie eng oder
wie weit der Zweck zu sehen ist, ob Zweck etwa gleich Aufgabe ist oder organ-
isatorisch definiert werden kann usw.”

224 See, instead of many, the Article 29 Data Protection Working Grouop, Opinion
03/2013 on purpose limitation, pp. 23 and 24.

100



https://doi.org/10.5771/9783845290843 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by/4.0/

1I1. Theories about the value of privacy and data protection

its usage. These depend, on the one hand, on the purpose of the collection
and, on the other hand, on the possibilities of the specific technique of
processing the data and on the possibilities of its combination. Conse-
quently, a datum that is, per se, irrelevant can become relevant; insofar,
under the conditions of automated data processing, there is no ‘irrelevant’
data. Whether information is sensitive cannot only depend on the intimacy
of the events. In order to determine the relevance of the datum for the per-
sonality right, it is rather necessary to know the context of its usage. Only
when it is clear for which purpose the information is required and which
possibilities of linking and usage exist, it is possible to answer the
question of whether the infringement of the right to informational self-de-
termination is constitutionally legal or not (underlining by the author).”225
In essence, the Court clarified that the relevance of data with respect to the
personality right of the data subject does not only depend, similar to Nis-
senbaum’s approach, on the type of data or the intimacy of the event, but
also on further factors.

One decisive factor for determining the legal relevance of data is, from
the Court’s perspective, the context of its usage. Interestingly, the Court
determines the context by referring to the purpose of the collection of the
data, as well as referring to the actual technical possibilities of how the da-
ta can be combined and used.22¢ Therefore, in order to answer the question
of what the term purpose really means, it seems plausible to refer to con-
texts in the meaning that Nissenbaum describes. The specification of the

225 See BVerfG, 15th of December 1983, 1 BvR 209, 269, 362, 420, 440, 484/83,
cip. 176 and 177: “(...) Dabei kann nicht allein auf die Art der Angaben abgestellt
werden. Entscheidend sind ihre Nutzbarkeit und Verwendungsmoglichkeit. Diese
héngen einerseits von dem Zweck, dem die Erhebung dient, und andererseits von
den der Informationstechnologie eigenen Verarbeitungsmdglichkeiten und
Verkniipfungsmoglichkeiten ab. Dadurch kann ein fiir sich gesehen belangloses
Datum einen neuen Stellenwert bekommen; insoweit gibt es unter den Bedingun-
gen der automatischen Datenverarbeitung kein ,belangloses’ Datum mehr.
Wieweit Informationen sensibel sind, kann hiernach nicht allein davon abhéngen,
ob sie intime Vorginge betreffen. Vielmehr bedarf es zur Feststellung der
personlichkeitsrechtlichen Bedeutung eines Datums der Kenntnis seines Verwen-
dungszusammenhangs: Erst wenn Klarheit dariiber besteht, zu welchem Zweck
Angaben verlangt werden und welche Verkniipfungsmdéglichkeiten und Verwen-
dungsmoglichkeiten bestehen, ldsst sich die Frage einer zuldssigen Beschriankung
des Rechts auf informationelle Selbstbestimmung beantworten. (...)”

226 See also Britz, Informational Self-Determination between Legal Doctrine and
Constitutional Case Law, p. 575.
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purpose serves, from this perspective, to pre-determine the (future) context
of the intended use of data and, thus, the context-related informational
norms. Indeed, Hofmann already stated in his work Purpose Limitation as
Anchor Point for a Procedural Approach in Data Protection from 1991
that the specification of the purpose serves to create “well-designed, trans-
parent and controllable structures” and its limitation to “maintain the orig-
inal context of collection”.227 Pohle stresses the similarity, if not equality,
of these functions with Nissenbaum’s approach of “contextual integri-
ty”.22% In any event, the determination of a future context in advance
through the specification of the purpose makes it possible to determine,
for example, the transmission principles before the use of data takes actu-
ally place. Having the considerations on the regulation of risks in mind,
referring to the purpose of the data processing enables the data controller
to apply the transmission principles (or to prepare their application) in ad-
vance in order to avoid the (potential) later harm, that means, a later viola-
tion of contextual integrity. So far, the requirement to specify the purpose
would not be a mere shell as Nissenbaum promotes. Instead, it is just an-
other legal link for regulation. This approach focuses, by expanding legal
protection before the violation of contextual integrity can take place, on
the prevention of or precaution against risks for the individual’s autonomy.

However, despite the German Constitutional Court’s elaborated ap-
proach, the difference between both terms “context” and “purpose” is not
sufficiently clear when reviewing the different acts of data treatment, i.e.
stages of the information flow: Firstly, there is no clear distinction be-
tween contexts of different acts of data treatment over time. The Court on-
ly refers to the context of later usage. In contrast, the collection of data is
also embedded in a certain context. This differentiation is important in or-
der to exactly determine, as Nissenbaum proposes, the context in which
the data usage precisely occurs and whether this use challenges the corre-
sponding informational norms or not. Furthermore, the difference is im-

227 See Hofmann, Purpose Limitation as Anchor Point for a Procedural Approach in
Data Protection, p. 25/26 regarding the first quote, and p. 126 regarding the sec-
ond quote; cf. Bygrave, Data Privacy Law, p. 153, who highlights the importance
of the principle of purpose limitation “ensuring adequate information quality and
that the data-processing outcomes conform with the expectations of data con-
trollers”.

228 See Pohle, Purpose limitation revisited, footnote 24, referring to Helen Nis-
senbaum, Privacy as contextual integrity, Washington Law Review 79, pp. 101 to
139.
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portant in order to obtain a clear distinction between the purpose specified
the moment the data is collected and each later use of data. The reason is
that one must be clear about the fact that each time the data is used, this
use might pursue another purpose which would then determine another fu-
ture context of the data treatment etc. etc. The second unclear aspect is
that there is no specific explanation for the interplay between, the purpose
of the collection and (...) the possibilities of the specific technique of pro-
cessing the data and on the possibilities of its combination. The Court thus
differs between the usage intended by the data controller and the usages
that are factually possible. In doing so, the Court appears to imply that all
factual possibilities of data processing could be pre-determined. Such an
implication becomes reasonable in light of the data processing techniques
that had existed at the time. In the 1980’s, data processing was based on
very few large central-computing systems. These central systems deter-
mined the different phases and possibilities of the processing of data and
its possible combination. The legal terms of collection, storage, process-
ing, change, usage, and deletion of personal data actually followed the
technical environment at the time. Instead, today, the treatment of personal
data often takes place in highly decentralized and non-linear environ-
ments. The different stages of the treatment of data, such as the collection,
changing, combination, and transfer of data — how it is often described in
literature and within the German law — do not necessarily succeed in this
linear direction. Instead, in today’s non-linear environment, these different
types of data processing occur simultaneously or parallel and are inter-
twined, again and again, with the information constantly retrieved. Conse-
quently, the information depends, more than before, on the corresponding
context of usage.2?? This leads to the result that the computing system as
such cannot determine all factual possibilities of data processing. A con-
cept protecting (in other words, preserving) principles of privacy and/or
data protection and, thus, a definition of the terms “context” and “pur-
pose” must mirror this consequence.

In conclusion, in light of the fact that de-centralized and non-linear en-
vironments do not allow for the pre-determination of all factual possibili-
ties of data processing, one has to, firstly, focus on examining the present

229 See Albers, ibid., cip. 121 and 122; highlighting the current change of the compu-
tational systems and environments compared to the times of the first “Decision
on Population Census” in 1983, Hoffmann-Riem, Protection of the Confidentiali-
ty and Integrity of Information Technological Systems, pp., 1009 and 1010.
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context in which the data is currently processed. Secondly, an appropriate
legal link for determining the future context, is the present purpose. There-
fore, in this thesis, the term “purpose” means the intended reason behind
the data controller’s treatment of the data referring to a future context;
from this point of view, the realization of the purpose is a causal process
with, at least an analytical final end that is determined by this purpose.
The purpose serves to bundle the different acts of the data processing to a
meaningful unity. From the perspective of the entity setting the purpose,
the purpose thus decides on whether the means, which are used in order to
reach the purpose, are appropriate or not.239 In contrast, the term “context”
does not primarily refer, be it a present or future one, to a certain result of
a human-caused process but, as quoted previously, to “structured social
settings with characteristics that have evolved over time (sometimes long
periods of time) and are subject to a host of causes and contingencies of
purpose, place, culture, historical accident, and more.”?3!

So far, this definition of the term “purpose” does not exclude or substi-
tute the “context” as defined within the framework of contextual integrity
but rather incorporates it. Indeed, Nissenbaum also refers, in turn, to the
term “purpose” when she elaborates on the definition of context. However,
it is obvious that her context definition referring to the ‘causes and contin-
gencies of purpose’ rather means the value, objective or end of a specific
context than the subjective purpose formulated by an individual within
that context. In any event, this thesis explicitly ties into the definition by
the German Constitutional Court considering a purpose set by an individu-
al not only referring to a future context of the data use, but also as another
factor characterizing the present context. The reason is that a determina-
tion of the legal responsibility of the entity processing personal data, must
also take its purpose into account. Without the knowledge about the pur-
pose of the processing, it would be hard to determine the reason of the en-
trepreneurs behavior and, thus, at least, the entrepreneurs social role.232
Hence, the context of a data treatment includes the purpose of the data
processing — and this purpose characterizes, together with further circum-

230 See Albers, ibid., cip. 123; Pohle, Purpose limitation revisited, pp. 142 and 143;
see, from a sociological perspective, Luhmann, The Concept of Purpose and the
Rationality of Systems, in particular, pp. 1 ff., 9 ff. and 114 ff.

231 See Nissenbaum, ibid., p. 130.

232 Cf. Nissenbaum herself with respect to the necessity of knowing the purpose of a
context in order to understand it, ibid., p. 134.
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stances, the corresponding context. A purpose thus links the existent con-
text of the current act of data treatment to a future, intended one.233

By means of an example: The startups mentioned in the introduction
each publish their own websites, in order to improve the process and expe-
rience of users of their websites, and use the service of a provider of ana-
Iytical tools, who in turn analyze the behavior of the users visiting the
website. This analysis is based on the collection and processing of user da-
ta, such as the time and date of his or her visits, the visit behavior (for ex-
ample, from which page does the user come from, on which page does he
or she start, how much time does the user stay and when does he or she
leave) as well as, possibly, the user’s IP address, the location and type of
his or her device and the browser (“attributes”). The moment a user’s data
is collected, the context is determined by: the publisher of the website us-
ing the service of the service provider, the service provider itself (both
with respect to their corresponding purposes) and the social role of the da-
ta subject the moment when he or she uses the website (“actors”); the gen-
eral expectations of whether the data might be collected or under which
conditions and for which purposes it might be used (“norms”). Thus, the
purposes of the website publisher and the service provider determine,
amongst others, the context of the data collection. The future contexts can
be, given that the website publisher and the service provider constantly de-
velop their products further, mainly prescribed by these purposes. The way
the website is developed and the analytical software used per se, only al-
lows in a limited way to pre-determine, pursuant to the technical environ-
ment, the future context of the concrete data processing.

5. Values as a normative scale in order to determine the “contexts” and
“purposes”

However, this example evidences that there is, over time, not only an un-
limited number of contexts in which the data processing may occur but
also, an unlimited number of purposes which pre-determine these con-
texts. Accordingly, the service provider collects the data, deletes certain
other data and combines it with further data, firstly, for the purpose of ana-
lyzing it. The analysis as such takes place for the purpose of transferring

233 Cf. Albers, ibid., cip. 121 and 122.
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the analytical results to the website publisher and, possibly, in order to im-
prove the functioning of its analytical software. While all purposes take
place in order to maintain the corresponding businesses, the service
provider may know or not know the true purposes of the website publisher
using the analytical results. The publisher of the website might use them,
as described above, for the purpose of improving the user experience of its
website but also in order to present it to (potential) cooperation partners
and financiers. Even the storage of the data for an unknown purpose is, as
such, a purpose. Hence, there are many acts of a data treatment occurring
iteratively or simultaneously for many different purposes and, consequent-
ly, in corresponding contexts. For example, the purpose of a preceding act
can lead to a following one, i.e. a subsequent purpose, or be completely
different. Depending on the respective purposes, data may not only be in-
tended to be transferred from one context into another one, but also the
context in which the processing occurs may remain the same or turn into
another one. The reason for this change is that the determination of the
context depends on the perspective of the observer (whoever exercises this
judgment task), just like the specification of the purpose depends on the
actors’ point of view. The question therefore is how to distinguish the dif-
ferent purposes and contexts, as well as the different acts of data treatment
from a legal point of view: Which acts of the data treatment, which corre-
sponding purposes, which contexts are legally relevant?

Nissenbaum herself provides a solution to this question: The values
serve as the main criteria for determining a context as a common unity of
analysis. Values explain the reason of behavior in a context and, thus,
which elements observed are relevant within this context and which are
not. Values hence not only help answer the question of which new infor-
mational norms that challenge entrenched ones are justified, but already,
in a preceding step, the question of how to determine the specific context,
i.e. which elements observed belong to a specific context and which not.
As a consequence, values may fulfill the same function in order to deter-
mine the relevance of the purpose of data processing. From this perspec-
tive, the main task of this thesis is then to elaborate on such values as a
normative concept that can assist in determining context-relative informa-
tional norms and, in this framework, the function of the principle of pur-
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pose limitation.?34 This may imply answers to the question of how precise-
ly purposes of data processing must or how broadly they may be specified.

234 Cf. De Hert and Gutwirth, Data Protection in the Case Law of Strasbourg and
Luxemburg: Constitutionalisation in Action, p. 4, summarizing how data protec-
tion regulation "formulates the conditions under which processing is legitimate.”
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C. The function of the principle of purpose limitation in light of
Article 8 ECFR and further fundamental rights

As a main part of this thesis, this chapter illustrates the legal framework
surrounding the collection and processing of personal data with respect to
the principle of purpose limitation. Seeking to prove the hypothesis made
in the preceding chapter that values define the contexts in which data is
being processed and, consequently, define the purposes for why the data is
processed, this chapter elaborates on a normative concept for the defini-
tion of purposes and contexts. This concept intends to clarify, which infor-
mational norms govern certain contexts and, consequently, what legal
function the principle of purpose limitation has in our digital society.

In order to elaborate on such a normative concept, the first sub-chapter
examines the constitutional framework that is applicable, in general, to the
processing of personal data in the private sector within the European
Union. On this basis, the second chapter draws the attention to the first
component of the principle of purpose limitation, i.e. the requirement to
specify the purpose, in light of the specific fundamental rights concerned.
The third chapter focuses on the second component, i.e. the requirement to
limit the later processing to the purpose initially specified. Finally, the
fourth chapter treats the question of which regulation instruments come in-
to question for establishing, by means of ordinary law, the principle of
purpose limitation in the private sector.

I. Constitutional framework

Any ordinary law and, consequently, regulation instrument, as well as its
interpretation, must correspond to our current notation of fundamental
rights. Thus, the constitutional framework, such as the European Charter
of Fundamental Rights not only serves as a scale of control for the inter-
pretation of ordinary law by the judiciary and the executive, such as the
(independent) data protection authorities, but it also determines the scope
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of decision making for the legislator.235 Even if all fundamental rights
regimes treated in this thesis cover, in principle, privacy and/or data pro-
tection, there are essential differences with respect to the respective ob-
jects and concepts of protection. These differences are highly relevant in
determining the function of the principle of purpose limitation with re-
spect to the European Charter of Fundamental Rights. This sub-chapter at-
tempts and starts, hence, to clarify the scope of application of the different
fundamental rights regimes and its legal effects in the private sector. The
analysis continues to examine the object and concept of protection of the
German right to informational self-determination. In light of the extensive
case law provided for, in the last 30 years, on this right, this examination
serves as a starting point for analyzing the different objects and concepts
of protection of the fundamental regimes provided for on a European lev-
el. From this perspective, it may hence serve as a source of inspiration.23¢
In this regard, it must be stressed that the subsequent analysis is not a
complete evaluation of all existing case law regarding data protection
and/or privacy in the European Union. Instead, the analysis concentrates
on those Court decisions that appear to be most suitable in providing guid-
ance in order to answer the main research question of this thesis.

1. Interplay and effects of fundamental rights regimes

Consequently, the following three constitutional frameworks are relevant,
surrounding privacy and/or data protection in the European Union, as well
as in Germany (as one of its Member States): The European Convention
for Human Rights, the European Charter of Fundamental Rights of the
European Union and, as an example for the national level, German Basic
Rights.237 In contrast, in this thesis, international treaties such as the

235 Cf. Britz, Informational Self-Determination between Legal Doctrine and Consti-
tutional Case Law, pp. 562 and 563; Burgkardt, Data Protection between the Ger-
man Basic Law und Union Law, p. 29.

236 Cf. Rouvroy and Poullet, The Right to Informational Self-Determination and the
Value of Self-Development: Reassessing the Importance of Privacy for Democra-
cy, p. 49; Bécker, Constitutional Protection of Information regarding Private Par-
ties, pp. 115 and 116.

237 See Burgkardt, ibid., p. 53 and 81.
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OECD Guidelines play a role, only, so long as the Courts, which interpret
the fundamental rights, explicitly refer to it.>38

a) The interplay between European Convention for Human Rights,
European Charter of Fundamental Rights and German Basic Rights

In this triangle, the European Convention for Human Rights affects both
the legal frameworks of the European Union, as well as its Member States,
which also are members of the European Council and, as such, addressees
of the European Convention. The European Convention has the status of
constitutional or, at least, ordinary law in most members of the European
Council.??? In contrast, the European Union has not yet acceded to the
European Council. Therefore, the European Convention does not directly
bind the European Union.?** However, Article 6 sect. 3 of the Treaty on
European Union and Article 52 sect. 3 ECFR require the European Court
of Justice to interpret the European Charter of Fundamental Rights in light
of the European Convention.?*! Historically, this requirement results from
the fact that the European Convention for Human Rights served as a
source for the establishment of the Charter of Fundamental Rights.242

The European Charter of Fundamental Rights primarily binds the insti-
tutions, bodies, offices and agencies of the European Union. It also binds
Member States, but only when the respective Member State is implement-
ing Union law, Article 51 sect. 1 sent. 1 ECFR.2#3 This principle of "pri-
macy of application" seeks to avoid the divergent application of Union law
amongst the EU Member States. If each Member State could interpret
Union law under the light of their national constitutions, Union law would
run the risk of being applied differently within each Member State.24* Giv-
en that there is no legal definition in relation to the question of how each
Member State is implementing Union law, the European Court of Justice

238 See, however, on the general impact of the OECD guidelines, Kirby, The history,
achievement and future of the 1980 OECD guidelines on privacy.

239 Cf. Schweizer, European Convention and Data Protection, pp. 462 and 463.

240 See Burgkardt, ibid., p. 246.

241 See Streinz/Michl in: Streinz, EUV/AEUV, EUV Art. 6 cip. 25, 21 ff.

242 See Niedobitek, Development and General Principles, cip. 95.

243 See Streinz/Michl, ibid., GR-Charta Art. 51 cip. 3.

244 See Streinz/Michl, ibid., EUV Art. 4 cip. 35 (and the following).
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has developed a solution through several types of cases whereby Union
law was considered and deemed to apply.

Firstly, European fundamental rights undoubtedly govern European reg-
ulations that are directly applicable in all Member States.2*> An important
example in this context is the General Data Protection Regulation that will
come into force on 25 May 2018, pursuant to Article 99. Less certain is
the scale of control in relation to the application of European directives
within Member States, such as the Data Protection and ePrivacy Direc-
tives. Directives are not directly applicable within the Member States. In-
stead, they must be transposed into national law through the national legis-
lator. This leads critics to come to various opinions, as summarized by
Burgkardt: While some critics come to the conclusion that the transition
into national law falls under the scope of national constitutional law. In
contrast, the prevailing opinion argues that many directives are so precise
in their wording, which means that the directive can almost be translated
on a literal basis into national law. If the national legislator has no room to
interpret a directive, national fundamental law does, in consequence, not
apply. These critics therefore differentiate between the parts of the direc-
tive that must be identically transposed and the other parts that have to be
interpreted. While European fundamental rights govern the first, national
basic rights principally provide a scale of control for the latter.24¢ Indeed,
the European Court of Justice stresses that this room of interpretation does
not apply to notions being autonomously interpreted in light of European
law.247 Thus, if the ePrivacy Directive authorizes, for example, the pro-
cessing of personal data for “marketing electronic communications ser-
vices or for the provision of value added services”, these terms appear to
leave no room for interpretation by the Member States.?*3

245 See Burgkardt, ibid., p. 33.

246 See Burgkardt, ibid, pp. 34, with further references, and who stresses that the
European Court of Justice holds European fundamental rights as binding for na-
tional legislators even in the case that there is a certain scope of transition be-
cause the transition must never contradict the directive that consists, on its part,
of the purposes of European fundamental rights.

247 See Britz, The Fundamental Right to Data Protection in Article 8 ECFR, p. 8 and
9.

248 See Article 6 sect. 3 sent. 1 of the Directive 2002/58/EC of the European Parlia-
ment and of the Council of 12 July 2002 concerning the processing of personal
data and the protection of privacy in the electronic communications sector (Di-
rective on privacy and electronic communications).
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This leads to the situation whereby the scope of the directive defines
whether the European Charter of Fundamental Rights or national constitu-
tional law, such as the German Basic Law, applies. The application of the
European Charter of Fundamental Rights upon Member States depends,
therefore on two prevailing factors. The first factor pertains to the scope of
the directive. The second relates to the room of interpretation that the
European legislator left to the national legislator for transposing the sec-
ondary law.249

In conclusion, both the European Union, as well as its Member States,
have to respect the European Convention. The European Charter of Fun-
damental Rights binds, in any case, the European Union. Whether the
European Charter of Fundamental Rights also bind the Member States, de-
pends on the fact of whether or not they are implementing Union law. This
will undoubtedly be the case, if Member States execute European regula-
tions such as the General Data Protection Regulation. In contrast, if Mem-
ber States transpose European directives into national law, it will depend
on the scope and room of interpretation of the directive.

b) The effects of fundamental rights on the private sector

The different fundamental rights regimes undoubtedly address the public
bodies, i.e. the legislator, the executive, and the judiciary. Indeed, the sub-
ject-matter of this thesis is not to examine the effects of the principle of
purpose limitation on the collection and processing of personal data by the
State but private companies operating through the private sector. The way
in which fundamental rights affect private parties depends on the concept
of protection provided for by the respective constitutional regimes.230

249 Cf. Grimm, Data protection before its refinement, pp. 589 to 592, who stresses
the extreme wide scope of application of the right to data protection under Article
8 ECFR because this right covers, across to normal fundamental rights, all areas
of social life under the only condition that the processing of personal data is at
stake; Burkhardt, ibid., pp. 53 and p. 59.

250 Cf. Britz, ibid., pp. 562 and 563.
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aa) Third-party effect, protection and defensive function

The basic differentiation is whether or not fundamental rights have an in-
direct or direct effect to third-parties. In the latter case, fundamental rights
not only bind the State but also private entities. This leads to the situation
where not only the State, but also private parties have to justify any harm
caused against an individual’s fundamental right. In the former case, in
contrast, it is only the public bodies bound by fundamental rights. In this
case, only the State is bound to justify all infringements, whereas private
parties are principally free, for example, to process personal data even if
this harms another’s fundamental right to privacy and/or data protec-
tion.2>! Another terminological issue shall be stressed in this regard: this
thesis calls a State intrusion into the scope of protection of a fundamental
right an “infringement”; in contrast, if a private party intrudes into the
scope of protection this intrusion is called a “harm” for the fundamental
right.252 In any case, if a private party harms another party’s fundamental
right(s), the public bodies must balance, through the establishment and ex-
ecution of regulation instruments, the colliding fundamental rights of these
private entities interacting on the private sector.?>3

This duty of balance can also be described by two different functions of
fundamental rights. Firstly, there is a defensive function that enables the
private party to defend him or herself against actions of the State. Sec-
ondly, there is a protection function that obliges the State to protect an in-
dividual’s fundamental right against threats caused by sources other than
that of the State if the individual is not able to protect him or herself
against this threat.23* This can be the case with respect to natural disasters
for example, because a person alone is not able to protect his or her house
against a flood. However, in situations where a threat does not result from
natural sources but from third parties’ behavior, both the protection and

251 See Papier, Third-Party Effect of German Basic Rights, cip. 23/24; cf. Bethge,
Collision of Fundamental Rights, cip. 9 to 11, who apparently refers in his criti-
cism to the direct third-party effect; with particular respect to the processing of
personal data, see Gusy, Informational Self-Determination and Data Protection:
Continuing or New Beginning?, p.60.

252 Cf. Eckhoff, The Infringement of Fundamental Rights, pp. 288 to 290; ; Grimm,
Data protection before its refinement, p. 587.

253 See Papier, ibid., cip. 23/24; cf. Bethge, ibid., cip. 9 to 11.

254 See with regard to German Basic Rights, Dietlein, The Doctrine of Duties of Pro-
tection of Basic Rights, pp. 103 and 104.
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defensive functions potentially come into conflict to each other: in these
situations, the same State action intending, on the one side, to protect the
basic rights of individuals against harmful behavior of third parties may
infringe, on the other side, the defensive function of the third parties’ basic
rights. The State hence has to weigh these colliding fundamental rights in
order to make both rights as effective as possible in practice.25>

Amongst the Member States of the European Union, an indirect effect
of fundamental rights on the private sector is widely recognized only with
regard to the laws of torts. However, critics believe that there is a general
tendency amongst countries to transfer the concept to further areas of law.
Germany, Switzerland, the United Kingdom, Italy, France, Spain (and the
USA as well) appear, more or less, to principally acknowledge an indirect
effect of their fundamental rights.2¢ In contrast, the concept of the protec-
tion function of fundamental rights is less acknowledged, in general.
Leading Scholars of Constitutional Law consider that only Germany, Aus-
tria, France, and Ireland recognize the protection function as a basic prin-
ciple within their constitutional regimes.257 Given the diversity of the doc-
trinal concepts amongst these countries, it is worth illustrating to what ex-
tent the fundamental rights regimes considered in this thesis, generally
provide for an indirect effect or even the protection function, and, in par-
ticular, to what extent, their respective fundamental rights to privacy
and/or data protection do so.

(1) European Convention on Human Rights

While the European Convention on Human Rights does not directly bind
third parties, the European Court of Human Rights recognizes the protec-
tion function by establishing what are called “positive obligations” on the
members of the Council of Europe. The term “positive obligations” means

255 Cf. Callies, regarding to German Basic Rights, Duties of Protection, cip. 3 and 5
as well as 18 and 22; Jaeckel, Duties of Protection in German and European Law,
pp. 63 to 79, who also stresses the frequent difficulties when trying to clearly dif-
ferentiate between both functions.

256 See Papier, ibid., cip. 47 and 48.

257 See Calliess, ibid., cip. 15.
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that the members have to establish protective measures against the harm of
fundamental rights by third parties in the private sector.?>8

(a) Positive obligations with respect to Article 8 ECHR

Indeed, the extent of such a protection function differs to the correspond-
ing fundamental rights in question. The protection function of Article 2
ECHR only protects against intentional harm or intentional killing. In con-
trast, the protection function of the right to respect for private and family
life under Article 8 ECHR protects not only against intentional but also
non-intentional harms.2%? In the case of “Ldpez Ostra vs. Spain”, the Court
considered that “naturally, severe environmental pollution may affect indi-
viduals’ well-being and prevent them from enjoying their homes in such a
way as to affect their private and family life adversely, without, however,
seriously endangering their health.”>0 Indeed, the Court appears not to
conceptually differentiate between the protection and the defensive func-
tion in light of the following reasoning: “whether the question is analysed
in terms of a positive duty on the State — to take reasonable and appropri-
ate measures to secure the applicant’s rights under paragraph 1 of Article 8
(...) -, as the applicant wishes in her case, or in terms of an ‘interference by
a public authority’ to be justified in accordance with paragraph 2 (...), the
applicable principles are broadly similar. In both contexts regard must be
had to the fair balance that has to be struck between the competing inter-
ests of the individual and of the community as a whole, and in any case
the State enjoys a certain margin of appreciation.”26! Critics stress that
even if the positive function of Article 8 ECHR is therefore recognized, its
concept of protection with respect to its effects in the private sector is not
comprehensively clear.262

258 See Schweizer in: Handbook of Basic Rights — Europe I, § 138 cip. 64 (and the
following); however, see also Linskey, The Foundations of EU Data Protection
Law, pp. 115-118 (referring to further sources) who also applies the concept of
“mittelbare Drittwirkung” to the ECHR.

259 See Calliess, ibid., cip. 16.

260 See ECtHR “Lopez Ostra vs. Spain® (Application nr 16798/90), cip. 51.

261 See ECtHR, ibid., cip. 51.

262 See Calliess, ibid., cip. 16; ECtHR “Guerra et alt. Vs. Italy” (Application nr.
14967/89), cip. 58 and 60; Jaeckel, ibid., pp. 179 to 181.
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(b) Right to respect for private life under Article 8§ ECHR

Legal scholars stress the importance of the positive duties of protection in
Article 8 ECHR in light of the wording ‘right to respect for private life’
(underlining by the author).263 Thus, regarding the different guarantees
mentioned before, they consider two substantial elements which undoubt-
edly fall under Article 8 ECHR: The right for private life serves, firstly, a
defensive function (also called negative duty of protection) and, secondly,
a protection function (also called positive duty of protection).2%* With re-
gard to the private sector, for example, in the case of “Craxi vs. Italy”, the
press published information that originally stemmed from private docu-
mented court files. The European Court of Human Rights held, in general,
that the public bodies concerned were obliged, pursuant to Article 8
ECHR, to provide measures that are necessary for the protection of private
life.265 With a particular view to the processing of personal data, the pro-
tection function of the right to respect for private life may also provide, for
instance, for the right to access to personal data, the deletion of personal
data, the correction of inaccurate data, and even the need for a supervisory
authority can result from this right.266

With respect to the balancing of colliding fundamental rights, in the
case of “K. U. vs. Finland”, the European Court of Human Rights had in
particular to balance the right of private life in Article 8 ECHR between
two private parties.

In this case, information about a 12 year old boy, such as his age, physical
data, telephone number, address and his pretended desire for an intimate rela-
tionship with another coeval or older boy, were published, without the boy's
knowledge, on a dating website. The boy subsequently became a victim of an
apparent pedophile. Despite the gravity of the harm caused, the service

263 See Schweizer, DuD 2009, Decisions of the European Court of Human Rights on
the Fundamental Rights to Personality and Data Protection (Die Rechtsprechung
des Europdischen Gerichtshofs fiir Menschenrechte zum Personlichkeits- und
Datenschutz), p. 464.

264 See Burgkardt, ibid., pp. 247.

265 See ECtHR, Case of Craxi vs. Italy from 17 July 2003 (application no.
25337/94), cip. 73.

266 See De Hert and Gutwirth, Data Protection in the Case Law of Strasbourg and
Luxemburg: Constitutionalisation in Action, p. 7 and 19.
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provider for the website did not provide the dynamic IP address of the person
who published the information.?6”

The European Court of Human Rights finally weighed the right of confi-
dentiality in favor of the, so far, unknown person who published the data
against the right of physical integrity of the violated boy.2%8 Legal scholars
stress that the Court, at least, indirectly balanced the defensive and the
protection function of the right of private life of Article 8 ECHR, on the
one side, in favor of the person who published the information and, on the
other side, in favor of the violated boy.?%° Thus, even if the concept of pro-
tection regarding the negative and positive duties of a Sate is not compre-
hensively clear, structurally, the Court applies the general principle weigh-
ing the colliding fundamental rights.

(2) European Charter of Fundamental Rights

Amongst legal scholars, it is heavily debated, whether the European Con-
stitution directly applies to the private sector or not. While some critics de-
ny a third-party effect, in general, in relation to the lack of application of
Union Law on private parties, others confirm it, at least, with regard to
market freedoms.?70

(a) Market freedoms and fundamental rights

Interestingly, the European Court of Justice affirmed in several decisions a
direct third-party effect of two market freedoms: the freedom to provide
services and the freedom of movement for workers, under Article 49 and
45 of the Treaty on the Functioning of the European Union. In the cases of
“Walrave and Koch vs. Association Union Cycliste Internationale” and
“Gaeton Dona vs. Mario Mantero”, the Court aftirmed the third-party ef-
fect for collective agreements on the sector of services and employment.

267 See ECtHR, Case of K.U. vs. Finland from 2 December 2008, (application no.
2872/02), cip. 6 to 14.

268 See ECtHR, Case of K.U. vs. Finland from 2 December 2008, (application no.
2872/02), cip. 48.

269 See Burgkardt, ibid., pp. 280 to 282.

270 See Niedobitek, ibid., cip. 103 with further references.
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In addition, in the case of “Angonese vs. Cassa de Risparmio”, the Court
finally confirmed the third-party effect even for agreements that were con-
cluded on an individual basis.?”!

In contrast, with regard to the principle of free movement of goods, the
European Court of Justice denied the direct third-party effect in the private
sector. In the case of “Dansk Supermarked vs. Imerco”, the Court stated
that the breach of an individual agreement prohibiting the commercial ex-
ploitation of a good in a certain Member State must not be considered as
an infringement of unfair competition law. The decision clearly addressed
the referring court, which had to interpret the national unfair competition
clause, with the result that the principle of free movement of goods had
only an indirect effect on the private sector. In the case of “Bayer vs.
Stillhofer”, the European Court of Justice explicitly denied a direct third-
party effect of the principle of free movement of goods. In the case of
“Commission vs. France”, the Court finally stated that there was an obli-
gation of the Member State to guarantee the free movement of goods on
the single market and that it had to, given that private parties hinder such
free movement, weigh this freedom with the colliding fundamental
rights.2’? In conclusion, the European Court of Justice affirmed the third-
party effect, however, only in relation to the freedom to provide services
and for the movement of workers. In relation to the principle of free
movement of goods, the Court denied the direct-third party effect and in-
stead appeared to favor the protection function. This means that it is not
the private parties, but the Member States who are bound and must bal-
ance the fundamental freedoms with the fundamental rights of the private
parties concerned.

The decisions described above concerned, primarily, the fundamental
freedoms and not the fundamental rights. Critics conclude that the Euro-
pean Court of Justice will apply, at least, the protection function for the
fundamental rights also.27? Calliess stresses, in particular, the wording and
importance of Article 1 ECFR which states that “Human Dignity is invio-
lable (and/..) must be respected and protected” (underlining by the author).
From his point of view, this duty of protection implies, in light of the fact

271 See Papier, ibid., cip. 50 to 54 with references to ECJ C36/74, ECJ 13/76, ECJ
C-415/93, and ECJ C-281/98.

272 See Papier, ibid., cip. 55 to 59 with references to ECJ 58/80, ECJ 65/86, and ECJ
C-295/95.

273 See Jaeckel, ibid., pp. 279 to 281.
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that human dignity is inherent in all fundamental rights,?’ that the protec-
tion function applies, in general, to fundamental rights of the European
Charter.?’> The European Court of Justice did not clearly comment on the
effects of the fundamental rights to private life under Article 7 ECFR and
to data protection provided for by 8 ECFR between private parties, for ex-
ample, in the cases “Lindgvist” and “PROMUSICAE”. Since these and fur-
ther decisions all referred, so far, to the European directives applicable to
both the public and private sector, it is not exactly clear which kind of ef-
fects the European Court of Justice considers for the fundamental rights to
private life and data protection.?’¢ In any case, in order to illustrate, in
more detail, how the European Court of Justice weighs the opposing fun-
damental rights of the private parties involved, the subsequent few deci-
sions of the European Court of Justice shall be discussed.

(b) The right to data protection under Article 8 ECFR and/or the right to
private life under Article 7 ECFR

In these decisions, it becomes clear that the European Court of Justice
does not (yet) clearly differentiate between the right to private life and to
data protection, under Article 7 and 8 ECFR. In the cases “Telekom vs.
Germany”, “SABAM vs. Scarlet” and “SABAM vs. Netlog”, for example,
the Court referred to the right to data protection under Article 8 ECFR, on-
ly.

In the first-mentioned case “Telekom vs. Germany”, a German telecommuni-

cations network provider, Deutsche Telekom AG, published, based on the in-
dividuals’ consent, the names and telephone numbers of its own customers as

274 Cf. Papier, ibid., cip. 23.

275 See Calliess, ibid., cip. 17.

276 See Britz, Europeanisation of Data Protection Provided for by Fundamental
Rights?, p. 8; v. Danwitz, The Fundamental Rights to Private Life and to data
Protection, p. 585; ECJ C-101/01 (Lindqvist); ECJ C-275/06 (PROMUSICAE);
See Kokott and Sobotta, The distinction between privacy and data protection in
the jurisprudence of the CJEU and the ECtHR, p. 225, stressing an only indirect
effect on the private sector; in contrast, De Hert and Gutwirth, Data Protection in
the Case Law of Strasbourg and Luxemburg: Constitutionalisation in Action, pp.
9 and 10, seem to assume a direct effect on the private sector stating that the
“Charter extends the protection of personal data to private relations and to the
private sector.”
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well as those of third parties in the public directory. The claimant's, Go Yel-
low GmbH and Telix AG, operated an Internet inquiry service and a tele-
phone directory enquiry service, offering the said data in return for payment.
The companies demanded, on the grounds of Article 25 section 2 Universal
Service Directive 2002/22/EC, from Deutsche Telekom that it must provide
not only the data of the customers of Deutsche Telekom AG but also of the
third parties. Pursuant to Article 25 section 2 Universal Service Directive
2002/22/EC, “Member States shall ensure that all undertakings which assign
telephone numbers to subscribers meet all reasonable requests to make avail-
able, for the purposes of the provision of publicly available directory enquiry
services and directories, the relevant information in an agreed format on terms
which are fair, objective, cost oriented and non-discriminatory.” The referring
German court asked the European Court of Justice to consider whether Arti-
cle 12 Directive on privacy and electronic communications 2002/58/EG hin-
dered, in light of the fact that the Defendant lacked the explicit consent or ob-
jection from the said third parties or their customers, the transfer of the data
concerned.?’” Article 12 sect. 2 Directive on privacy and electronic communi-
cations 2002/58/EC only obliges the Member States, amongst others, to “en-
sure that subscribers are given the opportunity to determine whether their per-
sonal data are included in a public directory.”

In order to answer this question, the Court stated, referring only to Article
8 ECFR, as: “Article 8(2) of the Charter authorizes the processing of per-
sonal data if certain conditions are satisfied. It provides that personal data
‘must be processed fairly for specified purposes and on the basis of the
consent of the person concerned or some other legitimate basis laid down
by law’. (...) Moreover, the Directive on privacy and electronic communi-
cations makes it clear that that directive makes the publication, in printed
or electronic directories, of personal data concerning subscribers condi-
tional on the consent of those subscribers.”27® The decision appears, in the
first instance, to presume a direct effect of Article 8 section 2 ECFR be-
tween the parties involved. Since it is not public bodies but private com-
panies that collected and transferred the data in question, the Court seems
to presume that Article 8 ECFR addresses these private parties. However,
from a second perspective, such a third-party effect becomes arguable by
focusing on which entity actually caused the transfer of data. Article 25
section 2 Universal Service Directive establishes an obligation for private
undertakings to make the personal data available to third parties. Due to
the fact that the law obliged these private companies to transfer the data,

277 See ECJ C-543/09 cip. 19, 20, and 27.
278 See ECJ C-543/09 cip. 52 and 54.
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they had no choice in the matter of whether or not to transfer the same. It
is hence the legislature establishing the obligation and not the private com-
pany that infringes the right of Article 8 ECFR. The right to data protec-
tion therefore had, so far, no direct effect on the private parties.

In the next case “SABAM vs. Scarlet”, Scarlet was an Internet Service
provider offering its customers access to the Internet. SABAM was an associ-
ation of authors, composers and publishers representing the interests of its
members in the field of copyright. SABAM had noticed that Internet users
used the service of Scarlet by downloading copyright protected works by
members of SABAM without any authorization or payment of royalties.
SABAM filed an injunction against Scarlet to block any illegal file sharing.
The referring Belgian court asked the European Court of Justice to consider
whether such a filtering system harmed the fundamental right for the protec-
tion of personal data in Article 8 ECFR, since such a filtering system implied
the processing of certain IP addresses.?’® Similarly, in the case of “S4BAM vs.
Netlog”, Netlog was a social online community where users were able to set
up a personal profile and communicate to each other sharing all sorts of infor-
mation. SABAM was of the opinion that users on Netlog shared copyright
protected works of its members and filed an injunction against Netlog in order
for it to cease illegally making available the said musical and audiovisual con-
tent of SABAM'’s repertoire by installing a filter system. The Belgian court
also referred this case to the European Court of Justice asking whether,
amongst other matters, the Data Protection Directive and the Directive on pri-
vacy and electronic communication “permit Member States to authorize a na-
tional court (...) to order a hosting service provider to introduce, for all its
customers, in abstracto and as a preventive measure (...) a system for filter-
ing most of the information which is stored on its servers in order to identify”
works of the said repertoire.?80

The European Court of Justice balanced the right to data protection of the
individuals using the Internet service and the social network, respectively,
as well as the rights of the providers with the opposing fundamental rights
of the claimant, i.e. the association of authors, composers, and publishers.
The Court stated, at first, that “such an injunction would result in a serious
infringement of the freedom of the ISP concerned to conduct its business
since it would require that ISP to install a complicated, costly, permanent
computer system at its own expense (...). In those circumstances, it must
be held that the injunction to install the contested filtering system is to be
regarded as not respecting the requirement that a fair balance be struck be-
tween, on the one hand, the protection of the intellectual-property right en-

279 See ECJ C-70/10 cip. 15 to 26.
280 See ECJ C-360/10 cip. 15 to 25.
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joyed by copyright holders, and, on the other hand, that of the freedom to
conduct business enjoyed by operators as ISPs. Moreover, the effects of
that injunction would be limited to the ISP concerned, as the contested fil-
tering system may also infringe that fundamental rights of that ISP’s cus-
tomers, namely their right to protection of their personal data and their
freedom to receive or impart information, which are rights safeguarded by
Articles 8 and 11 of the Charter respectively.” In the case of “SABAM vs.
Netlog”, the Court considered in more detail how such a filtering system
would harm the fundamental right to data protection of users in the social
network in question: “Indeed, the injunction requiring installation of the
contested filtering system would involve the identification, systematic
analysis and processing of information connected with the profiles created
on the social network by its users. The information connected with those
profiles is protected personal data because, in principle, it allows those
users to be identified”. The Court concluded, referring to the preceding
case of “SABAM vs. Scarlet”, that the injunction would not be in line with
the requirement of a fair balance between, on the one side, the copyright
of the SABAM members and, on the other, the right to protection of per-
sonal data of the users of the social network.

While the European Court of Justice referred in the preceding cases to
the right to data protection under Article 8 ECFR, only, it additionally re-
ferred, in the cases of “ASNEF vs. FECEMD” and “Gonzdlez vs. Google
Spain”, to the right to private life provided for by Article 7 ECFR. The
first case of “ASNEF vs. FECEMD?” is interesting because the Court did
not weigh the opposing rights itself. Instead, the Court decided on the
question of whether or not the Spanish legislator was correct in the way it
has balanced the opposing rights, in light of Articles 7 and 8 ECFR, in ac-
cordance with Article 7 lit. f) of the Data Protection Directive.

Article 7 lit. f) of the directive states that the Member States shall provide,
transposing the directive into national law, that personal data may be pro-
cessed only if the “processing is necessary for the purposes of the legitimate
interests pursued by the controller or by the third party or parties to whom the
data are disclosed, except where such interests are overridden by the interests
for fundamental rights and freedoms of the data subject which require protec-
tion under Article 1 (1)” of the directive. The Spanish legislator transposed
this provision into Spanish law excluding, in general, the processing of per-
sonal data that not has been made publicly available before.28!

281 See ECJ C-468/10 and C-469/10, cip. 22.
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The European Court of Justice stated, at first, that the “Member States
must, when transposing Directive 95/46, take care to rely on an interpreta-
tion of that directive which allows a fair balance to be struck between the
various fundamental rights and freedoms protected by the EU legal order”.
The Court agreed with the national legislator that the fact that the data was
already publically available before might influence the intensity of the
harm of the fundamental rights of the individual concerned. The intensity
of harm for the individual is much higher if the data was not publically
available before its processing. This higher intensity of harm must be tak-
en into account balancing the individual’s rights with the opposing rights
of the third parties. However, the Court stated that the Spanish legislator
interfered with Article 7 lit. f) of the Data Protection Directive by “exclud-
ing, in a categorical and generalized manner, the possibility of processing
certain categories of personal data, without allowing the opposing rights
and interests at issue to be balanced against each other in a particular
case.” The Court added that this might be only different, in accordance
with Article 8 of the Data Protection Directive, with respect to special cat-
egories of data revealing racial or ethnic origin, political opinions, reli-
gious or philosophical beliefs, trade-union membership, and the process-
ing of data concerning health or sex life.

While the European Court of Justice decided this case in favor of the
data controllers,282 it followed, in the case of “Gonzdlez vs. Google
Spain”, a more restrictive approach in favor of the individual concerned
by the data processing.

In this case, the claimant was involved, in 1998, in a real estate-auction as a
measure for recovering social security debts. A Spanish newspaper had pub-
lished articles about the auction that Internet users could find, until 2012, un-
der the claimant’s name, via Google’s search engine. The claimant requested
not only from the newspaper to delete his name in the articles or, at least, to
use technical tools so that Google’s search engine could not find the articles
but also from Google itself to delete the links to the articles. The case ended
up before the European Court of Justice, which finally denied the first but af-
firmed the second request: Google had to delete the links.?83

The European Court of Justice weighed the fundamental rights to privacy
and data protection of Mr. Gonzalez against the fundamental rights of the
search engine operator linking to the articles, and the Internet users who

282 See the similar case of ECJ C-582/14, cip. 50 to 64.
283 See ECJ C-131/12 cip. 14 to 20.
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could find these articles searching for his name. In doing so, the Court
clearly differentiated not only between the interests of the publishers of
the articles and the operator of the Internet search engine but also between
the effects of the publication of the articles, as such, and the fact that they
can be found by means of the search engine.284 In the Court’s opinion, the
increased possibilities of finding and interconnecting the articles within
the Internet can even have a worse affect on the claimant than the first
publication of the articles within the newspaper itself. The Court conclud-
ed from this that Articles 7 and 8 ECFR “override, as a rule, not only the
economic interest of the operator of the search engine but also the interest
of the general public in having access to that information (...).”28%% From
the Court’s point of view that might be only different “if it appeared, for
particular reasons, such as the role played by the data subject in public
life, that the interference with his fundamental rights is justified by the
preponderant interest of the general public in having, on account of its in-
clusion in the list of results, access to the information in question.”286

(3) German Basic Rights

On the German level, finally, constitutional law primarily binds, pursuant
to Article 1 sect. 3 GG, the State and not private parties. However some
critics believe that German Basic rights not only address the State but also
private individuals. They argue that, nowadays, it is not only the State but
also private entities that are able to infringe fundamental rights.287 Simitis,
who also chaired the Expert Group set up by the European Commission in
order to prepare the European Charter of Fundamental Rights, particularly
considers that the personality right, more precisely, the right to informa-
tional self-determination guaranteed in Article 2 sect. 1 and Article 1 sect.
1 GG serves as “classic link for the third-party effect of constitutional
rights”.28 Nevertheless, the prevailing opinion denies such a direct effect
of fundamental rights on the private sector, even if third parties have com-

284 See ECJ C-131/12 cip. 87.

285 See ECJ C-131/12 cip. 97.

286 See ECJ C-131/12 cip. 97.

287 See Papier, ibid., cip. 4 to 6.

288 See Expert Group on Fundamental Rights, p. 27; Simitis, NJW 1984, p. 401;
denying Wente, NJW 1984, 1446.
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prehensive power of control. A direct third-party effect is only recognized
in exceptions explicitly provided for by the German Basic Rights.?8?

Irrespective of the question of the direct third-party effect of German
Basic Rights, it is common ground that these rights have an indirect effect
on third parties. The legal doctrine elaborated several objective and sub-
jective functions of the Basic Law. In light of these functions, the Basic
Rights do not only serve, as illustrated previously, the defensive function
that is at stake if someone seeks to defend him or herself against state
regulation, but also serves a protection function. This function results from
the “objective order of values” provided for by German Basic Law. The
justification of the protection function refers especially to Article 1 sect. 1
sent. 1 GG, which requires, similarly to Article 1 ECFR, that all state au-
thorities must respect and protect human dignity.2%0

(a) Protection function of the right to informational self-determination

In the decision of “Release of Confidentiality” (Schweigepflichtent-
bindung), the German Constitutional Court affirmed this concept of pro-
tection with particular respect to the data processing by private parties.

In this case, the claimant complained about a certain contractual obligation in
her disability insurance contract that contained an authorization for the release
of her confidential information of the insurance policy. The claimant reached
an agreement with the insurance company for a life policy with a supplemen-
tary insurance for occupational disablement.?’! The contract for this supple-
mentary insurance consisted of the claimant's duty to authorize the insurance
company to “retrieve appropriate information from all doctors, hospitals,
nursing homes, where I (the claimant) was or will be treated, as well as from
my (the claimant’s) health insurance company and other personal insurance
companies, social insurance companies, public agencies, current and former
employers.”?2 When an insurance event occurred, the claimant refused to au-
thorize the general release of confidential information and instead offered to
authorize the respective entities to disclose her personal information on a
case-by-case basis. The defendant refused to do this and, consequently, re-
fused to pay out the policy. The claimant brought an action against the insu-
rance company declaring that the specific clauses of the agreement in

289 See Jarass in: Jarass/Pieroth, GG, Art. 1 cip. 50; Jaeckel, ibid., pp. 100/101.
290 See Papier, ibid., cip. 7 to 10.

291 See BVerfG, 1 BvR 2027/02 (Release of Confidentiality), cip. 1 to 11.

292 See BVerfG, ibid., cip. 13.
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question were illegal and demanded that the insurance company pay out ac-
cording to the policy. After the civil courts denied the claim in all instances,
the claimant brought a constitutional complaint about the decisions of the civ-
il courts on the grounds that the decisions would infringe the claimant’s basic
right to informational self-determination.?%3

The Constitutional Court affirmed the claim stating that the decisions of
the civil courts infringed the claimant’s general personality right in its spe-
cific form as the right to informational self-determination. The Court in-
corporates the state duty of protection regarding the right to informational
self-determination with the following reasoning:

“The judgments in question of the Regional Court and Higher Regional Court
must be conform with the duty of the public authorities resulting from Art. 2
sect. 1 in combination with Art. 1 sect. 1 GG to guarantee the individual’s in-
formational self-determination in relation to third parties (...). The general
personality right consists of the right of the individual to determine by him or
herself the disclosure and usage of his or her personal data (...). This right
also affects (...) the private law. If the judge, who decides on a case according
to private law, misunderstands the object of protection of the general person-
ality right, he or she infringes, by means of his or her decision, the protection
function of the citizen’s basic right (...). Indeed, especially on the private sec-
tor, the general personality right does not constitute an absolute control about
certain information. The individual has to be rather considered as a personali-
ty that develops within the social community and depends on communication
(...). This might result in the situation in which the individual has to respect
the interests of communications by others. Principally, it belongs to the indi-
vidual to form his or her communicational relationships and to decide
whether he or she discloses or keeps certain information secret. Also the free-
dom to release information is protected by basic rights. For the individual, it
is generally possible and reasonable to take preventative measures in order to
maintain his or her interests of confidentiality. The general personality right
safeguards that the legal order provides and maintains the legal conditions un-
der which the individual is able to participate in communicational processes
in a self-determined way and to develop his or her personality. In order to ful-
fill this duty, the individual must be reasonably enabled to protect him or her-
self in informational matters. If this is not the case, there is a responsibility of
the State to establish the conditions for a self-determined participation in
communication. In this case, the State cannot deny persons concerned protec-
tion under reference to the only seemingly voluntariness of the disclosure of
certain information. The duty of protection that results from the general per-

293 See BVerfG, ibid., cip. 12 to 23.
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sonality right rather requires from the responsible public agencies to provide
the legal pre-conditions for an efficient informational self-protection.

2204

Thus, the duty of protection resulting from the right to informational self-
determination obliges the State to establish and safeguard mechanisms that
enable the individual concerned to protect him or herself against the
threats resulting from the data processing by third parties.

294

128

See BVerfG, ibid., cip. 27 to 33: “Die angegriffenen Urteile des Landgerichts und
des Oberlandesgerichts sind an der aus Art.2 Abs. 1 in Verbindung mit Art. 1
Abs. 1 GG folgenden Pflicht der staatlichen Gewalt zu messen, dem Einzelnen
seine informationelle Selbstbestimmung im Verhiltnis zu Dritten zu ermoglichen.
Das allgemeine Personlichkeitsrecht umfasst die Befugnis des Einzelnen, iiber
die Preisgabe und Verwendung seiner personlichen Daten selbst zu bestimmen
(...). Dieses Recht entfaltet als Norm des objektiven Rechts seinen Rechtsgehalt
auch im Privatrecht. Verfehlt der Richter, der eine privatrechtliche Streitigkeit
entscheidet, den Schutzgehalt des allgemeinen Personlichkeitsrechts, so verletzt
er durch sein Urteil das Grundrecht des Biirgers in seiner Funktion als
Schutznorm (...). Gerade im Verkehr zwischen Privaten lédsst sich dem allge-
meinen Personlichkeitsrecht allerdings kein dingliches Herrschaftsrecht iiber bes-
timmte Informationen entnehmen. Der Einzelne ist vielmehr eine sich innerhalb
der sozialen Gemeinschaft entfaltende, auf Kommunikation angewiesene
Personlichkeit (...). Dies kann Riicksichtnahmen auf die Kommunikationsinter-
essen anderer bedingen. Grundsétzlich allerdings obliegt es dem Einzelnen selbst,
seine Kommunikationsbeziehungen zu gestalten und in diesem Rahmen dariiber
zu entscheiden, ob er bestimmte Informationen preisgibt oder zuriickhélt. Auch
die Freiheit, personliche Informationen zu offenbaren, ist grundrechtlich
geschiitzt. Dem Einzelnen ist es regelmidfig moglich und zumutbar, geeignete
Vorsorgemafinahmen zu treffen, um seine Geheimhaltungsinteressen zu wahren.
Das allgemeine Personlichkeitsrecht gewéhrleistet, dass in der Rechtsordnung
gegebenenfalls die Bedingungen geschaffen und erhalten werden, unter denen der
Einzelne selbstbestimmt an Kommunikationsprozessen teilnehmen und so seine
Personlichkeit entfalten kann. Dazu muss dem Einzelnen ein informationeller
Selbstschutz auch tatséchlich moglich und zumutbar sein. Ist das nicht der Fall,
besteht eine staatliche Verantwortung, die Voraussetzungen selbstbestimmter
Kommunikationsteilhabe zu gewihrleisten. In einem solchen Fall kann dem Be-
troffenen staatlicher Schutz nicht unter Berufung auf eine nur scheinbare Frei-
willigkeit der Preisgabe bestimmter Informationen versagt werden. Die aus dem
allgemeinen Personlichkeitsrecht folgende Schutzpflicht gebietet den zustdndigen
staatlichen ~ Stellen vielmehr, die rechtlichen Voraussetzungen eines
wirkungsvollen informationellen Selbstschutzes bereitzustellen.”
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1. Constitutional framework

Priority of contractual agreements and the imbalance of powers

Subsequently, the German Court specified under which conditions the de-
cision of an individual, in relation to a contractual agreement, has to be
considered as voluntary or ‘only seemingly voluntary’, which finally lead
to the infringement of the basic right by the deciding courts:

“The contract is the essential instrument in order to develop free and self-re-
sponsible actions in relation to third parties. The contract, which mirrors the
harmonious will of the contracting parties generally, allows the assumption of
a fair balance of their interests and must be principally respected by the State.
However, if it is apparent that one party of the contract is so powerful that he
or she can, in fact, unilaterally determine the contract, the law must safeguard
both constitutional positions in order to avoid that the self-determination of
one party perverts into being completely controlled by the other party. Such
unilateral power of determination can result, amongst others, from the fact
that the service offered by one party for the maintenance of the personal cir-
cumstances of the other is so essential that the latter cannot reasonably refuse
to conclude the contract and, subsequently, to disclose the information de-
manded by the first. If those contract clauses — which concern the right to in-
formational self-determination — are, in fact, not negotiable, the correspond-
ing duty of protection requires the judge to weigh the interests of confidential-
ity of the one party with the other’s interests of disclosure.”?%3

295

See BVerfG, ibid., cip. 34 to 36:“Der Vertrag ist das maBgebliche Instrument zur
Verwirklichung freien und eigenverantwortlichen Handelns in Beziehung zu an-
deren. Der in ihm zum Ausdruck gebrachte iibereinstimmende Wille der Ver-
tragsparteien ldsst in der Regel auf einen sachgerechten Interessenausgleich
schlieBen, den der Staat grundsitzlich zu respektieren hat (...). Ist jedoch er-
sichtlich, dass in einem Vertragsverhiltnis ein Partner ein solches Gewicht hat,
dass er den Vertragsinhalt faktisch einseitig bestimmen kann, ist es Aufgabe des
Rechts, auf die Wahrung der Grundrechtspositionen beider Vertragspartner
hinzuwirken, um zu verhindern, dass sich fiir einen Vertragsteil die Selbstbestim-
mung in eine Fremdbestimmung verkehrt (...). Eine solche einseitige Bestim-
mungsmacht eines Vertragspartners kann sich auch daraus ergeben, dass die von
dem iiberlegenen Vertragspartner angebotene Leistung fiir den anderen Partner
zur Sicherung seiner personlichen Lebensverhéltnisse von so erheblicher Bedeu-
tung ist, dass die denkbare Alternative, zur Vermeidung einer zu weitgehenden
Preisgabe personlicher Informationen von einem Vertragsschluss ganz abzuse-
hen, fiir ihn unzumutbar ist. Sind in einem solchen Fall die Vertragsbedingungen
in dem Punkt, der fiir die Gewéhrleistung informationellen Selbstschutzes von
Bedeutung ist, zugleich praktisch nicht verhandelbar, so verlangt die aus dem all-
gemeinen Personlichkeitsrecht folgende Schutzpflicht eine gerichtliche
Uberpriifung, ob das Geheimhaltungsinteresse des unterlegenen Teils dem Offen-
barungsinteresse des liberlegenen Teils angemessen zugeordnet wurde. Dazu sind
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C. The function of the principle of purpose limitation in light of Article 8 ECFR

The Court finally came to the conclusion that the power of negotiation of
the contracting parties was so unbalanced that the claimant could not safe-
guard her informational self-protection on her own. The Court stated that
in light of the current low level of state insurance for occupational disabil-
ity, professionals have to, in order to safeguard their living standard, take
out private insurance policies. Furthermore, the Court held the clause in
question as not negotiable. Even if the claimant could choose between dif-
ferent policies which were offered by different insurance companies, the
differences in the policies on the market, referred only to the conditions
and the extent of the services of the policy as such but not to the collection
and processing of the personal data. Thus, the Court did not see that com-
petition which existed in the market with regard to the clauses that were
relevant with respect to data protection law.2%

(c) Balancing the colliding constitutional positions

Consequently, the German Constitutional Court stated on how the consti-
tutional positions of the contracting parties may be weighed against each
other. On the one hand, the Court considered, with the following reason-
ing, that the contractual obligation of release of confidentiality did essen-
tially harm the claimant’s right to informational self-determination:

“The persons and institutions that are, in part, rather generally listed in the au-
thorization of release from confidentiality can have sensible information
about the claimant which dramatically affects her development of personality.
(...) (Given the release of confidentiality), the claimant looses the possibility
to control her interests of confidentiality by her own because of the general
wording of the authorization, which does not determine specific inquiry of-
fices nor specific inquiries, so that she cannot foresee which information
about her will be demanded by whom. (...) The authorization demanded by
the defendant is comparable with a general authorization to retrieve sensitive
information with respect to the insurance event which extent is merely fore-
seeable by the claimant. (...) Because of the broad term ‘appropriate’, the pol-
icy-holder is not able to estimate which information can be retrieved on the
basis of the authorization. The district court considered ‘all facts which might
be, even indirectly, legally relevant for the approval and execution of the poli-
cy services’ as appropriate. As a consequence, actually each reference to the

die gegenldufigen Belange einander im Rahmen einer umfassenden Abwigung
gegeniiberzustellen (...).”
296 See BVerfG, ibid., cip. 37 to 40.

130



https://doi.org/10.5771/9783845290843 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by/4.0/
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event of insurance suffices in order to allow the inquiry. (...) Mechanisms of
control to prove whether the collection of the data occurs in accordance to the
(... /clause) are lacking. (...) The contract does not provide any duties of spe-
cial information in favor of the policy-holder about specific collections of the
data. The insurant has only after the disclosure of the information, given that
he or she becomes aware of it, the possibility to control its legitimacy and to
bring judicial action against it. However, at this moment, his or her interest
can be already irreparably harmed (... /by the insurance company).”??7

On the other hand, the German Constitutional Court considered that the
defendant has an equally essential interest to obtain the information:
“It is of high relevance for the insurance company to verify whether the event

of insurance really occurred. (...) In addition, the insurance company is, in
light of the variety of the events, not able to pre-list, already in the contract

297 See BVerfG, ibid., cip. 43, 45 to 48: “Wenn die Beklagte von der Beschw-
erdefiihrerin die Abgabe der begehrten Schweigepflichtentbindung verlangen
kann, wird deren Interesse an wirkungsvollem informationellem Selbstschutz in
erheblichem Ausmaf beeintrichtigt. Die in der formularmiBigen Erklarung der
Schweigepflichtentbindung genannten, zum Teil sehr allgemein umschriebenen
Personen und Stellen konnen iiber sensible Informationen iiber die Beschw-
erdefiihrerin verfiigen, die deren Personlichkeitsentfaltung tief greifend beriihren.
(...) Dabei begibt sie sich auch der Moglichkeit, die Wahrung ihrer Geheimhal-
tungsinteressen selbst zu kontrollieren, da wegen der weiten Fassung der
Erkldrung, in der weder bestimmte Auskunftsstellen noch bestimmte Auskunft-
sersuchen bezeichnet sind, fiir sie praktisch nicht absehbar ist, welche Auskiinfte
iiber sie von wem eingeholt werden konnen. (...) Die von der Beklagten verlangte
Erméchtigung kommt damit einer Generalerméichtigung nahe, sensible Informa-
tionen mit Bezug zu dem Versicherungsfall zu erheben, deren Tragweite die
Beschwerdefiihrerin kaum zuverldssig abschitzen kann. (...) Es fehlt an einem
wirksamen Kontrollmechanismus fiir die Uberpriifung der Sachdienlichkeit einer
Informationserhebung. (...) Aufgrund der Weite des Begriffs der Sachdienlichkeit
kann der Versicherungsnehmer nicht im Voraus bestimmen, welche Informatio-
nen aufgrund der Erméchtigung erhoben werden konnen. Das Landgericht hat
ausgefiihrt, sachdienlich seien “alle Tatsachen, die fiir die Feststellung und Ab-
wicklung der Leistungen aus dem Versicherungsvertrag rechtserheblich sein
konnen, und sei es auch nur mittelbar als Hilfstatsachen. Damit reicht praktisch
jeder Bezug zu dem behaupteten Versicherungsfall aus, um eine Auskunftserhe-
bung zu begriinden. (...) Eine gesonderte Aufkldrung des Versicherungsnehmers
iber die einzelnen Erhebungen ist in den Vertragsbedingungen nicht vorgesehen.
Allenfalls nach einer Auskunftserteilung hat der Versicherte, soweit er von ihr
erfahrt, die Moglichkeit, deren Berechtigung zu priiffen und gegebenentfalls
gerichtlichen Rechtsschutz in Anspruch zu nehmen. Zu diesem Zeitpunkt kann
sein Interesse jedoch bereits irreparabel geschéddigt sein, wenn das Versicherung-
sunternehmen unbefugt sensible Informationen erhoben hat.”
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clause, all the information that might become relevant for the subsequent veri-
fication. Evaluating the importance of the defendant’s interests, also the orga-
nizational and financial efforts that result from different possibilities of verifi-
cation may come into consideration.”?%8

In conclusion, the German Constitutional Court examines, first, whether
or not the State actually infringes a State duty of protection and, in doing
so, whether or not the individual concerned is really able to protect him or
herself. Only if this is not the case, the State then has the duty to weigh
itself (in this case, the Constitutional Court) the opposing fundamental
rights, instead of the private parties.

bb) Balance between defensive and protection function

As demonstrated so far, the European Court of Human Rights does not
precisely differentiate between the defensive and the protection function
of human rights. In turn, the European Court of Justice does not even clar-
ify, at least not explicitly, the type of effect of the fundamental rights to
private life and/or data protection on the private sector. In contrast, the
German Constitutional Court explicitly applies an indirect effect of basic
rights, elaborating, precisely on the protection and defensive function in
order to balance the basic rights opposing the German right to informa-
tional self-determination. Therefore, even if not all fundamental rights
regimes recognize the defensive and protection function as applicable
principles, it is worth examining their interplay, in general, which can
serve as a structural aid in order to find a sound balance between the col-
liding fundamental rights.?%?

298 See BVerfG, ibid., cip. 50 to 52: “Dem Interesse der Beschwerdefiihrerin an in-
formationeller Selbstbestimmung steht ein Offenbarungsinteresse der Beklagten
von gleichfalls erheblichem Gewicht gegeniiber. Es ist fiir das Versicherungsun-
ternehmen von hoher Bedeutung, den Eintritt des Versicherungsfalls tiberpriifen
zu konnen. (...) Zudem ist es aufgrund der Vielzahl denkbarer Fallgestaltungen
dem Versicherer nicht moglich, bereits in der Vertragsklausel alle Informationen
im Voraus zu beschreiben, auf die es fiir die Uberpriifung ankommen kann. Im
Rahmen der Gewichtung des Interesses der Beklagten kann auch der organ-
isatorische und finanzielle Aufwand beriicksichtigt werden, den verschiedene
Prifungsmoglichkeiten erfordern.”

299 Cf. Jaeckel, ibid., p. 103, who stresses the many commonalities of all three fun-
damental rights regimes, i.e. the ECHR, the ECFR, and the German Basic Rights
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(1) The 3-Step-Test: Assessing the defensive and protection function

There is a rough consensus on how to assess both the protection function
and the defensive function of fundamental rights.3%° Both assessments
usually follow three steps: Firstly, it is necessary to determine the scope of
protection of the fundamental right in question. The second step requires
examining whether or not a certain action invades into the scope. So far,
the first and second steps are very similar in its approach. The third step
seeks to assess whether or not the invasion into the scope of protection
leads to a disproportionate violation of the fundamental right or not. It is
the third step of this test where the assessment is different between the de-
fensive and protective function as demonstrated below.

As mentioned previously, like the defensive function, the protection
function applies to all three state powers, i.e. the legislator, the executive,
and the judiciary. Regarding the protection function, the third step of the
assessment refers to the question of whether or not the harm caused by a
private party to another private party must be considered as a non-fulfill-
ment of the duty of protection by the State. However, with respect to an
legislator’s action, or rather omission, the protection function is particular.
In Germany, it can be assessed pursuant to the principle called “prohibi-
tion of insufficient means”. The German Constitutional Court requires, in
essence, only “an — under respect of colliding objects of protection — ad-
equate level of protection; it is essential, that such protection is effective.
The measures provided for by the legislator must be sufficient for an ad-
equate and effective protection and must be, in addition, based on an accu-
rate investigation of facts and on reasonable estimations.”3! Hence, the
duty of protection principally follows the objects of protection guaranteed

regarding the state duty of protection; Eckhoff, ibid, regarding the terminology,
pp- 288 to 290.

300 See Jaeckel, ibid., examining in detail the criteria for the distinction between the
protection and defensive function in the light of German Basic Rights, pp. 63 to
79, the ECHR, pp. 141 to 154, and the ECFR, pp. 247 to 159.

301 See Calliess, ibid., cip. 6 with reference to BVerfGE 88, 203, cip. 159:
“Notwendig ist ein — unter Beriicksichtigung entgegenstehender Rechtsgiiter —
angemessener Schutz; entscheidend ist, dal er als solcher wirksam ist. Die
Vorkehrungen, die der Gesetzgeber trifft, miissen filir einen angemessenen und
wirksamen Schutz ausreichend sein und zudem auf sorgfiltigen Tatsachenermit-
tlungen und vertretbaren Einschétzungen beruhen®.
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by the fundamental rights.392 Consequently, these guarantees also deter-
mine the so-called range of protection. The following three questions es-
sentially determine the range of protection in order to provide for an ad-
equate level of protection: Is a subsequent protection against a harm that
already had occurred sufficient?; or is a preventative protection against
specific risks necessary?; or is a precautionary protection against unspecif-
ic risks even required?303

Calliess stresses a further factor determining the duty of protection: the
state “monopoly on the use of force”.3%4 This monopoly forbids individu-
als to execute their rights themselves. Therefore, the less private individu-
als are legally allowed to protect themselves against harms by third par-
ties, the more the State is in charge of controlling the protection of their
fundamental rights. In contrast, the more the legislator provides mechan-
isms enabling private parties to protect themselves, e.g. by self-regulation
mechanisms such as codes of conducts, certificates or the individual’s con-
sent, the less strict is the state duty of protection.3%5 Similarly, if private
entities become so powerful that they can unilaterally determine the condi-
tions on the market, the state duty of protection requires rebalancing this
market power.3%¢ Overall, the State must safeguard that the legal system
effectively and efficiently enables the individual to protect him or herself;
the system of protection provided for must be suited to repel the harm (de-
pending on its risk and intensity that it poses), according to the fundamen-
tal right in question.3%7

However, even if the duty of protection is strict, the legislator always
has a certain margin of discretion for how to fulfill its duty of protection.
This is the particularity of the protection function with respect to the legis-
lator, compared to the executive or the judiciary. This margin results from
the separation of powers: A Constitutional Court belonging to the Judicia-
ry must not substitute the legislator which is democratically empowered

302 See Dietlein, The Doctrine of Duties of Protection of Basic Rights, pp. 86 and 87.

303 See above under point B. II. 3. ¢) Interim conclusion: Fundamental rights deter-
mining the appropriateness of protection; Jaeckel, ibid., regarding the German
Basic Rights, pp. 85 to 88, the ECHR, pp. 165 and 166, and the ECFR, pp. 260 to
265; cf. Kuner et al., Risk management in data protection, p. 98.

304 See Calliess, ibid., cip. 2.

305 See Calliess, ibid., cip. 20 to 22.

306 Cf.v. Danwitz, The Fundamental Rights to Private Life and to Data Protection,
pp- 584 and 585.

307 See Calliess, ibid., cip. 20 to 22, 25, and 26.
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by its citizens. The Constitutional Court would substitute the legislator if it

made an order as to how the legislator has to fulfill its protection func-

tion.3%8 Only the importance of the substantial guarantee in question, the
severity of the infringement, and the importance of opposing constitution-
al guarantees can restrict the margin of appreciation.3%°

In contrast, the assessment of whether or not a state action conflicts

with the defensive function of a fundamental right generally foresees a
narrow margin of discretion, thus, it is stricter. Here, the assessment al-
ways refers to a specific state action. If this specific action infringes the
scope of protection of a fundamental right, the question is whether or not
the infringement is legitimate or not. In answering this last question, a pro-
portionality test plays a decisive role.31% This proportionality test refers to
the following four questions:

1. Does the action intruding into the scope of the fundamental right fol-
low a legitimate aim? (Pre-question)

2. Ifso, is the action adequate in order to achieve this aim?

3. If so, is the action necessary for this aim, in other words, is there no
other action being equally efficient in achieving the legitimate aim and
intruding less into the scope of the fundamental right?

4. If so, is the action proportionate with respect to the colliding funda-
mental rights?

In conclusion, the regulator has to balance the colliding fundamental rights

by respecting, with regard to the protection function, the “prohibition of

insufficient means” and, with respect to the defensive function, the propor-
tionality test.3!! In this regard, it is the legislator who is primarily in

charge of balancing the colliding fundamental rights through means of im-

plementing ordinary law, be it civil, administrative, or penal law. And

even if it is the classic role of civil law to solve conflicting interests

308 See, with respect to German law, Callies, ibid., cip. 6; Rupp, The State Duty of
Protection for the Right to Informational Self-Determination in the Press Sector,
pp- 46 to 53.

309 Cf.v. Danwitz, The Fundamental Rights to Private Life and to Data Protection, p.
582.

310 See, regarding the European Convention on Human Rights, Matscher, Methods
of Interpretation of the Convention, p. 67; regarding the European Charter of
Fundamental Rights, Gonzalez-Fuster, The Emergence of Data Protection as a
Fundamental Right of the EU, pp. 200 to 205, who also stresses the uncertainties
on the interplay of Article 8 sect. 2 and 3 ECFR and Article 52 ECFR.

311 See Grimm, Data protection before its refinement, p. 587 and 588.
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amongst private individuals, it does not have to be considered as the only
regime of regulation instruments. Administrative law, comparably, serves
to prevent such conflicts, especially with regard to relationships where
multiple individuals are involved.3!? This might be in particular the case if
the object of regulation concerns a collective good so that it must not com-
pletely depend on the disposal by private parties. As mentioned previous-
ly, Regan promotes to consider privacy as such a collective good because
it constitutes the pre-conditions for being a citizen in a democracy.?!3 In
any event, the legislator provides this legal framework on both an abstract
and a general level and has, therefore, a wide scope with respect to the
consideration of the relevant facts, its evaluation, and finally the establish-
ment of the regulation instruments.34

(2) A first review: decomposing the object and concept of protection

Weighing both functions in a correct way thus is a rather complex task. It
does not only depend on the object of protection guaranteed by the funda-
mental right concerned, but also on the specific protection instruments.
The challenge of drawing the line between efficient protection of funda-
mental rights and an infringement of opposing fundamental rights because
of over-regulation, becomes particularly apparent with respect to privacy
and data protection, in other words, threats caused by the “processing of
personal data”.

(a) Which instruments actually protect which object of protection?

With respect to the German right to informational self-determination, the
way the State balances the duty of protection with opposing fundamental
rights, can be differentiated, in essence, pursuant to the following cat-
egories: First, a ban to disclose personal data (e.g. by legal prohibitions or
technical means); and second, support for informational self-protection

312 See Bethge, § 72 — Collision of Basic Rights, cip. 16, 17, 22, and 24; Dietlein,
The Doctrine of Duties of Protection of Basic Rights, pp. 109 and 110.

313 See Nissenbaum, ibid., p. 87, referring to Priscilla Regan (1995), Legislating Pri-
vacy, Chapel Hill: University of North Carolina Press, pp. 226 and 227.

314 Cf. Jarass, ibid., Vorb. vor. Art. 1 cip. 56; Callies, ibid, cip. 6.
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(e.g. by information or technical self-protection).?!> The State is usually
able to fulfill its duty of protection by the second mean, i.e. supporting
measures. Only if these supporting measures are not effective, or in order
to protect the fundamental rights of third parties who were concerned by
the disclosure, then the State is allowed to prohibit the self-disclosure of
personal data. In any case, abstract constitutional aims (such as environ-
mental protection), do not create a duty of protection. Such constitutional
positions can only help justify provisions, which infringe the defensive
function of fundamental rights, in the balancing exercise of the colliding
fundamental rights.316

(b) Example: “Commercialized” consent threatening the object of
protection including...

Regarding the abstract constitutional positions, Buchner unfolds the di-
verse aspects that are discussed in German literature, focusing on the con-
sent, regarding the object of protection of the right to informational self-
determination. In particular, the following aspects of the object of protec-
tion are discussed: a protection of individuality, of solidarity, and of
democracy in society. Promoters of these positions argue that the focus on
the individual’s consent as the main self-regulation instrument of informa-
tional self-determination inevitably leads, in the private market, to its
commercialization and as a consequence, endangers not only the dignity
of the individual but also society as a whole. The individuals would de-
grade themselves to a mere economic asset, which simultaneously disinte-
grates the basis for a democratic civil society.3!” Buchner does not negate
these criticisms per se, but stresses that this discussion actually refers to
the relationship between reality and law. He asserts that the economic ex-
ploitation of personal data is a fact. Meanwhile, there is a long-standing
market in which its participants trade data as economic goods. Conse-

315 Cf. Sandfuchs, Privacy against one’s will?, pp. 299 to 302.

316 See Dietlein, The Doctrine of Duties of Protection of Basic Rights, pp. 104 and
105.

317 See Buchner, ibid., pp. 183, with further references to the German discussion;
Rouvroy and Poullet, The Right to Informational Self-Determination and the Val-
ue of Self-Development: Reassessing the Importance of Privacy for Democracy,
p. 50.
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quently, he poses the question for the legislator: “Should its regulatory
function focus on guaranteeing, by means of certain procedural rules, a
minimum of balance between the market participants? Or should the legis-
lator also be in charge of setting up ethical rules and enforcing them, even-
tually, even against the actual covetousness of the market?’3!18 Buchner re-
sponds to these questions by referring to the decision of “Marlene Diet-
rich” by the German Federal Court of Justice, i.e. the highest civil court in
Germany: The legal order must restrain the commercialization of the per-
sonality right “where superior legal or ethic principles require this”.3!?
Buchner then unfolds these principles, with respect to the commercializa-
tion of the right to informational self-determination.

() ... individuality?

At first, Buchner refers to the criticism that individuals would degrade
themselves, resulting from the commercialization, to mere economic as-
sets. From this perspective, human life would be, more and more, inter-
preted pursuant to economic categories and human beings, which are re-
duced to mere rates and, thus, are quantitatively measurable and compara-
ble. Critics therefore assume that the economic exploitation of personal
data automatically increases the pressure of homogenization and elimi-
nates qualitative differences. In contrast, Buchner challenges this mecha-
nism by stressing the factual development of personalized marketing. Its
aim is not to equalize the individual but to capture his or her particularities
in order to increase the customer’s loyalty. From this point of view, in-
deed, the commercialization of personal data leads less to a homogeniza-
tion of individuals than to an individualization of production and market-
ing processes.?20 However, besides the marketing, Buchner admits there is
a pressure of adaptation: Private parties decide with whom and under
which conditions they want to contract on the basis of the available infor-
mation. For instance, the more information private companies (such as in-
surance companies, creditors, landlords or employers) have or gain about
individuals (such as debtors, tenants and employees), the higher the pres-

318 See Buchner, ibid., pp. 185 and 186.

319 See Buchner, ibid., p. 187 with reference to BGHZ 143, 214 (225) — Marlene Di-
etrich.

320 See Buchner, ibid., pp. 184, 189, and 190.
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sure becomes for those individuals to comply with those expectations.
However, Buchner considers that this pressure is not arguable in itself or
new, at least, so long as it safeguards proper legal or contractual behavior
and the processing of data is correct and fair. In contrast, the new issue
raised by the processing of personal data is the increasing differentiation
with respect to how certain characteristics of the potential contractual part-
ner are pre-determined and, consequently, of contractual relations.32!

(d) ... solidarity?

The last aspect leads to another criticism regarding the commercialization
of personal data: The disintegration of the community of solidarity. The
more individuals can profit, in the form of economic advantages, from the
disclosure of their personal data, the less they will be willing to accept
common (contractual) conditions protecting others who cause higher risks
or costs. Buchner concludes from this that the more information can prin-
cipally be retrieved, be it by better algorithms or a higher willingness of
individuals to share their data, the more difficult it will be, by means of
law, to impose an artificial ignorance in favour of the equality between or
amongst the individual.322 In essence, there are two, partly intertwined,
categories of law covering this phenomenon: The rights of equality and
non-discrimination and the Social State Principle guaranteed by the Ger-
man Basic Law. Buchner stresses that even if the increased differentiations
do not infringe the rights to equality and non-discrimination of the indi-
viduals concerned, it increases the challenges for those individuals who do
not fit into the advantageous expectations of the economy. Consequently,
Buchner recognizes an increasing social gap between individuals within
an economic meaning, ‘good’ and ‘bad’ data, respectively. However, he
sees in this phenomenon that it is primarily a problem related to the Social
State principle. Therefore, he asks whether the State can or should impose,
by means of data protection law, its social responsibility on private com-
panies. Buchner favors a solution for this social problem by public social
law and not by data protection law regulating interactions between private
parties.323

321 See Buchner, ibid., pp. 190 and 191.
322 See Buchner, ibid., p. 194.
323 See Buchner, ibid., pp. 197 and 198.
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(e)

... democracy?

Finally, Buchner deals with the criticism whether, and if so, to which ex-
tent the commercialization of personal data on the private sector endan-
gers the pre-conditions of a democratic civil society. Accordingly, he de-
termines, as a main source of this criticism, the “Decision on Population
Census” by the German Constitutional Court that stated that:

“In light of the right to informational self-determination, no social or legal or-
der would be possible if citizens would not be able to know what information
others have about them. The person who is unsure if their deviant behavior
will be noted and permanently stored, used or transferred will attempt not to
attract attention with such behavior. The person who is aware of being regis-
tered by the State when he or she takes part at an assembly or is part of an
association will possibly give up on exercising his or her corresponding fun-
damental rights (...). This would not only restrict the chances of individual
freedom of development but also the common welfare because self-determi-
nation is an essential condition for a free and democratic civil society that
builds upon the ability of action and participation of its citizens.”3?4

324

140

See BVerfG, 15th of December 1983, 1 BvR 209, 269, 362, 420, 440, 484/83
(Decision on Population Census), retrieved on the 7th of February 2016 from
https://openjur.de/u/268440.html, cip. 172: “Wer nicht mit hinreichender Sicher-
heit tiberschauen kann, welche ihn betreffende Informationen in bestimmten
Bereichen seiner sozialen Umwelt bekannt sind, und wer das Wissen mdoglicher
Kommunikationspartner nicht einigermafen abzuschétzen vermag, kann in seiner
Freiheit wesentlich gehemmt werden, aus eigener Selbstbestimmung zu planen
oder zu entscheiden. Mit dem Recht auf informationelle Selbstbestimmung wéren
eine Gesellschaftsordnung und eine diese ermdglichende Rechtsordnung nicht
vereinbar, in der Biirger nicht mehr wissen kdnnen, wer was wann und bei welch-
er Gelegenheit tiber sie weill. Wer unsicher ist, ob abweichende Verhaltensweisen
jederzeit notiert und als Information dauerhaft gespeichert, verwendet oder weit-
ergegeben werden, wird versuchen, nicht durch solche Verhaltensweisen aufzu-
fallen. Wer damit rechnet, dafl etwa die Teilnahme an einer Versammlung oder
einer Biirgerinitiative behordlich registriert wird und daB3 ihm dadurch Risiken
entstehen konnen, wird moglicherweise auf eine Ausiibung seiner entsprechen-
den Grundrechte (Art. 8, 9 GG) verzichten. Dies wiirde nicht nur die individu-
ellen Entfaltungschancen des Einzelnen beeintrdchtigen, sondern auch das
Gemeinwohl, weil Selbstbestimmung eine elementare Funktionsbedingung eines
auf Handlungsfahigkeit und Mitwirkungsfihigkeit seiner Biirger begriindeten
freiheitlichen demokratischen Gemeinwesens ist.”
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These considerations are similar to the approach promoted by Priscilla Re-
gan.32> However, Buchner stresses that the Constitutional Court developed
this reasoning with respect to the State. He agrees that treatment of data by
a State endangers a free political discourse but doubts that the treatment of
personal data in the private sector is relevant for the individual’s ability to
freely participate in public discourses. Buchner argues that private legal
transactions primarily serve the exchange of goods and services but not
the execution of civil rights. Even if the concepts of private and public au-
tonomy would be inextricably linked to each other, he doubts that the
commercialization of personal data would hinder the individual’s autono-
my. In his opinion, while the disclosure of personal data indeed increases
the knowledge of third parties, this does not automatically hinder the au-
tonomy of the individual concerned. Autonomy does not require individu-
als to know anything about other individuals, nor does one’s own knowl-
edge always leads to another’s manipulation. Therefore, Buchner advo-
cates that it is important to only concentrate on the real problematic cases
and not on every single aspect of the processing of data by private parties

because each social interaction in a digitized society would be problemat-
ic.326
ic.

cc) Equal or equivalent level of protection compared to state data
processing?

Before coming to a first conclusion on the previous considerations, there
is still another question to be considered. Given that there is an only indi-
rect effect of fundamental rights, and the object of protection is so broad
covering abstract constitutional positions (such as individuality, solidarity,
and democracy), the question to consider is: whether or not the data pro-
tection instruments established in the private sector should be identical to
the public sector or, at least, equivalent. There are two contrasting opin-
ions in relation to this issue amongst legal scholars. Pursuant to the first
opinion, the level of protection and regulation instruments are the same for
both the public and private sector. An ‘equal level’ of protection is consid-
ered because the imbalance of power caused by the processing of personal

325 See above point B. III. 1. The individual’s autonomy and the private/public di-
chotomy.
326 See Buchner, ibid., pp. 193 and 194.
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data is the same on the public and the private sector. De Hert and Gutwirth
give a vivid explanation why data protection law is often considered as
equally applicable in the public and in the private sector, as: “The power
of those, be it in the public or in the private sector, who process personal
data concerning others (whether with the help of information technology
or not) is generally already greater to begin with. The stream of personal
data primarily flows from the weak actors to the strong. Citizens not only
need to provide information to the authorities, but they also need to do so
as a tenant, job seeker, customer, loan applicant and patient. That is pre-
cisely why legal tools of transparency and accountability under the form
of data protection regulations were devised for application both in the pub-
lic and in the private sector.”327 In contrast, legal scholars promoting an
‘equivalent level” of protection do not require the same protection instru-
ments but consider different protection instruments to be implemented in
the private or public sector. This might result, pursuant to the particular
circumstances of the case, to a higher, equal or lower level of protection.
Others finally doubt that these questions make sense at all. Buchner ar-
gues, for example, that such a comparison of different levels of protection
implies an objective scale. In the private sector, such an objective scale
does not exist, in his opinion, because the fundamental right of the indi-
vidual concerned is not an ‘absolute’ right but must instead be weighed
against the opposing fundamental rights. The result is that fundamental
rights always lack an objective scale that would actually be the pre-condi-
tion in order to answer the question of whether there should be a higher,
lower or equivalent level of protection.328

¢) Interim conclusion: Interdisciplinary research on the precise object and
concept of protection

The previous discussion illustrates the difficulties in deciding the appro-
priate regulation instruments, whilst balancing on the one hand, in the pri-
vate sector, the opposing fundamental rights and further constitutional

327 See De Hert and Gutwirth, Privacy, data protection and law enforcement. Opacity
of the individual and transparency of power, p. 78.

328 See above C. I. 1. b) cc) Equal or equivalent level of protection compared to state
data processing?, referring to Buchner, Informational self-determination in the
private sector, pp. 44 and 45 with further references, as well as pp. 57 and 58.
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positions. All three fundamental rights regimes, i.e. the European Charter
on Human Rights, the European Charter of Fundamental Rights, and the
German Basic Rights, tend to apply an only indirect effect of fundamental
rights between private parties. Even if not all particularities are compre-
hensively clarified, the 3-step-tests assessing a protection and defensive
function of fundamental rights can provide structural help for this balanc-
ing exercise. In this regard, the question of how the legislator should pro-
vide for protection against threats resulting from the processing of person-
al data by private entities depends on the objects and concepts of protec-
tion of the fundamental rights.

However, already defining the object of protection of privacy and/or da-
ta protection is a difficult task. Buchner decomposes the object of protec-
tion of the German right to informational self-determination considering
individuality, solidarity and democracy as abstract constitutional positions,
in his words, superior legal or ethic principles. Indeed, these constitutional
positions do not create per se a state duty of protection. However, the leg-
islator may refer to these positions justifying its protection instruments es-
tablished, primarily, in order to protect an individual’s fundamental right.
And in doing so, the legislator has a wide margin of discretion for estab-
lishing the adequate protection instruments. Therefore, the legislator can
indeed decide to impose certain mechanisms on the private sector, supple-
menting the social basis for a democratic and supportive Civil Society.
Even if Buchner’s observations are principally correct, the legislator can
therefore well decide, for example, to implement certain Social State prin-
ciples by means of data protection law and not by Social Law. At least,
this thought applies so long as these objective constitutional aims are not
the only reason for the regulation, but are additional to the protection of an
individual’s fundamental right. Equally, this idea applies, in principle, to
the discussion on whether the data protection instruments applied on the
public and private sector should be, in light of the same (or similar) imbal-
ances of informational power, the same or equivalent. If the legislator
comes to the conclusion that there are informational imbalances on both
the public and the private sector, it can well address these imbalances with
the same or different protection instruments.

However, there is another aspect to this regulation which is problemat-
ic: All of the negative effects discussed in legal discourse regarding the
processing of personal data in the private sector, are mainly grounded on
assumptions. For example, do contractual differentiations between private
parties, such as in the insurance industry, really increase the pressure of
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social adaptation, and if so, to what extent? If private parties are able to
more and more pre-control their contractual partners, instead of retrospec-
tively sanctioning them for disappointing trustful expectations, does this
destroy social trust as a pre-condition for autonomous behaviour? How
much do imbalances of information threaten the balance of public dis-
courses? Are there informational power inequalities? And how do we ac-
tually capture these inequalities in our theoretical concepts?

The concepts underlying these questions are similar, if not the same, to
the concepts proposed previously: Nissenbaum summarized these
concepts referring to autonomy, human relationships, and the society as a
whole, as the actual values of privacy. If such concepts serve as a basis for
the legislator, then actually, it is absolutely necessary to clarify and vali-
date both its theoretical as well as empirical presumptions in order to im-
prove the rationality of law.32° Only if it is clear what the fundamental
rights protect, it is possible to validate, first, the actual threats for these ob-
jects of protection; and second, the efficiency of the protection instruments
applied in order to achieve these aims, such as the principle of purpose
limitation.330

2. The object and concept of protection of the German right to
informational self-determination

Clarifying the object and concept of protection hence, is key, in order to
help data controllers apply the principle of purpose limitation. As illustrat-
ed in the introduction, data controllers often have difficulties in precisely
specifying the purpose of the processing intended. The German Constitu-
tional Court has developed the object and concept of protection of the
German right to informational self-determination over three decades. Ex-
amining these decisions shall thus serve as a comparison with (or even a
source of inspiration for the development of) the rights to private life and
data protection under Articles 7 and 8 ECFR.

329 See Hoffmann-Riem, Innovation Responsibility, p. 39.
330 See above point B. II. 4. Searching for a scale in order to determine the potential
impact of data protection risks.
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a) Genesis and interplay with co-related basic rights

The German State of Hessen established, in 1970, the first data protection
law in the world.33! However, interestingly, German Basic Law does not
explicitly state that an individual's data is protected. Legal scholars con-
sider that the various plans to introduce the right to data protection in Ger-
man Basic Law became superfluous in light of the comprehensive defini-
tion provided for by the German Constitutional Court in the “Decision on
Population Census” (Volkszahlungsurteil) from 1983. In this case, the
German Constitutional Court recognized the so-called right to informa-
tional self-determination as an autonomous guarantee provided for by the
general personality right.332 The right to informational self-determina-tion
primarily served to protect the individual against the informational interest
of the State. Under German Basic Law, there are several rights that mirror
this purpose of protection with regard to specific aspects of life, such as
the right to privacy of correspondence, posts and telecommunication under
Article 10 GG, as well as the right to the inviolability of the home under
Article 13 GG.333 Another fundamental right related to the right to infor-
mational self-determination refers to the protection of the confidentiality
and integrity of information technological systems (Grundrecht auf Ver-
traulichkeit und Integritét informationstechnischer Systeme). This funda-
mental right extends the general scope of protection for the individual’s
personality to the moment before the personal data is collected. This right
protects the individual’s trust that the information technological system
used by him or her functions properly. Recognizing this kind of protection,
the German Constitutional Court decided not to discuss this issue under
the right to informational self-determination, because this would have
meant extending its already broad scope of protection even further. In-
stead, the Court decided to establish a new guarantee, which indeed is also
provided for by the general personality right.334 Despite the different guar-
antees provided for by the German basic rights surrounding the protection
of personal data, the German Constitutional Court often connects them in
order to evaluate an infringement by the State. For example, the Court

331 See Rudolf, Right to Informational Self-Determination, cip. 8.

332 See Rudolf, ibid., cip. 8 and cf. Burgkardt, ibid., p. 85.

333 Cf. Burgkardt, ibid., p. 85.

334 See Hoffmann-Riem, Protection of the Confidentiality and Integrity of Informa-
tion Technological Systems, p. 1015.
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considers the basic right to privacy of telecommunications under Article
10 GG and the basic right to privacy of the home under 13 GG as “specifi-
cations of the basic right to informational self-determination”, and applies
their principles to the more general right to informational self-determi-na-
tion, at least, “as long as they are not the result of the particularities of the
special guarantees.”335

Before the recognition of the basic right to informational self-determi-
nation, the German Constitutional Court referred in similar cases to the
protection of being private, comparable to Art. 8 ECHR and Art. 7 ECFR.
This right resulted in a “right to be left alone.”33¢ Pursuant to the so-called
theory of spheres, the more that the data was considered as being connect-
ed to the individual concerned, the stricter the protection of personal data
was. Despite the clarity of this concept, the theory of spheres failed to pro-
vide clear criteria in order to differentiate between the different spheres.
Some scholars view this as the essential problem that finally lead to the
development of the right to informational self-determination, and was rec-
ognized by the German Constitutional Court in the famous “Decision on
Population Census”.337 In light of the development of both the following
constitutional decisions, as well as the technical possibilities of data col-
lection and processing today, the introduction of this decision is worth be-
ing quoted in this thesis. In this case, citizens within Germany filed sever-
al constitutional complaints against a law for a state census including pop-
ulation, housing, profession and work areas. The German Court described
the social backgrounds that lead to the constitutional complaints in the in-
troduction of its judgment as:

“The data collection intended by this law caused anxiety even in those parts
of the population who respect as loyal citizens the right and duty of the State

335 See BVerfG, 4th of April 2006, 1 BvR 518/02 (Dragnet Investigation), cip. 90:
“Da diese Grundrechte spezielle Auspridgungen des Grundrechts auf informa-
tionelle Selbstbestimmung darstellen (...), sind diese MaBstéibe auch auf das all-
gemeinere Grundrecht anwendbar, soweit sie nicht durch die fiir die speziellen
Gewihrleistungen geltenden Besonderheiten geprégt sind.“ as well as BVerfG,
14th of July 1999, 1 BvR 2226/94 (Surveillance of Telecommunications), cip.
137, and BVerfG, 3rd of March 2004, 1 BvR 2378/98 (Big Eavesdropping Opera-
tion), cip. 169.

336 See Burgkardt, ibid., p. 87.

337 See Albers, Informational Self-Determination, pp. 211 and 212; Burgkardt, ibid.,
p- 88; cf. the criticism of the “private/public dichotomy” by Nissenbaum above
under point B. III. 2. “Criticism: From factual to conceptual changes”.
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to collect the information necessary for reasonable public action. This might
result from the fact that the extent and purpose of the census was, to a great
extent, unknown and that the necessity to reliably inform the citizens con-
cerned was not taken early enough into account despite the fact that public
awareness (...) increased in view of the development of automated data pro-
cessing. Nowadays, the possibilities of modern data processing are, to a large
extent, transparent only to experts and can provoke the fear of uncontrolled
profiling, even if the legislator demands the collection of such information
which is necessary and reasonable.”338

Thus, in this decision, the Court stated, with respect to the public sector,
that the “free development of the personality requires, under the modern
conditions of data processing, the protection of the individual against un-
limited collection, storage, usage and transfer of his or her personal da-
ta.”33? In this statement, the Court does not want to protect the individual
against all kinds of treatment of ‘his or her’ data but instead, only wants to
protect the individual against the unlimited treatment of data.340 The sub-
sequent analysis will therefore illustrate how the German Court frames the
principle of purpose limitation in light of the object and concept of protec-
tion of the right to informational self-determination in order to protect
against an unlimited use of personal data.

338 See BVerfG, 15th of December 1983, 1 BvR 209, 269, 362, 420, 440, 484/83
(Decision on Population Census), cip. 8: “Die durch dieses Gesetz angeordnete
Datenerhebung hat Beunruhigung auch in solchen Teilen der Bevodlkerung aus-
gelost, die als loyale Staatsbiirger das Recht und die Pflicht des Staates respek-
tieren, die fiir rationales und planvolles staatliches Handeln erforderlichen Infor-
mationen zu beschaffen. Dies mag teilweise daraus zu erkldren sein, dal weithin
Unkenntnis iiber Umfang und Verwendungszwecke der Befragung bestand und
dafl die Notwendigkeit zur verldlichen Aufklarung der Auskunftspflichtigen
nicht rechtzeitig erkannt worden ist, obwohl sich das allgemeine Bewultsein
durch die Entwicklung der automatisierten Datenverarbeitung (...) erheblich
verdndert hatte. Die Mdglichkeiten der modernen Datenverarbeitung sind weithin
nur noch fiir Fachleute durchschaubar und konnen beim Staatsbiirger die Furcht
vor einer unkontrollierbaren Personlichkeitserfassung selbst dann ausldsen, wenn
der Gesetzgeber lediglich solche Angaben verlangt, die erforderlich und zumut-
bar sind. (...)”

339 See BVerfG, ibid., cip. 173: “Freie Entfaltung der Personlichkeit setzt unter den
modernen Bedingungen der Datenverarbeitung den Schutz des Einzelnen gegen
unbegrenzte Erhebung, Speicherung, Verwendung und Weitergabe seiner
personlichen Daten voraus.”

340 Cf. Hoffmann-Riem, ibid., p. 1015.
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b) Autonomous substantial guarantee

In this same “Decision on Population Census”, the Court firstly deter-
mined on the conceptual provenance and normative aim of the right to in-
formational self-determination. In this regard, it must be stressed that this
thesis uses, so far, the terms “object of protection” and “substantial guar-
antee” provided for by fundamental rights, synonymously. Both the mean-

ing

and differences of the terms shall be examined, later on, with respect

to the differentiation of the fundamental rights to privacy and data protec-
tion under Article 7 and 8 ECFR.34! In any case, the German Constitution-
al Court considers the normative substance of the right to informational
self-determination as:

“The human dignity of a person who acts as a member of a free society in a
free and self-determined manner constitutes the center of the constitutional
order. Besides specific guarantees of freedom, the general personality right of
Art. 2 sect. 1 in combination with Art. 1 sect. 1 GG serves as a protection (of
human dignity) and can become relevant especially in the light of modern de-
velopments and new dangers for the human personality. (...) Stemming from
the idea of self-determination, it (the general personality right) contains (...)
the right of the individual to basically decide by him or herself when and to
what extent personal facts about his or her live are revealed. (...) Individual
self-determination requires (...) that the individual can freely decide on his or
her actions, including the freedom to genuinely act corresponding to their de-
cisions.”>*?

341

342
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See under point C. L. 3. ¢) cc) “Referring to substantial guarantees as method of
interpreting fundamental rights in order to avoid a scope of protection that is too
broad and/or too vague”.

See BVerfG, 15th of December 1983, 1 BvR 209, 269, 362, 420, 440, 484/83
(Decision on Population Census), cip. 170 to 172: “Im Mittelpunkt der grundge-
setzlichen Ordnung stehen Wert und Wiirde der Person, die in freier Selbstbes-
timmung als Glied einer freien Gesellschaft wirkt. Threm Schutz dient - neben
speziellen Freiheitsverblirgungen - das in Art 2 Abs.1 in Verbindung mit
Art 1 Abs. 1 GG gewihrleistete allgemeine Personlichkeitsrecht, das gerade auch
im Blick auf moderne Entwicklungen und die mit ihnen verbundenen neuen
Gefdhrdungen der menschlichen Personlichkeit Bedeutung gewinnen kann (...).
(Die bisherigen Konkretisierungen durch die Rechtsprechung umschreiben den
Inhalt des Personlichkeitsrechts nicht abschlieend.) Es umfaft (...) auch die aus
dem Gedanken der Selbstbestimmung folgende Befugnis des Einzelnen,
grundsétzlich selbst zu entscheiden, wann und innerhalb welcher Grenzen
personliche Lebenssachverhalte offenbart werden (...). Diese Befugnis bedarf
unter den heutigen und kiinftigen Bedingungen der automatischen Datenverar-
beitung in besonderem Mafe des Schutzes. Sie ist vor allem deshalb geféhrdet,
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1. Constitutional framework

The phrase ‘that the individual can freely decide on his or her actions, in-
cluding the freedom to genuinely act corresponding to their decisions’ ap-
pears to mean that the right to informational self-determination primarily
serves to protect the individual’s freedom of action. In this sense, the spe-
cific rights of freedom could add to a differentiated scale that helps deter-
mine the extent of the right and, thus, the specification of the purpose as
required for the data processing.3*3 In other words, the specific rights to
freedom may define the informational norms governing a certain context.
However, in the following decisions, the Court clarified that the extent of
the right to informational self-determination does not depend on a specific
risk for other basic rights. This becomes particularly apparent in the case
of “License Plate Recognition” (Kennzeichenerfassung).344

In this case dated 11 March 2008, the constitutional action was brought
against provisions of police law, which authorized the automated recognition
of license plates of cars. Using this method, video cameras record the passing
cars on the street. Certain software extracts the code with numbers and figures
of the license plates and is then automatically checked against police investi-

weil (bei Entscheidungsprozessen nicht mehr wie frither auf manuell zusam-
mengetragene Karteien und Akten zuriickgegriffen werden muf, vielmehr) heute
mit Hilfe der automatischen Datenverarbeitung Einzelangaben {iber personliche
oder sachliche Verhiltnisse (einer bestimmten oder bestimmbaren Person (perso-
nenbezogene Daten (vgl. § 2 Abs. 1 BDSG)) technisch gesehen unbegrenzt spe-
icherbar und jederzeit ohne Riicksicht auf Entfernungen in Sekundenschnelle
abrufbar sind. Sie konnen dariiber hinaus - vor allem beim Aufbau integrierter In-
formationssysteme - mit anderen Datensammlungen zu einem teilweise oder
weitgehend vollstdndigen Personlichkeitsbild zusammengefiigt werden, ohne daf3
der Betroffene dessen Richtigkeit und Verwendung zureichend kontrollieren
kann. Damit haben sich in einer bisher unbekannten Weise die Mdglichkeiten
einer Einsichtnahme und EinfluBnahme erweitert, welche auf das Verhalten des
Einzelnen schon durch den psychischen Druck offentlicher Anteilnahme
einzuwirken vermogen. Individuelle Selbstbestimmung setzt aber (- auch unter
den Bedingungen moderner Informationsverarbeitungstechnologien -) voraus,
dafl dem Einzelnen Entscheidungsfreiheit iiber vorzunehmende oder zu unter-
lassende Handlungen einschlielich der Moglichkeit gegeben ist, sich auch
entsprechend dieser Entscheidung tatséchlich zu verhalten. (...)”

343 Cf. Grimm, Data protection before its refinement, p. 585 and 586, who stresses,
first, the delimited scope of protection in the light of the fact that all personal data
are relevant and, second, considers the specific rights to freedom and possible le-
gal links determining the scope of protection.

344 In this regard, it must be stressed that the German Constitutional Court does not
differentiate, terminologically, between risks and dangers as elaborated on in the
preceding chapter B. II. Data protection as a risk regulation.
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gation data. In the case of a match, the software delivers a report, stores the
data together with further information such as the time and place of the car
recorded and provides, in doing so, the basis for potentially follow up investi-
gations. If there is no match, the records, as well as the code of the license
plates, are immediately deleted. The wording of the provisions authorizing the
automatic license plate recognition stated: “The police authorities are autho-
rized to automatically collect on public streets and spaces data from license
plates of cars for the purpose of checking the data against the data files for
open investigations. Data that is not part of the data files for open investiga-
tions must immediately be deleted.”3*

The German Constitutional Court affirmed that the legal provisions, which
the claimant addressed in its constitutional claim, infringed the general
personality right, more precisely, the right to informational self-determina-
tion. Pursuant to the Court’s decision, this right “meets the threats of dan-
gers of infringements of the personality which for the individual results,
especially under the conditions of modern data processing, from informa-
tional measures. This right supplements and broadens the protection of
freedom of action and of being private; it (the protection) already begins
as soon as there is danger to the personality. Such a danger may already
exist before there is a specific threat for an object of protection.”4¢ Thus,
the right to informational self-determination is conceptually independent
from the other basic rights and only indirectly serves to protect the specif-
ic rights of freedom. Consequently, these further rights do not add, so far,
to a differentiated scale in order to determine its scope, the purpose of the
data processing or the context in which the processing occurs. However, it
is clear that the object and concept of protection of the right to informa-
tional self-determination is very similar to the other rights to privacy. This

345 See BVerfG, 11th of March 2008, 1 BvR 2074/05 and 1 BvR 1254/07 (License
Plate Recognition), cip. 1, 2 and 9: “Die Polizeibehdrden konnen auf 6ffentlichen
Straflen und Pldtzen Daten von Kraftfahrzeugkennzeichen zum Zwecke des Ab-
gleichs mit dem fahndungsbestand automatisiert erheben. Daten, die im Fahn-
dungsbestand nicht enthalten sind, sind unverziiglich zu 16schen.”

346 See BVerfG, ibid., cip. 63: “Das Recht auf informationelle Selbstbestimmung
tragt Gefahrdungen und Verletzungen der Personlichkeit Rechnung, die sich fiir
den Einzelnen, insbesondere unter den Bedingungen moderner Datenverar-
beitung, aus informationsbezogenen Mafnahmen ergeben (...). Dieses Recht
flankiert und erweitert den grundrechtlichen Schutz von Verhaltensfreiheit und
Privatheit; es ldsst ihn schon auf der Stufe der Personlichkeitsgefdhrdung begin-
nen. Eine derartige Gefdhrdungslage kann bereits im Vorfeld konkreter Bedro-
hungen von Rechtsgiitern entstehen.”
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becomes particularly apparent in the decision of “Retrieval of Bank Ac-
count Master Data” (Kontostammdatenabfrage) from 2007.

In this case, a German financial institution and two individuals who received
social security benefits filed a constitutional complaint against the “law for
the advancement of the financial market” and the law “for the encouragement
of tax compliance”. The law for the advancement of the financial market
obliged each financial institution to store certain master data relating to its
bank accounts. The Federal Financial Supervisory Authority (BaFin) was au-
thorized to automatically retrieve these data as long as it was necessary for
purposes of its supervision. The data only referred to the existence of the bank
account and the person(s) who was authorized to view it. The law did not au-
thorize the use of further information such as account activities. The use of
information by BaFin occurred without notifying the financial institution that
stored the data, because they did not want to alert the financial institutions un-
necessarily. BaFin was allowed to transfer the data to public state agencies,
such as competent courts for international legal assistance in criminal matters.
The law for the encouragement of tax compliance then broadened the circuit
to which the data could be transmitted, such as to tax or social security au-
thorities. In order to authorize the transfer of data all that was required was
that authorization had to refer to a notion or term contained in the Income Tax
Act. 34

In this case, the Constitutional Court clarified the differences, or better, in-
terplay between the various basic rights as: “The general personality right
guarantees elements of the personality which are not protected by special
guarantees of freedom but are, nevertheless, not less constitutive for the
personality. (...) The acknowledgement of a concrete claim by the claimant
in relation to the different aspects of the personality right hence depends
on the different threats for the personality that result from the circum-
stances of the individual case. (...) The right to informational self-determi-
nation complements prevailing special guarantees of being private such as
the right to privacy of correspondences, posts and telecommunications of
Art. 10 GG and the right to spatial privacy guaranteed by Art. 13 GG. It
exists beside other basic rights typifying the general personality right
which can also guarantee constitutional protection of being private against
revelation and usage of information, such as the protection of the private
sphere or the right to the spoken word.”348

347 See BVerfG, 13th June 2007, 1 BvR 1550/03 (Retrieval of Bank Account Master
Data), cip. 10 to 29.

348 See BVerfG, ibid., cip. 62 and 63: “Das allgemeine Personlichkeitsrecht
gewihrleistet Elemente der Personlichkeit, die nicht Gegenstand der besonderen
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¢) Right to control disclosure and usage of personal data as protection
instrument?

Similarly to other rights to privacy enabling the individual to decide on
whether or not someone else intrudes into his or her private sphere, the
right to informational self-determination provides an individual’s ‘right to
basically determine by him or herself the disclosure and the usage of his or
her personal data’.3*° The German Constitutional Court justifies this right
of control, particularly, with the ‘increased danger which is based on the
technical possibilities under modern conditions of data processing’ result-
ing in the situation that the ‘data are not only, on a second-by-second ba-
sis, retrievable at any time and place but can also be, especially in the case

349

152

Freiheitsgarantien des Grundgesetzes sind, diesen aber in ihrer konstituierenden
Bedeutung fiir die Personlichkeit nicht nachstehen (...). (Einer solchen liicken-
schlieBenden Gewihrleistung bedarf es insbesondere, um neuartigen Gefahrdun-
gen zu begegnen, zu denen es im Zuge des wissenschaftlich-technischen
Fortschritts und gewandelter Lebensverhéltnisse kommen kann (...).) Die Zuord-
nung eines konkreten Rechtsschutzbegehrens zu den verschiedenen Aspekten des
Personlichkeitsrechts richtet sich daher vor allem nach der Art der
Personlichkeitsgefdhrdung, die den konkreten Umstdnden des Anlassfalls zu ent-
nehmen ist (...). (Das allgemeine Personlichkeitsrecht trigt in seiner Auspriagung
als Recht auf informationelle Selbstbestimmung Gefdhrdungen und Verletzungen
der Personlichkeit Rechnung, die sich fiir den Einzelnen aus informationsbezoge-
nen Maflnahmen, insbesondere unter den Bedingungen moderner Datenverar-
beitung, ergeben (...). Es gibt dem Einzelnen die Befugnis, grundsitzlich selbst
iiber die Preisgabe und Verwendung seiner personenbezogenen Daten zu bestim-
men (...).) Das Recht auf informationelle Selbstbestimmung ergénzt besonders
geregelte Garantien der Privatheit, die ihm vorgehen, insbesondere das Post- und
Fernmeldegeheimnis nach Art. 10 GG (...) und den durch Art. 13 GG gewéhrleis-
teten Schutz der rdumlichen Privatsphire des Wohnungsinhabers (...). Es steht
neben anderen Auspridgungen des allgemeinen Personlichkeitsrechts, die als
Gewibhrleistungen von Privatheit gleichfalls grundrechtlichen Schutz gegeniiber
Kenntnisnahme und Verarbeitung von Informationen vermitteln konnen, wie dem
Schutz der Privatsphére (...) oder dem Recht am gesprochenen Wort (...).”

See BVerfG, 15th of December 1983, 1 BvR 209, 269, 362, 420, 440, 484/83
(Decision on Population Census), cip. 173; cf. equally BVerfG, 14th of July
1999, 1 BvR 2226/94 (Surveillance of Telecommunications), cip. 136 and BVer-
fG, 3rd of March 2004, 1 BvR 2378/98 (Big Eavesdropping Operation), cip. 132
and BVerfG, 4th of April 2006, 1 BvR 518/02 (Dragnet Investigation), cip. 64
and BVerfG, 13th June 2007, 1 BvR 1550/03 (Retrieval of Bank Account Master
Data), cip. 63; BVerfG, 1 BvR 2027/02 (Release of Confidentiality), cip. 31.
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of integrated information systems, combined with other data collections
leading to multiple possibilities of usage and linking’.3%0

Some legal scholars praise, even on an international level, this object
and concept of protection (which was actually advocated already by West-
in in 1967)31 in light of its “intermediate value” serving the final values
of “dignity”, “autonomy” and, therefore, the “free and democratic society”
as a whole.332 And indeed, the construction of this right and the considera-
tions behind it appear to be very similar to some of the conceptual
thoughts surrounding the value of privacy as summarized by Nissenbaum
and illustrated previously in chapter “Theories about the value of privacy
and data protection”.333

However, the German Court seems to have foreseen that such a concept
might lead to far-reaching effects in social interactions. It already stressed
in its first “Decision on Population Census” not to guarantee the individu-
al an absolute control over his or her social representation (i.e. how he or
she is perceived by others), which is based on data related to him or her.
Rather, the concept only guarantee certain ‘chances of individual freedom
of development’.33* It explicitly stated “the individual does not have a
right in the meaning of an absolute and boundless control about ‘his or
her’ data; (conceptually), he or she rather has to be considered as a per-
sonality developing within the social community who depends on commu-
nication. Information constitutes, even if it is related to a person, a picture
of social reality that cannot be exclusively contributed only to the person
concerned.”> In the decision of “Release of Confidentiality”
(Schweigepflichtent-bindung), the Constitutional Court stressed this
thought with particular respect to the data processing by private parties.

350 See only BVerfG, 4th of April 2006, 1 BvR 518/02 (Dragnet Investigation), cip.
65.

351 See Westin, Privacy and Freedom, p. 7: “Privacy is the claim of individuals,
groups, or institutions to determine for themselves when, how, and to what extent
information about them is communicated to others.”

352 See Rouvroy and Poullet, The Right to Informational Self-Determination and the
Value of Self-Development: Reassessing the Importance of Privacy for Democra-
cy, p- 57 and 58.

353 See above under point B. III. 1 The individual’s autonomy and the private/public
dichotomy.

354 See BVerfG, 15th of December 1983, 1 BvR 209, 269, 362, 420, 440, 484/83
(Decision on Population Census), cip. 174.

355 See BVerfG, ibid., cip. 174.
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The Court stated “especially on the private sector, the general personality
right does not constitute an absolute control about certain information. The
individual has to be rather considered as a personality that develops within
the social community and depends on communication (...).”3%6

Despite these statements about the individual’s dependency on commu-
nications in the social community, the scope of application of the right to
informational self-determination remains rather broad. As noted above,
specific rights of freedom do not determine the same. Even more so, the
scope is wider than certain prevailing rights to privacy. In the case of “Big
Eavesdropping Operation” (GroBer Lauschangriff) in 2004, the Court de-
cided that an eavesdropping operation occurring from outside protected
rooms, infringes the right to privacy of the home under Article 13 GG, on-
ly if the communication could not be — naturally — recognized by acoustic
means.

In this case, the objects of the constitutional complaint related to several pro-
visions of the German Code of Criminal Procedure. The complaint focused on
the central provision of § 103 ¢ sect. 1 nr. 3 StPO, which authorized the State
to record non-public communications of a suspected person in his or her
home if certain facts justified the suspicion that the person committed a crime
listed by the law with respect to organized crime. The State measure referred
only to the suspected person. Nevertheless, the law also authorized the obser-
vation of homes of third parties if the suspected person was staying in the
third party’s home. The observation was exclusively used for state investiga-
tive purposes. The data could only be transferred, in principle, for criminal
proceedings. In addition, the law restricted the duty to notify the person being
surveyed. If an operator received a special authorization by the competent
court, the state could hold back from notifying the particular for a period of
six months or more after the end of the observation.?>’

The German Constitutional Court clarified in this decision that “even the
perception of such a communication that can be heard from outside with-
out acoustic means can infringe the guarantee of being private. However,
such communication is not protected by Article 13 GG if the person con-
cerned makes the perception of the communication from outside by him or

356 See BVerfG, 1 BvR 2027/02 (Release of Confidentiality), cip. 32: “Gerade im
Verkehr zwischen Privaten ldsst sich dem allgemeinen Personlichkeitsrecht
allerdings kein dingliches Herrschaftsrecht iiber bestimmte Informationen ent-
nehmen. Der Einzelne ist vielmehr eine sich innerhalb der sozialen Gemeinschaft
entfaltende, auf Kommunikation angewiesene Personlichkeit (...).”

357 See BVerfG, 3rd of March 2004, 1 BvR 2378/98 (Big Eavesdropping Operation),
cip. 14,20 and 21.
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herself possible and thus, does not actually use the spatial sphere of priva-
cy in order to protect him or herself.”3>8 In contrast, in “License Plate
Recognition”, the Court stated that the right to informational self-determi-
nation is not restricted to personal data originating from the private sphere.
It equally protects personal data that is publicly available: “(...) even if the
individual takes him or herself to the public, the right to informational
self-determination protects his or her interest that the related personal in-
formation is not automatically collected for the purpose of storage en-
abling to further wuse.”®® 1In the case of “Video Surveillance”
(Videotiberwachung), the Court finally clarified that the right to informa-
tional self-determination protects an individual against being recorded in
public even if the person concerned knows that he or she will be recorded
the moment he or she enters a monitored space.3¢0

In this case, a city installed an artwork at one of its main squares. It was a
relief on the soil mirroring the rest of the medieval synagogue hidden under
the ground. The artwork should serve as a meeting place for the public. After
several incidences, the city decided to implement video cameras in order to
police the place. A citizen filed a complaint against the video surveillance be-
fore the administrative court.®! When the case finally came to the Constitu-
tional Court, the Constitutional Court affirmed that the right to informational
self-determination also protects against such a collection of personal data in
the public.362

The Court clarified in this case also the question of whether the individu-
als recorded by the video camera gave their consent to the recording be-
cause they knew that they were being filmed. From the Court’s point of

358 See BVerfG, ibid., cip. 138: “Zwar kann auch die Wahrnehmung der aus der
Wohnung nach auflen dringenden und ohne technische Hilfsmittel horbaren
Kommunikation deren Privatheit beeintrachtigen. Solche Lebensduferungen
nehmen aber nicht am grundrechtlichen Schutz des Art. 13 GG teil, weil der Be-
troffene die rdumliche Privatsphére nicht zu seinem Schutz nutzt, wenn er die
Wahrnehmbarkeit der Kommunikation von auflen selbst ermdglicht.”

359 See BVerfG, ibid., cip. 67: “Auch wenn der Einzelne sich in die Offentlichkeit
begibt, schiitzt das Recht der informationellen Selbstbestimmung dessen Inter-
esse, dass die damit verbundenen personenbezogenen Informationen nicht im
Zuge automatisierter Informationserhebung zur Speicherung mit der Moglichkeit
der Weiterverwertung erfasst werden (...).”

360 See BVerfG, 23rd of February 2007, 1 BvR 2368/06 (Video Surveillance), cip. 39
and 40.

361 See BVerfG, ibid., cip. 2 to 14.

362 See BVerfG, ibid., cip. 39 and 40.
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view, a person who does not explicitly disagree with the recording, does
not automatically consent to it.3¢3 Thus, even if the individual has a choice
of not entering the monitored space and voluntarily enters that space, the
right to informational self-determination still protects him or her. So far,
the Court’s statement that the individual has no “right in the meaning of an
absolute and boundless control about ‘his or her’ data™%* has little effect
on the scope of protection.

Comparably, the Court’s statements that the right to informational self-
determi-nation seeks to guarantee “that the individual can freely decide on
his or her actions, including the freedom to genuinely act corresponding to
their decisions™%% and, therefore, “supplements and broadens the protec-
tion of freedom of action and of being private3% does not determine the
scope of application. In the opposite, in “Big Eavesdropping Operation”
as well as in the case of “Surveillance of Telecommunications” (Telekom-
munikationsiiberwachung 1), the Court actually applies the opposite
methodology: in these cases, not the right to informational self-determina-
tion supplements the rights to freedom but, vice versa, the rights to free-
dom supplement the right to informational self-determination.

In this second-mentioned case of “Surveillance of Telecommunications”, the
Constitutional Court decided on the synchronicity between the right to infor-
mational self-determination and the right to privacy of correspondences, posts
and telecommunications of Art. 10 GG. The claimants filed an ultra vires ac-
tion against the surveillance, data collection and processing of telecommuni-

363 See BVerfG, ibid., cip. 39 and 40.

364 See again BVerfG, 15th of December 1983, 1 BvR 209, 269, 362, 420, 440,
484/83 (Decision on Population Census), cip. 174: “(...) Der Einzelne hat nicht
ein Recht im Sinne einer absoluten, uneinschriankbaren Herrschaft iiber "seine"
Daten (...).”

365 See BVerfG, ibid., cip. 172: “(...) daBl dem Einzelnen Entscheidungsfreiheit iiber
vorzunehmende oder zu unterlassende Handlungen einschlieBlich der
Moglichkeit gegeben ist, sich auch entsprechend dieser Entscheidung tatséchlich
zu verhalten.”

366 See BVerfG, 11th of March 2008, 1 BvR 2074/05 and 1 BvR 1254/07 (License
Plate Recognition), cip. 63: “Das Recht auf informationelle Selbstbestimmung
tragt Gefahrdungen und Verletzungen der Personlichkeit Rechnung, die sich fiir
den Einzelnen, insbesondere unter den Bedingungen moderner Datenverar-
beitung, aus informationsbezogenen Mafnahmen ergeben (...). Dieses Recht
flankiert und erweitert den grundrechtlichen Schutz von Verhaltensfreiheit und
Privatheit; es ldsst ihn schon auf der Stufe der Personlichkeitsgefdhrdung begin-
nen. Eine derartige Gefdhrdungslage kann bereits im Vorfeld konkreter Bedro-
hungen von Rechtsgiitern entstehen.”
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cations by the German Federal Bureau of Investigation. The so-called law for
the suppression of crime expanded, amongst other issues, the legal possibility
to collect and process personal data that was provided for by means of
telecommunications. On the one hand, this law added several purposes for the
collection and processing of data, such as the prevention, intelligence, and
criminal prosecution of: international terrorist attacks, international distribu-
tion of weapons of war, exports of drugs into the Federal Republic, and of
counterfeiting of currencies committed abroad. On the other hand, this law
only applied to non-cable based telecommunications and, amongst other is-
sues, under the pre-condition that only concrete facts arising from the data
about the planning or commitment of one of the crimes mentioned. The law
did not authorize the observation of single connections of telecommunica-
tions, but it enabled the selection via certain key words in order to fulfill the
purposes described. Nevertheless, the observation of single connections of
telecommunications of foreigners abroad was possible. Finally, the observa-
tion did not have to be communicated to the person concerned if the data was
deleted within three months.?%” Several of the claimants, who were journalists
living in Germany and abroad, who carried out research and published news
articles in the field of international terrorism, argued that their conversations
with contacts in Germany and abroad could potentially contain key words
which fit those key words provided by the German Federal Bureau of Investi-
gation. They argued that the general collection, the selection corresponding to
the key words and acts following those collections would consequently in-
fringe their right to privacy of correspondence, posts and communications in
Art. 10 GG.368

In this case, the German Constitutional Court explicitly stressed the signif-
icance of other fundamental rights, such as the freedom of the press stating
that “the protection of Art. 10 GG can be supplemented by further funda-
mental guarantees which depends on the specific content and context of
the communication or on the negative effects resulting from the usage of
the information which is used in new contexts.”3%® And in the case of “Big
Eavesdropping Operation”, the Court provided the example of a conversa-
tion between a married couple at home which could not only fall, from its
point of view, under the right to privacy of the home pursuant to Article 13
section 1 GG but also under Article 6 section 1 GG which provides for
special protection of a marriage. Comparably, the protection of conversa-
tions with people who have to respect professional secrets can equally be
supplemented by further basic rights such as, for example, clerical people,

367 See BVerfG, 14th of July 1999, 1 BvR 2226/94 (Surveillance of Telecommunica-
tions), cip. 11 to 14, 16 to 18.

368 See BVerfG, ibid., cip. 28, 28, 49 to 51.

369 See BVerfG, ibid., cip. 154.
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by the freedom of faith and conscience under Article 4 GG. The Court
also set down certain criteria in order to determine when the general per-
sonality right is supplemented by further special guarantees, which is “the
special necessity for protection of the communicating people”.37% Indeed,
both decisions referred to the prevailing rights to privacy of Article 10 and
13 GG. Since the principles of these two basic rights and of the right to
informational self-determination (of Article 2 section 1 in combination
with Article 1 section 1 GG) can be transposed between each other,?7! it is
very likely that the specific rights of freedom also supplement the right to
informational self-determination. Thus, in light of these considerations,
not the right to informational self-determination supplements the rights to
freedom but, in the opposite, the rights to freedom supplement the right to
informational self-determination.

d) Infringement by ‘insight into personality’ and ‘particularity of state
interest’

In summary, the broad scope of the right to informational self-determina-
tion protects against all threats against the individual’s personality by au-
tomated data processing, irrespective of whether or not there is a specific
risk in relation to specific rights of freedom or privacy. Consequently, the
German Constitutional Court principally considers each act of collection
and processing — such as the storage, filtering, and transferal — of personal
data as an infringement of its scope. In the case of “Surveillance of
Telecommunications”, the Court clarified that the collection of personal
data can also infringe Article 10 GG, if it cannot immediately be related to

370 See BVerfG, 3rd of March 2004, 1 BvR 2378/98 (Big Eavesdropping Operation),
cip. 135: “Auch in Bezug auf die Kommunikation mit Berufsgeheimnistragern
konnen neben dem grundrechtlichen Schutz der rdumlichen Privatsphire Grund-
rechte in Betracht kommen, die - wie etwa Art.4 GG im Hinblick auf das
Gespriach mit einem Geistlichen - der besonderen Schutzbediirftigkeit der Kom-
munizierenden Rechnung tragen.”

371 See BVerfG, 14th of July 1999, 1 BvR 2226/94 (Surveillance of Telecommunica-
tions), cip. 137, BVerfG, 3rd of March 2004, 1 BvR 2378/98 (Big Eavesdropping
Operation), cip. 169, and BVerfG, 4th of April 2006, 1 BvR 518/02 (Dragnet In-
vestigation), cip. 90.
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a person at that time but easily at a later stage. 372 However, the Court also
acknowledged that certain acts of data treatment do not infringe the scope
of protection. With respect to telecommunication data, it decided that “the
collection does not infringe Art. 10 GG, so long as the telecommunication
between German connection points is only unintentionally collected be-
cause of technical reasons and is, directly after the conditioning of the sig-
nal, technically eliminated without a trace.”373

This exception was particular to the case at hand. The question there-
fore is whether, and if so, there exists a more general principle in order to
answer the question whether an act of data treatment infringes the scope of
protection of the right informational self-determination. With respect to a
similar situation, the Court argued, slightly different, in the case of “Li-
cense Plate Recognition”, that the collection and processing of personal
data does not infringe the right to informational self-determination “if
checking against key investigation words immediately occurs after the col-
lection, that leads to a negative result (...) and if it is legally and technical-
ly safeguarded that the data remain anonymous and is immediately deleted
without leaving the possibility to relate it to a person. In contrast, the stor-
age of the license plate that was recorded, which provides the basis for po-
tentially further measures, infringes the basic right.”374 The Court justified
this differentiation stating that “this is the intended goal of the measure if
the license plate matches the key words (...). From this point in time, the
license plate recorded is available for the processing by state agencies and
the specific danger for the freedom of action and of being private occurs,

372 See BVerfG, 14th of July 1999, 1 BvR 2226/94 (Surveillance of Telecommunica-
tions), cip. 160.

373 See BVerfG, ibid., cip. 160.

374 See BVerfG, 11th of March 2008, 1 BVR 2047/05 and 1 BvR 1254/07 (License
Plate Recognition), cip. 69: “(Zu einem Eingriff in den Schutzbereich des Rechts
auf informationelle Selbstbestimmung kommt es daher in den Fillen der elektro-
nischen Kennzeichenerfassung dann nicht,) wenn der Abgleich mit dem Fahn-
dungsbestand unverziiglich vorgenommen wird und negative ausfillt (sogenan-
nter Nichttrefferfall) sowie zusétzlich rechtlich und technisch gesichert ist, dass
die Daten anonym bleiben und sofort spurenlos und ohne die Mdglichkeit, einen
Personenbezug herzustellen, geldscht werden. Demgegeniiber kommt es zu
einem Eingriff in das Grundrecht, wenn ein erfasstes Kennzeichen im Speicher
festgehalten wird und gegebenenfalls Grundlage weiterer Mafnahmen werden
kann.”
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which justifies the protection of the basic right to informational self-deter-
mination.”375

In other cases, such as of “Dragnet Investigation” (Rasterfahndung), in
order to determine an infringement, the Court had also referred to the
state’s intended purpose and the fact that the data treatment would provide
a basis for further measures.

In this case from 2006, the claimant contested judicial decisions in relation to
police orders of the so-called “Rasterfahndung” (dragnet investigation). The
dragnet investigation is a special tracing method based on data processing for
wanted people whereby the data of a large number of people are checked
against existing data in a database. There are two types of laws that permit the
use of this tracing method in Germany. Firstly, § 98 StPO permits the Dragnet
investigation for criminal proceedings. Secondly, Police Law permits it in or-
der to prevent the commitment of crimes. Originally, most of these provisions
required an existing danger to the security of the State or for life, health or
freedom of a natural person and referred to certain types of data that could be
collected and processed. Most of the States (Lénder) in Germany changed
these requirements as they abandoned the need to use the criteria of “existent”
or of “existent danger” entirely. After the terrorist attacks carried out on 11t
of September 2001, the States within Germany organized together, with the
Federal Bureau of Investigation a German-wide dragnet investigation. The
“Internal Security team”, defined national-wide criteria in order to discover
potential Islamistic terrorists. The State demanded from universities, registra-
tion of addresses offices and the central register of foreigners, data relating to
the following: whether the person was male, those aged between 18 to 40,
whether or not he was a student or former student, whether or not he was
from the Islamic religion, his country of birth or nationality of states with
mainly Islamic population. These data were collected on a State level and
were then transferred to the Federal Bureau of Investigation where it was
stored in a network file named “Schlifer” (sleeper).’’® The State of Nor-
drhein-Westfalen authorized, via its own law, the collection and processing
not only of certain types of data but also ‘other data which are necessary for
the concrete case’. It collected approximately 5.2 million data sets fitting to
several pre-criteria defined by its public agencies. These data were then auto-
matically checked against the criteria defined by the working group “Internal

375

376

160

See BVerfG, ibid, cip. 69: “Darauf vor allem ist die Malnahme gerichtet, wenn
das Kraftfahrzeugkennzeichen im Fahndungsbestand aufgefunden wird (sogenan-
nter Trefferfall). Ab diesem Zeitpunkt steht das erfasste Kennzeichen zur
Auswertung durch Staatliche Stellen zur Verfiigung und es beginnt die spezifis-
che Personlichkeitsgefahrdung fiir Verhaltensfreiheit und Privatheit, die den
Schutz des Grundrechts auf informationelle Selbstbestimmung ausldst.”

See BVerfG, 4th of April 2006, 1 BvR 518/02 (Dragnet Investigation), cip. 7 to
12.
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Security” with the result of around 11.000 data sets (the persons concerned
were, afterwards, informed about the collection and treatment of their data);
the rest was deleted. More than 1,000 of these data sets transferred to the Fed-
eral Bureau of Investigation did not fit the requirements of the judicial order,
either because the people concerned were female or Christians. Consequently,
these data sets were deleted, and the rest were transferred to the competent
police station, which manually checked the personal identity of the individu-
als concerned. The remaining 816 cases were sent back to the Federal Bureau
of Investigation who started further investigations into 72 cases.>”” In conclu-
sion, German-wide data of 200,000 to 300,000 people were temporarily
stored. None of the further investigations revealed “sleepers” or led to prose-
cutions of any individuals.3”® The claimant in the particular case fit several of
the criteria defined by the working group “Internal Security” as he was born
in 1978, of Moroccan nationality and Islamic faith. While the judicial orders
that he contested by the constitutional complaint came into force, he studied
at the University Duisburg in Germany.>7°

In this case the German Constitutional Court firstly considered whether
“the information about each of the single data (concerned) provides, in
combination with other data, a separate insight into the personality” and
then held it as essential “to determine whether the state interest, with re-
spect to the overarching context and with respect to the purpose of surveil-
lance and usage, for the data concerned is so particular that it qualitatively
affects a person’s fundamental right.”380 The Court came to the conclusion
that “the combination of the data in question — name, address, day and
date of birth — combined with other data such as (...) nationality, religion
or field of studies can and shall provide information about personal con-
ducts and, by these means, suspicious facts and especially — how it is stat-
ed within (.../the law offended by the claimant) — about ‘danger-increas-
ing characteristics of this person’.”38! Similar, in the before-mentioned
case of “Retrieval of Bank Account Master Data”, the Court examined

377 See BVerfG, ibid., cip. 22 to 27.

378 See BVerfG, ibid., cip. 12 and 13.

379 See BVerfG, ibid., cip. 29.

380 See BVerfG, ibid., cip. 67 and 69: “Maligeblich ist, ob sich bei einer Gesamtbe-
trachtung mit Blick auf den durch den Uberwachungs- und Verwendungszweck
bestimmten Zusammenhang das behordliche Interesse an den betroffenen Daten
bereits derart verdichtet, dass ein Betroffensein in einer einen Grundrechtseingriff
auslosenden Qualitdt zu bejahen ist.”

381 See BVerfG, ibid., cip. 67: “Die Kombination der (ausdriicklich in § 31 Abs.2
PolG NW 1990) benannten Daten - Name, Anschrift, Tag und Ort der Geburt -
mit anderen, etwa, (wie im vorliegenden Fall,) der Staatsangehorigkeit, der Reli-
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whether the collection and processing of the claimant’s personal data pro-
vided an insight into his personality and why the state’s interest in it be-
came so specific that it ‘qualitatively affected his fundamental right’:
“Corresponding to the current customs, most of the payments (...) are pro-
cessed via banking accounts. If information about the content of the ac-
counts of one person is collected for a common purpose, this collection
provides an insight into the economic situation and the social contacts of
the person concerned, given that these (.../social contacts) consist of a fi-
nancial dimension. Some of the account data could also allow for further
conclusions about the conduct of the person concerned. The state investi-
gations (...) based on the provisions of those offended can prepare mea-
sures, which can essentially concern the individual’s interests and would
have not been possible without the knowledge retrieved.”382

The considerations described made it apparent that the criteria de-
veloped by the German Court in order to determine whether a state act of
data treatment infringes the individual’s right to informational self-deter-
mination are not clear. At least, there appear to be four requirements: First,
the data treatment must provide an insight into the personality of the indi-
vidual concerned. This is the case if the data reveal, for example, the per-
son’s personal conducts, economic situation or social contacts. Second, the
Court considers not only the enforced revelation of data by the State, but
also the factual treatment of data such as by secret or public observa-

gionszugehorigkeit oder der Studienfachrichtung, kann und soll Aufschluss iiber
Verhaltensweisen und damit Verdachtsmomente und insbesondere (- wie es in
§31 Abs.1 PolG NRW 2003 nunmehr ausdriicklich heifit -) iiber "gefahren-
verstiarkende Eigenschaften dieser Personen" ermdglichen.”

382 See BVerfG, 13th June 2007, 1 BvR 1550/03 (Retrieval of Bank Account Master
Data), cip. 68 and 69: “Nach den gegenwirtigen Gepflogenheiten werden die
meisten Zahlungsvorgénge, die iiber Bargeschifte des tdglichen Lebens hinaus-
gehen, liber Konten abgewickelt. Werden Informationen iiber die Inhalte der
Konten einer bestimmten Person gezielt zusammengetragen, ermdglicht dies
einen Einblick in die Vermdgensverhiltnisse und die sozialen Kontakte des Be-
troffenen, soweit diese - etwa durch Mitgliedsbeitrdge oder Unterhaltsleistungen -
eine finanzielle Dimension aufweisen. Manche Konteninhaltsdaten, etwa die
Hohe von Zahlungen im Rahmen verbrauchsabhéngiger Dauerschuldverhiltnisse,
konnen auch weitere Riickschliisse auf das Verhalten des Betroffenen
ermoglichen. Die auf der Grundlage der hier angegriffenen Normen erfolgenden
behordlichen Ermittlungen iiber Kontostammdaten konnen anschlieBende
MaBnahmen vorbereiten, die ohne die erlangten Kenntnisse nicht méglich wéren
und die die Belange der Betroffenen erheblich beriihren kénnen.”
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tions.383 Third, the Court requires that there must be an intention or a pur-
pose behind the collection of data when it refers to the ‘intended goal’ or
‘state interest, with respect to the overarching context and with respect to
the purpose’. The collection of data by coincidence without further inter-
ests of usage, does not infringe the right to informational self-determina-
tion.3%* Finally, the Court does not consider each act of data treatment in-
tended by the state as an infringement. An infringement will occur only if
it either constitutes a ‘specific danger for the freedom of action and of be-
ing private’; or if it ‘qualitatively affects a person’s fundamental right’ or
if it can ‘essentially concern the individual’s interests’.

Indeed, it remains unclear in what way these last criteria relate to each
other and what they actually mean. For example, does the term ‘specific
danger for the freedom of action and of being private’ only require the da-
ta to be stored for the purpose of providing the basis for potential further
measures, or must these measures be specific? Does the term ‘particularity
of the state interest qualitatively affecting a fundamental right’ mean that
there must be a specific threat for another fundamental right, be it a specif-
ic right to privacy, freedom or equality or is any type of unspecific threat
sufficient? Finally, does the term ‘individual’s interests’ cover more as-
pects than a fundamental right?

One thought seems at least to be clear. The Court considers the accumu-
lation of data related to the same person, as well as the retrieval of infor-
mation through combining data, as different types of one infringement. In
contrast, the Court considers subsequent measures, which are based on an
infringement as previously described, as a separate infringement. For ex-
ample, if license plates recorded are combined with further data, such as
the type of car etc., this means that there has been an extension of the in-
fringement of the right to informational self-determination. If these differ-
ent types of data are combined and processed retrieving further informa-
tion regarding, for instance, the driver, the court considers this a deepening
of the infringement. In contrast, if this gathered information leads to the
result that the police stops the car in order to, for example, check the driv-
er’s license, this is seen as a separate infringement.38>

383 See Bechler, Informational Harm by Intransparent Treatment of Personal Data,
pp- 58 1.

384 Cf. Bechler, ibid., pp. 60 ff.

385 See BVerfG, 11th of March 2008, 1 BVR 2047/05 and 1 BvR 1254/07 (License
Plate Recognition), cip. 74.
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e) Purpose specification as the essential link for legal evaluation

Last but not least, these considerations lead to another important aspect of
the object and concept of protection of the right to informational self-de-
termination: The relevant moment for the legal evaluation, in particular, of
whether the principle of purpose limitation is met or not.

aa) In the public sector: Interplay between the three principles clarity of
law, proportionality, and purpose limitation

The relevant moment regarding the legal evaluation becomes particularly
apparent with respect to infringements by the State. The German Constitu-
tional Court combines the principle of clarity of law, the principle of pro-
portionality and the principle of purpose limitation essentially resulting in
the requirement that all future acts of usage of personal data must be pre-
determined when it is collected.

(1) Principles of clarity of law and purpose limitation referring to the
moment when data is collected

This requirement already becomes apparent in the Court’s first “Decision
on Population Census”. With respect to individualized data, i.e. data
which is not anonymized, the Court stated:

“An obligation for the provision of personal data requires that the legislator
precisely and specifically determines in certain areas the purpose of usage and
should ensure that the information is suitable and necessary for achieving this
purpose. The collection ahead of non-anonymized data for an undetermined
or not yet determinable purpose is disproportionate with this (requirement).
All (public) agencies collecting personal data in order to perform their tasks
are restrained to the minimum which is necessary for achieving their given
goals. The usage of the data is restricted to the purpose provided for by the
provision. In the light of the dangers of automated data processing, it is neces-
sary to establish protection, by means of transfer and usage bans, against the
misuse of data for other purposes other than originally determined. Obliga-
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tions to clarify and to inform those about the data processing and to delete the
data are essential measures for procedural protection.”38¢

Indeed, the Court does not forbid the State to collect data in advance for
non-pre-determined purposes if the State only processes anonymized data
for statistical purposes. However, the Court limits this broader range of ac-
tion through other procedural restrictions and specifies the general objec-
tive aim of these requirements as: “Clearly defined requirements for the
processing of data are necessary in order to guarantee that the individual
does not become, under the conditions of automated collection and pro-
cessing of his or her personal data, a mere object of information.”387
Consistent with these requirements, the Court handed down its reason-
ing in the case of “License Plate Recognition”. In this case, the Court
stressed again that the moment personal, non-anonymized data is collect-
ed, is the cardinal point for the question of whether or not later acts of data
processing is constitutionally legitimate or not: “The concrete require-
ments for the pre-determined clarification of the authorizing provision de-
pend on the type and intensity of the infringement. Hence, the authorizing
provision must especially pre-determine whether it allows serious in-
fringements. If it does not exclude such (serious) infringements in a suffi-
ciently clear manner, the provision has to also meet the legal requirements

386 See BVerfG, 15th of December 1983, 1 BvR 209, 269, 362, 420, 440, 484/83
(Decision on Population Census), cip. 179 and 180: “Ein Zwang zur Angabe per-
sonenbezogener Daten setzt voraus, daB3 der Gesetzgeber den Verwendungszweck
bereichsspezifisch und prézise bestimmt und dafl die Angaben fiir diesen Zweck
geeignet und erforderlich sind. Damit wire die Sammlung nicht anonymisierter
Daten auf Vorrat zu unbestimmten oder noch nicht bestimmbaren Zwecken nicht
zu vereinbaren. Auch werden sich alle Stellen, die zur Erfiillung ihrer Aufgaben
personenbezogene Daten sammeln, auf das zum Erreichen des angegebenen
Zieles erforderliche Minimum beschranken miissen. Die Verwendung der Daten
ist auf den gesetzlich bestimmten Zweck begrenzt. Schon angesichts der
Gefahren der automatischen Datenverarbeitung ist ein - amtshilfefester - Schutz
gegen Zweckentfremdung durch Weitergabeverbote und Verwertungsverbote er-
forderlich. Als weitere verfahrensrechtliche Schutzvorkehrungen sind
Aufklarungspflichten, Auskunftspflichten und Loschungspflichten wesentlich.”

387 See BVerfG, ibid., cip. 167: “Es miissen klar definierte Verarbeitungsvorausset-
zungen geschaffen werden, die sicherstellen, da3 der Einzelne unter den Bedin-
gungen einer automatischen Erhebung und Verarbeitung der seine Person betref-
fenden Angaben nicht zum blofen Informationsobjekt wird.”
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which apply to these (serious) infringements.”3®8 In the case of “Data Re-
tention”, the Court provided its reasoning on the function of such require-
ment.

In this case, the German Court had to decide on the validity of the German
provisions transposing the European Data Retention Directive into German
law — before the High Court of Ireland referred the homonymous case to the
European Court of Justice.?®® According to Article 1 of that directive, Mem-
ber States were hold to oblige network and service providers to retain data for
“the purpose of the investigation, detection, and prosecution of serious crime,
as defined by each Member State in its national law.” The directive should ap-
ply to traffic and location data but not to the content of electronic communi-
cations, Article 1 section 2 of the Data Retention Directive. Pursuant to its
Article 4, Member States should “adopt measures to ensure that data retained
in accordance with this Directive are provided only to competent national au-
thorities in specific cases and in accordance with national law. The procedure
to be followed and the conditions to be fulfilled in order to gain access to re-
tained data (...) shall be defined by each Member State”. While Article 6 of
the directive required the duration of the data being retained between six
months up to two years, its Article 7 regulated certain data protection and se-
curity measures. In contrast to the Irish Court, the German Constitutional
Court did not stay its proceedings in order to let prove the validity of the di-
rective according to the European Charter of Fundamental Rights by the
European Court of Justice but decided the case, autonomously, on the grounds
of the German Basic Law. The German Court argued it could autonomously
decide the case because the Data Retention Directive left enough room for the
national legislator in order to implement it in accordance with German basic
rights.?® In its opinion, the German Basic Law did not prohibit per se the
transposition of the Data Retention Directive into German law so that the ‘pri-

388

389

390

166

See BVerfG, 11th of March 2008, 1 BVR 2047/05 and 1 BvR 1254/07 (License
Plate Recognition), cip. 95: “Die konkreten Anforderungen an die Bestimmtheit
und Klarheit der Erméachtigung richten sich nach der Art und Schwere des Ein-
griffs (...). Die Eingriffsgrundlage muss darum erkennen lassen, ob auch schwer-
wiegende Eingriffe zugelassen werden sollen. Wird die Moglichkeit derartiger
Eingriffe nicht hinreichend deutlich ausgeschlossen, so muss die Erméachtigung
die besonderen Bestimmtheitsanforderungen wahren, die bei solchen Eingriffen
zu stellen sind (...).”

See beneath, under point C. L. 3. ¢) aa) (2) (b) Protection against collection, stor-
age, and subsequent risk of abuse, the homonymous case of “Digital Rights vs.
Ireland”, decided by the ECJ in 2014, ECJ C-293/12 and C-594/12.

See BVerfG, 2nd March 2010, 1 BvR 256/08, 1 BvR 263/08, and 1 BvR 586/08
(Data Retention), cip. 186, discussed above under point C. 1. 2. d) aa) (1) Princi-
ples of clarity of law and purpose limitation referring to the moment when data is
collected.
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macy of application’ of European fundamental rights did not become rele-
vant.>%!

At first, the German Constitutional Court clarified the retention of the data
by providers as a direct state interference because the providers pursued
public purposes only, and there was no room left to make their own deci-
sions. Furthermore, albeit other laws should provide pre-conditions for a
concrete request of data by the state authorities, it already considered the
provisions regarding the transfer as an infringement because these provi-
sions already listed the general purposes for the later use of data. Conse-
quently, these provisions released the providers from their duty of confi-
dentiality.3%2 However, regarding the later usage of the data that was col-
lected, i.e. its treatment by Intelligent Services that provide their results to
state authorities, the Court clarified that “the constitutional limits of these
authorities using the data must not be undermined by a wider authorization
for the preceding usage (by the Intelligence Services).”33 Thus, the flux
of data and the retrieval of information are principally bound to the consti-
tutional evaluation the moment it is first collected and stored.

(2) The proportionality test also takes the use of data at a later stage into
account

In relation to the test of proportionality of the legal provisions that autho-
rize the collection of personal data, the Constitutional Court takes several
criteria into account: First, who and how many individuals are concerned;
second, under which circumstances the data is collected, e.g. whether the
individuals gave a reason or not or whether the data collection occurs se-
cretly or open; and third, the intensity of the infringement.3** With regard
to the last aspect, i.e. the intensity of the infringement, the Court considers
the essential criteria as: first, how relevant the information is for the per-

391 See BVerfG, ibid., cip. 187.

392 See BVerfG, ibid., cip. 192 to 194.

393 See BVerfG, 2nd March 2010, 1 BvR 256/08, 1 BvR 263/08, and 1 BvR 586/08
(Data Retention), cip. 233: “(Dies ist erst moglich durch Folgemafinahmen der
fiir die Gefahrenabwehr zustiandigen Behorden,) deren verfassungsrechtliche Be-
grenzungen bei der Datenverwendung nicht durch weitergehende Verwendungs-
befugnisse im Vorfeld unterlaufen werden diirfen.”

394 See BVerfG, 14th of July 1999, 1 BvR 2226/94 (Surveillance of Telecommunica-
tions), cip. 192.
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sonality of the individuals, in particular, if it is combined with further data;
and second, whether or not the individuals could expect that the data about
them would be treated in a certain way.3%? In this last respect, the intensity
of an infringement is particularly high if it interferes with the expectation
of privacy in the home or regarding the use of telecommunications.3% In
contrast, an infringement in relation to an individual’s conduct within the
public is less intensive.3*7 The possibilities of later usage of the data also
play an essential role.3”8 Consequently, the Court takes the disadvantages
caused by the later usage for the individual into account. In doing so, the
Court considers not only real disadvantages but also potential disadvan-
tages that the individuals have reasonably to fear in order to determine the
intensity of the infringement. The Court justifies the first aspect, i.e. real
disadvantages, by considering that the state treatment of data related to un-
suspicious individuals leads to their risk of being an object of state investi-
gations, which adds to their general risk of being unreasonably suspect-
ed.3% It also indirectly increases the risk of being stigmatized in daily or
professional life, in particular, if the treatment of data refers to criteria,
such as religion or ethnic origin, listed in Article 3 of the German Basic
Law, which guarantees the freedom of equality.*?° The Court also takes in-
to account whether or not the individual is able to defend him or herself
against the current or following state measures.*?! With respect to the sec-
ond aspect, i.e. potential disadvantages, the Constitutional Court stresses
that the individual’s fear of being surveyed can lead, in advance, to a bias
in communication and to adaptations of personal conduct. These chilling
effects concern not only the individual but also communication in society

395 See BVerfG, 4th of April 2006, 1 BvR 518/02 (Dragnet Investigation), cip. 92
and 93.

396 See BVerfG, ibid., cip. 93.

397 See BVerfG, 11th of March 2008, 1 BVR 2047/05 and 1 BvR 1254/07 (License
Plate Recognition), cip. 83.

398 See BVerfG, 13th June 2007, 1 BvR 1550/03 (Retrieval of Bank Account Master
Data), cip. 109; cf. also BVerfG, 11th of March 2008, 1 BVR 2047/05 and 1 BvR
1254/07 (License Plate Recognition), cip. 82.

399 See BVerfG, 3rd of March 2004, 1 BvR 2378/98 (Big Eavesdropping Operation),
cip. 227; BVerfG, 4th of April 2006, 1 BvR 518/02 (Dragnet Investigation), cip.
103.

400 See BVerfG, 4th of April 2006, 1 BvR 518/02 (Dragnet Investigation), cip. 106.

401 See BVerfG, 13th June 2007, 1 BvR 1550/03 (Retrieval of Bank Account Master
Data), cip. 111.

168



https://doi.org/10.5771/9783845290843 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by/4.0/

1. Constitutional framework

as a whole.*92 Comparably, it takes into account the ‘diffuse threat’ for the
individual. This threat results from the fact that the individuals know that
the State has some information about them but do not know the precise in-
formation it has and what it will do with it.403

However, if the State meets certain requirements, the treatment of data
can nevertheless be proportionate. In the decision of “Data Retention”, the
Court precisely elaborated on the procedural measures coming into ac-
count in order to meet the principle of proportionality. The Court stressed
that this can be, in particular, the case, if the authorizing law provides suf-
ficiently clear rules, beside the extent and purpose of the data processing,
on the security, transparency, and sanctions of the treatment of the data it-
self.4%4 With respect to the first point, data security requirements, the
Court was of the opinion that the retention required an especially high
standard of data security, because the collected data attracted, in light of
its multifunctional informative value, the attention of many different
stakeholders. Given that these stakeholders are private entities, they have
little incentive to maintain a high level of data security. In order to main-
tain a particularly high standard of data security, for example, the follow-
ing issues come into question: the systemic separation of the data, its en-
cryption, a secure access control, and an irreversible documentation.*0
Regarding the transparency of the data retention, the Court stressed, at
first, that “the legislator must tackle the diffuse threat, which results from
the data storage, by effective transparency rules. These serve to diminish
the unspecific threat resulting from the lack of knowledge about the real
relevance of the data, to counter unsettling speculations, and to enable the
individuals concerned to question these measures in a public discourse.
Furthermore, these requirements result from the principle of effective judi-
cial relieve, pursuant to Art. 10 sect. 1 GG in combination with Art. 19
sect. 4 GG. Without corresponding knowledge, the individuals concerned
can neither claim against an illicit usage of data by the authorities nor for

402 See BVerfG, 14th of July 1999, 1 BvR 2226/94 (Surveillance of Telecommunica-
tions), cip. 207; BVerfG, 3rd of March 2004, 1 BvR 2378/98 (Big Eavesdropping
Operation), cip. 230.

403 See BVerfG, 2nd March 2010, 1 BvR 256/08, 1 BvR 263/08, and 1 BvR 586/08
(Data Retention), cip. 241.

404 See BVerfG, ibid., cip. 220.

405 See BVerfG, ibid., cip. 222 and 224.
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their rights to deletion, rectification or compensation.”*% Finally, the
Court stressed the importance of effective sanctions in order to meet the
principle of proportionality as “if even severe infringements of the privacy
of telecommunications were not sanctioned, with the result that the protec-
tion of the personality right specified in Art. 10 sect. 1 GG became stunted
in light of its immaterial nature, this would contradict the state duty to en-
able the individual developing his or her personality and to protect him
against dangers for his or her personality caused by third parties. This
might be in particular the case if illicitly retrieved data could be freely
used or an illicit usage of data remained without compensation, serving
the satisfaction of the individual concerned, because there is no material
damage.”07
In the most recent case of “Federal Criminal Police Office Act” (Bun-
deskriminalamtgesetz), the Constitutional Court consolidated its previous
decisions, and highlighted another aspect being relevant for meeting the
principle of proportionality.
In this case, several individuals, such as politicians, lawyers, psychologists

and journalists lodged a constitutional complaint against the law for the pre-
vention of dangers of international terrorism through the Federal Criminal Po-

406 See BVerfG, ibid., cip. 241: “Der Gesetzgeber muss die diffuse Bedrohlichkeit,
die die Datenspeicherung hierdurch erhalten kann, durch wirksame Transparen-
zregeln auffangen. (...) Sie haben zum einen die Aufgabe, eine sich aus dem
Nichtwissen um die tatsdchliche Relevanz der Daten ergebende Bedrohlichkeit
zu mindern, verunsichernde Spekulationen entgegenzuwirken und den Betroffe-
nen die Moglichkeit zu schaffen, solche Mafinahmen in die 6ffentliche Diskus-
sion zu stellen. Zum anderen sind solche Anforderungen auch aus dem Gebot des
effektiven Rechtsschutzes gemdf Art. 10. Abs. 1 GG in Verbindung mit Art. 19
Abs. 4 GG herzuleiten. Ohne Kenntnis konnen die Betroffenen weder eine Un-
rechtméBigkeit der behordlichen Datenverwendung noch etwaige Rechte auf
Loschung, Berichtigung oder Genugtuung geltend machen.”

407 See BVerfG, ibid., cip. 252: “Wiirden auch schwere Verletzungen des Telekom-
munikationsgeheimnisses im Ergebnis sanktionslos bleiben mit der Folge, dass
der Schutz des Personlichkeitsrechts, auch soweit er in Art. 10 Abs. 1 GG eine
spezielle Auspridgung gefunden hat, angesichts der immateriellen Natur dieses
Rechts verkiimmern wiirde (...), widersprache dies der Verpflichtung der
staatlichen Gewalt, dem Einzelnen die Entfaltung seiner Personlichkeit zu
ermoglichen (...) und ihn vor Personlichkeitsgefdhrdungen durch Dritte zu
schiitzen (...). Dies kann insbesondere der Fall sein, wenn unberechtigt
gewonnene Daten weitgehend ungehindert verwendet werden diirften oder eine
unberechtigte Verwendung der Daten mangels materiellen Schadens regelméafig
ohne einen der Genugtuung der Betroffenen dienenden Ausgleich bliebe.”
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lice Office (Gesetz zur Abwehr von Gefahren des internationalen Terrorismus
durch das Bundeskriminalamt). This law authorizes, amongst others, secret
measures carried out by the German Federal Criminal Police Office, such as
long-term observations, acoustic and optical surveillance of the home, online
investigations, and surveillance of telecommunications as well as the later use
of the data for other purposes than for that it was originally collected.*’8 The
claimants argued that this law would infringe their basic right to inviolability
of the home, Art 13 GG, right to privacy of correspondence, posts and
telecommunication of Article 10 GG, and their rights to the confidentiality
and integrity of information technological systems informational as well as to
informational self-determination, both provided for by Article 2 sect. 1 in
combination with Article 1 sect. 1 GG. They justified their claim because they
could get, in light of their human rights-related activities, in contact with indi-
viduals whom the law considers, pursuant to its broad provisions, as interna-
tional terrorists and therefore could be also concerned by the surveillance
measures.*??

In this case, the Court stressed, beside the requirements mentioned previ-
ously, the importance of supervisory authorities to control the treatment of
data, and reporting duties before the parliament and the public. The partic-
ularity of these additional requirements results, in the Court’s opinion,
from the fact that the measures foreseen in the law are usually taken in se-
cret and, though, the individuals concerned cannot defend themselves.410

bb) In the private sector: The contract as an essential link for legal
evaluation

The concept of protection of the right to informational self-determination
in relation to the private sector is similar to the approach described with
respect to the public sector. In the private sector, from the Court’s point of
view, “the contract is the essential instrument in order to develop free and
self-responsible actions in relation to third parties.”*!! Taking the contract
into the center of the execution of the right to informational self-determi-
nation, the Court declares, in comparison to the public sector, that the es-

408 See BVerfG, 20th of April 2016, 1 BvR 966/09 and 1 BvR 1140/09 (Federal Bu-
reau of Investigation Law), cip. 1 to 5.

409 See BVerfG, ibid., cip. 79 to 84.

410 See BVerfG, ibid., cip. 140 to 143.

411 See BVerfG, 23" of October 2006, 1 BvR 2027/02 (Release of Confidentiality),
cip. 34: “Der Vertrag ist das maBgebliche Instrument zur Verwirklichung freien
und eigenverantwortlichen Handelns in Beziehung zu anderen.”
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sential determining point is the moment that a contract has been conclud-
ed. This means, since the conclusion of the contract usually precedes the
collection of data, the essentially moment for legal evaluation is thus, be-
fore the data is collected.

However, it recognized that the conclusion of the contract is not the on-
ly possible moment for evaluating the treatment of data at a later stage.
With respect to the release of confidential information, the Court weighed
the effects of the release of confidential information about the individual
concerned against the equally important interest of the insurance company
to receive the information.#!2 Balancing the opposing constitutional pos-
itions, the Court also considered that the point after the contract had been
concluded was also relevant in respect of evaluating the legal relevance of
the later treatment of data. In the Court’s opinion, such moments would
have been possible by using alternative or supplementary mechanisms as:
First, by means of specific releases of confidentiality for the particular re-
quest, referring to the specific institutions involved; second, by an infor-
mation mechanism which enables the policy holder to object to the re-
trieval of data intended; third, by a mechanism where the institution in-
volved does not provide the information about the policy holder directly to
the insurance company but, before, to the policy holder who can then de-
cide to add information and forward it to the insurance company or not,
with the possible result that it looses the insurance claim.*!3

f) Interim conclusion: Conceptual link between ‘privacy’ and ‘data
processing’

In conclusion, the concept of protection of the German right to informa-
tional self-determination establishes an autonomous substantial guarantee
providing the individual a right to ‘basically determine by him or herself
the disclosure and later usage of ‘his or her’ data’. This concept leads to
several problematic aspects of protection:

First, the concept leads to a rather broad scope of protection of the basic
right. The broad scope results in the situation that each treatment of per-
sonal data must be justified. If the State treats personal data, this basically

412 See BVerfG, ibid., cip. 43, 45 to 48 as well as 50 and 51.
413 See BVerfG, ibid., cip. 59 and 60.
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constitutes an infringement of the basic right and consequently must be
justified by a parliamentary law.*!4 Given that such a right shall not be an
absolute right but rather be considered with regard to its function in soci-
ety as a whole, the German Constitutional Court seeks to restrain the
broadness of its scope in two ways. First, by determining what acts actual-
ly infringe the scope of protection. Second, when using a balancing exer-
cise, by taking the intensity of the infringement into account. In the public
sector, the essential moment for this examination is at the point of collec-
tion.*!5 In the private sector, a private party’s treatment of data related to
an individual does not infringe his or her basic right, but can harm this ba-
sic right. Because of the protection function of the basic right, the State
has to provide for protection instruments that enable the individual to ef-
fectively protect him or herself. A main protection instrument is the pri-
vate contract. The broad scope principally leads, also in the private sector,
to the situation that an individual can ‘basically determine by him or her-
self the disclosure and later usage of ‘his or her’ data’. However, in the
private sector, the moment of legal evaluation of the data processing does
not have only to be when the data is first collected, but also at later stages,
depending on the specific contractual arrangement in question.

This leads to the second problematic aspect of the concept of protec-
tion: that the specification of the purpose, which serves as an essential link
for determining the legal relevance of the treatment of data, mainly refers
to the moment of collection. Critics give two reasons for this approach:
The first reason is, here again, that the concept of protection provides for
an individual’s right to control over the collection and usage of ‘his or her’
data; such a control right naturally begins with the data collection. The
second reason is that the concept of protection actually implies a central-
ized and linear environment where the data processing takes place. Critics
consider this as problematic because the requirement of purpose specifica-
tion should rather be considered, in light of the de-centralized and non-lin-
ear environment today, as a regulation instrument serving to structure the

414 See Hairting, Purpose limitation and change of purpose in data protection law, p.
3284.

415 See Hoffmann-Riem, Protection of the Confidentiality and Integrity of Informa-
tion Technological Systems, p. 1014.
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non-linear processes regarding the data treatment.*!¢ Thus, the require-
ment of purpose specification should not focus on the moment that person-
al data is collected, as this results in the situation that all possible future
purposes must be pre-determined the moment it is collected. Rather, it
should refer to the specific data processing and usage of information, irre-
spective of the moment it occurs.

3. Different approach of Article 7 and 8 ECFR with respect to Article 8
ECHR

The challenges described with respect to the concept of protection of the
German right to informational self-determination raise the question of how
they might be avoided. The German Constitutional Court has developed
the concept of protection of the right to informational self-determination
over decades, starting in a time of non-linear environments. This makes it
difficult for private data controllers to apply, in particular today, the re-
quirements surrounding the principle of purpose limitation in innovative
non-linear environments. The previous insights thus constitute a great op-
portunity for elaborating on the object and concept of protection of the
new fundamental right to data protection under 8 ECFR. The object and
concept of protection of this right, in particular, with respect to the funda-
mental right to private life in Article 7 ECFR is still not sufficiently
clear.47 1t is therefore a not only demanding but even more so promising
task to elaborate on Article 8 ECFR as a fundamental right that fits the
needs in non-linear environments.

416 See Albers, Treatment of Personal Information and Data, cip. 121 to 123; high-
lighting the current change of the computational systems and environments com-
pared to the times of the first “Decision on Population Census” in 1983, Hoff-
mann-Riem, Protection of the Confidentiality and Integrity of Information Tech-
nological Systems, pp. 1009 and 1010.

417 See, instead of many, Schneider, Status of and Perspectives for the European Da-
ta Traffic and Data Protection Law, pp. 515 and 516.
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a) Genesis and interplay of both rights

Before the European Charter of Fundamental Rights came into force, the
European Court of Justice referred to the right to private life under Article
8 ECHR when it had to decide on cases in which data protection and/or
privacy played a role. Under normal circumstances, the European Court of
Justice also referred to the constitutional traditions amongst the Member
States in order to develop, on the level of the European Union, the respec-
tive definition of fundamental rights. However, in relation to the definition
of “data protection” there were, and still are, no common principles in the
constitutional traditions. For example, while there is an explicit fundamen-
tal right for data protection in the Netherlands, Finland, Austria, Belgium
and Greece treat it as part of the right of private life. Denmark, Estonia
and Italy frame data protection under the right of communication, and in
Germany, it results from the general personality right.*!8 In light of these
different concepts, the European Court of Justice could not refer to a com-
mon tradition amongst Member States but had to focus on the European
Convention. Today, after the European Charter of Fundamental Rights
came into force, the wording of Article 8 ECHR reappears, almost literal-
ly, in the right to private life under Article 7 ECFR.4!° However, beside
that Article, the European legislator established the right to data protection
under Article 8 ECFR in order to harmonize the different approaches of
data protection amongst the Member States by strengthening the protec-
tion of individuals against the new risks caused by the processing of per-
sonal data. Some critics stress that it is, actually, this new right that en-
ables judicial courts to interpret internal market instruments, such as the
Data Protection Directive in a way that effectively protects the individu-
al’s fundamental rights.*20

418 See Bernsdorff, European Charter of Fundamental Rights, cip. 3; see also De
Hert and Gutwirth, Data Protection in the Case Law of Strasbourg and Luxem-
burg: Constitutionalisation in Action, p. 14; and Lynskey, The Foundations of EU
Data Protection Law, p. 89.

419 See Burgkardt, ibid., p. 343.

420 Cf. De Hert and Gutwirth, Data Protection in the Case Law of Strasbourg and
Luxemburg: Constitutionalisation in Action, pp. 8 and 9; De Hert and Gutwirth,
Privacy, data protection and law enforcement. Opacity of the individual and
transparency of power, p. 81; Tzanou, Data protection as a fundamental right next
to privacy? ‘Reconstructing’ a not so new right, p. 94.
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In light of the above, it is necessary to examine whether, and if so, to
what extent the objects and concepts of protection of Articles 8 and 7
ECFR, as well as of Article 8 ECHR differ to each other. Article 52 sec-
tion 3 ECFR states, in this regard: “in so far as this Charter contains rights
which correspond to rights guaranteed by the Convention for the Protec-
tion of Human Rights and Fundamental Freedoms, the meaning and scope
of those rights shall be the same as those laid down by the said Conven-
tion. This provision shall not prevent Union law providing more extensive
protection.” The explanations of the European Charter of Fundamental
Rights provide further assistance in order to answer the question of
whether or not Articles 7 and/or 8 ECFR correspond to Article 8 ECHR.
Pursuant to the Explanations of the European Charter of Fundamental
Rights, only “the rights guaranteed in Article 7 (ECFR) correspond to
those guaranteed by Article 8 of the ECHR.” In relation to Article 8
ECFR, the Explanations of the European Charter of Fundamental Rights
state that “this Article has been based on (...) Article 8 of the ECHR” (un-
derlining by the author).#2! With respect to further systematic reasons, le-
gal scholars conclude from this wording that Article 8 ECFR does not ex-
actly correspond to Article 8§ ECHR, but is interpreted by the European
Court of Justice within the general framework provided for by the Euro-
pean Convention on Human Rights.*22 Legal scholars stress that the estab-
lishment of the new right to data protection solves several problems that
existed with respect to the protection of personal data under the right to
private life in Article 8 ECHR. For example, the right to access to personal
data and to have it rectified, pursuant to section 2, tackles problems that
remain unanswered by the European Court of Human Rights.*23

However, the precise interplay between the right to data protection un-
der Article 8 ECFR and the right to private life provided for by Article 7
ECFR is heavily debated amongst legal scholars.#?* Eichenhofer and
Gonzalez-Fuster summarize the spectrum of opinions pursuant to three

421 See Explanations of the European Charter of Fundamental Rights, 2007/C
303/02.

422 See Burgkardt, ibid., p. 348 with further references.

423 See De Hert and Gutwirth, Privacy, data protection and law enforcement. Opacity
of the individual and transparency of power, p. 81.

424 See also the unclear interplay between privacy and data protection in the OECD
Guidelines, Tzanou, Data protection as a fundamental right next to privacy? ‘Re-
constructing’ a not so new right, p. 91.
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categories: First, approaches considering both rights either as exclusive or,
second, complementary to each other, or third, understanding one right as
prevailing the other one.*?> The so-called exclusivity approach considers
the right to private life as solely covering aspects of private life, whereas
the right to data protection only protects against risks caused by the pro-
cessing of personal data.*2¢ In contrast, the second approach advocates
that the right to data protection covers a special part of the broader right to
private life and, thus, prevails the right to private life so long as the pro-
cessing of personal data is the matter of the case.*?’ This opinion is sup-
ported by the fact that more recently established secondary law refers to
the right to data protection, only, and not to the right to private life any-
more.*?8 Indeed, this approach foresees an exception from the exclusive
attribution of the processing of personal data to the fundamental right to
data protection, if the data processing constitutes a particular risk to the
personality of the individual concerned. For instance, this can be the case
if the processing leads to extensive profiles of the individuals concerned.
In such a case, as an exception, the fundamental right to private life pre-
vails.4??

The third approach finally considers both rights as intersecting with
each other in certain cases. Pursuant to this opinion, both rights may cov-
er, jointly, certain situations while having, each of them, an autonomous
scope of application. On the one hand, the right to private life is wider
than the right to data protection because it protects an individual’s private
life, irrespective of the processing of personal data. On the other hand, the
right to data protection is wider than the right to private life because it also

425 See Eichenhofer, Privacy in the Internet as Protection of Trust, p. 61; Gonzalez-
Fuster, The Emergence of Data Protection as a Fundamental Right of the EU, p.
200; cf. also Lynskey, The Foundations of EU Data Protection Law, pp. 89-130,
regarding the case law provided by the ECtHR with respect to the right to private
life under Art. § ECHR

426 See Eichenhofer, ibid., p. 61, referring to Gonzalez-Fuster, ibid., p. 200, referring,
in turn, to Carlos Ruiz-Miguel, El derecho a la proteccion de los datos personales
en la Carta de Derechos Fundamentales de Union Europea: Analisis critico, p. 8.

427 See Bernsdorft, European Charter of Fundamental Rights, Art. 8 cip. 13; Mehde,
Handbook of European Fundamental Rights, § 21 cip. 13; Eichenhofer, ibid., p.
61, with further references.

428 See Eichenhofer, ibid., p. 61, referring to Gonzalez-Fuster, ibid., pp. 243 ff.

429 See Eichenhofer, ibid., p. 61, referring, amongst others, to Opinion of Advocate
General Cruz Villalon, 12th of December 2013, Case C-293/12 (Digital Rights vs
Ireland), cip. 65.
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protects against risks caused by data processing that do not refer to the in-
dividual’s private life. A certain action can therefore either only conflict
with the right to private life under Article 7 ECFR or with the right to data
protection of Article 8 ECFR, or, simultaneously, with both fundamental
rights.+30

b) Concept of Article 8 ECHR: Purpose specification as a mechanism for
determining the scope of application (i.e. the individual’s ‘reasonable
expectation’)

Before analyzing in detail how the European Court of Justice constructs
the interplay of both rights to private life and to data protection under Arti-
cles 7 and 8 ECFR, so far, it is essential to examine the decisions of the
European Court of Human Rights with respect to the right to private life
under Article 8 ECHR. Regarding the European Convention for Human
Rights, data protection falls under the right for private life and family in
Article 8 ECHR. As mentioned before, only Article 7 ECFR corresponds
to Article 8 ECHR, whereas, Article 8 ECFR is only based on it. Further-
more, the right to data protection of Article 8 ECFR explicitly mentions
the requirement of purpose specification, while the right to private life un-
der Article 7 ECFR does not. Therefore, it is helpful to first understand the
function of purpose specification applied by the European Court of Hu-
man Rights with respect to Article 8 ECHR. As a second step, this analy-
sis can further help answer the question about the interplay of Articles 7
and 8 ECFR.

aa) Substantial guarantee of “private life””: Trust in confidentiality and
unbiased behavior

In 1950, when the European Convention on Human Rights was signed,
data protection as such, was not publically discussed. Therefore, beside

430 See, for example, De Hert and Gutwirth, Data Protection in the Case Law of
Strasbourg and Luxemburg: Constitutionalisation in Action, p. 6; Kokott and
Sobotta, The distinction between privacy and data protection in the jurisprudence
of the CJEU and the ECtHR; Albers, Treatment of Personal Information and Da-
ta, cip. 43; Eichenhofer, ibid., p. 61, with further references.
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CE N3

the terms “private and family life”, “correspondences”, and the “home”,
data protection is not explicitly set out or conceptualized in the text of the
convention. Nevertheless, the scope of application of Article 8 ECHR is
considered to be broad enough to cover the recent technical and social de-
velopment of data processing and accordingly, is interpreted by the Euro-
pean Court of Human Rights. In doing so, the Court does not always clari-
fy whether it considers the processing of personal data as falling under
“correspondences” or “private life”.#3! In any case, with respect to the
term “private life”, the Court has developed its definition through case
law, instead of providing for a common definition that is generally appli-
cable to all types of cases.*32 This approach has meant that there is now a
fairly ambiguous and wide scope of application of Article 8 ECHR that
appears to repel several particular risks for its substantial guarantee(s).*33

In the case of “Gillan and Quinton vs. The United Kingdom”, the Euro-
pean Court of Human Rights summarized, for example, several guaran-
tees, which it has elaborated on the term “private life”, and clarified that
“(...) the concept of ‘private life’ is a broad term not susceptible to ex-
haustive definition. It covers the physical and psychological integrity of a
person. The notion of personal autonomy is an important principle under-
lying the interpretation of its guarantees (...). The Article also protects a
right to identity and personal development, and the right to establish rela-
tionships with other human beings and the outside world. It may include
activities of a professional or business nature. There is, therefore, a zone
of interaction of an individual with others, even in a public context, which
may fall within the scope of ‘private life’.”434

431 See De Hert and Gutwirth, Data Protection in the Case Law of Strasbourg and
Luxemburg: Constitutionalisation in Action, p. 18; Burgkardt, ibid., pp. 247 with
further references.

432 See Matscher, Methods of Interpretation of the Convention, pp. 63/64, with re-
spect to the method of interpretation of the European Court of Human Rights, in
general.

433 See, instead of many, Schweizer, European Convention and Data Protection, p.
464; Eichenhofer, Privacy in the Internet as Protection of Trust, p. 58, with fur-
ther references; regarding the fact that not all data processing falls under the
scope of protection, see De Hert and Gutwirth, Privacy, data protection and law
enforcement. Opacity of the individual and transparency of power, pp. 80 and 81.

434 See ECtHR, Case of Gillan and Quinton v. The United Kingdom from 12 January
2010 (application no. 4158/05), cip. 61.
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Indeed, it is a difficult task to generalize certain rulings of the European
Court of Human Rights because those are based on a case-by-case ap-
proach. Legal scholars, however, stress that the principle of autonomy
plays a significant role in all rulings of the European Court of Human
Rights on the right to private life.*3> From this perspective, the general ob-
jective of the right to private life is to protect the individual’s interest that
certain actions and opinions by him or her remain confidential.*3¢ This as-
pect becomes particularly apparent in a case where the European Court of
Human Rights decided about the treatment of medical data. In this case of
“Z. vs. Finland”, the Court stated that “the protection of personal data, not
least medical data, is of fundamental importance to a person’s enjoyment
of his or her right to respect for private and family life as guaranteed by
Article 8 of the Convention (...). Respecting the confidentiality of health
data is a vital principle in the legal systems of all the Contracting Parties
to the Convention. It is crucial not only to respect the sense of privacy but
also to preserve his or her confidence in the medical profession and in the
health services in general. Without such protection, those in need of medi-
cal assistance may be deterred from revealing such information of a per-
sonal and intimate nature as may be necessary in order to receive appro-
priate treatment and, even, from seeking such assistance, thereby endan-
gering their own health and, in the case of transmissible diseases, that of
the community.”*37 In light of these considerations, Article 8 ECHR pro-
vides individuals with confidence that their privacy is respected in order
for them to act within society on an unbiased basis which is necessary to
protect themselves and the society as a whole.

bb) Criteria established for certain cases: Context of collection, nature of
data, way of usage, and results obtained

In light of such a guarantee, which is relatively broad, but also takes into
account the case-by-case approach, the question is the following: What

435 See De Hert and Gutwirth, Data Protection in the Case Law of Strasbourg and
Luxemburg: Constitutionalisation in Action, p. 15, with further references to cor-
responding considerations by the ECtHR.

436 See Schweizer, ibid., p. 466.

437 See ECtHR, Case of Z. vs. Finland from 25 February 1997 (application no.
22009/93), cip 95.
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kind of data is precisely protected against which kind of usage? The Euro-
pean Court of Justice, indeed, does not recognize all types of personal data
as being protected.*3® Hence, in order to answer this question, it is neces-
sary to examine in detail the types of cases the European Court of Human
Rights has considered as falling under the scope of application of Article 8
ECHR.

One type of case concerns telecommunication data, which is protected
insofar as participants of telecommunication processes usually expect their
data to be confidential.#3° Therefore, both the content of the communica-
tion, as well as its meta data is protected, for example, phone numbers, as
well as the time and the duration of the call.*4? Beside telecommunication
data, other forms of “correspondences” fall under Article 8 ECHR as, for
instance, letters, documents, and files.**! Another type of case refers to the
term “physical and psychological integrity” of the individual. The Court
elaborated in several cases on what this term means.

In the case of “S. and Marper vs. The United Kingdom”, the European
Court of Human Rights lists, in particular, the following aspects covered
by this term: “Elements such as, for example, gender identification, name
and sexual orientation and sexual life fall within the personal sphere pro-
tected by Article 8 (...). Beyond a person’s name, his or her private and
family life may include other means of personal identification and of link-
ing to a family (...). Information about the person’s health is an important
element of private life (...). The Court furthermore considers that an indi-
vidual’s ethnic identity must be regarded as another such element (see, in
particular, Article 6 of the Data Protection Convention quoted in para-
graph 41 above, which lists personal data revealing racial origin as a spe-
cial category of data along with other sensitive information about an indi-

438 See De Hert and Gutwirth, Data Protection in the Case Law of Strasbourg and
Luxemburg: Constitutionalisation in Action, pp. 24 to 26.

439 Cf. ECtHR, Case of Copland vs. The United Kingdom from 3 April 2007 (appli-
cation no. 62617/00), cip. 41 and 42; ECtHR, Case of Halford vs. The United
Kingdom from 25 June 1997 (application no. 20606/92), cip. 42 to 46.

440 See ECtHR, Case of Copland vs. The United Kingdom from 3 April 2007 (appli-
cation no. 62617/00), cip. 43.

441 See examples at Schweizer, ibid., p. 465.
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vidual).”##2 Legal critics stress that the European Court of Justice ac-
knowledged the category of sensitive data in its decision.*#3

In any case, the European Court of Human Rights clarified that “in de-
termining whether the personal information retained by the authorities in-
volves any of the private-life aspects mentioned above, the Court will
have due regard to the specific context in which the information at issue
has been recorded and retained, the nature of the records, the way in which
these records are used and processed and the results that may be obtained
(...).”44 Thus, the above-listed categories of personal information is not
protected per se. Instead, its protection must be examined, again, on a
case-by-case basis, pursuant to the context of collection, the nature of the
data, and the results retrieved from it.

cc) Particular reference to the individual’s “reasonable expectations”

When undertaking this exercise, the European Court of Human Rights of-
ten grounds its decision in further cases, by also referring to the “reason-
able expectations” of the individual concerned. In this regard, the purpose
of the data processing can play a decisive role.45

442 See ECtHR, Case of S. and Marper vs. the United Kingdom from 4 December
2008 (application nos. 30562/04 and 30566/04), cip. 66.

443 See Schweizer, ibid., p. 466; with respect to genetic data, see ECtHR, Case of S.
and Marper vs. the United Kingdom from 4 December 2008 (application nos.
30562/04 and 30566/04), cip. 70 to 77.

444 See ECtHR, Case of S. and Marper v. The United Kingdom from 4 December
2008 (application nos. 30562/04 and 30566/04), cip. 67.

445 The following categorization is not the only possible one, of course. For example,
Lindsay categorizes possible infringements of the right to private life under Art. 8
ECHR along the five elements: ,,storage of data relating to the private life of an
individual®, ,,systematic collection and storage of (non-private) data®, ,use of
collected data infringing the individual’s ,reasonable expectations‘*, ,,concerned
data constitute sensitive personal information®, and ,,whether consent was giv-
en” - see at Linskey, The Foundations of EU Data Protection Law, pp. 108-110.
The most apparent difference to Linskey’s scheme is that the following criteria
are altogether categorized under the umbrella criterion of the ,,individual’s rea-
sonable expectations*.
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1. Constitutional framework
(1) ‘Intrusion into privacy’

The Court refers, for instance, to the individual’s “reasonable expecta-
tions” in order to determine whether or not an intrusion into his or her pri-
vate sphere infringes the right to private life. The Court hence does not af-
firm that each intrusion into the individual’s privacy is an infringement of
the individual’s right to private life. However, in the case of “Copland vs.
The United Kingdom”, the Court affirmed that such an infringement took
place.

In this case, the claimant worked at a state college in England. When her su-
pervisor suspected that she had an “improper relationship” with another male
employee at the college, the supervisor started to monitor her telephone,
email and Internet usage.*4

In this case, the European Court of Human Rights affirmed that the
claimant’s right to private life under Article § ECHR had been infringed
considering that “the applicant in the present case had been given no
warning that her calls would be liable to monitoring, therefore she had a
reasonable expectation as to the privacy of calls made from her work tele-
phone. The same should apply in relation to the applicant’s email and In-
ternet usage.”#47

In the case of “Halford vs. The United Kingdom”, the Court also exam-
ined further factors, beside the mere use of telecommunications by the in-
dividual, which reinforced her “reasonable expectations” to privacy.

In this case, the claimant was an Assistant Chief Officer at the Merseyside po-
lice office in England. When her supervisor refused to promote the claimant,
despite existing vacancies, the claimant started proceedings before the judicial
court on the grounds of gender discrimination. The claimant furthermore al-
leged that her employer intercepted the telephones that she had used in her of-
fice in order to use that information against her in the discrimination proceed-
ings. The claimant had two telephones, one for business and one for private
use. There were no restrictions or guidance given by her employer for the use
of these phones.**®

446 See ECtHR, Case of Copland vs. The United Kingdom from 3 April 2007 (appli-
cation no. 62617/00), cip. 6 to 17.

447 See ECtHR, ibid., cip.z 41.

448 See ECtHR, Case of Halford vs. The United Kingdom from 25 June 1997 (appli-
cation no. 20606/92), cip. 8 to 20.
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The Court confirmed that an infringement had taken place: “There is no
evidence of any warning having been given to Ms. Halford, as a user of
the internal telecommunications system operated at the Merseyside police
headquarters, that calls made on that system would be liable to intercep-
tion. She would, the Court considers, have had a reasonable expectation of
privacy for such calls, which expectation was moreover reinforced by a
number of further factors. As Assistant Chief Constable she had sole use
of her office where there were two telephones, one of which was specifi-
cally designated for her private use. Furthermore, she had been given the
assurance, in response to a memorandum, that she could use her office
telephones for the purposes of her sex-discrimination case.”*4 Both cases
illustrate that the Court does not strictly differentiate between the two le-
gal terms “private life” and “correspondences”. However, the Court exam-
ines an infringement of Article 8 ECHR took place, by referring, common-
ly, to the individual’s “reasonable expectations”.

(2) Public situations: ‘Systematic or permanent storage’ vs. ‘passer-by
situations’

In cases related to public situations, the European Court of Human Rights
elaborates on the criteria regarding the individual’s “reasonable expecta-
tions” extensively. This was in particular the case in the decision of “P.G.
and J.H. vs. The United Kingdom”.

In this case, the police wanted to compare the voice samples of the applicants
with voices recorded during a conversation held on the occasion of an earlier
event. In light of that the applicants had denied, during their arrest, to volun-
tarily provide such voice samples, the police installed covert listening devices
in order to record their voices while police officers asked them formal ques-
tions. Hence, the applicants did not know that their voices were recorded dur-
ing that conversation.*3

In order to determine the scope of protection of Article 8 ECHR, the Court
took into account that “there are a number of elements relevant to a con-
sideration of whether a person’s private life is concerned in measures ef-
fected outside a person’s home or private premises. Since there are occa-

449 ECtHR, ibid., cip. 45.
450 See ECtHR, Case of P.G. and J.H. vs. The United Kingdom from 25 September
2001 (application no. 44787/98), cip. 15 and 16.
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sions when people knowingly or intentionally involve themselves in activ-
ities that are or may be recorded or reported in a public manner, a person’s
reasonable expectation as to privacy may be a significant, although not
necessarily conclusive, factor. A person who walks down the street will,
inevitably, be visible to any member of the public who is also present.
Monitoring by technological means of the same public scene (for example,
a security guard viewing through closed-circuit television) is of similar
character. Private-life considerations may arise, however, once any sys-
tematic or permanent record comes into existence of such material from
the public domain. It is for this reason that files gathered by security ser-
vices on a particular individual fall within the scope of Article 8, even
where the information has not been gathered by an intrusive or covert
method (...)"!

The Court referred in this decision to the precedent cases of “Amann vs.
Switzerland” and “Rotaru vs. Romania”: While in the first case, “the stor-
ing of information about the applicant on a card in a file was found to be
an interference with private life, even though it contained no sensitive in-
formation and had probably never been consulted”#3?, the Court had
stressed in the second case that the systematic or permanent storage of
public information especially falls under Article 8 if “such information
concerns a person’s distant past (...,) some of the information has been de-
clared false and is likely to injure the applicant’s reputation.”*53 Conse-
quently, in the case of “Herbecq vs. Belgium”, the European Court of Jus-
tice decided that a video system controlling a public space does not fall
under Article 8 ECHR if the visual data is not recorded because “it is diffi-
cult to see how the visual data obtained could be made available to the
general public or used for purposes other than to keep a watch on
places.”®* From the Court’s point of view, “the data available to a person
looking at monitors is identical to that which he or she could have ob-

451 See ECtHR, Case of P.G. and J.H. vs. The United Kingdom from 25 September
2001 (application no. 44787/98), cip. 57.

452 See ECtHR, Case of P.G. and J.H. vs. The United Kingdom from 25 September
2001 (application no. 44787/98), cip. 57.

453 See ECtHR, Case of Rotaru vs. Romania from 4 May 2000 (application no.
28341/95), cip. 43 and 44.

454 See ECtHR, Case of Herbecq and the Association League des Droits de ’Homme
vs. Belgium from 14 January 1998 (application nos. 32200/96 and 32201/96), p.
97.
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tained by being on the spot in person (...). Therefore all that can be ob-
served is essentially, public behavior.”#33

(3) ‘Data relating to private or public matters’, ‘limited use’ and/or ‘made
available to the general public’

While in the case of “Herbecq vs. Belgium” the right to private life under
Article 8 ECHR did not apply because there was no “systematic or perma-
nent storage” of personal data at all, the Court denied the application of
Article 8 ECHR in the cases of “Lupker vs. the Netherlands” and “Friedl
vs. Austria” for further reasons.

The Court stated that these decisions “concerned the unforeseen use by au-
thorities of photographs which had been previously voluntarily submitted to
them (.../for example, during an application process for a passport or drivers
license) and the use of photographs taken by the authorities during a public
demonstration (...).”*%¢ In these cases, the photographs taken during an appli-
cation process were later used for criminal proceedings; and the photographs
taken by the authorities during a public demonstration were used for policing
the demonstration, only.

The Court decided this case by referring to the following criteria as: “In
those cases, the Commission attached importance to whether the pho-
tographs amounted to an intrusion into the applicant’s privacy (as, for in-
stance, by entering and taking photographs in a person’s home), whether
the photograph related to private or public matters and whether the materi-
al thus obtained was envisaged for a limited use or was likely to be made
available to the general public. In (../the second case) the Commission not-
ed that there was no such intrusion into the ‘inner circle’ of the applicant’s
private life, that the photographs taken of a public demonstration related to
a public event and that they had been used solely as an aid to policing the
demonstration on the relevant day. In this context, the Commission at-
tached weight to the fact that the photographs taken remained anonymous
in that no names were noted down, the personal data recorded and pho-

455 See ECtHR, Case of Herbecq and the Association League des Droits de ’Homme
vs. Belgium from 14 January 1998 (application nos. 32200/96 and 32201/96), p.
97.

456 See ECtHR, Case of Peck vs. the United Kingdom from 28 January 2003 (appli-
cation no. 44647/98), cip. 61.
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tographs taken were not entered into a data-processing system and no ac-
tion had been taken to identify the persons photographed on that occasion
by means of data processing (ibid.). Similarly, in (../the first case), the
Commission specifically noted that the police used the photographs to
identify offenders in criminal proceedings only and that there was no sug-
gestion that the photographs had been made available to the general public
or would be used for any other purpose.”*7 Consequently, the Court con-
sidered the use of the data was not infringing the right to private life under
Article 8 ECHR.

In the next case of “Peck vs. The United Kingdom”, the European Court
of Human Rights at first tied into the criteria considered in the case of
“Herbecq vs. Belgium” — whether the treatment of data is comparable to a
passer-by or security situation — and then explicitly differentiated between
the moment the data is collected and its later usage.

In this case, the camera of a CCTV-system had filmed the applicant walking
around at a junction with a kitchen knife in his hand, directly after he tried to
commit suicide.**® The defendant published the record in its CCTV News pub-
lication while the identity of the applicant was not appropriately masked.*>
The Court stressed in its decision that the “applicant did not complain that the
collection of data through the CCTV-camera monitoring of his movements
(...) amounted to an interference to his private life. (...) Rather, he argued
that it was the disclosure of that record of his movements to the public in a
manner in which he could never have foreseen which gave rise to such an in-
terference.”#¢0

The Court affirmed a serious infringement of Article 8 ECHR had oc-
curred taking into account that “the footage was disclosed to the media for
further broadcasting and publication purposes. Those media included the
audiovisual media: Angelia Television broadcast locally to approximately
350,000 people and the BBC broadcast nationally, and it is ‘commonly ac-
knowledged that the audiovisual media have often a much more immedi-
ate and powerful effect than the print media’ (...). (.../The applicant) was

457 See ECtHR, Case of Peck vs. the United Kingdom from 28 January 2003 (appli-
cation no. 44647/98), cip. 61.

458 See ECtHR, Case of Peck vs. the United Kingdom from 28 January 2003 (appli-
cation no. 44647/98), cip. 10.

459 See ECtHR, Case of Peck vs. the United Kingdom from 28 January 2003 (appli-
cation no. 44647/98), cip. 62.

460 See ECtHR, Case of Peck vs. the United Kingdom from 28 January 2003 (appli-
cation no. 44647/98), cip. 60.
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recognized by certain members of his family and by his friends, neigh-
bours and colleagues.”*¢! The Court therefore decided that “the relevant
moment was viewed to an extent which far exceeded any exposure to a
passer-by or to security observation (...) and to a degree surpassing that
which the applicant could possibly have foreseen when he walked (.../in
the moment he was filmed).”#62 In light of the seriousness of the infringe-
ment, that being: the applicant’s identity was not appropriately masked,
and that the footage was not published for purposes of crime detection or
prevention, the Court came to the conclusion that the infringement was not
justified.463

(4) ‘Unexpected use’ pursuant to the purpose perceptible by the
individual concerned

In the cases described, the European Court of Human Rights more or less
implicitly referred to the purpose of the collection and usage of the per-
sonal data in order to examine whether the individual could reasonably ex-
pect the collection and, more importantly, the later usage or not. In all of
the cases, the Court examined whether the data ‘amounted to an intrusion
into the applicant’s privacy, related to private or public matters and
whether the information obtained was envisaged for a limited use or was
likely to be made available to the general public’.4%* However, even a li-
mited use, not being a publication of data, can interfere with an individu-
al’s ‘reasonable expectation’. In the above-mentioned case of “P.G. and

461 See ECtHR, Case of Peck vs. the United Kingdom from 28 January 2003 (appli-
cation no. 44647/98), cip. 62 and 63.

462 See ECtHR, Case of Peck vs. the United Kingdom from 28 January 2003 (appli-
cation no. 44647/98), cip. 62.

463 See ECtHR, Case of Peck vs. the United Kingdom from 28 January 2003 (appli-
cation no. 44647/98), cip. 79, 85, and 87.

464 Cf. ECtHR, Case of Herbecq and the Association League des Droits de I’Homme
vs. Belgium from 14 January 1998 (application nos. 32200/96 and 32201/96), p.
97; ECtHR, Case of P.G. and J.H. vs. The United Kingdom from 25 September
2001 (application no. 44787/98), cip. 58; ECtHR, Case of Peck vs. the United
Kingdom from 28 January 2003 (application no. 44647/98), cip. 61 referring to
the Case of Friedl vs. Austria from 31 January 1995 (Series A no. 305-B) and
Case of Lupker vs. the Netherlands from 7 December 1992 (application no.
18395/91); see also, for example, ECtHR, Case of von Hannover vs. Germany
from 24 June 2004 (application no. 59320/00), cip. 52.
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J.H. vs. The United Kingdom”, the Court came to the conclusion that the
covert recording of voices during a conversation in the police station fell
within the scope of Article 8 ECHR. In conclusion, the Court did not fol-
low the opinion of the defending government that the applicants could not
expect their privacy in that context.*> From the Court’s point of view, “a
permanent record has nonetheless been made of the person’s voice and it
is subject to a process of analysis directly relevant to identifying that per-
son in the context of other personal data. Though it is true that when being
charged the applicants answered formal questions in a place where police
officers were listening to them, the recording and analysis of their voices
on this occasion must still be regarded as concerning the processing of
personal data about the applicants.”460

While the Court referred in this case only to the fact that the covert
voice sample became “subject to a process of analysis directly relevant to
identifying (.../the applicant) in the context of other personal data™*¢7, the
purpose of the data treatment played in the other decisions a more explicit
role. In the case “Herbecq vs. Belgium”, the Court held it as essential that
the visual data from the video camera control could not be, in light of the
fact that it did not record the data, “used for purposes other than to keep a
watch on places.”8 In the cases of “Friedl vs. Austria” and of “Lupker vs.
the Netherlands”, the Court considered that the photographs had been
used, in the first case, “solely as an aid to policing the demonstration on
the relevant day” and, in the other case, “to identify offenders in criminal
proceedings only (.../without giving) suggestion that the photographs (...)
would be used for any other purpose.”*® In the case of “Peck vs. the Unit-
ed Kingdom”, the Court finally came to the conclusion that the usage of
the visual data had clearly surpassed what the applicant could have fore-

465 Cf. ECtHR, Case of P.G. and J.H. vs. The United Kingdom from 25 September
2001 (application no. 44787/98), cip. 54.

466 See ECtHR, Case of P.G. and J.H. vs. The United Kingdom from 25 September
2001 (application no. 44787/98), cip. 59.

467 See ECtHR, Case of P.G. and J.H. vs. The United Kingdom from 25 September
2001 (application no. 44787/98), cip. 59.

468 See ECtHR, Case of Herbecq and the Association League des Droits de ’Homme
vs. Belgium from 14 January 1998 (application nos. 32200/96 and 32201/96), p.
97.

469 See ECtHR, Case of Peck vs. the United Kingdom from 28 January 2003 (appli-
cation no. 44647/98), cip. 61.
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seen because it was not only recorded for security reasons, but also “dis-

closed to the media for further broadcasting and publication purposes.”470
Finally, the purpose plays an even more explicit and decisive role in the

decisions of “Perry vs. the United Kingdom” and of “M.S. vs. Sweden”.

In the case of “Perry vs. the United Kingdom”, the applicant had, in connec-
tion of a robbery for which he was accused, refused an identity parade. The
police therefore decided to indirectly make the identity parade possible by
means of a tape record: An engineer adjusted a custody suite camera in the
police station in order to ensure that it took clear pictures of the applicant in
the moment when he, being arrested, entered the police station. After the
record, the police prepared a compilation video in which other persons mim-
icked the actions of the applicant how it was recorded. When this compilation
was shown to witnesses of the robbery, some of them positively identified the
applicant.*”!

Similar to the case of “P.G. and J.H. vs. The United Kingdom™”, the de-
fending Government argued that the police station “could not be regarded
as a private place, and that as the cameras which were running for security
purposes were visible to the applicant he must have realized that he was
being filmed, with no reasonable expectation of privacy in the circum-
stances.”72 In contrast, the European Court of Human Rights had a more
differentiated approach on privacy within the meaning of Article 8 ECHR.
It affirmed, at first, that “the normal use of security cameras, whether in
public or on premises, such as shopping centres, or police stations, where
they serve a legitimate and foreseeable purpose, do not raise issues under
Article 8 § 1 of the Convention. However, the police regulated the security
camera so that it could take clear footage of the applicant in the custody
suite and inserted it in a montage of film of other persons to show to wit-
nesses for the purposes of seeing whether they identified the applicant as
the perpetrator of the robberies under investigation. The video was also
shown during the applicant’s trial in a public court room. (...) The Court
recalls that the applicant had been brought to the police station to attend an
identity parade and that he had refused to participate. Whether or not he
was aware of the security cameras running in the custody suite, there is no

470 See ECtHR, Case of Peck vs. the United Kingdom from 28 January 2003 (appli-
cation no. 44647/98), cip. 62.

471 See ECtHR, Case of Perry vs. the United Kingdom from 17 July 2003 (applica-
tion no. 63737/00), cip. 14 and 15.

472 See ECtHR, Case of Perry vs. the United Kingdom from 17 July 2003 (applica-
tion no. 63737/00), cip. 39.
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indication that the applicant had any expectation that footage was being
taken of him within the police station for use in a video identification pro-
cedure and, potentially, as evidence prejudicial to his defence at trial. This
ploy adopted by the police went beyond the normal or expected use of this
type of camera, as indeed is demonstrated by the fact that the police were
required to obtain permission and an engineer had to adjust the camera.
(...) The Court considers therefore that the recording and use of the video
footage of the applicant in this case discloses an interference with his right
to respect for private life.”#73 This interference was not justified because
the police did not inform the applicant about the actual purpose of the
filming before it, which is required by the national law concerned.*’*

Finally, in the case of “M.S. vs. Sweden”, a medical clinic has sent, without
prior notice of the applicant, the applicant’s medical records to a Social Insu-
rance Office. The Office had requested the data because of a claim of the ap-
plicant for compensation after she had an accident at work.*”

In this case, the European Court of Human Rights examined whether the
transfer constituted an infringement of Article 8 ECHR taking into ac-
count “that the medical records in question contained highly personal and
sensitive data about the applicant (...). Although the records remained
confidential, they had been disclosed to another public authority and there-
fore to a wider circle of public servants (...). Moreover, whilst the infor-
mation had been collected and stored at the clinic in connection with med-
ical treatment, its subsequent communication had served a different pur-
pose, namely to enable the Office to examine her compensation claim. It
did not follow from the fact that she had sought treatment at the clinic that
she would consent to the data being disclosed to the Office (...). Having
regard to these considerations, the Court finds that the disclosure of the
data by the clinic of the Office entailed an interference with the applicant’s
right to respect for private life guaranteed by paragraph 1 of Article 8.7476
However, the Court considered that the inference was justified within Ar-

473 See ECtHR, Case of Perry vs. the United Kingdom from 17 July 2003 (applica-
tion no. 63737/00), cip. 40, 41, and 43.

474 See ECtHR, Case of Perry vs. the United Kingdom from 17 July 2003 (applica-
tion no. 63737/00), cip. 47 and 49.

475 See ECtHR, Case of M.S. vs. Sweden from 27 August 1997 (74/1996/693/885),
cip. 8 to 14.

476 See ECtHR, Case of M.S. vs. Sweden from 27 August 1997 (74/1996/693/885),
cip. 35.
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ticle 8 ECHR because the Office had a legitimate interest in the data as it
could not have checked otherwise whether the applicant’s claim for the
compensation was well-founded or not. Furthermore, the receiving office
was under a duty to verify that the pre-conditions for the transfer were
met. In addition, they were also under a duty to keep this information con-
fidential, so that limitations for further use existed, as well as safeguards
against abuse.*77

dd) Consent: Are individuals given a choice to avoid the processing
altogether?

In the same case, the European Court of Human Rights also examined, in
more detail, the pre-conditions and extent of a potential waiver of the indi-
vidual’s right to private life. The Court discussed, in particular, whether
the applicant consented to the transfer of her medical data in what would
have excluded, in the Court’s opinion, the application of Article 8 ECHR.
In doing so, it took into account that the “communication of such data by
the clinic to the Office would be permissible under the Insurance Act only
if the latter authority had made a request and only to the extent that the
information was deemed to be material to the application of the Insurance
Act (...). This assessment was left exclusively to the competent authori-
ties, the applicant having no right to be consulted or informed beforehand
(...). It thus appears that the disclosure depended not only on the fact that
the applicant had submitted her compensation claim to the Office but also
on a number of factors beyond her control. It cannot therefore be inferred
from her request that she had waived in an unequivocal manner her right
under Article 8 § 1 of the Convention to respect for private life with regard
to the medical records at the clinic. Accordingly, the Court considers that
this provision applies to the matters under consideration.”*78

The Court similarly focused on the question of whether or not the indi-
vidual is able to control the collection of his or her data in the case of
“Gillan and Quinton vs. the United Kingdom”.

477 See ECtHR, Case of M.S. vs. Sweden from 27 August 1997 (74/1996/693/885),
cip. 42 to 44.

478 See ECtHR, Case of M.S. vs. Sweden from 27 August 1997 (74/1996/693/885),
cip. 32.
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In this case, the police has stopped, on the grounds of the Terrorism Act 2000,
passers-by and searched their bags in connection with a demonstration.*’® The
government argued that the individual’s concerned had given their consent to
the search because they would have “brought themselves into contact with the
public sphere through their voluntary engagement with a public demonstra-
tion.”480

The Court of Human Rights did not accept this argument nor, in particular,
“the analogy drawn with the search to which passengers uncomplainingly
submit at airports or at the entrance of a public building. It does not need
to decide whether the search of the person and of his bags in such circum-
stances amounts to an interference with an individual’s Article 8 rights, al-
beit one which is clearly justified on security grounds, since for the rea-
sons given by the applicants the situations cannot be compared. An air
traveller may be seen as consenting to such a search by choosing to travel.
He knows that he and his bags are liable to be searched before boarding
the aeroplane and has a freedom of choice, since he can leave personal
items behind and walk away without being subjected to a search. The
search powers under section 44 are qualitatively different. The individual
can be stopped anywhere and at any time, without notice and without any
choice as to whether or not to submit to a search.”*8! The Court concluded
from this that the searches interfered with Article 8 ECHR and were, not
justified on the grounds of the authorizing law (section 44 of the Terrorism
Act 2000). The reason was that the searches were “neither sufficiently cir-
cumscribed nor subject to adequate legal safeguards against abuse”.*82 As
it had already affirmed that an infringement of Article 8 ECHR had taken
place, the Court held that it was not necessary to examine further rights
under ECHR, such as the freedom of expression or assembly.*83

479 See ECtHR, Case of Gillan and Quinton vs. the United Kingdom from 12 Jan-
uary 2010 (application no. 4158/05), cip. 7 to 9.

480 See ECtHR, Case of Gillan and Quinton vs. the United Kingdom from 12 Jan-
uary 2010 (application no. 4158/05), cip. 60.

481 See ECtHR, Case of Gillan and Quinton vs. the United Kingdom from 12 Jan-
uary 2010 (application no. 4158/05), cip. 65.

482 See ECtHR, Case of Gillan and Quinton vs. the United Kingdom from 12 Jan-
uary 2010 (application no. 4158/05), cip. 87.

483 See ECtHR, Case of Gillan and Quinton vs. the United Kingdom from 12 Jan-
uary 2010 (application no. 4158/05), cip. 88 to 90.
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ee) Conclusion: Assessment of ‘reasonable expectations’ on a case-by-
case basis

In conclusion, the European Court of Human Rights does not, in general,
define but rather examines, on a case-by-case basis, which acts of data
treatment are legally relevant: Be it medical or communication data, or a
human action in public. The Court tends to answer the question of whether
or not the treatment of data is legally relevant by determining the specific
context. In doing so, it takes into account “whether the (... / personal data)
amounted to an intrusion into the applicant’s privacy, whether (... / it) re-
lated to private or public matters and whether the material thus obtained
was envisaged for a limited use or was likely to be made available to the
general public.”#84 In this examination exercise, the Court does not explic-
itly refer to the principle of purpose limitation, but rather to the individu-
al’s “reasonable expectations”. In this regard, indeed, the purpose of the
data processing plays an important instrumental role.*8> The explicit pur-
pose of the collection for the individual concerned provides a link for ex-
amining whether or not he or she could expect an intrusion into his or her
private sphere or, respectively, could expect how their data was used later
on. However, the European Court of Human Rights does not refer to any
further human rights in order to determine the impact resulting from the
treatment of the data for the individual. In the case of “Gillan and Quinton
vs. The United Kingdom”, the Court rather, concluded that it did not have
to examine any further rights of the European Charter on Human Rights,
such as the freedom to expression or to assembly, since it had already af-
firmed a violation under Article 8 ECHR.#8¢

484 See ECtHR, Case of Peck vs. the United Kingdom from 28 January 2003 (appli-
cation no. 44647/98), cip. 61.

485 However, see Bygrave, Data Privacy Law, p. 154, who sees the principle of pur-
pose limitation “far from salient in ECtHR case law”.

486 See ECtHR, Case of Gillan and Quinton vs. the United Kingdom from 12 Jan-
uary 2010 (application no. 4158/05), cip. 88 to 90.
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c¢) Concept of Articles 7 and 8 ECFR: Ambiguous interplay of scopes
going beyond Article 8 ECHR

After having examined the reasons developed by the European Court of
Human Rights with respect to Article 8 ECHR, it is now possible to ana-
lyze how the European Court of Justice transposes these functions of pur-
pose specification into the concept of protection of Articles 7 and 8 ECFR,
respectively.

aa) Comparing the decisions of the European Court of Justice with the
principles developed by the European Court of Human Rights

A comparison of the decisions held, on the one hand, by the European
Court of Human Rights and, on the other hand, the European Court of Jus-
tice, reveals more differences than commonalities. One reason for this is
that the European Court of Justice clearly developed the concept of protec-
tion further by referring, either, to the right to private life under Article 7
ECFR, or to the right to data protection under Article 8 ECFR, or to both
fundamental rights.

(1) General definition of the term ‘personal data’ under Article 7 and 8
ECFR instead of case-by-case approach

The first difference concerns the way how the European Court of Justice
constructs the scope of protection of the fundamental rights, respectively.
After the European Charter of Fundamental Rights came into force, the
European Court of Justice commonly defined the scope(s) of protection of
both rights to private life under Article 7 ECFR and data protection under
Article 8 ECFR by referring to the term ‘personal data’. In doing so, the
European Court of Justice principally applies the reasoning of the Euro-
pean Court of Human Rights. This becomes particularly apparent in the
case of “Schecke vs. Land Hessen”.

In this case, the applicants of the main proceedings were a group of agricul-
tural companies that were financially supported by the department of Euro-
pean agricultural funds. According to the corresponding European regulation,
the executive public agency published data about the applicants, such as their
names, their place of establishment and residence, as well as the annual
amounts of the money received from the department. The claimants brought
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an action against the publication of their information, which was finally re-
ferred by the national court to the European Court of Justice.*8”

The European Court of Justice explicitly referred to the decisions of
“Amann vs. Switzerland” and “Rotaru vs. Romania” of the European
Court of Human Rights stating not only that the right to data protection
under Article 8 ECFR “is closely connected with the right to private life
expressed in Article 7 ECFR™88 but also “that the term ‘private life’ must
not be interpreted restrictively”.48? The Court appears to construct one
common fundamental right, stressing: “The right to respect for private life
with regard to the processing of personal data, recognized by Article 7 and
Article 8 of the Charter, concerns any information relating to an identified
or identifiable individual (...) and the limitations which may lawfully be
imposed on the right to the protection of personal data correspond to those
tolerated in relation to Article 8 of the Convention.”*0 While some critics
consider that the Court “assimilates Article 7 and 8 of the Charter to create
an unprecedented right”,*! others stress that the unclear reasoning does
not automatically mean that the Court assumes both Articles 7 and 8
ECFR as one fundamental right in relation to the meaning of Article 8
ECHR.#2

The European Court of Justice affirmed this combination of Article 7
and 8 ECFR in the case of “FECEMD and ASNEF” 4% However, the
Court basically applies the same definition for affirming the scope of pro-
tection in decisions where it refers to the right to data protection under Ar-
ticle 8 ECFR, only. This is the case, for example, in the decisions of
“SABAM vs. Scarlet” and “SABAM vs. Netlog”.*** In both cases, the Euro-
pean Court of Justice simply affirmed that the IP addresses concerned did

487 See ECJ C-92/09 and C-93/09 (Schecke vs. Land Hessen), cip. 25 to 28.

488 See ECJ C-92/09 and C-93/09 cip. 47 and 52.

489 See ECJ C-92/09 and C-93/09 cip. 59.

490 See ECJ C-92/09 and C-93/09 cip. 52.

491 See Gonzalez-Fuster, The Emergence of Data Protection as a Fundamental Right
of the EU, pp. 234 to 236.

492 See Burgkardt, ibid., pp. 349 to 356 with further references.

493 See ECJ C-468/10 and C-469/10, cip. 40 to 42, and the facts of the case above
under point C. I. 1. b) aa) (2) (b) The right to data protection under Article 8
ECFR and/or the right to private life under Article 7 ECFR.

494 See the facts of the case above under point C. L. 1. b) aa) (2) (b) The right to data
protection under Article 8 ECFR and/or the right to private life under Article 7
ECFR.
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indeed fall under Article 8 ECFR “because (they) allow those users to be
precisely identified.”95 Legal critics are of the opinion that this reasoning
indicates a rather broad interpretation of the term ‘personal data’ without
any further requirements, such as a link to the private sphere or data sensi-
tivity.496

So far, the essential aspect is that the European Court of Justice uses the
term ‘personal data’ for defining both scopes of protection of Article 7 and
Article 8 ECFR, like the European Court of Human Rights with respect to
Article 8 ECFR, but uses a different method for constructing the scopes.
The European Court of Human Rights constructs the scope of protection
of the right to private life on a case-by-case basis and does not provide for
a definition of private life that is capable of a general application.**” Con-
sequently, the legal doctrine elaborating on such a general definition plays
a much smaller role at the European Court of Human Rights level than it
does in the continental European traditional level. Based on the more em-
pirical approach of common law, there is, consequently, no “general for-
mula” determining the “implicit limitations” of fundamental rights. In-
stead, these limitations must be defined for each (type of) case(s), for ex-
ample, by means of affirming or denying the scope of protection.*?8 In
contrast, scholars stress that the European Court of Justice does not suffi-
ciently take into account the particularities of the case at hand.**® There-
fore, even if there is not yet a commonly accepted normative methodology
of interpreting union law,>% the European Court of Justice shows a strong
tendency — at least, with respect to the rights to private life and data pro-
tection under Articles 7 and 8 ECFR — to apply another method of inter-
pretation than the European Court of Human Rights. The European Court
of Justice defines the scopes of protection of both fundamental rights un-

495 See ECJ C-70/10 cip. 51 and ECJ C-360/10 cip 49.

496 See Burgkardt, ibid., pp. 349 to 356 with further references.

497 See above under point C. I. 3. ¢) aa) (1) General definition of the term ‘personal
data’ under Article 7 and 8 ECFR instead of case-by-case approach.

498 See Matscher, Methods of Interpretation of the Convention, pp. 63 to 67, who
also stresses that a comparative analysis with the judicature by the European
Court of Justice would be interesting.

499 See Fleischer, European Methodology, p. 717, referring to Vogenauer, Die Ausle-
gung von Gesetzen in England und auf dem Kontinent I und II (2001), pp. 255 ff.

500 See Fleischer, ibid., pp. 707 to 710, referring, indeed, to prescriptive methodolo-
gies such as at Ulla B. Neergaard, Ruth Nielsen, Lynn M. Rosenberry, European
legal Method: Paradoxes and Revitalisation (2011).
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der Article 7 and 8 ECFR referring, in general, to the term of “personal
data”. This term serves as the Court’s main starting point when consider-
ing, by means of its deductive method, all processing of personal data as
falling under the scope(s) of protection. This leads to the result that the
European Court of Human Rights remains, in light of its case-by-case ap-
proach, relatively free in examining the particularities of the case at hand
and, though, affirming or denying the scope of application of the right to
private life under Article 8 ECHR. In contrast, the European Court of Jus-
tice, which refers to its general definition of the term of “personal data”, is
bound, once personal data is the main focal point of the case, to affirm the
scope of protection of the rights to private life and/or data protection under
Article 7 and 8 ECFR.

(2) Differences between private life and data protection under Articles 7
and 8 ECFR

The second difference concerns the elements that were originally covered,
all together, by the right to private life under Article 8 ECHR and are now
located, in one part, under the homologue right of Article 7 ECHR and, in
another part, under the new right to data protection of Article 8 ECFR. So
far, this re-location is not a substantive further development regarding the
concept of protection provided for by Article 8 ECHR. It rather, is a for-
mal change due to the explicit wording of Article 8 sect. 2 and 3 ECFR.
However, since the European Court of Justice does not apply a case-by-
case approach, as the Court of Human Rights does, but sets up a common
definition for both fundamental rights, it is necessary to examine how the
European Court of Justice differentiates between both fundamental rights.

(a) Protection against first publication and profiles based on public data

At first, the European Court of Justice affirms, similar to the European
Court of Human Rights, an infringement of the right to private life under
Article 7 ECFR if personal data is firstly published. In doing so, the Court
basically considers, such as in its decision of “Schecke vs. Germany”, the
right to data protection as “closely connected with the right to private
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life”.5%1 However, in the case of “Gonzdlez vs. Google Spain”, the data
was in fact already published. In this case, sort of an instrumental charac-
ter of the (new) right to data protection for the (old) right to private life
becomes apparent. Here in particular, the purpose of the data processing is
also an essential element behind the Court’s reasoning.02

The European Court of Justice examined, at first, the effects of data
processing by Google’s search engine on Mr. Gonzalez’ right to private
life. It then considered and answered the question of whether or not Mr.
Gonzalez could request Google to delist the articles containing informa-
tion about him from its search results. In particular, the Court took into ac-
count the purpose of the initial publication and the time that had elapsed
after the first publication of the article (16 years). Referring to the Data
Protection Directive, the Court stressed that “it follows from those require-
ments, laid down in Article 6(1) lit. ¢) to (e) (...), that even initially lawful
processing of accurate data may, in the course of time, become incompati-
ble with the directive where those data are no longer necessary in the light
of the purposes for which they initially were collected or processed. That
is in particular where they appear to be inadequate, irrelevant or no longer
relevant, or excessive in relation to those purposes and in the light of the
time that has elapsed.” 3 The Court went on to state that such a right to be
delisted does not require “that the inclusion of the information in question
in the list of results causes prejudice to the data subject. As the data sub-
ject may, in the light of his fundamental rights under Articles 7 and 8 of
the Charter, request that the information in question no longer made avail-
able to the general public by its inclusion in such a list of results, it should
be held (...) that those rights override, as a rule, not only the economic
interest of the operator of the search engine but also the interest of the
general public in finding that information”.3%4 The specification of the pur-
pose basically required by Article 8 sect. 2 ECFR thus played an instru-
mental role in order to safeguard Mr. Gonzalez’ right to private life.

501 See ECJ C- 92/09 and C-93/09 cip. 47 and 52, and the facts of this case above
under point C. 1. 3. ¢) aa) (1) General definition of the term ‘personal data’ under
Article 7 and 8 ECFR instead of case-by-case approach.

502 See the facts of this case above under point C. I. 1. b) aa) (2) (b) The right to data
protection under Article 8 ECFR and/or the right to private life under Article 7
ECFR.

503 See ECJ C-131/12, cip. 93.

504 See ECJ C-131/12, cip. 96 and 97.
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Indeed, the Court did not discuss whether this requirement directly ap-
plies to the private sector nor did it examine what the initial purpose was
and why the later usage of that data by the search engine operator actually
conflicted with this initial purpose. However, so far, the reasoning appears
to be consistent with the principles provided for by the European Court of
Human Rights. The Court of Human Rights would probably have consid-
ered whether the constant availability of these articles through Google’s
search engine interfered with the “reasonable expectations” of Mr.
Gonzalez’ or not.>% This might have been the case because the “process-
ing enables any internet user to obtain through the list of results a struc-
tured overview of the information relating to that individual that can be
found on the internet — information which potentially concerns a vast
number of aspects of his private life and which, without the search engine,
could not have been interconnected or could have been only with great
difficulty — and thereby to establish a more or less detailed profile of
him. Furthermore, the effect of the interference with those rights of the da-
ta subject is heightened on account of the important role played by the in-
ternet and search engines in modern society, which render the information
contained in such a list of results ubiquitous (...).”?% When the newspa-
pers initially published the information 16 years ago, Mr. Gonzalez there-
fore had probably not expected the profile that was later created through
the Internet search engine when Internet users typed in the claimant’s
name. In addition, from the point of view of the European Court of Human
Rights, it might have played a role that the first publication “took place
upon order of the Ministry of Labor and Social Affairs and was intended
to give maximum publicity to the auction (in that Mr. Gonzélez was in-
volved at the time) in order to secure as many bidders as possible”. The
first publication, hence, depended not only on the fact that Mr. Gonzélez
could not pay his security debts ‘but also on a number of factors beyond
his control.”307

505 Cf. ECtHR, Case of Peck vs. the United Kingdom from 28 January 2003 (appli-
cation no. 44647/98), cip. 62.

506 See ECJ C-131/12 cip. 80.

507 Cf. ECtHR, Case of M.S. vs. Sweden from 27 August 1997 (74/1996/693/885),
cip. 32.
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(b) Protection against collection, storage, and subsequent risk of abuse

The right to data protection under Article 8 ECFR, in particular, the re-
quirement to specify the purpose, can therefore play an important role in
the Court’s reasoning in order to determine an infringement of the right to
private life under Article 7 ECFR. In the subsequent case “Digital Rights
vs. Ireland”, the Court again refers to the purpose of the data processing in
order to examine an infringement of the right to private life. However, in
this case, the Court more precisely differentiates between both fundamen-
tal rights.

In this case, Digital Rights Ireland Ltd. lodged a complaint before an Irish
court challenging national legislative and administrative measures regarding
the retention of data related to electronic communications. These measures
were based on the Data Retention Directive.’% In light of the broad scope of
the directive, the Irish court referred the decision, unlike the German Consti-
tutional Court, to the European Court of Justice asking on its legality with re-
spect to the right to privacy in Article 7 ECFR, the right to data protection in
Article 8 ECFR, and the freedom of expression in Article 11 ECFR.3%

With respect to the scopes of application of the fundamental rights, the
European Court of Justice stressed, at first, that the “data, taken as a
whole, may allow very precise conclusions to be drawn concerning the
private lives of the persons whose data has been retained, such as the
habits of everyday life, permanent or temporary places of residence, daily
or other movements, the activities carried out, the social relationships of
those persons and the social environments frequented by them.”!? The
Court concluded from this that, albeit no content of the communication
should have been retained, “it is not inconceivable that the retention of the
data in question might have an effect on the use, by subscribers or regis-
tered users, of the means of communication covered by that directive and,
consequently, on their exercise of the freedom of expression guaranteed by

508 See ECJ C-293/12 and C-594/12 cip. 17; Directive 2006/24/EC of the European
Parliament and of the Council of 15 March 2006 on the retention of data generat-
ed or processed in connection with the provision of publicly available electronic
communications services or of public communications networks and amending
Directive 2002/58/EC (Data Retention Directive).

509 Cf. above under point Principles of clarity of law and purpose limitation referring
to the moment when data is collected, referring to BVerfG, 2nd March 2010, 1
BvVR 256/08, 1 BvR 263/08, and 1 BvR 586/08 (Data Retention), cip. 186.

510 See ECJ C-293/12 and C-594/12 cip. 27.
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Article 11 of the Charter.”>!! The Court continued to state that “the reten-
tion of data for the purpose of possible access to them by the competent
authorities (...) directly and specifically affects private life and, conse-
quently, the rights guaranteed by Article 7 of the Charter.”>12 With respect
to Article 8 ECHR, the Court finally added that “such a retention of data
also falls under Article 8 of the Charter because it constitutes the process-
ing of personal data within the meaning of that article and, therefore, nec-
essarily has to satisfy the data protection requirements arising from that ar-
ticle (...).”313

Regarding an infringement of these rights, the Court stressed, at first,
“the fact that data retained and subsequently used without the subscriber
or registered user being informed is likely to generate in the minds of the
persons concerned the feeling that their private lives are the subject of
constant surveillance.” 14 However, the Court clarified that “it does not
matter whether the information on the private lives concerned is sensitive
or whether the people concerned have been inconvenienced in any
way”.315 As a consequence, both the obligation to retain the data, as well
as to grant access to it interferes “with the rights guaranteed by Article 7
of the Charter.”316 With respect to the right to data protection, the Court
simply considered that “likewise, (.../the Data Retention Directive) consti-
tutes an interference with the fundamental right to the protection of per-
sonal data guaranteed by Article 8 of the Charter because it provides for
the processing of personal data.”>17

Examining whether these infringements are justified, the ECJ principal-
ly upheld the distinction between the right to private life in Article 7
ECFR and of the right to data protection in Article 8 ECFR. At first, it de-
termined whether the Data Retention Directive affects the essence of the
corresponding fundamental right: “So far as concerns the essence of the
fundamental right to privacy and the other rights laid down in Article 7 of
the Charter, it must be held that, even though the retention of data required
(...) constitutes a particularly serious interference with those rights, it is

511 See ECJ C-293/12 and C-594/12 cip. 28.
512 See ECJ C-293/12 and C-594/12 cip. 29.
513 See ECJ C-293/12 and C-594/12 cip. 29.
514 See ECJ C-293/12 and C-594/12 cip. 37.
515 See ECJ C-293/12 and C-594/12 cip. 33.
516 See ECJ C-293/12 and C-594/12 cip. 34 and 35.
517 See ECJ C-293/12 and C-594/12 cip. 36.

202



https://doi.org/10.5771/9783845290843 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by/4.0/

1. Constitutional framework

not such as to adversely affect the essence of those rights given that, as
follows from Article 1(2) of the directive, the directive does not permit the
acquisition of knowledge of the content of the electronic communication
as such. Nor is that retention of data such as to adversely affect the
essence of the fundamental right to the protection of personal data en-
shrined in Article 8 of the Charter, because Article 7 of (.../the Data Re-
tention Directive) provides, in relation to data protection and data security,
that, without prejudice to the provisions adopted pursuant to (.../the Data
Protection Directive) and (.../the ePrivacy Directive), certain principles of
data protection and data security must be respected by (.../service and net-
work providers). According to those principles, Member States are adopt-
ed against accidental or unlawful destruction, accidental loss or alteration
of data.”3!8 Thus, while Article 7 ECFR contains the essence that nobody
else gets access to the content of communication, the essence of Article 8
ECFR requires a minimum set of data protection principles and data secu-
rity.

However, coming to the question of whether the interferences of Article
7 and 8 ECFR are proportionate, the European Court of Justice again in-
terconnects both rights. The Court considered, at first, that the Member
States’ margin of discretion implementing the Data Retention Directive in-
to national law is limited and can therefore be strictly reviewed by the
Court because “of the important role played by the protection of personal
data in the light of the fundamental right to respect for private life and the
extent and seriousness of the interference with that right caused by (.../the
directive)”.319 It then goes on to state that “the fight against serious crime,
in particular against organized crime and terrorism (...), however funda-
mental it may be, does not, in itself, justify a retention measure such as
that established by (.../the directive)”.520 The Court stressed that “so far as
concerns the right to respect for private life, the protection of that funda-
mental right requires, according to the Court’s settled case-law, in any
event, that derogations and limitations in relation to the protection of per-

518 See ECJ C-293/12 and C-594/12 cip. 39 and 40; Directive 2002/58/EC of the
European Parliament and of the Council of 12 July 2002 concerning the process-
ing of personal data and the protection of privacy in the electronic communica-
tions sector (ePrivacy Directive).

519 See ECJ C-293/12 and C-594/12 cip. 45 to 48.

520 See ECJ C-293/12 and C-594/12 cip. 51.
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sonal data must apply only in so far as is strictly necessary (...).”>2! While
it referred, in this respect, only to the right to privacy in Article 7 ECFR, it
continued, taking the right to data protection into account, as: “In that re-
gard, it should be noted that the protection of personal data resulting from
the explicit obligation laid down in Article 8(1) of the Charter is especially
important for the right to respect for private life enshrined in Article 7 of
the Charter.”322

In conclusion, the European Court of Justice tends to refer to the funda-
mental right to private life if there is a direct effect on the individual’s pri-
vacy, such as conclusions to be drawn, based on the collection of the per-
sonal data, about “the private lives of the persons whose data has been re-
tained, such as the habits of everyday life.”523 In contrast, the court rather
refers to the right to data protection under Article 8 ECFR if there are no
“sufficient safeguards (...) to ensure effective protection (...) against the
risk of abuse and against any unlawful access and use of that data.”524 The
Court thus appears to focus on the right to private life as protecting against
the direct impact of the collection of data on the individual, while focusing
on the right to data protection as an instrument protecting against potential
threats caused by the storage and potential later usage of the data. In its
essence, the European Court of Justice affirmed this differentiation in the
subsequent decision of “Schrems vs. Facebook™.

In this case, Mr. Schrems, an Austrian resident as well as national, has been a
user of the social network Facebook. Facebook concludes with its users, at the
beginning of their registry for the platform, a contract regulating, amongst
others, the processing of their personal data. This data is transmitted from the
subsidiary Facebook Ireland to the Facebook Inc. in the USA, and stored
there. Mr. Schrems lodged a complaint to the Data Protection Commissioner
in Ireland demanding to stop Facebook Ireland transferring the personal data
related to Mr. Schrems to the USA. He argued, based on Mr. Snowden’s reve-
lations about the processing of personal data by the National Security Agency
(NSA), that the level of protection in the USA is not adequate to the level
within the European Union and the data transfer therefore conflicts with the

521 See ECJ C-293/12 and C-594/12 cip. 52; affirmed in the subsequent case of
“Digital Rights vs. Ireland”, ECJ C-293/12 and C-594/12, cip. 92.

522 See ECJ C-293/12 and C-594/12 cip. 53.

523 See ECJ C-293/12 and C-594/12 cip. 27; see also Kokott and Sobotta, The dis-
tinction between privacy and data protection in the jurisprudence of the CJEU
and the ECtHR, p. 224, giving further examples of similar wordings.

524 See ECJ C-293/12 and C-594/12 cip. 66, cf. also ECJ C- 92/09 and C-93/09 cip.
52 as well as ECJ C-468/10 and C-469/10, cip. 41.
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Data Protection Directive. The Data Protection Commissioner refused the
complaint. From the Commissioner’s view point, it was hindered to validate
the facts of Mr. Schrems’ complaint because, amongst others, the European
Commission had found in its Decision 2000/520 (so-called Safe Harbour de-
cision) that the level of data protection in the USA was adequate. Mr.
Schrems lodged a claim against this decision of the Commissioner before the
High Court of Ireland that finally referred the case to the European Court of
Justice.’>

In this decision, the Court took into account, one the one hand, “the im-
portant role played by the protection of personal data in the light of the
fundamental right to respect for private life”52¢ and concluded from this
that an “interference with the fundamental rights guaranteed by Articles 7
and 8 of the Charter must (...) lay down clear and precise rules governing
the scope and application of a measure and imposing minimum safe-
guards, so that the persons whose personal data is concerned have suffi-
cient guarantees enabling their data to be effectively protected against the
risk of abuse and against any unlawful access and use of that data.”527 On
the other hand, the Court affirmed a separate infringement of the essence
of the fundamental right to private life under Article 7 ECFR because the
legislation in question allowed “the public authorities to have access on a
generalised basis to the content of electronic communications™. 528

(3) Reference to further fundamental rights under Article 7 and/or 8
ECFR

In the same cases, the European Court of Justice additionally referred to
further fundamental rights, beside the right to private life and the right to
data protection under Article 7 and 8 ECFR. This reference to further fun-
damental rights constitutes a third difference of the decisions by the Euro-
pean Court of Human Rights with respect to the right to private life pro-
tected by Article 8 ECHR.

525 See ECJ C-362/14 (Schrems vs. Facebook), cip. 26 to 36.
526 See ECJ C-362/14 (Schrems vs. Facebook), cip. 78.
527 See ECJ C-362/14 (Schrems vs. Facebook), cip. 91.
528 See ECJ C-362/14 (Schrems vs. Facebook), cip. 94.
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(a) Which right is used to discuss other fundamental rights?

In the case of “Schrems vs. Facebook”, the European Court of Justice
pointed, in relation to the right to data protection under Article 8 ECFR, to
further fundamental rights, beside the right to private life under Article 7
ECFR. In doing so, the European Court of Justice referred, at first, to Arti-
cle 1, as well as Recitals 2 and 10 of the Data Protection Directive, which
state to protect not only the fundamental rights to private life and data pro-
tection under Article 7 and 8, but also all other fundamental rights.2°
However, the European Court of Justice makes it clear that this function of
data protection instruments referring to all fundamental rights does not on-
ly result from secondary law, but also from the fundamental right to data
protection under Article 8 ECFR. From its point of view, if the Safe Har-
bour decision hindered a national data protection commissioner to exam-
ine an individuals’ claim, these individuals “would be denied the right,
guaranteed by Article 8(1) and (3) of the Charter, to lodge with the nation-
al supervisory authorities a claim for the purpose of protecting their funda-
mental rights.”>30 The European Court of Justice also examines, in more
detail, which further fundamental right comes into question being supple-
mented by the rights guaranteed by Article 8 sect. 1 and 3 ECFR. In this
case, for instance, the Court referred to Article 47 ECFR as: “legislation
not providing for any possibility for an individual to pursue legal remedies
in order to have access to personal data relating to him, or to obtain the
rectification or erasure of such data, does not respect the essence of the
fundamental right to effective judicial protection”.33!

The European Court of Justice also took, in its preceding decision of
“Digital Rights vs. Ireland”, further fundamental rights into account. In-
deed, the European Court of Justice discussed the fundamental right of
freedom to expression provided for by Article 11 ECFR in relation to the
right to private life under Article 7 ECFR. In particular, the Court consid-
ered the unspecified threat of being constantly surveyed, as well as that in-
dividuals are likely to limit their communication. Even if the Court did not
use these considerations in order to determine the scope of Article 7
ECFR, it referred to it in order to determine the intensity of the infringe-

529 See ECJ C-362/14 (Schrems vs. Facebook), cip. 39.
530 See ECJ C-362/14 (Schrems vs. Facebook), cip. 58 as well as 56.
531 See ECJ C-362/14 (Schrems vs. Facebook), cip. 95.
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ment.532 However, the reason for the different attribution of further funda-
mental rights, on the one hand, to the right to private life and, on the other
hand, to the right to data protection, appears to lie in the different type of
threat: As analyzed before, the European Court of Justice tends to refer to
the right to private life if the collection of personal data leads to a direct
effect on the individual’s privacy.’3* Or how the Advocate General Cruz-
Villalén puts it in its Opinion to the case of “Digital Rights vs. Ireland”: In
this case, “it is not the processing of the data retained, (..) in terms of the
manner in which they are used (...), which requires the utmost vigilance,
but the actual collection and retention of the data at issue, as well as the
data’s impact on the right to privacy”.>3* The reason for this is that these
“are data which, qualitatively, relate essentially to private life, to the confi-
dentiality of private life (...). The issue which arises in such cases is not
yet that of the guarantees relating to data processing but, at an earlier
stage, that of the data as such, that is to say, the fact that it has been possi-
ble to record the circumstances of a person’s private life in the form of da-
ta, data which can consequently be subject to information processing.”33
Thus, the deterring effect of this kind of data collection on the exercise of
the freedom of expression “would be merely a collateral consequence of
interference with the right to privacy”.53¢ In contrast, the European Court
of Justice tends to refer to the right to data protection if the threat results
from the storage and later use of the data retained rather than from the col-
lection per se.537

(b) The answer depends on the type of threat posed

Indeed, the preceding decisions do not definitely clarify under which cir-
cumstance the reference to further fundamental rights should be related to

532 See ECJ C-293/12 and C-594/12 cip. 37 referring to Opinion of Advocate Gener-
al Cruz Villalén delivered on 12 December 2013 on Case C-293/12, cip. 52.

533 See above under point C. . 3. ¢) aa) (2) (b) Protection against collection, storage,
and subsequent risk of abuse.

534 See Opinion of Advocate General Cruz Villalon delivered on 12 December 2013
on Case C-293/12, cip. 59.

535 See ibid., cip. 65.

536 See ibid., cip. 52.

537 See above under point C. I. 3. ¢) aa) (2) (b) Protection against collection, storage,
and subsequent risk of abuse.
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Article 7 and to Article 8 ECFR. However, the idea of referring privacy
and/or data protection to further areas of social life protected by other fun-
damental rights already became apparent in an earlier case, which was de-
cided before the European Charter of Fundamental Rights came into force.
Thus, at the time of