
5. Findings and Analysis

The following chapters present my study’s empirical findings. The three chapters

are structured along the three research questions ofmy study (see chapter 4). At the

end of each chapter, a brief summary and discussion of key findings is provided.

Asmany common themes between the three empirical perspectiveswere identified,

eachfindings chapter includes only a brief discussionof key arguments,and chapter

six then provides more detailed discussion, in which the findings of all three chap-

ters are interwoven and discussed in relation to the academic literature.

5.1 Online Critical Data Literacy Resources

This chapter presents thefindings ofmy study’s first empirical perspective, address-

ing the research question: What is the range, shape and focus of online critical data

literacy resources?The content analysis demonstrated thatmany online educational

resources about datafication already exist.The 75 analysed resources applied diverse

design formats and came fromdiverse and international creation backgrounds.The

analysis further revealed that some aspects of this study’s preliminary theoretical

framework for critical datafication literacy are already addressed by themajority of

analysed resources,whereas others, such as the importance of not shifting responsi-

bility to individuals, are only considered by aminority. Altogether, the analysis pro-

vided new knowledge on the under-researched field of online critical data literacy

resources, led to new insights for the further conceptualisation of critical datafica-

tion literacy throughout this study, and allowed for an informed selection of the ten

most suitable resource creators for the expert interviews.

5.1.1 Identifying Online Critical Data Literacy Resources

In afirst step,250potential critical data literacy resourceswere identifiedandexam-

ined. Of these, 75 resources met the study’s qualifying criteria and were fully coded
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and analysed in a quantitative content analysis.1Thequalifying criteria for this sam-

pling described critical data literacy resources in the broadest possible definition:

resources that 1) educate about datafication; 2) foster critical reflection of the impli-

cationsofdatafication; and3)donot requireanypriorknowledge.Themost common

reason for exclusionwas that resources did not educate about datafication, for example

because they only covered specific aspects such as data protection or the use of data

systems in particular areas (e.g., in the education sector or by the police). Only 97

resources met this qualifying criterion.

The twoother criteriaweremet considerablymore often: 142 of the 250 resources

fostered critical reflectionof data technologies and 156 requirednoprior knowledge.

Resources that did notmeet these criteria andwere therefore excluded from further

analysis would, for example, highlight only the benefits of data technologies; fos-

ter an instrumental data literacy (data usage skills only) without addressing more

critical questions; or cover specific and complex issues such as the implications of

data technologies in political advertising, or bills on facial recognition without pro-

viding any introductory knowledge. Already this first selection prior to conducting

the content analysis thus provided insights on the landscape of online educational

resources aboutdata,highlighting thatmanyexisting resources focuson specific as-

pects or perspectives on data technologies, and that a broader critical consideration

of datafication is less common in the examined resources.

5.1.2 Characteristics and Origins of Critical Data Literacy Resources

International and Multilingual Resources

The goal of the content analysis was to examine the range, shape and focus of on-

line critical data literacy resources – including to what extent they are in line with

the preliminary framework for critical datafication literacy. First, the analysis of the

resources’ countries of origin revealed that over half of the resources originated in

Germany (41 of 75), whereas only 15 were created in the US, 8 in the UK, 5 in Switzer-

land, 4 in the Netherlands and 3 in Canada. Apart from that, one resource origi-

nated in each Brazil, France, Austria and Italy. Finally, one resource was coded as

European: a series of short explanatory videos by the “Project Sherpa”, a decidedly

European research project with stakeholders and team members from several Eu-

ropean countries (R67, see appendix II).This distinct dominance of resources with a

Germanorigin is likely not representative but canbe explainedby the study’s sample

and its sources (see chapter 4.2.2).

The resources’ languages showed a similar German predominance. In total, 45

of the 75 resources were available in German and only 36 in English.The sample in-

cluded any resource thatwouldfit the qualifying criteria andwas available in at least

1 For a full list of the 75 resources, see appendix II.
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English or German. Yet, the analysed resources were offered not only in these two

languages, but 17 different languages in total were identified in the sample.This in-

cluded not just widespread languages such as English, Spanish, French or German

but also lesswidespread languages such as Persian,Burmese,Amharic orWelsh (see

table 4).Moreover, several languages from the Global South were included although

most countries of originwere located in the Global North.However, a closer look re-

vealed that only a small group of 18 of the 75 resourceswasmultilingual,whereas the

restwereprovided inonly one language.Thehighnumberof languages thus resulted

fromvery few resources thatwere offered inmanydifferent languages. For example,

the “Surveillance Self-Defense” resource, a website offering “Tips, tools and how-tos

for safer online communications” by the NGO “Electronic Frontier Foundation” was

available in 12 different languages (R12).

Table 4: All languages identified in the resources and how often they appeared in the sample.

German 45 Turkish 2

English 36 Amharic 1

Spanish 7 Burmese 1

French 6 Dutch 1

Arabic 4 Persian 1

Portuguese 3 Thai 1

Russian 3 Vietnamese 1

Italian 2 Welsh 1

Rumanian 2

Diverse Creator Backgrounds

To get a clearer picture of the societal sectors and actors that create online educa-

tional resources about datafication, I further examined the background of the re-

source creators. As suggested by the literature, civil society emerged as a strong

actor in this context (see below). In total, 29 resource creators were coded as civil

society actors, 15 as journalists or media producers (such as television producers),

15 resources were created by researchers, and 15 by governmental or public institu-

tions. As with all other figures in this chapter, these numbers include duplicates,

since several resources were produced by more than one creator.While civil society

and journalism and media constitute creation contexts that were also identified in

previous studies on critical data literacy resources (Sander 2020c; Young and Prid-

more Forthcoming), identifying researchers and public institutions as resource cre-
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ators constitutes a novel finding. In line with previous studies, the content analysis

further identified eight commercial companies, six private individuals and two edu-

cational institutions (a publishing house, R48, and an online competence centre for

teachers, R52).Moreover, onemuseumwas identified as a creation context: themu-

seum for communication in Bern, Switzerland, developed an entire package with

teaching material about big data, including animated videos, lesson plans and as-

signments (R39, see also chapter 5.2).

Figure 4: Creator backgrounds with number of resources identified in each field.

Various and Unusual Formats

The analysis of the resources’ formats identified short videos (43) and websites (35)

as most common formats (see fig. 5). Apart from this, 24 resources were coded as

“online courses”. This included short tutorials and MOOCs (Massive Open Online

Courses) that learners can work through individually. However, the majority of

resources in this category consisted of teaching material, such as lesson plans for

teachers or work assignments for pupils. Several examples are outlined in more

detail in chapter 5.2. This relatively large amount of existing critical teaching ma-

terial on topics around big data and datafication represents a contrast to the focus

on instrumental data literacy approaches and calls for more teaching material (see

chapter 2.2; Pangrazio and Sefton-Green 2020, p. 211). Yet, later findings of my
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study suggest that at least some educators seem to be aware of this “abundance” of

material (see chapter 5.3.4).

Moreover, a high number of games was identified (10). Five of these were ana-

logue games such as simulation games or card games, for example the “Fairdata”

gameas part of the “Dataselfie” resource (R20), andfivewere online games.These in-

cluded short games that could be played within a few minutes, such as the browser

game “Data Clash” as part of the “Your Data Your Rights” website (R19), as well as

more extensive so-called “serious games”, such as the “Datak” game that is outlined

inmore detail in chapter 5.2 (R41). Since the development of games is time-consum-

ing and expensive (especiallywhen it comes to digital games), ten games in a sample

of 75 resources can be seen as a high number. Particularly serious games constitute

an increasingly popular approach to learning as they offer “motivating and engaging

experiences” for learners (Anastasiadis et al. 2018, p. 139).

Figure 5: Identified resource formats with number of resources applying each format.

Finally, the analysis of the resources’ formats revealednew formats thatwere not

included in the coding sheet. Apart from three quizzes, the research identified one

app that educates about datafication. The “Stadt Land DatenFluss” app, a gamified

course on a large variety of topics around data was created by the Volkshochschule

in Germany (Adult Education Association) (R54). Moreover, one resource used an

email newsletter format in combination with a podcast series: The “Privacy Para-

dox” Newsletter provided subscribers with daily insights on data and privacy and a

daily “challenge” on how to protect one’s data, sent on five subsequent days along-

side its five-part podcast series (R4). Even yoga instructions were used to educate
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about datafication: the “Coveillance:Watching thewatchers”website offered “Coun-

tersurveillance Yoga” (R74).

The (No) One-Size-Fits-All Approach

The content analysis further investigated if the resources recognise the need for dif-

ferent approaches for different audiences or if they follow a “one-size-fits-all” ap-

proach (see Carmi et al. 2020, p. 11). This is a key aspect of this study’s preliminary

critical datafication literacy framework (see chapter 3.4). The content analysis ex-

amined this in two ways: a) the target group(s) of the resources were coded and b) a

second question tested whether the resources recognised the need for different ap-

proaches for different audiences (see codebook, variable 13 and 15, appendix III). As

outlined in the methods chapter, both variables were difficult to code and, to some

extent, a matter of interpretation.

Figure 6: Identified target groups of the resources.

Thefirst variablewas codedbased on the overall content and style of the resource

as well as, if available, information on the resources’ intended use.This was the case

when a website included specific sections, for example for “youth, parents and edu-

cators”, “policymakers” and “technologists” (R62); or specifically stated its target au-

dience, such as the “Digital Defense Playbook” by “OurData Bodies” (R31, p. 12). Fur-
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ther examples for resources that were very clear about their audience included the

infographic “Dein Tag in Daten” (your day in data) by “Watch YourWeb” that clearly

addresses kids and teenagers, as the data that is portrayed includes “arriving at my

school” and “checkinghow long I need towearmybraces” (R29); the “curriculumma-

terials” by Mijente for educators (R61); and the video courses on privacy by Privacy

International on the “AdvocacyAssembly”website for activistswhowant to gain bet-

ter skills in advocacy (R5). If no target group could be identified at all, the variable

was omitted.

The overall distribution of identified target groups within the sample is shown

in figure 6. Apart frommany resources addressing adults and teenagers more gen-

erally, the large number of 28 resources targeting educators stands out.This corre-

sponds with the large amount of teaching material in the sample that was outlined

above. Apart from that, some resources seemed to address specific groups such as

journalists or activists (4), parents (4) and the already mentioned policymakers (2)

and technologists (1). With the exception of the target group “educators”, however,

the number of resources addressing specific groupswas very small in contrast to the

large majority of resources addressing broader groups such as “adults”.

This is in line with the findings for variable 15 that tested for “different audi-

ences”.This variable examined if resources recognise the need for providing differ-

ent approaches for different audiences, for example by addressing a specific target

group or by offering adaption possibilities for different needs of their audiences. All

examples outlined abovemet this variable. Further examples include the “Watching

You”websitewithmaterial forpre-school children (R58) orwebsiteswith sections for

different target groups, such as “Klicksafe” (R28) or the “My data and privacy online”

toolkit (R2).Overall,five resourceswere codedasmeeting the criterion“different au-

diences” very well, 12 as meeting it, and 12 as somewhat meeting it (see fig. 7).Thus,

29 resources in total considered different audiences at least in some way. However,

this also means that the majority of resources did not specifically cater to the needs

of different audiences but rather seemed to take a ‘one-size-fits-all’ approach.This

represents a contrast to the strong emphasis on the importance of catering for the

needs of different learners in critical data literacy research and general education

literature (e.g., Brüggen 2015, p. 16; Aßmann et al. 2016, p. 15; Carmi et al. 2020, p.

43). However, it is possible that some of these resources were indeed designed for

specific audiences and their needs,withoutmaking this transparent in the resource

itself.

5.1.3 How Do the Resources Implement Critical Data Literacy?

The content analysis further examined if – apart from the different audiences –

other key aspects of the preliminary theoretical framework for critical datafication

literacy developed in this study could be found in the resources. Figure seven shows
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all five variables in this section, with the different shades of blue representing how

well each variable was met by how many resources. Again, this differentiation into

three stages is to some extent a matter of interpretation. However, given the diver-

sity of the analysed resources and the size of some of the websites, the goal here was

to give at least some idea to what degree a resource was, for example, interactive, and

todifferentiatebetweenresourcesusingone interactive element,suchas the“Daten,

Daten, Daten” website that includes a short online game (R16), and others that are

profoundly interactive in their entire design, such as the “How normal am I?” online

video experiment (R66). A resource was also coded as “somewhat interactive” if the

resource itself was not interactive, but it was intended for an interactive use, such as

simulation games or work assignments for students, as for example the case in the

“Unbias Fairness Toolkit” (R32).

Figure 7: Variables testing for resources’ alignment with the preliminary theoretical frame-

work.

Many Popular Characteristics Identified

Of the five variables that tested for different aspects of my preliminary literacy

framework, the variable that was met by most resources was practical advice (52 of

the 75 resources), which in figure seven summarises any kind of advice provided

(detailed analysis below). Real-life examples were nearly as common and were found

in 50 resources. The third most common characteristic that was tested – interactive

design elements – was met by 37 of the 75 resources. This is high considering the

additional effort and time and financial resources required to develop interactive

online tools. Both of these approaches – using real-life examples and interactive

formats to educate about datafication – correlate with calls from participants of

my previous study (Sander 2020c), with other critical data literacy scholars (e.g.,
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D’Ignazio and Bhargava 2015; Iliadis and Russo 2016), and with critical pedagogy’s

approach of entering into dialogue with learners and presenting them with real-

world problems (see chapter 3.3).

Practical Advice for Data Protection – (Too much) Individual Responsibility?

Thevariable “practical advice” tested not only if a resource provided practical or con-

structive advice for users, but also what kind of advice it suggested. As figure eight

shows, the different types of advice tested for showed a very different distribution

within the sample.Data protection advicewas by far themost common formof practi-

cal advice. In total, 36 of the 75 resources included suggestions on how to better pro-

tect one’s data online, for example by installing ad and tracking blockers, turning off

location tracking,using aVPN,changing socialmedia settings or using secure pass-

words. Related to this, 21 resources recommended using alternative services, such as

privacy-sensitive independent or non-commercial messaging apps, search engines

or email providers.

While steps towards more data protection online and using alternative services

are easy to suggest and often also to implement, these are not final solutions for

the problems surrounding datafication. There are many controversial issues, such

as risks of discrimination related to data systems, the use of automated decision-

making systems in increasing societal areas, or risks of surveillance through smart

technologies (for more details, see chapter 2.1), that cannot be addressed by indi-

viduals changing their behaviour online. For this reason, many scholars argue that

critical data literacy approaches should not shift responsibility to the individuals by

conveying the impression that it is up to the individuals to solve these issues through

an altered internet usage (e.g., Pangrazio and Selwyn 2019; Carmi et al. 2020).

In order to examine whether existing online critical data literacy resources

recognised this shift of responsibility to individuals as problematic and suggested

broader, more systemic approaches instead of, or alongside, individual solutions,

the content analysis further tested for a systemic approach. One resource that met

this variable verywell was the “Lernparcours BigData” by the youthmedia centre “jfc

Medienzentrum” (R18). In its section “Becoming active” (original: “Aktiv werden”),

the website writes:

Learning about this topic [big data] can often lead to feelings of helplessness and

powerlessness. This is understandable, as we are experiencing a profound tech-

nological and societal transformation through digitisation. Big commercial and

governmental interests are fuelling this development. It is characterised by global

entanglements and high technological dynamics. Individuals and the civil society

are initially in a weak position. (jfc Medienzentrum [no date], own translation)
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Following this statement, the website takes different options of “becoming active”

into consideration. For example, it argues that abstinence is not an option as this

restricts social participation. Some tips for “digital self-defence” are offered, but the

website highlights that these steps require certain knowledge along with self-disci-

pline, and that they can still be subverted by the companies behind the internet ser-

vices.Thus, the website concludes, what is needed is awareness-raising, as this helps

users becomeawareof data collection and its risks, suchasdiscrimination,aswell as

becomingpoliticallyactive.Thewebsite clearly calls for political action andasks readers

to become active in political parties, via consumer advice centres and in civil society.

However, this elaborate and sophisticatedpractical advice is unusual in the sam-

ple. In total, only 16 resources met the variable “systemic approach”: one resource

met it very well, nine met it and six somewhat met it (see fig. 7). Further examples

include the “Klicksafe” website’s section “What can we do” that calls for privacy-by-

designand for becomingpolitically active (R28), and the “Mathwashing”website that

urgesusers to think critically and to “demand to knowhow ’what is good’ [in an auto-

mated decision-making system] is decided upon. In a democracy we decide this to-

gether.You shouldhave a say” (R68).The“DigitalDefensePlaybook” further includes

a “community defense toolkit” and activities to move “from paranoia to power” and

for people to “recognize their collective strength in identifying and practicing alter-

natives to oppressive, unjust data collection and data-driven systems” (R31, p. 70).

Other Types of Practical Advice

These examples not only clearlymet the variable testing for a systemic approach, but

they also constitute ideal examples for political / societal activism as a form of practical

advice (seefig.8).This formof advicewas comparatively rare andwas only identified

in 16 of the 75 resources. It was often provided in combination with other forms of

advice.

The third most common form of advice in the sample – after advice on data

protection and alternative services – was coded as networks of literacy (18 resources

in total, see fig. 8). Resources in this category actively asked users to share their

new knowledge and awareness with others, thus establishing “networks of literacy”

(Carmi et al. 2020, p. 12), or starting a “chain reaction” of critical thought (Markham

2019,p. 756) as discussed in the academic literature. Inpractice, this couldmeanask-

ing users to share their knowledge with their friends and family, such as the “Data-

selfie”website that asks users to “share your knowledge!” on the bottomof each page

(R20), or providing material that can be used to inform others about datafication.

One less common type of advice in the sample consisted in fostering the imagi-

nation of alternatives. Again, this is discussed and recommended in the academic lit-

erature (see chapter 2.2; 3.4) but was identified in only eleven resources. Two re-

sources that met this category very well were the “Do Not Track” video series (R9)

and the simulation game “Future Influencer” (R46). In the game, secondary pupils

https://doi.org/10.14361/9783839473788-008 https://www.inlibra.com/de/agb - Open Access - 

https://doi.org/10.14361/9783839473788-008
https://www.inlibra.com/de/agb
https://creativecommons.org/licenses/by/4.0/


5. Findings and Analysis 139

act out a fictional future, in which they decide howmuch and what data is collected

by a smart bracelet that is mandatory for all pupils. In the Do Not Track series, the

last episode “ToChangeTheFuture,ClickHere”brings together different arguments

made throughout the series and finally offers three possible imaginations of the fu-

ture: “Big Brother”, “Big Business” or “Big Win” (Gaylor et al. 2015). All three future

scenarios are detailed in short stories that start from the present (at the time the re-

sourcewasdeveloped in 2015) anddetail keydevelopments arounddataficationuntil

2021–2024.2The reader is thus shown different imaginations of the future: one full

of surveillance, where liberty is sacrificed for security; one of the “glory days of big

data” and the companies behind it; and one in which the internet is governed inter-

nationally andwith the interest of citizens inmindandwhere “abalance is struckbe-

tweenprivacy and the rule of law” (ibid.).These detailed imaginations are verymuch

in line with calls to foster people’s “critical imagination” (Milan 2017, no page num-

ber) or “infrastructural imagination” in relation to data systems (Gray et al. 2018, p.

3).

Figure 8: Different types of practical advice identified in the resources.

Another rare formof advicewas supportwithFreedomof Information requests (FOIs),

whichwas identified in eight resources.Whilemost combined thiswith other forms

of advice, one resource focussed entirely on this type of advice: a short documentary

on how to access one’s data through Freedom of Information requests (R21). Finally,

one resource provided practical advice thatwas not included in the coding sheet and

was thus coded as “other”.The “Mathwashing”website offers three steps of practical

2 However, this example also highlights how quickly these resources can become outdated, as

today’s users are likely confused by “future” scenarios that take place between 2021–2024.
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advice (two are already outlined above), of which one addresses people who apply

data systems: “If you’redeployingalgorithmic systems, learnabout their limitations.

Hire an ethics expert to do an algorithmic audit” (R68). This direct call to action is

unusual and was not found in any other resource in the sample.

Appealing Visualisations

As explained in chapter four, the coding sheet included a “special category” variable

which was intended to highlight resources that take an unusual approach (content

or format); fit the project focus extremely well; or came especially recommended by

established practitioners. Most of these aspects predominantly aimed to support a

selection of diverse expert interviewees. Yet, some novel findings were identified:

only 17 of 75 resources used appealing visualisations.This appears to be a small num-

ber considering that using visualisations of data systems is an approach that is often

suggested in the literature as one way of materialising complex topics around data

technologies (D’Ignazio and Bhargava 2015; Windeyer 2019; Pangrazio and Selwyn

2020).However, it should be noted that this variable is difficult to code and, to some

extent, a matter of interpretation. More details on the reasoning behind using vi-

sualisations emerged in the interview findings andwill be discussed in chapters 5.2

and 6. A small selection of data visualisations from the sample are displayed below

(figure 9–11).

Figure 9: Visualisation of the “Datenkraken” (data octopuses) by the teaching material “Lehr-

mittel Big Data”, R39.

Illustration: Nina Christen, Team Tumult, ©Museum für Kommunikation, Bern.

https://doi.org/10.14361/9783839473788-008 https://www.inlibra.com/de/agb - Open Access - 

https://doi.org/10.14361/9783839473788-008
https://www.inlibra.com/de/agb
https://creativecommons.org/licenses/by/4.0/


5. Findings and Analysis 141

Figure 10: Visualisation of the “Chupadados, the Datasucker” monster (Felizi and Varon [no

date]), R6.

Figure 11: “Toy algorithm” that visualises how different variables affect the outcome of an

algorithmic calculation included in the website “Automating NYC”, R33.

5.1.4 Conclusion and Discussion

Introducing the Topic of Datafication

Thefirst question the content analysis aimed to address asked about the range of on-

line critical data literacy resources that could be identified. 75 different and diverse

https://doi.org/10.14361/9783839473788-008 https://www.inlibra.com/de/agb - Open Access - 

https://doi.org/10.14361/9783839473788-008
https://www.inlibra.com/de/agb
https://creativecommons.org/licenses/by/4.0/


142 Critical Datafication Literacy

resources might seem like a large number that could be identified and analysed.

However, since 250 resourceswere examined in total, this alsomeans that 175 didnot

meet my study’s qualifying criteria. This seems high considering the broad nature

of the criteria for inclusion– the resources should educate about datafication, foster

critical reflection and require no prior knowledge. A common reason for exclusion

was that resources lacked a general introduction to datafication and jumpeddirectly

to specific topics such as data protection, digital rights or police surveillance.These

resources could be very valuable for people who already understand the basics of

datafication and want to learn more about specific aspects. However, considering

citizen’s fragmented and incomplete knowledge about datafication (see chapter 2.1),

a general introduction to datafication should be a key part of critical data literacy re-

sources.

Novel Findings regarding the Resources’ Origins and Formats

The content analysis further examined the creation backgrounds and defining fea-

tures of online critical data literacy resources.The analysis revealed international and

multilingual resources in diverse formats and from diverse creators.The 75 analysed re-

sources originated from ten different countries and were available in 17 languages.

However, both of these characteristics were distributed unequally throughout the

sample and were likely affected by the sample’s sources. The majority of resources

originated in Germany or English-speaking countries (US, UK or Canada), and only

18 were available in more than one language. Overall, a higher proportion of multi-

lingual resources would be desirable in order to reach different audiences and offer

them resources in their preferred language. However, the sample of my study is by

no means representative or comprehensive, and it is possible that many resources

in other languages exist.Moreover, if the sample’s resources’ target groupswere pri-

marily native German and English speakers, the predominance of these languages

would be appropriate.

In line with previous research, the most common formats were websites and

short videos, and the most common creators came from civil society and journalism

andmedia production (Sander 2020c; Young andPridmore Forthcoming).However,

many resources were also developed by researchers and public institutions.Thus, it

seems that Iliadis and Russo’s call for critical data literacy scholars to contribute to

data literacy efforts and provide individuals “with the necessary tools for becoming

more informed and the ability to organize efforts around data justice issues” is

being implemented (2016, p. 5). Moreover, the analysis identified a large number

(nearly a third of the analysed resources) of online courses or teaching and training

material.This might be explained by a growing general awareness of topics around

data technologies or by changing curricula. For example, one of the Swiss resources

was created as a reaction to the new Swiss school subject “media and informatics”

(interview with Siegenthaler, see chapter 5.2). The amount of educational material
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on datafication identified in this analysis further reinforces scholarly calls for sup-

porting “networks of literacy” and a “chain reaction” of critical thought as it enables

individuals to easily spread their knowledge and educate others about datafication

(Markham 2019; Carmi et al. 2020). Moreover, the great variety of formats that was

identified supports the “no one-size-fits-all” argument (Carmi et al. 2020; chapter

2.2), as different formats take different approaches – textual, visual, audio-visual or

interactive –which correspondwith different learning types, thus helping different

learners to approach the topic in a way that works for them.

Parallels between the Theory and Practice?

Finally, the analysis explored to what extent the identified resources aligned with

the preliminary framework for critical datafication literacy. Strong parallels that

could be identified included that more than two-thirds of the analysed resources

provided (different forms of) practical or constructive advice; that two-thirds incor-

porated real-life examples and that about half of the resources used interactive el-

ements. Thus, the majority of resources corresponded with scholarly calls for ap-

plied and participatory approaches (D’Ignazio and Bhargava 2015; Iliadis and Russo

2016; Markham 2019); for connecting people’s real-life experiences with data (Freire

2017; Fontichiaro et al.2017); and for including“practical strategies and tactics” (Pan-

grazio and Sefton-Green 2020, p. 218).

However, other characteristics of the preliminary literacy framework were less

common. While the sample included many different formats, which help cater to

different learner types, only 29 resources seemed to recognise the need to provide

different approaches for different audiences, and the large majority seemed to ad-

dress the general population. Although it is not always possible to recognise the in-

tended target group of a resource without talking to the creators, this nevertheless

demonstrates that a “one-size-fits-all approach” seems to bemore widespread than

recommended by the literature. Moreover, only few resources addressed the diffi-

cult balance between empowering individuals through data protection advice but

notmerely shifting responsibility to individuals but ratherpromotinga systemic ap-

proach.While 16 of the 75 resources openly communicated this intricacy and called

for, among other approaches, societal and political action, six others took a contrary

position and clearly urged individuals to take responsibility for their data. They would,

for example, demonstrate to users that their data are “the new gold” and argue: “It is

therefore up to each individual to become active and protect their privacy” (R24, p.

2, own translation). Both challenges – addressing different audiences and finding a

balance between empowerment and responsibility –will be discussed inmore detail

in chapter six based on findings from the next two empirical perspectives.

Overall, the answer to the third guiding question of the content analysis can

only be: the analysed resources are somewhat in line with my preliminary literacy

framework.While some characteristics were identified in the majority of the sam-
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ple, others were rare in the analysed resources. Yet, the content analysis identified

a small number of resources that offered elaborate and sophisticated approaches

to critically educate about datafication, cater to different audiences – without re-

quiring any prior knowledge – and provide detailed constructive advice – without

shifting responsibility to the individuals. Moreover, a number of novel approaches

were identified. These provided valuable new insights for the further development

of this study’s framework for critical datafication literacy, and informed both the

expert interviews with resource creators and the qualitative survey with educators.

5.2 Goals, Strategies and Challenges of Critical Data Literacy Resource
Creators

Thegoal ofmy studywas to learn frompractitioners of critical data literacy: creators

of online educational resources about datafication, and educators who might use

these resources to foster critical understanding of data systems through their ed-

ucational work. In order to learn from the resource creators, ten diverse resources

were selected based on the previous content analysis and 12 expert interviews (ten

initial and two follow-up interviews) with their creators were conducted and anal-

ysed alongwith additionalmaterial (see chapter four).The interviews demonstrated

that while the interviewed resource creators may not necessarily use the concept of

“literacy”, they all had specific educational goals they wanted to achieve with their

resource.Key goals included fostering systemic understanding of datafication, pro-

moting critical thought, and empowering learners to become active – both individ-

ually and collectively. Moreover, the interviews led to novel findings on how these

objectives can be reached through the format of online resources, for example high-

lighting strategies to create personal involvement and develop engaging and enter-

taining resources. Finally, challenges around the funding of resources, evaluating

them and keeping them up to date were discussed.This chapter presents key find-

ings on these themes, which include strong parallels but also some diverging opin-

ionsamong thedifferent interviewees.Overall, the expert intervieweesprovidednu-

merous new insights for the further development of critical datafication literacy in

this study.

5.2.1 Creation Contexts of Critical Data Literacy Resources

As outlined inmore detail in chapter three, themultistage selection process for this

analysis led to a final sample of ten diverse resources (see table 5). This sample in-

cludedavarietyofdesign formats,suchaswebsites,collectionsof teachingmaterial,

interactive video experiences, an online game, short videos, podcasts, data protec-

tion toolkits and several brochures.The ten resources were produced in six different
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countries (Canada, France, Germany, Switzerland, United Kingdom,United States)

by creators from various backgrounds.

Table 5: The ten selected resources and the creators who were interviewed for the study.

Reference (see

appendix II)

ResourceName Interviewee(s)

R17 Anna. Das vernetzte Leben Ludwig Reicherstorfer

R33 AutomatingNYC Akina Younge, Deepra

Yusuf, Jon Truong

R62 Center for Humane Technology David Jay

R75 Clear Your Tracks Ed Parkes

R41 Datak – A game about personal data Julien Schekter

R9 DoNot Track Brett Gaylor

R39 Lehrmittel Big Data Carmen Siegenthaler

R18 Lernparcours Big Data Esther Lordieck

R10 Me andMy Shadow Fieke Jansen

R2 MyData and Privacy Online Mariya Stoilova

This variety in the resources’ creation backgrounds and thus the diversity in my

expert interviewees’ vocational contexts was one of the first findings from the in-

terviews. Three of the interviewees created the resources as part of their work in

non-governmental organisations such as the Tactical Technology Collective (Jansen);3

the iRightsLab, formerly NGO, now think tank (Reicherstorfer); or the Center for Hu-

mane Tech (Jay). Two others worked in journalism andmedia production: Gaylor as a

documentary filmmaker and Schekter as a producer journalist for the SwissNational

Radio. Further roles includedworking as amedia pedagogue at the youthmedia cen-

tre jfcMedienzentrum (Lordieck) or as a research fellow at theDepartment ofMedia and

Communication at the London School of Economics (Stoilova).The interview sample

further included somemore unusual backgrounds for critical data literacy resource

creators. Parkes, for example, has a consultancy for “data innovation anddata trans-

formation projects in the public sector” (Parkes Interview, 2021), and created “Clear

Your Tracks” (R75) together with his colleague Jemma Venables as part of his free-

lancing work. Equally unusual is the background of “Automating NYC” (R33): It was

3 Jansen was involved in the development of “Me and My Shadow” (R10) and many other re-

sources by the Tactical Technology Collective but did not work at the organisation anymore

when the interview was conducted.
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created byAkinaYounge,Deepra Yusuf,ElyseVoegeli and JonTruong as part of their

Master’sThesis on Public Policy at theHarvard Kennedy School. Finally, the “Lehrmit-

tel Big Data” (R39) was created by Carmen Siegenthaler, a museum communicator

and former teacher, and her colleagues at theMuseum for Communication in Bern.

Thus, this short introduction of my interviewees and the contexts in which they

developed the different online educational resources on datafication already pro-

vides a first valuable finding: critical data literacy resources can be created in a vari-

ety of contexts by a variety of actors. As the further analysis throughout this chapter

shows, this variety can also be found in the funding and the target audiences of the

examined resources. Nevertheless,many common goals and strategies were identi-

fied among the interviewees – along with some significant controversies.

5.2.2 Critical Data Literacy Resource Creators’ Goals

Overall, twelve main themes were identified in the analysis (see fig. 12). These

were structured along three categories. The first, goals of the resource, describes

the resource creators’ idea of a ‘literate’ or empowered citizen, or, in other words,

their practical understanding of critical data literacy: What should people know,

understand or do after using their resource? The second category, creators’ strategies

and principles, represents the ‘how’: How did the creators try to reach their goal of

a ‘literate’ citizen? How did they decide on the resources’ format, design and con-

tent? The third category finally addresses challenges and practical considerations. This

category summarises key challenges that repeatedly emerged across the different

interviews together with the creators’ considerations on using their resource in

educational settings.

Themain themes that are shown in figure 12 constitute the key findings for each

category – the key answers to the research question. However, the most interest-

ing findings could often be found in the subthemes of eachmain theme.These pro-

vide the (sometimes controversial) answers to open questions and dilemmas that

had emerged in the prior stages of my study, such as: What exactly does a ‘critical

reflection’ of data technologies entail? How can abstract issues around datafication

be made tangible? Which actions should people take? Should citizens’ digital skills

be fostered or does this only shift responsibility to the individuals? Thus, it is these

subthemes that show many parallels to key findings from the theory chapters and

chapter 5.1, and that highlight diverging opinions between the expert interviewees’

perspectives. For this reason, the subthemes identified in the analysis are not only

outlined and discussed throughout this chapter but are also visualised for each cat-

egory (see fig. 13, 14 and 15).
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Figure 12: Categories andmain themes identified in the expert interview

analysis.
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Awareness and Basic Understanding

The creators’ goals for their resources and their practical understanding of crit-

ical data literacy could be condensed into three main themes. Figure 13 displays

these three main themes and their related subthemes. The first main theme that

was identified was awareness and basic understanding. Particularly considering

citizen’s lacking awareness of the use of algorithms (e.g., Grzymek and Puntschuh

2019; Hitlin and Rainie 2019) and their “major understanding gap” when it comes to

the business model of the internet (Doteveryone 2018, p. 5), raising awareness about

data systems is an expectable goal of critical data literacy resources.

However, the interviewed creators wanted to go beyond awareness: theywanted

to demystify technology. Eight of the ten interviewees stated that one goal of their

resourcewas for people to gain an understanding of how the technologyaround them func-

tions, including its shortcomings and the “assumptions baked into the product devel-

opment process” (Jay Interview, 2021). Brett Gaylor even specified such “visceral un-

derstanding of the way that their data is used online” as the key goal – or the “big

hairy audacious goal, so BHAG” – of his resource Do Not Track (Gaylor Interview,

2020). Apart from technologies’ shortcomings, some of the creators also aimed for

people to learnabout opportunities of data and technology.This represented somewhat

of a contrast to theoverall critical perspective of the examined resources.Yet, includ-

ing how people can “save the world through big data” (Siegenthaler Interview, 2021)

could also help with the issue of fear and resignation, which is further discussed

below.
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Figure 13: Main themes and subthemes in the category “goals of the resource” in the expert interview

analysis.
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Thinking Critically about Datafication

The second main theme identified as a key goal of the creators was to encourage

users to think critically about datafication.This goal was expected since critical re-

flection was one of the qualifying criteria for selecting the resources in the prior

analysis (see 5.1). However, examining how exactly practitioners envision this crit-

ical reflection to take place and how they try to foster it led to novel insights. One

goal that many interviewed creators highlighted was to provide people with critical

frameworks to think differently about digital technologies. Some, like the creators of

AutomatingNYC,wanted to “give people a conceptual framework fromwhich to en-

ter” (Truong Interview, 2021). Others aimed for their resource to teach people how

to apply “their own social andpolitical frameworks” to technology (Jansen Interview,

2020). Either way,many hoped to change the way people think about technology, to

encourage them to critically reflect on technology and to “continuously ask ques-

tions” and “think outside what they know so far” (Siegenthaler Interview, 2021).

Related to this,many creatorswanted theusers of their resources to gain systemic

or (infra)structural understanding of data and technologies. Such broader understanding

– not just of how data technologies function, but also of the process of datafica-

tion and its implications on individuals and wider political, societal and economic

impacts – is currently still missing from many critical data literacy concepts in

academia (see chapter 2.2), but is a key aspect of the critical datafication literacy

framework developed throughout my study (see chapter 3.4). The interviewed cre-

ators described this perspective as “helping people have a systemic view on how this

technology is limiting their agency” and “reveal[ing] the systemic forces underneath

[social media]” (Jay Interview, 2021); or as a “sociological, societal understanding”

(Younge Interview, 2021).

To foster people’s critical reflection of data technologies, themajority of creators

aimed to educate about the risks and harms that come with datafication and tomake

people realise how they themselves are affected by issues around data and technologies.

They aimed for people to understand “how data about you can impact your life on-

line and offline” (Gaylor Interview, 2020) and to create “personal involvement” (Re-

icherstorfer Interview, 2021). Specific strategies on how to reach this involvement

are discussed in section 5.2.3 below. Apart from feeling that they are personally af-

fected, the creators further wanted to make people feel empowered and to give them

“real agency” (Stoilova Interview, 2021).This leads to the third key goal of the inter-

viewed creators: they wanted learners to take action.
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People Take Action

In light of the common criticism that critical data literacy and other awareness-

raising efforts do not specify what comes after increased awareness, this third

themewas particularly significant.The uncertainty of unclear steps after awareness

also came up in the interviews: “the question is then always: What now? Knowledge

is the one thing, knowledge transfer is the one thing, but what results from this?”

(Reicherstorfer Interview, 2021). Brett Gaylor further pointed out that people ask

the question of “what can I do? […] almost every time” they watch a documentary or

hear about a societal issue, but, he argues, “that’s not the right question to ask about

systemic issues. You probably can’t do that much” (Gaylor Interview, 2021). Another

creator, Carmen Siegenthaler, took a similar stance from another perspective,

stating that changing the behaviour of her resource’s users is in her view a goal that

is too big and unrealistic (Siegenthaler Interview, 2021).

Despite this uncertainty about whether it is possible to get people to take ac-

tion, and whether this action would lead to any significant changes to the problems

around datafication, all resources aimed at people taking action in one way or an-

other.Two commongoalswere to increasepeople’sdigital anddataprotection skills and

to enable them tomake informed decisions about the technologies they want to use in

the future.This reiterates findings of the analysis of resources in chapter 5.1, which

also found a strong focus on advice on data protection and alternative services.The

interviewedcreators for example outlined that theywanted togiveusers “better con-

trol” of their data and help them develop healthier habits in their use of digital tech-

nologies (Stoilova Interview, 2021); that they hoped to create the “prerequisite for

self-responsibility” (Reicherstorfer Interview, 2021); and aimed to empower people

to make “enlightened choices. If you give your data, just know what you are doing,

that’s the main goal” (Schekter Interview, 2021). Enabling people to make informed

choices rather than telling them what to do is a strategy several interviewees fol-

lowed and that will be further discussed below. However, as already touched upon

above, practical advice and the idea of “enlightened choices” were also controversial

among the interviewees,as someargued that the technology is too sophisticatedand

the issues are too systemic,whichmakes actual enlightened choices impossible.This

dilemma around data protection advice will be further discussed below.

Beyond taking individual and technical steps to protect one’s data, several inter-

viewees hoped the users of their resources would become active on a societal level.

For example, four creators outlined that they wanted to enable people to take part in

public debates about data technologies by providing them with the necessary knowl-

edge and the appropriate language.The aspect of requiring a “data language” in or-

der to participate in public debates was discussed in detail by Akina Younge,Deepra

Yusuf and Jon Truong.They criticised the “expectation that everyone needs to have

technical expertise” and the “gatekeeping nature” of this expectation (Younge Inter-

view, 2021). Akina Younge further stated:
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I wish it weren’t the case, that people didn’t need this, I don’t think this should be

the case, I don’t think that’s the way the world should work. I believe the political

education stuff is way more important and I understand that the contextual real-

ity is that they’re going to be dismissed if they don’t say some of the right words.

(ibid.)

This argument of needing the “right” language in order to be able to participate in

public debates about data systems and to be taken seriously represents a crucial as-

pect of critical data education that does not receive much attention in the literature

as yet. Others similarly wanted to “create a shared vocabulary” (Jay Interview, 2021),

and give people a language to “articulate … [their concerns about facial recognition]

through a lived experience” (Gaylor Interview, 2021). Some interviewees hoped that

enablingmore people tomake their voices heard in personal and public discussions

about data,would help “shift the frame aroundwhich problemswith technology are

discussed” (Jay Interview, 2021).

Several interviewed creators articulated evenmore ambitious goals and wanted

to empower people to take societal or political action – an approach that was already

identified in the content analysis of resources (see chapter 5.1)–or evenhoped to con-

tribute to a movement. Esther Lordieck very clearly argued that changing one’s device

settings is not enough, but that political action is needed. She aimed to empower

young people to form their own opinion andmake it heard, for example by contact-

ing political parties about data issues (Lordieck Interview, 2021). Mariya Stoilova

took a similar stance, wanting to make “children more active participants and cit-

izens in a digital environment” (Stoilova Interview, 2021). Although some admitted

that “we’re not going to turn everyone into activists” (Parkes Interview, 2021), three

interviewees outlined that they saw their resources as “someone’s first step into a

broader movement” and hoped that for some people, the educational resource “will

be a journey into more leadership in the movement” (Jay Interview, 2021). Deepra

Yusuf further specified that she thinks “we are really just at the cusp of starting that

movement”, in which the knowledge trickles from academia to creators of critical

data literacy resources and “hopefully then following that, you really have the on the

groundmovement” (Yusuf Interview, 2020).

These very ambitious and political goals of the creators are unusual in critical

data literacy scholarship but resemble “re-active data activism”. This form of ac-

tivism aims to educate about data technologies and fight against the datafication

and its problematic implications (see chapter 2.1). Data activists encourage citizens

to carry out “practices of resistance”, such as “self-defence, civil disobedience and

disruption” (Milan and Gutiérrez 2015, p. 122; Milan and van der Velden 2016, p. 67).

Thus, re-active data activism represents a similarly politically activist stance as my

interviewees, albeit possibly with a more disruptive focus in contrast to my partici-

pants’ idea of citizens enacting their democratic rights.
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Finally, some interviewees specifically wanted to start a snowball effect of ed-

ucation, hoping to empower people to educate others by publishing teaching material,

curricula and public speakingmaterial as part of their resource.This correlates with

scholarly calls to support learners to foster reflection and literacy for those around

them (Markham 2019, p. 756; Carmi et al. 2020, p. 12). Nevertheless, other inter-

viewees also highlighted that comprehensive, systematic data education cannot be

provided by small non-governmental organisations and other critical data literacy

resource creators but that a literacy strategy should be developed by governments

(Jansen Interview, 2020).

5.2.3 Creators’ Strategies and Principles for Implementing Critical Data

Literacy into Practice

The analysis of the expert interviews further revealed novel findings regarding

the strategies and principles for implementing critical data literacy into practice.

Five main themes were identified in total: Creating personal involvement; resource

should be easily accessible and fun; different audiences need different approaches;

well-founded decisions on design and content; and the dilemma of data protec-

tion advice (see fig. 14). Many of these reiterate theoretical findings and academic

discussions on critical data literacy (see chapter 2.2), such as the aim for a low

threshold, the “no one-size-fits-all” approach or considerations around providing

practical advice while not shifting responsibility to individuals. The interviewees

further provided many suggestions on how these approaches can be implemented

in practice, including some parallels to academic discussions as well as a number of

controversial issues among the interviewed creators.
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Figure 14: Main themes and subthemes in the category “creators’ strategies and principles in imple-

menting critical data literacy” in the expert interview analysis.
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Creating Personal Involvement

As already highlighted above,many interviewees aimed to create a sense of personal

involvement through their resources, to make people realise that issues around the

datafication of our societies affect thempersonally.According to the interviewed ex-

perts, this is necessary because of “issue fatigue” (Yusuf Interview, 2020) in society,

with toomany problematic issues that citizens could or should be concerned about.

Critical data literacy resources should therefore try tomove issues around datafica-

tion into people’s “circle of worry”, which includes issues they are concerned about,

such as “am I going to have a job; is the earth going to explode; am I going to get

Covid-19?” (Gaylor Interview, 2020). All interviewees agreed that a sense of personal

involvement should be created to demonstrate to people why they should care about

issues around datafication.The creators applied several strategies to reach this per-

sonal involvement. Some of thesewere already identified in the prior analysis of on-

line resources (chapter 5.1), but also some entirely new approaches emerged.

A very common strategy among the interviewed creators was to connect their

resources to people’s real-life experiences with technology. One way to implement this

that was also identified in the previous analysis of 75 resources was to include real-

life stories in the resource.Oneexample is the storyofPorfirio, theownerof abodega

(a small type of grocery store common in New York City), who was nearly put out of

business due to a faulty fraud detection algorithm (see R33). The Automating NYC

website uses this story as an “entry point” and common thread throughout the re-

source in order tomake the “immaterial and abstract” issues around automated de-

cision-making systems more tangible (Truong Interview, 2021). Other approaches

for connecting to people’s lives were to demonstrate that data technologies already

affect nearly every areaof life and“I amconfrontedwith this everyday” (Reicherstor-

fer Interview,2021); to encouragepeople to talk “about their ownexperiences and the

experiences of their friends and the harms showing up in their life and in their com-

munity” (Jay Interview,2021); to include real-life dilemmas in the resource (Schekter

Interview, 2021); and to make the resource itself experiential (see below).The Datak

game (R41) even included a real-life impact: if users entered their real phone num-

ber they would receive an automatic call by a masked number one hour later, which

first tried to trick the users and then admitted that “it’s just amachine, but you have

playedDatak andmaybe you should think twice next time you put your real number

wherever on the web” (Schekter Interview, 2021).

A second very common strategy to create personal involvement that was sug-

gested by the majority of creators was to not tell people what to think, but to support

them in forming their own opinions. Several interviewees emphasised that criti-

cal data literacy resources should try “not to be moral” and not tell “that’s wrong

or that’s good” (Schekter Interview, 2021). Instead, they should educate about ad-

vantages and risks and empower learners to “form your own opinion and make it

heard” (Lordieck Interview, 2021). This could be achieved by including “philosoph-
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ical thought experiments”, which suggest different data scenarios to learners and

encourage them to imagine how they would handle data in each scenario (Siegen-

thaler Interview, 2021). Another approach is to prompt people with questions rather

than imposing answers, which, according to Truong and Younge constitutes “good

pedagogy” (Truong Interview, 2021).They deliberately used questions as headers to

allow readers to “lean into something that you might disagree with” (Younge Inter-

view, 2021), and often tried to foster people’s critical reflection “without telling peo-

ple the answer, which I think is a really important part of education” (Truong Inter-

view, 2021).

Related to the question of morality highlighted above, the question of how neg-

ative or scary a resource should be kept emerging in the interviews.While some in-

terviewees admitted that fear gets people’s attention, most agreed that critical data

literacy resources should not be too negative. Using fear to educate, they argued, means

that “right away you’ll lose a bunch of people because they’ll be like […], I don’t want

to think about that” (Gaylor Interview, 2020).They further stated that fear “does not

helpanyone”as it doesnotoffer solutions (Reicherstorfer Interview,2021),and that it

is the “worst way to learn because if you scare people, they stop learning” (Jansen In-

terview, 2020). Instead, many agreed that educational resources should be “colour-

ful and fun” (Jansen Interview, 2020; see also below). However, others believed that

“a certain amount of fear is useful” for particular groups of people (Parkes Inter-

view, 2021), or argued that people can be reached “through a negative emotion” (Jay

Interview, 2021). Lordieck tried to find a balance between these positions, arguing

that there is a “thin line” as resource creators often feel strongly about datafication,

but they still want their resource to not be too negative (Lordieck Interview, 2021).

Thus, it can be said that the interviewed creators did not agree on a common stance

toward a fear-based approach to critical data literacy but rather expressed divided

opinions.This is in linewith the studentusers of critical data literacy resources inmy

prior study, who had in part stated that they wanted to be “scare[d] into it” and that

this is “always necessary”, and in part argued that scaring people is “not the right

approach” and people should not do “the right thing because they’re scared” (Sander

2020c, p. 12).

Besides these discussions, the interviewees provided further concrete sugges-

tions on how to create a sense of personal involvement. For example,many creators

placed a great emphasis on the use of stories in their resources. Brett Gaylor ex-

plained the importance of stories to foster specific narratives in critical data literacy

resources:

The thing is if youwant people tomove towards anarrative, it’s not necessarily that

you just tell them that. […] you have to drop all these little breadcrumbs, so you can

tell a story that promotes that narrative. Narratives have a protagonist; they have
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an emotion that they generate and they have an ending which is a happy ending

or an unhappy ending. (Gaylor Interview, 2020)

Similarly, Carmen Siegenthaler argued that stories help learners to critically reflect

on issues and formtheir own judgement,without amoral perspective of “youhave to

behave like this, this or this” (Siegenthaler Interview, 2021). Other creators equally

found that stories are the best way to reach people and to communicate complex

issues (Yusuf Interview, 2020), and that stories are popular, with Ed Parkes’ testing

audience demanding: “why don’t you just tell us what it is, tell us a story about what

actually happens” (Parkes Interview, 2021).

Another approach that could easily be connectedwith a story-based strategywas

to foster people’s imagination of different data futures. Presenting different future sce-

narios and“articulat[ing] the steps thatweneed to get there”was seen as a cheap and

effective way tomotivate people (Gaylor Interview, 2021), and foster people’s imagi-

nation (Siegenthaler Interview, 2021). Similar calls for different future imaginaries

have beenmade in academic critical data literacy approaches, for example inGray et

al.’s conceptof “data infrastructure literacy” that includes thegoal of “infrastructural

imagination” (referring to Bowker 2014) about how datasets “might be created, used

and organised differently (or not at all)” (Gray et al. 2018, p. 3). Yet, this approachwas

only identified in eleven of the 75 resources analysed in the previous chapter.

Finally, some interviewees suggested to use personas in the design of their re-

source – either visibly, to guide through the resource, or as an invisible personifi-

cation of their target audience. A visible persona, such as “Anna” in “Anna. Das ver-

netzte Leben” (R17) functions as an identification figure, that, like the resource’s au-

dience, navigates life in a digital society (Reicherstorfer Interview, 2021).However, a

persona can also serve as an invisible personification that represents the resource’s

target audience and guides decisions on design and content along this audience’s

needs. This was the case in Automating NYC, where Yusuf ’s mother served as an

embodiment of the ‘typical’ New York citizen (Young and Yusuf Interview, 2020).

Resources Should Be Accessible and Fun

As a second main theme, nearly all interviewees agreed that resources should be

easily accessible and fun. They highlighted the importance of an easily accessible ap-

proach, for example by using friendly and lay language and avoiding technical or

too academic definitions; by not using too much text, modularising it into chap-

ters or making it ‘skimmable’ through headers; and by considering people’s conve-

niencewhen deciding on a format or design.However, an easily accessible approach

should not only affect the resource’s format, design, and language, but also its con-

tent. One way to implement this is through a ‘step by step’ approach, that begins

with basic information that does not require any prior knowledge, and slowly offers

more advanced knowledge for those who are interested, such as extensive dossiers
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on each topic (Reicherstorfer Interview, 2021). Nevertheless, several interviewees

highlighted that the balance between technological accuracy versus accessibility, for

example when it comes to technical terms, remained a challenge.

Moreover, many expert interviewees agreed that it is good to use an engaging

format for critical data literacy resources. Mariya Stoilova, for example, conducted

workshops with children that informed the development of the “My Data and Pri-

vacyOnline” toolkit (R2).These revealed that the childrenmost enjoyedusing engag-

ing and interactive resources, and they also liked to “find the loopholes” and “out-

smart” the resources, whereas “if they just have to sit and watch something, they

were like I know this, I don’t want to be doing that” (Stoilova Interview, 2021).This

reiterates findings ofmy prior study, inwhich university student users clearly called

for interactive resources (2020c), and strengthens scholarly calls for participatory

approaches (e.g., D’Ignazio and Bhargava 2015; Iliadis and Russo 2016).

Other interviewed creators called for interactive resources that constitute a

“conversation” or let users have a “tiny little experience” of what it means to be af-

fected by data systems (Gaylor Interview, 2021).The outcome of such an experiential

approach,whichwas also the “overarching strategy” of Siegenthaler, is that learners

reach “an essence, an insight” (Siegenthaler Interview, 2021). The popularity of an

analogue, black-story-style game included in Siegenthaler’s resource further shows

that this approach does not necessarily have to be implemented digitally.This expe-

riential rather than ‘only’ interactive approachwas not something I had come across

in the academic literature before, but it constitutes a significant finding considering

the immateriality of issues around datafication, which oftenmake them difficult to

grasp for learners.

As another way to reach people, many interviewed creators highlighted the im-

portance of using visuals to illustrate abstract concepts and to offer another way of un-

derstanding (Lordieck Interview, 2021). Some examples of this were already illus-

trated in the previous chapter. However, as Fieke Jansen emphasised, it is crucial to

avoid stereotypical visualisations of data systems and instead use images that peo-

ple can relate to:

We wanted to be material because if you type in privacy or digital security on

Google, you will get padlocks, you get matrix, you get all of these images, but

these are images people don’t relate to, like it doesn’t stick in their heads. So, we

wanted to be material, so tangible and relatable. (Jansen Interview, 2020)

Finally, seven of the ten expert interviewees called for colourful and fun resources. The

entire resource, they argued, should be approachable, playful and entertaining and

this should be represented in its visual style. This is particularly important for re-

sources targeting adults, as they “must want to learn” and thus “interest and conver-

sation” must be sustained throughout a training or educational resource (Tactical
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Technology Collective 2018, additional material, p. 1f). Similarly, Gaylor argued that

“people should enjoy the experience, […] you should laugh” (Gaylor Interview, 2020).

In Do Not Track, he aimed to include an interactive feature in the first 30 seconds

of each episode, and he emphasised that especially these interactive tasks should

be entertaining and resource creators should always ask themselves: “the thing that

you’re asking the person to do, is it fun at all?” (ibid.). Others equally stated that they

aimed for fun and interesting (Jansen), entertaining (Schekter) and playful (Siegen-

thaler) resources.

Different Audiences Need Different Approaches

Another main theme that emerged in all interviews – that different audiences need

different approaches – was already identified in the literature on critical data lit-

eracy (e.g., Carmi et al. 2020) and in the previous chapter. The interviews further

revealed that several creators had defined very different and often specific audi-

ences, such as educators, children, teenagers, young adults, parents, “Generation

X”, activists or advocates, journalists, lawyers, technologists, New York City resi-

dents, people who often use the internet, or people who are open to taking action.

However, also some broader groups werementioned, such as all Germans (Reicher-

storfer Interview, 2021) or “people who watch TV” (Gaylor Interview, 2021, speaking

about his resource “Internet of Everything”). Several creators further found it diffi-

cult to reach the intended audience for their resource, such as audiences beyond Europe

and the US (Jansen Interview, 2020), or beyond the “digital rights communities” in

order to not just “preach to the converted” (Gaylor Interview, 2020).

Despite these difficulties, the majority of interviewees emphasised the impor-

tance of target-group specific resources. In practice, this could mean developing a re-

source specific for a location (e.g., Automating NYC, R33), creating location-spe-

cific versions of a resource (Do Not Track, R9); deciding on a format based on your

intended target audience (e.g., podcasts for “senior leaders in tech”, Jay Interview,

2021); combining different formats and approaches in one resource to cater to dif-

ferent learning types (Reicherstorfer Interview, 2021); or to collaborate with social

media influencers to reach a young target audience (Schekter Interview, 2021). Sev-

eral creators further emphasised that identifying your audience is “the first thing

that you do because decisions will cascade from that” (Gaylor Interview, 2020). Tar-

getingabroadaudiencewas seenas“abig challenge” (Reicherstorfer Interview,2021)

and some interviewees highlighted that it is “probably impossible to make one tool

that can reach everyone” (Younge) or that a “product for everyone is a product for

no one” (Jansen, additional material, 2020). However, they also argued that “public

literacy tools could and should reach everyone” (Younge Interview, 2020).

One way to reach different people through critical data literacy resources is to

adapt a resource to people’s existing narratives. Jansen highlights this when she ex-

plains that issues around datafication have “so many dimensions”, from technical,
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social, political to economic, and that there are “different hooks that make people

tick and you have to try to find these hooks and build on them” (Jansen Interview,

2020). Gaylor similarly stated that:

I think what you need to do is you need to understand the narratives that people

already have in their head around these issues. […] They might hold in their head

a narrative that you as the maker might consider unhealthy, or that you actually

want them to hold a different narrative in their head, like that’s part of your goal

and that kind of thinking and that kind of persuasion and propaganda is pretty

explicitly different than enabling literacies for people. […] how receptive are those

people to different messages? (Gaylor Interview, 2020)

This quote highlights a crucial point: that enabling literacies is a fundamentally dif-

ferent approach than trying to persuade people to adopt a certain opinion. Instead,

enabling literacies should mean empowering people to form their own opinion and

act on it. To achieve this, people’s different points of departure and their existing

narratives should be considered, and the resource adapted accordingly. This is in

line with Younge and Truong’s argument above,which suggested prompting people

with questions rather than providing answers in order to invite them to lean into

perspectives they might otherwise disagree with.

A final approach to more target-group specific resources that the interviewed

creators suggested was that it is important to consider representation. Jansen, for ex-

ample, stated that shedeliberately didnotuse “representationsof people because it’s

very difficult if you work in a global context, what skin colour do you use, what gen-

der do you use, what sex do you use and it always ends up looking horrible” (Jansen

Interview, 2020). Several other creators did use a visual persona in the resource (see

also above) but refrained fromassigning themain characters in their resource a gen-

der (Schekter),or chose amixed-raceperson“of indeterminate gender,anon-binary

person” (Parkes Interview, 2021). In contrast, Ludwig Reicherstorfer explained how

his main character Anna, although she has a defined age, gender, relationship sta-

tus and living environment, was intended to create a high degree of identification

for users through the different scenarios from her life that are depicted in the re-

source. He stated:

Nomatter how old I am, which gender I have, which profession I may have, which

training, which level of education etc. – all scenarios apply to me in one way or

another. So I am Anna, we all are Anna. (Reicherstorfer Interview, 2021)

Thus, it can be said that several creators considered questions of representation and

highlighted its importance for target-group-specific resources, although they drew

very different consequences for their resources.
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Well-Founded Decisions on Design and Content

The next main theme that was identified concerns the background and develop-

ment processes of critical data literacy resources.The analysis revealed that the in-

terviewedcreatorsmadewell-foundeddecisionson thedesignandcontentof the re-

sources.Many explained that their resourcewas developed out of a bigger context, such as

an academic research project (Stoilova); aMaster’sThesis project including a collab-

orationwith a think tank (Younge, Yusuf and Truong); a user research project with a

user-centreddesign focus (Parkes); a radio showwithanumberof investigative jour-

nalismpieces (Schekter); a newpermanent exhibition in amuseum for communica-

tion that is interconnectedwith the resource (Siegenthaler); or the creator’s practical

experiences in givingworkshops on data-related issues (Lordieck; Jansen). Some re-

sourceswere also informed by theory.This could be academic theory, aswith “MyData

and Privacy Online” (R2), which was informed by a “typology of privacy” and “three

different notions of data”developed throughout the creators’ own research aswell as

additional media literacy frameworks (Stoilova Interview, 2021). However, it could

also be adult learning principles (Jansen) or a model of big data that was developed

by the resource creators themselves to make sense of the different levels on which

data systems affect our society (“Cassata-model”, Siegenthaler Interview, 2021).

Apart from this, many resources were informed by the creator’s personal inter-

ests in the topic or their personal experienceswithdata technologies.Moreover, several

creators stated that one intention to develop their resource was to collate existing re-

sources in one place.This could be a collection of their own already existing resources

– “a place where we could park a lot of the answers and practices that we developed”

(Jansen Interview, 2020), as Schekter, Lordieck and Jansen explained. Or it could be

“a way to lift up the people around us” (Jay Interview, 2021), and to collect and rec-

ommend existing resources by others, as Stoilova, Siegenthaler and Jay pointed out.

Finally, the analysis demonstrated that some of the interviewed creators con-

ducted extensive testing of the resource, often with their target audience. Carmen

Siegenthaler, for example, reported testing her teachingmaterial with teachers and

in two classrooms with different age groups. Similarly, Julien Schekter also tested

his game in two classroomswith different ages. Ed Parkes tested a first prototype of

his resource with the use of a professional recruitment agency. Akina Younge, who

reported testing with friends, family and fellow students, said: “one of the things

that we probably wish we had done more is more extensive user testing” (Younge

Interview, 2021).
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The Dilemma of Data Protection Advice

A final key finding on the creators’ strategies and principles for implementing crit-

ical data literacy concerned the dilemma of data protection advice that was already

touched on in previous chapters (see chapter 3.4, 5.1). It describes the difficult bal-

ance between the importance of providing constructive next steps when educating

about datafication to avoid resignation and to encourage learners to become active,

while not merely shifting responsibility to individuals (see e.g., Pangrazio and Sel-

wyn 2019, p. 425).Withoutme actively bringing it up, this dilemma cameup inmany

of the interviews and seemed to be something thatmany of the interviewed creators

faced when developing their resources.

On the one hand, many highlighted that practical advice on data protection can em-

power people and foster their confidence. Ludwig Reicherstorfer argued that it is impor-

tant to include constructive advice into a resource in order “implement users’ under-

standing into actions” and so that citizens can “feel safe in a digital society” because

they can make informed decisions on which services to use. Akina Younge argued

further that a certain amount of technical knowledge can “empower people and en-

courage themand instil the confidence” that theyneed toarticulate their experiences

with data, and that it alsomakes “you seem legitimate to someone else” (Younge In-

terview, 2021). Esther Lordieck outlined that practical advice on “concrete, tangible

things to do” canhelp to not feel “overrunby a feeling of powerlessness” (Lordieck In-

terview, 2021). Despite using different terms, these arguments strongly correspond

with academic research on resignation and with findings of my previous study, in

which participants argued that easy-to-follow practical advice could help against

resignation. However, Lordieck also emphasised that it was important to her to not

give users the impression that “if you adjust your devices’ settings the right way, ev-

erything is fine, but I think it is necessary to talk about this on a societal, political

level” (ibid.).

This hints at the counterarguments to including practical advice that many in-

terviewees brought up: that data protection advice is tricky or even pointless because sys-

temic solutions are needed. The creators brought up different arguments for this per-

spective.One line of argumentationwas that today’s technology is “so sophisticated”

and there is “so much asymmetric power” that “it’s not on us as individuals to use

theminaway that’s balancedandhealthy forus” (Jay Interview,2021).Suggesting in-

dividual solutions thusonly “allows them[thebig companies] toplayon their terms”,

whenwhat is really needed are “systemic solutions instead of these individual ones,

whichwon’t amount to anything” (Gaylor Interview,2021).This reiterates recent aca-

demic research that examined YouTube videos on surveillance resistance. The au-

thors, whose findings will be further discussed in chapter six, argued that while

“personal protection can superficially make people feel better”, this “small bandage

approach to systemic problems feeds into post-privacy mindsets” and “perpetuates

a feeling of helplessness beyond individual action” (Young and Pridmore Forthcom-
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ing). When calling for systemic solutions to datafication, several interviewed cre-

ators further compared challenges of datafication to the issue of climate change,

which is a similarly complex and systemic issue that is often approached through

individual solutions, such as using reusable bags for shopping or cycling to work

instead of driving.

Apart from being pointless, many interviewees further argued that individual

solutions to datafication shift responsibility to the individuals. Similar to academic

scholars (see above), they emphasised that “putting that burden on the individual”

is the “wrong approach” (Gaylor Interview, 2021) and that instead of “shifting every-

thing to the consumers, the legislator has to step in” (Reicherstorfer Interview,2021).

In her own research, interviewee Stoilova even found that “technical skills on their

own […] can actually increase the risk for children and the harmful outcomes” if they

are not fostered along with critical reflection (Stoilova Interview, 2021; see also Liv-

ingstone et al. 2021a).Onlywhen children learn technical skills togetherwith critical

thinking, she explained, can this lead to “better outcomes for children and reduces

risk” (ibid.). Jansen further stressed that this education cannot be provided by indi-

vidual actors such as NGOs, but that “a good data literacy strategy would be some-

thing that is offered […] in the system so that governments prescribe [it] in educa-

tional packages” (Jansen Interview, 2020).

Overall, the question of data protection advice remains a dilemma. The inter-

viewed creators in my study did not agree on a common stance towards whether or

not, howmuch, and what type of practical advice should be included in critical data

literacy resources. Often, the interviewees themselves saw both sides of the issues,

highlighting the advantages of practical advice as well as the risks that come with

it. Thus, the inclusion of practical advice remains challenging when implementing

critical data literacy into practice.

5.2.4 Challenges and Practical Considerations in Developing Critical Data

Literacy Resources

Apart from the already discussed dilemma of data protection advice, several other

challenges andpractical considerations in developing critical data literacy resources

were identified in the analysis.Three key challenges kept emerging in the different

interviews along with considerations on an educational use of the resources.
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Figure 15: Main themes and subthemes in the category “challenges

and practical considerations” in the expert interview analysis.
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Dilemma: Evaluating Resource While Protecting User Data

Thefirst of the three key challenges that was identified relates to two different state-

ments by the creators. First, they argued that it is generally a challenge to evaluate a

resource’s success or impact. Even if statistics about the resource’s use are measured –

for example through collecting user statistics or generating conversion rates (e.g.,

how many website clicks lead to how many email newsletter sign-ups) – one of the

creators, Stoilva, argued that this does not say much about the learning effect that

the resource had for its users.This uncertainty about the resource’s use and impact

is for her “one of the biggest shortcomings” of her project (Stoilova Interview, 2021).

The second challengewas thatmany intervieweeswanted to lead by example and

deliberately did not collect any user data in order to protect their users’ privacy. In most

cases, this meant not being able to make any statements on the resource’s use or

success.Whilemany interviewees were happy with this decision, one creator stated

that he would be “less extreme and a bit more pragmatic” if he designed another

resource since he has “no idea whether anyone has looked at it” (Parkes Interview,

2021). In other words, this creator would create a less privacy-sensitive resource in

the future in order to gain some knowledge on its use. Another interviewee found a

compromise in this dilemma: JulienSchekter outlinedhowhis project teamput con-

siderable effort into finding ways to measure their resource’s use while at the same

timeprotecting their users’ data.He explained the elaborate technical solutions they

implemented to collect user statistics in an entirely anonymous manner.4

Overall,however,most interviewees sawtheir resourceas successful,whichwasusu-

ally based on anecdotal feedback they received from users or educators. Consider-

ing the dilemmas around evaluating a resource and protecting user data, anecdotal

feedbackwas themain or only form of success evaluation formost creators. Two in-

terviewed creators furthermentioned that their resourcewas “critically […] verywell

received” (Gaylor Interview, 2020) and that they were nominated for and won sev-

eral awards and prizes for their resource (Gaylor, Schekter). Yet, this finding is not

without contradictions as another creator stated he was unhappy with the success

of his resource because his privacy-protecting measures made it difficult to reach a

large audience (Parkes Interview, 2021).

Funding of Resources

The interviewed creators further highlighted funding as a major challenge for de-

veloping critical data literacy resources. The interviewees spoke about the diverse

funding avenues for their resources, including state and national programmes and

4 They erased the five last digits of each IP address, getting only a rough area (e.g., country)

for each player; their game respected the “do not track” setting in people’s browsers; any data

that users entered was deleted; and they used the local storage in people’s browsers to allow

users to continue a game they had started without using any cookies or a log in.
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organisations,5 Federal and State Ministries,6 foundations, broadcasters, city gov-

ernments, and private donors. Diverging statements weremade on whether the in-

terviewees’ resources were affected by the funding. While some outlined how the fund-

ing influenced the way their target group was set (Stoilova), the topic and contents

decided (Lordieck, Parkes) or which format was used (Gaylor); others reported they

were given complete freedom from the funders for developing their resources (Re-

icherstorfer, Siegenthaler).

Overall, many interviewees reported on difficulties in finding funding. Some were

mostly self-funded (Younge, Yusuf, Truong) or hadminimal funding and thus were

unable to hire external designers or developers (Stoilova), which impacted their re-

sources. Ed Parkes further argued that when he was working with open data in the

public sector,he could “neverget anyone to fundapublic literacyprogrammearound

data” (Parkes Interview, 2021). In his view, not many funders would want to foster

people’s literacy and data transparency, but he rather thinks that “it’s in a lot of peo-

ple’s interest that that doesn’t happen” (ibid.).

A specific issue with funding that kept occurring in different interviews was

that the project-character is a challenge. Often, funding comes in the form of a project

withfinite financial and time resources.While this can give flexibility to the creators

(Parkes Interview,2021), several interviewees argued that this project-character had

adetrimental effect on theirworkand their resource.Theyemphasised that the short

time frame presented a constant challenge and, in some cases, did not allow for any

testing of the resource.Moreover, the project character oftenmeant that keeping the

resourceupdatedwas impossible as theproject isfinished,and it is “easier togetnew

money for new products than it is to update old products” (Jansen Interview, 2020)

– an issue that will be discussed in more detail below.Therefore, the creators called

for permanent funding for critical data literacy resources.

Sustainability

This leads to the next main theme identified in the analysis: several interviewees

highlightedhowdifficult it is tokeepanonline resourceup todate since the”web is increas-

ingly changing” (Gaylor Interview, 2021), and the resource should be “relevant to the

discussions that arehappening at themoment” (Stoilova Interview,2021).Moreover,

when other resources are recommended, there is a risk that they expire or the links

5 E.g., Swiss state federal programme “Youth and Media”; Canada Council for the Arts; British

Columbia Arts Council; National Fund Switzerland; German Federal Agency for Civic Educa-

tion; UK Information Commissioner’s Office.

6 E.g., German Federal Ministry for Justice and Consumer Protection; North Rhine-Westfalia

Ministry for Children, Families, Refugees and Integration; North Rhine-WestfaliaMinistry for

Culture and Science.
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change and thus they have to be checked regularly (ibid.). If the resource is inter-

active, some parts of it might also stop working for technical reasons: ”every few

months, there’s different aspects of it that break andwe have to fix them” (Gaylor In-

terview, 2021).Thismaintenance requires time and effort,which, due to the project-

character of many resources, often has to take place in the creators’ spare time.

For this reason, someof the interviewed creators explained that they already con-

sidered questions around sustainability during the development of their resource. For

example, Younge and Truong decided against building a very interactive resource

because they knew they would not be able to provide the long-term maintenance

(Younge andTruong Interview,2021).Others purposely includedno current real-life

examples but set their resource in a fictional future to prevent it from outdating too

quickly (Reicherstorfer Interview,2021), or contacted the creators of other resources

they recommended to ask how long their resources would be online (Siegenthaler

Interview, 2021). Finally, Jansen explained that another way to ensure longer sus-

tainability is to include more generic rather than detailed content in the resource,

although this, on the other hand, reduces the “added value” of the resource (Jansen

Interview, 2020).

Apart from these valuable recommendations on how to consider sustainabil-

ity when designing a resource, I was interested in finding out how many of the

resources were still updated. Overall, five creators stated that their resources are

not updated anymore (usually due to their project-character) and four explained that

they are still updating their resource.This could be by adding new content andmaking

sure the resource works on a technical level (Schekter), by regularly checking all

recommended links and examining if the content is still up to date (Siegenthaler),

addingnew recommendations (Stoilova) or evenplanning a relaunch of the resource

(Lordieck). Yet, one creator questioned if sustainability should even be desirable for

such resources. In his view, these resources are “un-updatable” as they represent

“a snapshot of a moment in time of the way that the web worked and we built

something with that set of assumptions” (Gaylor Interview, 2021). Because the

internet is changing continuously, but also because he as an artist would rather

focus on new projects than having “the burden of maintaining these for the rest of

my career”, Gaylor sees updating these resources as undesirable and rather argues

that an appropriate way of archiving digital works is needed. This demonstrates

that there are many open questions and dilemmas regarding the sustainability of

online critical data literacy resources.

Interest in Using Resource in an Educational Setting

A final main theme was that many of the interviewed creators expressed explicit

interest in a use of their resource in educational settings. Overall, eight of the ten

interviewees reported interest from educators in their resource. Particularly teach-

ers often reached out to the interviewed creators to express their interest, to share
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feedback that they found the resource useful in their teaching, or to ask for further

material. These perspectives on critical data literacy resources by educators will be

investigated inmore detail in the next chapter (5.3).While some creators stated that

their resourcewas not necessarily created for use in a formal education setting, oth-

ersdescribed this as the“dreamuse case” for their resource (Younge Interview,2021).

In this context, Esther Lordieck further highlighted a relevant point, arguing that

creators of critical data literacy resources require both expertise in understanding

datafication as well as pedagogical expertise (Lordieck Interview, 2021). This again

highlights the crucial work of resource creators in this field, constituting an inter-

mediary between academic knowledge and educational settings.

5.2.5 Conclusion and Discussion

In total, twelve main themes in three different categories were identified in the

analysis of the resource creator interviews. Some findings constituted strong,

relatively homogenous themes that most or all interviewees seemed to agree on,

but the analysis also revealed several contradictions. In some cases, the themes

represented dilemmas rather than a coherent opinion: the interviewed creators did

not necessarily agree on a solution, but the same issue (e.g., fear-based approaches

or sustainability) kept emerging for nearly all of them. Apart from that, issues that

are debated controversially in academic research also appeared to be controversial

for the interviewed creators (e.g., the dilemma of data protection or the challenge

of designing target-group specific resources). Overall, the expert interviewees

agreed on the importance of educating about datafication and they called for more

critical data literacy resources, for more research on education about datafication,

a stronger public debate on these issues and for systemic solutions that go beyond

the individual approach of fostering people’s literacy.

Goals: What Does a ‘Critically Data Literate’ Citizen Look Like?

Although it was highlighted that literacy is a never-ending process and a ‘fully lit-

erate’ person does not exist, the interviewed creators voiced many specific goals for

their resources – outlining their understanding of critical data literacy.They aimed

not just at raising people’s awareness of data systems but wanted to demystify tech-

nology and foster understanding of how data systems work. A key goal of the in-

tervieweeswas to encourage critical thinking.Through their resources, theywanted

to provide people with frameworks to think critically about datafication, the risks

and harms that come with it and how this might affect them, and to support learn-

ers in gaining deeper understanding of the systemic forces and structures behind

processes of datafication. Such systemic, structural understanding is a key aspect

of the critical datafication literacy framework that is being developed throughout
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my study and is a perspective that, as argued in chapter 2.2, does not yet get enough

attention in existing academic critical data literacy concepts.

Apart from understanding and critical reflection, the creators wanted users of

their resources to take action. A common criticism about literacy approaches is that

there is no clear idea of what follows once someone is ‘literate’. For the interviewed

creators, literacy included the goal of taking action and they outlinedmany specific

actions they wanted their users to take. In part, this included common approaches

such as advice on how to better protect one’s data online or how to make informed

decisions on which services to use, that are also suggested by critical data literacy

scholars (e.g., Pangrazio and Sefton-Green 2020). However, many interviewees

recognised the limitations of such individual steps and of citizens’ agency, and

promoted approaches that go beyond the individual level. Several encouraged their

users to take political or societal action or wanted to contribute to a movement.

These constitute unusual approaches, which are rarely found in academic concepts

of critical data literacy but recall the goals of (re-active) data activism that educates

about as well as fights against the datafication of our societies (see chapter 2.1).

However, while data activists encourage “practices of resistance” such as “self-

defence, civil disobedience and disruption” (Milan and Gutiérrez 2015, p. 122; Milan

and van der Velden 2016, p. 67), the interviewed creators aimed to support citizens

in enacting their democratic right to make their voices heard.

The interviewees further argued (and, in part, criticised) that citizens need the

“right” language in order to take part in public debates and to be taken seriously. For

this reason, several interviewed creators aimed to provide people with such “data

language” through their resource.This approach to empowering citizens of datafied

societies is not very present in the critical data literacy literature but constitutes a

key insight on how to engage citizens in public data debates. Another goal of the

interviewees was to enable citizens to educate others. This is in line with scholarly

calls for starting a “chain reaction” of critical thought (Markham 2019, p. 756) and

supporting “networks of literacy” (Carmi et al. 2020, p. 12).

Strategies and Principles for Implementing Critical Data Literacy

into Practice

When analysing the creators’ strategies and principles for implementing critical

data literacy into practice, several divergent findings emerged.However, therewere

also approaches that all interviewees seemed to agree on: for example, that it is im-

portant to create personal involvement to overcome people’s “issue fatigue” (Yusuf

Interview, 2020). Ways to achieve this included connecting to people’s real-life

experiences, using personas and supporting people in forming their own opinion

rather than telling them what to think.These approaches correspond with scholars

who argue that educators should not try to convince learners that certain data

practices are good or bad (Fontichiaro et al. 2017; Markham 2019), but rather act as
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“problem posers” (Aliakbari and Faraji 2011, p. 80), who present learners with real-

world problems and enter into dialogue with them (Freire 2017). Concrete imple-

mentation examples by the interviewed creators included using open questions or

including stories that promote a certainnarrative rather than simply telling learners

that narrative. Moreover, some creators called for presenting users with different

future scenarios of a datafied society to create personal involvement. Similar calls

for different future imaginaries have been made by academic scholars, for example

Gray et al., who aim for “infrastructural imagination” about the creation and use of

datasets (2018, p. 3).

Similar to the student users in my prior study (Sander 2020c), the interviewed

creators expressed divergent opinions on how negative or scary a resource should

be and if fear should be used to get people personally involved. Although some cre-

ators admitted that fear does get people’s attention,most agreed that scaring people

was not the right approach but that critical data literacy resources should rather be

colourful and fun.Amain theme thatwas identified,and thatwas in linewith the lit-

erature,was that resources should be easily accessible and engaging, for example by

using interactive and playful approaches (e.g., D’Ignazio and Bhargava 2015; Iliadis

andRusso 2016;Markham2019; Ahlborn et al. 2021).Moreover, the interviewees’ call

to use tangible, non-stereotypical visualisations to materialise the intangible world

of data matches scholarly findings (e.g., D’Ignazio and Bhargava 2015; Windeyer

2019; Pangrazio and Selwyn 2020). A novel finding in this context was further that

several creators suggested that a critical data literacy resource should constitute an

“experience” in itself, which leads people to new insights.

Apart from that, most creators emphasised the importance of developing tar-

get-group specific resources and to adapt the resource to people’s narratives. In this

context, one interviewee defined literacy as explicitly different from persuasion or

propaganda since it considers people’s different existing narratives, adapts to these

and empowers people to form their own opinions (Gaylor Interview, 2020).This fo-

cus on people’s existing narratives constitutes a highly relevant approach to literacy

that is not much discussed in critical data literacy scholarship.The general need for

target group specific resources, however, aligns with scholarly research on critical

data literacy, which has emphasised the need to consider different populations and

“address different social contexts”, particularly of marginalised communities, and

has argued that “a ‘universal’ one size fits all solution” for data literacy is not possible

(Carmi et al. 2020, pp. 16; 11).However, the interviewed creators also reported on the

difficulties of implementing this intopractice–for examplewhenaddressinga large

audience – and of reaching their intended audience.Moreover, the analysis demon-

strated that many resources originated from larger background projects, such as a

research project or a journalistic investigation; were informed by theory; or applied

extensive testing – all leading to well-founded decisions on content and design.
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Finally, the question of providing data protection advice remained a dilemma.

Although, or possibly because, it could not be solved here, this dilemma constitutes

one of the most significant findings of this analysis. Already in chapters 3.4 and 5.1,

the difficult balance between empowerment versus a shift of responsibility was out-

lined.Although Ididnotbringup thisdilemma in the interviews,many interviewees

acknowledged the issue anddiscussed it in detail. Several interviewees stressed that

they did not want to shift “the burden of time and responsibility” to the individual,

as expressed by scholars Pangrazio and Selwyn (2019, p. 425), and they further high-

lighted that the individual citizen’s agency is limited, and systemic solutions for is-

sues around datafication are needed.This correlateswith academic research, for ex-

ample byYoungandPridmore,whoargue that “personal protection can superficially

make people feel better” but is a “small bandage approach to systemic problems”

(Forthcoming). In the same context, several interviewees drew parallels to individ-

ual solutions in the area of climate activism–a comparison thatmay also be fruitful

as a metaphor when educating about datafication. On the other hand, many inter-

viewees highlighted that data protection advice can empower people, foster their

confidence, and help against feelings of powerlessness, as also suggested in the lit-

erature (e.g., Bilstrup et al. 2022).

Challenges and Practical Considerations

As a first key challenge, the expert interviewees reported that it is generally diffi-

cult to evaluate a resource’s ‘success’, but it is evenmore difficult if its creators want

to lead by example and develop a privacy-sensitive resource that protects its users’

data. For this reason,most interviewees’ assessment of their resource’s success was

based on anecdotal feedback. Secondly, funding for critical data literacy resources

can be difficult to find; can sometimes affect the resource’s content or format; and –

most crucially – often comes in the form of time-limited projects with tight dead-

lines and little opportunity for extensive testing or long-termmaintenance. Related

to this, the third major challenge was the sustainability of critical data literacy re-

sources. Although several interviewees outlined that they considered sustainability

in the design of their resource and provided valuable advice for keeping a resource

up to date, half of the resources in this sample were not updated anymore and will

likely be outdated soon. However, one creator also called the goal of sustainability

into question and instead called for better archiving opportunities.This open ques-

tion as well as the other controversies that emerged in the interview analysis will be

further discussed in chapter six.

Finally, although not all resources were intended for usage in formal education

settings, many creators reported interest from educators in their resource. In par-

ticular,many had received feedback from teachers who liked using their resource in

the classroom.This highlights the value of online critical data literacy resources not

just for reaching individual citizens, but also for supporting educators in address-
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ing topics around datafication in their teaching.The next chapter will providemore

details on educators’ experienceswith the topic of datafication aswell as their needs

and wishes for critical data literacy resources.

5.3 Teaching about Data – Educators’ Perspectives, Experiences and
Needs

In order to investigate and learn from educators’ experiences with the topic of dig-

ital technologies and datafication and their needs and wishes for critical data liter-

acy resources, a qualitative survey with 57 participants from a variety of educational

backgrounds was conducted. The survey demonstrated that educators already ad-

dress a wide range of topics around digital and data technologies in their educa-

tional practice, and that they often follow similar goals andmethods as identified in

the previous chapter. Moreover, many surveyed educators found resources such as

the ones examined in chapter 5.1 useful. Novel and, in part, divergent findings were

identified on the practical skills the survey participants aimed for, theway they com-

bined critical with practical approaches, and their stance towards shocking learn-

ers to engage them.The participants further highlighted several challenges for ed-

ucating about digital technologies and using online critical data literacy resources.

In particular, the interplay of open and closed questions in the survey led to new

findings on educators’ perspectives on teaching about data that complemented my

study’s previous two empirical perspectives and provided valuable insights for the

further development of the critical datafication literacy framework.

5.3.1 Learning from Educators from Different Backgrounds

Thefirstfindingof the surveywas that topics arounddigital technologies anddatafi-

cation are already being addressed by educators from a variety of backgrounds. As

intended by the sampling (see chapter four), the survey included educators from

many different areas of education and nationalities. In total, 18 nationalities and

countries of residence were represented, with the majority of participants living in

Germany (24), 14 in the UK, eleven in other European,7 and seven in non-European

countries.8 Gender and age also showed a diverse and even near-equal distribution,

with 30 female and 23 male participants (4 preferred to omit their gender), and be-

tween 11–18 participants in each of the 10-year age spans between “30-39” and “over

7 In order of numbers of participants: Austria, Netherlands, Hungary, Spain, Cyprus, Switzer-

land, Turkey, Italy, Denmark.

8 In order of numbers of participants: Argentina, Nigeria, Colombia, Saudi Arabia, Australia,

US, Canada.
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60” (only one participantwas younger than 30).These findings begin to highlight the

diversity of educators interested in teaching about digital and data technologies.

However, the most relevant finding in this context concerned the professional

background and the subject area of the surveyed educators. As illustrated in figure

16, the sample showed a strong predominance of educators working in formal edu-

cation and specifically in higher education (34 participants). While this may be an

adequate representation of the areas of education in which data topics are already

covered, it may also be explained by the study’s non-representative sample. Either

way, this predominance of formal education fields should be kept in mind when

interpreting the survey findings. Yet, it should be noted thatmany participants who

indicated that they worked in higher education also worked in other educational

areas, such as teacher training or adult education.9 The second most common

area represented was the school (primary and secondary, 18 participants), closely

followed by “teacher education / training” (17) and “adult / further education” (14).

Fewer participants worked in the non-formal education sector (8), civil society (6) or

vocational training (4). Three indicated additional areas such as “business leaders,

leaders in the public sector”, one participant worked in a library, and one in a pre-

school.

Figure 16: The surveyed educators’ areas of education.

Moreover, a total of 22 different roles – from professor to high school teacher

to privacy trainer –was identified, andmany participants used an open text field to

9 All numbers and figures in this chapter include such duplicates, e.g., participants working in

several areas (such as higher education and teacher training).
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specify the context inwhich they taught about data anddigital technologies.This re-

vealed a number of specific contexts, such as teaching in a school with a digital skills

pathway, providing further training for kindergarten staff on digital and data tech-

nologies, or giving courses on journalismor screenwriting.Theparticipants’ subject

contexts also differed widely and included, among others, media education, infor-

matics, politics and economics, Italian, Greek, and even religion.These novel find-

ings highlight that educators in various educational settings already educate about

digital and data technologies. This diversity is at the same time an opportunity to

establish critical data literacy approaches in a variety of subjects and fields, and a

challenge as all of these different contexts require different approaches in practi-

cally fostering such literacy.

5.3.2 Educators’ Experiences and Goals for Teaching

about Digital and Data Technologies

Teaching about Different Aspects of Digital Technologies and Datafication

A key goal of the survey was to learn about the topics that educators cover when

teaching about digital and data technologies, and their goals for this education.

Among others, the survey tested whether the surveyed educators’ topics for their

teaching were in line with imbalances in academic digital and data literacy ap-

proaches. These discourses show a predominance of general topics around the use

and content of digital technologies (e.g., “Where can I find information online?”)

and attempts to promote a more secure internet usage (e.g., “How do I recognise

safe websites?”) in contrast to more complex topics around (big) data systems and

algorithms (e.g., “How do algorithms work?”) or the way they affect society (e.g.,

“How is my data used online?”).

The findings demonstrated that the majority of surveyed educators felt very or

extremely well-equipped (77%) and experienced (61%) to teach about digital technolo-

gies generally, and nearly as many felt well-equipped (70%) and experienced (61%) to

teach about societal implications. This represents a contrast to scholarly approaches

to digital and data literacy, which only rarely address societal implications of dig-

ital and data technologies. Educators’ confidence in fostering reflection of digital

technologies constitutes a significant finding, particularly as the survey’s sampling

did not specifically address educators with critical perspectives. However, it should

be noted that it is unclear which implications educators addressed, and this could

range from more basic aspects such as how digital media have changed our per-

sonal communication to more advanced questions around the consequences of au-

tomated decision-making systems.

Only about half of the educators (52%) felt very or extremely equipped to teach

about data security, and this topic emergedas theone that the least educators felt very

or extremely experienced in (32%). This stands in contrast to the literature and the
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analysed resources, in which a more secure internet usage and protection of one’s

data was a common theme (see chapters 2.2 and 5.1). Finally, and corresponding to

the literature, the topic of (big) data systems and algorithms reached comparatively low

numbers, with 42% indicating that they felt very of extremely well-equipped, and

39% feeling very or extremely experienced in this topic.

Figure 17: Total numbers of surveyed educators indicating howwell-equipped they feel to

teach about the four given topics.

Figure 18: Total numbers of surveyed educators indicating how experienced they are in teach-

ing about the four given topics.

On average, across all topics, only 13% of the surveyed educators felt not at all or

slightly equipped, and 25% felt not at all or slightly experienced in teaching about

digital and data technologies. Thus, the educators overall felt fairly well-equipped

(average per topic between 3.4 and 4 on a scale of 1–5), and also well, but a little less

experienced (average per topic 2.9 to 3.6). These are positive findings as they sug-
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gest that of those educators who are interested in teaching about digital and data

technologies, many feel that they to have the knowledge, resources and experience

to do so.However, distinct differences between topical areas could be identified and

the surveyed educators highlighted a number of challenges in teaching about digital

and data technologies (see section 5.3.4).

Topics and Goals of the Educators

Apart fromasking about pre-defined topical areas basedon the literature, the survey

also invited educators to expound on the topics and goals of their teaching in several

open questions. Several of the themes and the three categories that were identified

resembled the findings of the previous chapter: topics and goals; methods and ap-

proaches; and challenges, needs andwishes.However, due to the open nature of the

survey,participants coveredverydifferent aspects in their answersandsomethemes

weremuchmore common than others. To illustrate this and improve transparency,

the data visualisations in this chapter use different colour shades that represent the

number of participants who were found to support each subtheme (see fig. 19, 21,

23).

Overall, the participants clearly providedmost informationon thefirst category:

topics and goals. Nearly every participant expressed some perspective on their top-

ics and goals, and nearly 200 codes were identified in this category. The first find-

ing when analysing these was that “teaching about digital and data technologies”

can include an extremely wide range of topics: from a general understanding of the

internet to the psychological mechanisms in digital technologies and the attention

economy; from identifying fake news to understanding data privacy laws; from us-

ing office software to applying data analytics. This wide range of topics on the one

hand shows why it is so difficult to develop succinct definitions of digital or data

literacy and why implementing these literacies into practice and into curricula is

challenging. On the other hand, it also highlights howmany different skills and un-

derstandings citizens need to navigate our digital and datafied societies and why

digital and data literacies are so urgently needed.

In total, three main themes and 18 subthemes were identified in relation to the

educators’ topics and goals (see fig. 19). While many of these showed remarkable

similarities to the creator interviews, it is important to keep in mind that some

themes were only brought up by a small number of participants. Not being able to

make assertions about how the rest of the educators in the sample feel about these

subthemes is a limitation of the qualitative survey approach. However, in some

cases this limitation could be addressed by combining these results with the data

derived from the closed questions.
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Figure 19: Main themes and subthemes in the category “topics and goals” in educator survey.
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Key Goal of Educators: Understanding and Reflection of Digital Technologies

A large majority of 46 of the 57 educators emphasised some aspect of understand-

ing or reflection as a goal for their teaching about digital and data technologies. A

first strong subtheme that could be identified was that educators wanted learners

to understand how digital and data technologies work. This was highlighted by 27 ed-

ucators in total, and encompassed both technical and infrastructural aspects, such

as learning about algorithms, big data, how search engines work, how data is used,

the “myth of objective knowledge” (participant 209), or the business models behind

digital services (mentioned by five participants). Butmore complex topics were also

mentioned, such as “educational and communications policy around digital media”

(345), the “economy of attention” (209), understanding “the social factors shaping

technology” (202) or that “societal decisions on technology affect all of us” (122, own

translation).10 These aspects show strong similarities to the resource creators’ goal

of understanding how technology works and unpacking shortcomings, which was

detailed in chapter 5.2. Some educators further provided detailed elaborations on

the kind of understanding that learners need:

Firstly, I believe the learners must understand that data practices and narratives

are various and represent a complex problem. There are several orders of elements

imbricated that must be disentangled.

Firstly, the several beliefs and dispositions around data stem from the philo-

sophical problem of an external reality that can be perfectly and objectively cap-

tured. The discourses about metrics and data as source of objective information

are not new, and have been the drivers of what we see nowadays as an excessive

hope on what AI systems and data-driven technologies can do for us.

Secondly, I believe they must understand that we live in a post-digital soci-

ety. Therefore, it is not enough to understand the digital as it is, but it is relevant

to engage with the techno-structure, with the data infrastructures that shape our

experience as users […]. (209)

This educator’s third point – that “this type of engagement is political” –will be dis-

cussed below.These statements represent a thoughtful attitude to educating about

data, which strongly correlates with goals for my preliminary critical datafication

literacy framework and shows strong parallels to the creators’ goals of a ‘systemic

understanding of data and technology’ and ‘promoting critical frameworks’ (see

chapter 5.2). Beside these comprehensive or systemic types of understandings,

some educators aimed for a technical understanding of digital and data technologies,

for example of “how encryption works” (339) or of “secure communications and

data collection, storage and sharing” (316). These technical understandings were

not common among the interviewed creators or in academic approaches to critical

10 All originally German quotes in this chapter were translated into English.
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data literacy, again emphasising the wide variety of topics that can be covered by

education about digital technologies.

Another strong subtheme that was identified was that educators aimed to teach

about how technology affects us and our societies. In total, 23 educators emphasised

this goal. They highlighted general objectives such as educating about the “social,

political and economic implications of digital media and (big) data” (226), or how

digital technology affects different societal sectors (e.g., work, consumption or

communication). Yet, specific aspects were also mentioned, including how digital

technologies affect democracy and “how they are used in political communications”

(196), or teaching about “media effects research (physical, psychosocial and cognitive

implications of screen media)” (102). Moreover, a small number of educators high-

lighted implications of digital technologies on teaching and learning themselves.

These educators aimed to teach about “changes in learning and thinking through

the use of digital media” (229), “the limits of educational technology” (345), and the

“effect of [the] EdTech sector on education policy” (102).This is a significant finding

as these topics are not commonly considered by critical data literacy scholarship –

although considerable critical research on the datafication of education exists (e.g.,

Williamson 2017; Hartong and Förschler 2019; Manolev et al. 2019). Nonetheless, it

is understandable that this is a perspective that is of interest for educators.

Related to this, a number of educators specified that they aimed to educate

people about power relations in digital technologies as well as their agency and data rights.

While this was onlymentioned by six participants, it constitutes an important novel

finding as this does not get much attention in critical data literacy scholarship,

nor in the analysed resources (see previous chapters). Yet, these educators seemed

to have very specific ideas for teaching about power in relation to technology, for

example that learners should “understand how society shapes technology and how

technology shapes society, and what role power and agency play in these things”

(301). Others mentioned teaching about people’s “own data rights” (181) and “what

they can do but also how what they do is small compared to the change that’s

needed” (321).This last aspect constitutes a significant finding, as it again highlights

the need for systemic solutions, which has already been identified in the inter-

view analysis. However, as will be further discussed below, several other educators

nevertheless saw individuals as responsible to protect their own data.

Two further common goals of educators were to teach about risks and dangers of

digital technologies, and – related to this – to foster critical thinking or reflection. Apart

from risks to people’s privacy, some educatorsmentioned very specific aspects such

as “danger of personalisation for forming an opinion” (122), the “digital divide” (292),

“ability to recognise bias” (289) or “understand how software/ algorithms can dis-

criminate” (202), demonstrating an advanced knowledge level. Many of these ed-

ucators further specifically highlighted critical thinking, ethical thinking or criti-

cal reflection as key goals. Some emphasised that “technical perspectives” and skills
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are less important to them than “analytical-reflexive abilities” (174) and “social sci-

entific perspectives as well as understanding the bigger picture” (172). These posi-

tions stand in contrast to academic data literacy concepts,which show a clear domi-

nanceofpractical-instrumental approaches,aswell as to studies thathave identified

apredominantly “instrumental and technical approach” todata topics in educational

institutions (Raffaghelli and Stewart 2020, p. 448). This is a particularly significant

findingwhen considering that the survey sample – in contrast to the interview sam-

ple –did not specify that educators should be interested in fostering critical perspec-

tives to digital anddata technologies.However, these positions are verymuch in line

with this study’s preliminary critical datafication literacy framework.

One educator further provided details on their approach to fostering critical

thinking:

I prefer to combine critical media scholarship on big data with analytical applied

ethics studies. […] Rather than a principled debate, a process oriented balancing

discussion is encouraged to promote critical thinking. […] I also prefer this process

oriented debate so that the students are prepared for an ethical thinking on un-

foreseeable yet emerging technologies. (282)

This is a particularly relevant approach as it not only encourages learners to form

their own opinions through critical thinking and discussion, but it also invites

learners to apply this critical thinking to future developments of digital technolo-

gies. Considering the fast-changing landscape of digital and data systems, this

approach could provide a more sustainable solution. Moreover, this correlates with

approaches of politische Bildung, which emphasise continual adaption of topics to

address current societal challenges (see chapter 3.2). Furthermore, twelve educa-

tors indicated that they teach about digital and data ethics and laws. This is another

topic that is not common in academic critical data literacy approaches, nor was

it identified in the creator interviews. The educators detailed several legal aspects

they covered in their teaching: media law, copyright law, privacy law, media ethics

and data ethics. Particularly the last three constitute relevant topics for critical

datafication literacy in the sense of systemic understanding and critical reflection

of the datafication of our societies.

Finally, some educators aimed to promote a specific critical opinion or attitude

in their teaching. For example, two educators, referring to the use of educational

technologies, wanted their learners to understand about “data assemblages, false

promises and broken dreams” (209) and that the “use of digital media/content

does not replace pedagogical decisions of the educators” (229). Others specified

that they wanted learners to criticise the “individualisation” of digital technologies

(102), to see the “dangers of a cybernetic control society” (174), or to understand

“the necessity of a political-societal design of new technologies” (233). By aiming
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for learners to take a specific stance towards digital and data technologies, these

educators seem to take a normative approach in their teaching. Although the goals

themselves are similar to other themes outlined above, this normative approach

somewhat contradicts prior findings of letting learners form their own opinion (see

chapter 5.2). However, one educator who took this normative stance also wondered

how they can balance “sober informational description and charged room for in-

terpretation (through science fiction, drastic examples)”, yet also take a position

themselves (174).

From Basic Usage Skills to Digital Self-Defence:

Educators Aim for Practical Skills

Besides promoting understanding and critical reflection, a second key goal of the

educators was to foster their learners’ practical skills. In total, 33 of the 57 educators

indicated aiming for practical competences in some form. However, what kind of

skills the educators fostered differed widely among the survey participants. More-

over, some contrasts between participants’ goals in terms of understanding and their

goals in terms of skills were identified. For example, participant 249 teaches digital

and web design as well as website administration – very practical usage skills that

do not indicate a particularly critical or reflective attitude.However, the participant

detailed critical reflection, engaging with surveillance capitalism and with surveil-

lance through digital technologies as key goals for their teaching. This important

finding highlights that critical and reflective perspectives can also be included in

teaching that is very practical and focussed on technical skills, and that educators

who teach usage skills do not necessarily endorse an unreflecting, enthusiastic use

of digital technologies.

This finding further helps to interpret the fact that many educators aimed for

practical usage skills. Several indicated fostering basic usage skills for digital tech-

nologies, such as using office technologies or aiming for “basic facility in accessing

and using technology” (345). This is another example for the importance of under-

standing the data in its context, as participant 345 continues:

but my primary aimwould be to do with CRITICAL digital literacy, based on a con-

ceptual understanding of how these media are used to communicate, how they

are produced and used, and how they represent the world. (345)

This again emphasises the above finding that teaching technical skills can go hand

in hand with a critical perspective. A similarly usage-focused goal of educators was

to foster learners’ researching skills, such as using “technologies for news gathering”

or being able to “detect fake news” (148).Other educatorswanted to support learners

in creating content, promoting, for example, “production skills for social media” (319),

https://doi.org/10.14361/9783839473788-008 https://www.inlibra.com/de/agb - Open Access - 

https://doi.org/10.14361/9783839473788-008
https://www.inlibra.com/de/agb
https://creativecommons.org/licenses/by/4.0/


182 Critical Datafication Literacy

“social media strategy” (112), “thinking creatively” and “writing for the web” (141), or

“online community management” (319).

A small number of educators also aimed to foster skills of using and analysing

data, such as “statistical literacy” (289) or data visualisation. One also taught “skills

to anal[y]ze school related data (e.g., general achi[e]vement data, competence

measur[e]ment, etc.)” (186). This highlights another novel finding: several educa-

tors wanted to foster skills for using technologies for teaching, such as “using ICT in

classroom, LMS [Learning Management Systems], analysing general educational

data” (186), or using “learning analytics [and] AI in primary education” (270). Many

of the indicated practical skills stand in contrast to the strong emphasis on critical

reflection outlined above. This controversy might be explained by divergent opin-

ions of different educators; however, it is also possible that these educators – as

highlighted above – aim for practical skills as well as a critical perspective.

Besides the basic usage skills outlined thus far, the second most common skill

that educators wanted to foster was digital self-defence or data security. Thirteen edu-

cators in total indicated this goal. The educators’ responses included different di-

mensions of data protection, from data security, the “correct and secure use of IT

products” (206) and the“technical details of password selectionandprotection” (339),

to aiming for a more critical and empowered use of digital technologies. This in-

cluded “digital selfdefense (ethi[c]al tools, alternatives to big tech)” and learners tak-

ing “control of their own data [and] avoid[ing] tracking and surveillance and ma-

nipulation” (341) – similar approaches to those suggested by the examined online

resources.

Finally, and related to the prior theme, some educators aimed to support their

learners inmaking informed decisions on technology use.One educator summarised this

goal under the term “tech intuition”:

Tech intuition: the ability to make confident decisions about technology due to

an understanding of social impact even if lacking a full understanding of the nuts

and bolts of every tool or system. (316)

This definition constitutes a novel and particularly relevant approach to educat-

ing about data systems as it admits to a common problem in this education: the

functional workings of these systems are often unknown and impossible to un-

cover. Aiming for an ‘intuitive’ approach to make informed decisions based on

social impact constitutes a valuable solution to this issue. Others aimed for “critical

consumption” (173) or, likely relating to educational technologies, wanted people

to “choos[e] a digital tool based on pedagogical criteria” (256). Especially these last

two themes – the goals of data protection skills and informed decisions – show

strong similarities to my prior findings from the content analysis and the expert

interviews, and to my preliminary framework for critical datafication literacy.
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Supporting Learners in Taking Action

Finally, someeducators also aimed for learners to take action–a theme thatwas very

common among the interviewed creators. Most of the ten educators who indicated

this goal wanted to support their learners in actively shaping the digital society. One

educator, whose elaborate definition of critical data education was already quoted

above, detailed:

Thirdly, that this type of engagement is political. To be a citizen in the post-digital

society is to engage in participatory processes to decide and control about the data

extraction, classification, label[l]ing, and of course usage, particularly if there is

monetisation of our data. (209)

This understanding of citizenship in modern societies is reminiscent of academic

definitions of “data citizenship” (Carmi et al. 2020, p. 3) or of “digital citizenship in

a datafied society” (Hintz et al. 2019, p. 19). Other educators made similar points,

emphasising the goal of “actively helping to shape the digitising society” (218) and

highlighting that “in society, decisions are made that affect all of us […] willingness

and interest [are needed] to engagewith societal challenges” (122).These arguments

and goals, which are supported by a closed question on the importance of political

and societal action (see below), correspondwith the creators’ goals outlined in chap-

ter 5.2.

A related goal of the surveyed educators was to enable learners to use data for

good and support people’s data sovereignty. This is a novel finding that has not come

up much in the prior analyses. These educators wanted to show learners “how to

empower themselveswith their data”, taking “a proactive approach”,which includes

“data sovereignty, Open Data for learning, [and] Open scholarship and open data”

(341). Another novel theme that emerged was that a small number of educators

aimed for learners to participate in the development of digital technologies, hoping that

learners could take part in “user-centric development” and could “critically evaluate”

suggestions in this process (96).

Overall, the educators outlined a wide range of topics that they cover in their

teaching about digital and data technologies. Many parallels to prior findings

emerged, particularly in regard to educators’ goal of understanding and critical

reflection of digital technologies.However, some novel approaches and divergences

from the previous findings could also be identified, such as different ideas of skills

and actions that learners should take. The next section analyses the ways in which

educators try to reach their educational goals.
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5.3.3 How Do Educators Teach about Digital and Data Technologies?

Educators’ Access to Information and Educational Material

Overall, the survey identifiedmanyparallels between the educators’ preferredmeth-

ods and approaches to teaching about digital and data technologies, and the previ-

ousfindings ofmy study.Thefindings onhoweducators inform themselves andfind

teaching material were encouraging. After literature, which 35 participants indi-

cated as a source for information, the secondmost common sourcewas the internet

(22 participants); followedby colleagues, friends or communities of learning (15); ed-

ucational formats such as courses,workshops or talks (13); andnewsmedia (10). Less

commonly mentioned sources of information were institutions or organisations (6

participants), participants’ own research (6); videos, movies or documentaries (5);

surveying the technology or industry landscape and discourses (3); podcasts (2) and

museum exhibitions (1).

Overall, these findings show that choosing an open design for this question and

coding it afterwards was the right approach, as these answers include several op-

tions I could not have foreseen.This included that educators read “policy materials”

(295) and “trade regulations”or “reports from inquiries, commissions, regulatory in-

vestigations, thinktanks” (196); that they survey the technology industry discourses;

and that theyusemuseumexhibitions as a source of information.Moreover, thepre-

dominance of literature rather than the internet as the most common source of in-

formationwas a significant finding considering the fast-changing landscape of dig-

ital technologies. Equally, I underestimated the importance of learning from one’s

colleagues, which reemphasises the already highlighted approach of “networks of

literacy” (see prior chapters and Carmi et al. 2020).

Particularly the findings on how educators find teaching material offered valu-

able insights:most surveyed educatorswhoprovided information on this foundma-

terials online (17 participants), followedby literature (12).Thepopularity of the inter-

net to identify teachingmaterial is encouraging considering the large amount of ex-

istingonline critical data literacy resources examined in chapter 5.1.Apart fromthis,

twelve participants indicated that they create their own resources. Reasons for this

included that participants were unhappy with existing materials, have “not found

ready-made in exactly what I am teaching” (196), or found that “materials from cor-

porate e-learning providers tend to be inaccurate, and free resources are usually just

marketing vehicles for commercial products” (289). In addition, some gave details

on how they create this material, for example that they include “current events and

debates” (196) or build on ideas that “emerged in situations of (further) training,

through experiences and questions of the participants, which led to discussions”

(102). Finally, educators indicated that they also find material through institutions

or organisations (4 participants), lectures or talks (4), news media (3), colleagues (3)

or documentaries (1).
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Resources Recommended by Educators

Additionally, many educators provided specific examples of educational resources

they have used in the past.This led to novel findings as it gave a first idea of whether

the resources examined in chapter 5.1 –and similar ones–are foundandusedby ed-

ucators.The first finding here was that existing collections of online resources were

mentioned: two educators indicated using the database by the Critical Big Data and

Algorithmic Literacy Network and one mentioned the guidebook published by Jess

Brand and myself as a source for material. Both of these also acted as sources for

the sampling in chapter 5.1. Moreover, two resources from the content analysis it-

self were mentioned: the video series “Screening Surveillance” by The Surveillance

Studies Centre, Canada (R63), and the Advocacy Assembly website with courses on

various topics, including privacy (R5).

Apart from that, several resources in a similar style and structure to those anal-

ysed in chapter 5.1 were recommended by the educators, for example websites with

learning and teaching material specifically for kids (Österreichisches Institut für

angewandte Telekommunikation [no date]; Seitenstark e.V. [no date]); a comic-es-

say on “dimensions and implications of the groundbreaking technology, discussing

important opportunities and limitations” (Schneider and Ziyal 2019); and a website

on a research project that aims to “support educators in improving their critical data

literacies” and includesmodules on different topics arounddata, justice and politics

and collects interactive tools (Kuhnet al. [nodate]).These recommendations suggest

that the online resources analysed in my study seem to be on the right track. Apart

from that, novel formats were identified, such as LinkedIn Learning resources, a

symposium,exhibitions, theatreplays andmovies and institutionalwebsites (for ex-

ample from state institutes for teacher training or associations of educators).More-

over, several more practice-oriented resources were mentioned (e.g., Bhargava [no

date]; Lupi and Posavec [no date]; Utrecht Data School [no date]).These recommen-

dations highlighted the variety of formats and resources that can be used to educate

about digital and data technologies.

Usefulness of Specific Formats for Educators

Another goal of the surveywas to understandwhich formats of educational resources

aremostuseful for educatorswho teachaboutdigital anddata technologies.Overall,

images or infographics and short videos clearly emerged as themost useful formats,

with a very high average usefulness of 3.98 each (between 1 – not at all useful, and

5 – extremely useful), and with 80% (images / infographics) and 76% (short videos)

of educators indicating that they find these formats very or extremely useful.These

results were complemented by the analysis of the open text fields, in which partici-

pants highlighted visual approaches such as illustrated texts, infographics,movies,

videos of talks,and short videos asuseful.This correlateswithfindings fromthepre-

vious chapters, in which visualisations and multimedia resources emerged as par-
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ticularly suitable approaches to make complex issues around datafication tangible

and understandable.However, these findingswere also contradictory: one educator

questioned if videos as a format work well “because we need that larger amount of

time to explain context and experience; but people just don’t have the time, IMHO

[abbreviation for: in my humble opinion] (though I have no analytics on the use of

long-form video)” (321).

Figure 20: Average usefulness of resources’ formats in the educator survey in descending

order.

Moreover, “entire websites” emerged as the third most useful format (average

3.65). Before conducting the survey, I was uncertain whether entire websites were

actually useful for educators, or if theymight see them as overwhelming or not suit-

able for the classroom.Considering thehighnumberofwebsites in the content anal-

ysis sample, learning that this format is helpful for the surveyed educators was en-

couraging. Furthermore, texts were also very popular (average 3.57), with 63% of ed-

ucators indicating they find texts very or extremely useful.Thefifthmost useful for-

mat were online courses (average 3.32), which more than half (51%) of the educators

found very or extremely useful.This is another valuable finding as alsowith this for-

mat, I was uncertain about how easily it could be implemented into existing class-

room settings.

Formats that the educators identified as somewhat useful included recorded

talks (average 3.23), audio formats (3.17), apps (3.11), quizzes (3.02) and longer films
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(2.98). Finally, the two game formats the survey asked about raised some questions.

Basedon theaverageusefulness, it seems thatneither onlinegames (2.96) noroffline

or analogue games (2.83) were particularly useful for the surveyed educators (see

fig. 20). However, a closer look at the number gives a clearer picture. In both cases,

more than a third of the educators indicated they found games very or extremely

useful: 37% for online games, 33% for offline games.However, nearly half of the par-

ticipants saw games as not at all or only slightly useful: 41% for online games, 48%

for offline games. This shows the educators’ divergent opinions – some seemed to

be very convinced of using games for teaching about data,whereas others seemed to

entirely disagree.This is a significant finding, particularly considering the empha-

sis that the interviewed creators laid on playful and interactive approaches in online

critical data literacy resources.Moreover,my sample in chapter 5.1 included several

games that were developed specifically for educators and classroom settings.Thus,

future resources should consider these divergent opinions and ideally offer different

formats in each resource to cater to different needs.

The open text analysis further revealed that the surveyed educators generally

found resources useful that do not need a long preparation time, are well-struc-

tured,provide links toother resources or includea teachingguide.These approaches

are in line with many of the resources analysed in chapter 5.1. However, also some

novel findings were identified. For example, two educators highlighted that educa-

tion about digital anddata technologies can also take place using analoguematerial.

This argument has been identified in some academic approaches to critical data lit-

eracy as well (e.g., Pötzsch 2019), but it did not come up in the expert interviews

nor was it strongly emphasised by the resources that were examined in chapter 5.1.

Moreover, educators indicated that curricula of colleagues as well as academic texts

or blog entries constituted useful resources for them.

Finally, several educators further outlined that for them, the format of a resource

is not actually of much importance.They argued that it “all depends on the content,

not the format” (345) and that, for example, visual resources only work well “if they

are integrated in a good lesson and human communication” (201). This perspective

corresponds with the fact that the question about formats showedmany “not appli-

cable” answers. Two educators who used the “not applicable” option explained their

stance in the next open text field:

I find this question difficult to answer because in my opinion, it is mainly the

teaching format that matters, not the format of the resource. For me, good tasks

are important as well as accessible methods, which allow learners to deal with

the topics in a proactive manner. The mentioned resources are mainly useful to

complement this. (96)
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What applies for every format: depending on the pedagogical design, suitability

for the target group and usage context, any format can be useful or not. In my

opinion it is particularly important that resources are connected to people’s daily

lives and that they allow for a behind-the-scenes glimpsewith an ‘aha effect’. (174)

These arguments emphasise a crucial point: Even having perfect educational re-

sources about digital and data technologies is not a fool-proof ‘recipe for success’

when it comes to fostering critical data literacy. Instead, the role and importance

of the educators themselves cannot be underestimated. For this reason, it is even

more relevant to examine which methods and approaches the educators apply in

their teaching about data, which will be the focus of the next section.

Educators’ Methods and Approaches for Teaching about Data

Two themes concerning the educators’ methods and approaches have already been

discussed: many educators highlighted that specific formats are useful, whereas

others argued that good content and teaching are more important than a resource

or its format.As thenext paragraphswill highlight, the remaining themes identified

in this category showed remarkable parallels to the interview findings presented in

chapter 5.2. To highlight these parallels, even subthemes with very small numbers

were included in the thematic framework, and colour shades were used to visualise

the frequency of each theme.

The strongest main theme in this category was that educators used interactive,

practical and playful approaches (15 participants). This represents a contrast to the

above findings that many of the surveyed educators found playful formats such as

quizzes, apps and particularly games less useful. One explanation for this might

be that some educators find interactive resources less useful because they already

apply interactive, practical or playful approaches in their teaching, for example in

the form of individual tasks, group work or discussions. In this case, they might

prefer ‘passive’ resources such as images or videos as teaching material.This would

also explain educators’ strong agreement with a statement about interactive ap-

proaches as a way to engage learners (see next section). However, another possible

explanation is that the surveyed educators’ perspectives are diverse and that they

have divergent opinions about playful approaches, as speculated above.

Twelve educators indicated that they included practical approaches, such as interac-

tive or exploratory approaches, in their teaching, making this the strongest subtheme

in this category.The arguments here resemble the creator interviewees’ calls for en-

gaging formats, including interactive, experiential, or conversational approaches.

The educators highlighted the importance of combining theory and practice, and of

using active and exploratory tasks, for example asking students to research issues

for themselves and to then apply their knowledge practically. In line with this, some

educators highlighted that it is good togive concrete tasks (2 participants) and that story-
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telling and play is important (2).These subthemes were not mentioned often, but they

show strong parallels to the creator interviewees who argued that it is important to

make resources fun and that a story-based approach can help in reaching people.

One educator further elaborated: “I use storyb[…]uilding games for children in uni-

versity work – getting people to play is very important. […] I wish resources would

be more p[…]layful and challenging” (141).

Figure 21: Main themes and subthemes in the category “methods and approaches” in the educator

survey.

The second main theme regarding educators’ methods and approaches is that

they wanted to establish real-world connections (7 participants). This theme shows

strong parallels to the creators’ goal to create personal involvement. Six educators

indicated aiming to connect to people’s real-world experiences. As a “provenmethod” they

suggested a “reflection of one’s own media biography and current usage patterns

(in partner interviews, with recording own usage behaviour, …)” (102), or recom-

mended to “problematise” (96) topics around digital technologies and to “discuss

ambivalences” (122). Moreover, two educators highlighted using real-life examples.

Despite the small number, this is a significant finding as this approach emerged in

every stage of my study, which indicates this as a key approach for fostering critical

data literacy. One educator explained that concrete examples can help with people’s

“‘fear’ of not being able to understand technology”, which should be taken seriously
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and “the demystification of technology has to be a central goal when working with

people who do not normally deal with these topics” (172). These are valuable in-

sights for critical education about datafication, particularly when addressing non-

technical and lay audiences, which may otherwise feel resigned in light of the new

information (see chapter 2.1).

Finally, five educators highlighted that different learners need different approaches or

resources. This argument further received most agreement by educators when they

were directly asked about it (see next section). One concern that was raised in this

context was “the intercultural issue”, arguing that it is not enough to provide re-

sources in different languages but that “there is a problem of cultural adaptation

and contextualization” as it is questionable that resources can be “applied to several

contexts […] in all sectors of lifelong learning” (209). For these reasons, one partic-

ipant wished for “sites with activities organized according to the Level and/or age

of students” (256) – essentially describing the database by the Critical Big Data and

Algorithmic Literacy Network (CBDALN) that was used as a source for my study’s

content analysis.

Are Educators’ Experiences in Line with Key Research Findings?

While the previous sections already provided some insight to parallels between

the educators’ experiences and scholarly research findings, the survey also directly

asked educators about their agreement to ten specific research findings. As detailed

in the methodology annotations, the ten statements that were tested were selected

with care, intending to cover key findings along with controversial aspects. This

approach confirmed some expectations from the literature and prior findings of

my study, but also led to several novel findings. Overall, one statement emerged

as a clear ‘winner’: 94% of surveyed educators (strongly) agreed with the state-

ment “There is no one-size-fits-all approach and different learners need different

approaches” (average of 4.56, see also fig. 22). This corresponded with the strong

emphasis on this perspective in the previous findings chapters – yet, agreement

within the survey sample was remarkably high and not a single educator strongly

disagreed. The second highest ranked statement equally reiterates prior findings:

“Including real-life stories can help learners understand complex issues” (4.32).

With 86% of educators (strongly) agreeing and no disagreement at all, this approach

seems to constitute a second virtually undisputed best practice for educating about

data, which was confirmed in every methodological approach in my study.
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Figure 22: Average agreement to research statements in the educator survey in descending

order.

The statement that, on average, received the third highest agreement by the ed-

ucators was: “Interactive approaches are a great way to engage learners” (4.27). As

already discussed above, the comparatively unpopular formats of games, apps and

quizzes seemed to have given a wrong impression of educators’ perspective to in-

teractive approaches, with 84% (strongly) agreeing and no participant strongly dis-

agreeing to this statement.Thus, it seems that the surveyed educators were almost

entirely united in their enthusiasm for interactive approaches for teaching about

data, yet theyhavedivergent opinions on certain interactive formats, such as games,

when it comes to educational resources.Moreover, the fourth statement “Appealing

visualisations of data systems can help learners to engage emotionally” (4.14), with

84% agreement and no strong disagreement clearly confirmed the study’s previous

findings.Thus, it seems that these four approaches constitute clear best practice ap-

proaches for fostering critical data literacy according to my study’s samples.

Further statements that received high agreement from the surveyed educators

were that “Education about digital technologies can also take place through of-

fline/analoguemethods” (average of 4.18; 83% agreement), and that “It is important

to not just raise awareness, but also to mobilise people to take societal/political

action” (4.12; 86% agreement). Both approaches were already identified in the

open text analysis, albeit with very low numbers (two and six participants). This

demonstrates the value of combining open and closed questions in this survey, as

the statements revealed that two very rare themes in the open text analysis in fact

found widespread agreement in the sample when directly asked about. Moreover,

the high agreement with societal and political action constituted another parallel to

the creator interviews. Furthermore, 68% of surveyed educators agreed that “When
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educating about critical developments in society, educators should always present

constructive ways forward” (3.92). Based on the high agreement with the previous

statement onmobilising people andmy study’s prior empirical and theoretical find-

ings, however, I would have expected even stronger agreement with the importance

of constructive advice.

Anothernovelfindingwas the educators’ strong disagreementwith the statement:

with “It is up to the individuals to protect their data online”, which only reached

an average agreement of 2.52, and 56% of educators (strongly) disagreed with this

approach. Considering that individual data protection emerged as clearly the most

common form of constructive advice in the content analysis and that scholars have

warned of a shift of responsibility to individuals (e.g., Pangrazio andSelwyn 2019, p.

425), stronger agreement with individual responsibility could have been expected.

In total, only 24% (strongly) agreed to individuals’ responsibility and 20% neither

agreed nor disagreed. These numbers – together with the focus on political or so-

cietal action – are very encouraging. It seems that many of the surveyed educa-

tors were aware of citizens’ limited agency and the systemic nature of challenges

of datafication, which cannot be solved by individuals alone.

Finally, two further statements received comparatively low agreement by the

educators. The first addressed the ongoing open question of whether critical data

literacy approaches should foster people’s data skills. Educators’ opinions on this

seemed to be mixed – yet with overall clearly more agreement (68%) than disagree-

ment (10%). This correlates with scholars’ perspectives on this, which are equally

divergent (see chapter 2.2). Mixed opinions were further indicated for “Shocking

learners in order to make them realise that they are affected by a certain societal

issue can be a beneficial approach” (3.48): 56% of the surveyed educators (strongly)

agreed, 28% neither agreed nor disagreed and only 16% (strongly) disagreed to the

statement. While also the expert interviews revealed some divergent opinions,

the overall stance of the creators was that the risks of this approach outweigh its

benefits (see chapter 5.2). In light of the strong agreement of the educators, the

question of shocking learners thus remains ambiguous and controversial.
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5.3.4 What Challenges Emerge? What Do Educators Need and Wish for?

General Challenges When Teaching about Digital Technologies and Data

Ultimately, the analysis identified several challenges that educators encounter and

needs andwishes theyhave for better education about digital technologies anddata.

Twenty-four survey participants reported challenges in relation to their teaching

about these topics (see fig. 23).Themost common subtheme was that the educators

found it difficult to engage learners.This is very much in line with the interview find-

ings, in which creators spoke about how difficult it is to overcome people’s “issue fa-

tigue” and to enter their “circle ofworry”. In the survey, educators argued that learn-

ers are often “rooted in their everyday life experiences and knowledge” (226) about

digital technologies, and “big data and related dangers are seen as hardly relevant to

their own life” (195).This isparticularlydifficultwithyounger learners and teenagers,

who are often difficult to reach in general and whose “entire attention is captured

by their smartphone” (184). For these learners, critical reflection of digital technolo-

gies can lead to “cognitive dissonances”, which are “understandably uncomfortable”

and can evoke resistance rather than amore in-depth examination of the topic (102).

Moreover, people’s convenience (249) and a “dystopian pull” (174) were highlighted –

challenges that are also outlined in the academic literature (e.g., Turow et al. 2015;

Draper and Turow 2019; Müller-Peters 2020, p. 125).
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Figure 23: Main themes and subthemes in the category “challenges,

needs and wishes” in the educator survey.
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Related to this, several educators identified learners’ limited or instrumental under-

standing of technology as a challenge.The educators reported that many learners un-

derestimate the complexity of digital technologies and have little technical knowl-

edge and limited understanding of relations between different technologies, for ex-

ample of social networks and big data. Particularly learners’ instrumental under-

standing of digital technologies was seen as challenging:

Historically, I would say the main challenge has been overcoming (on the one

hand) instrumental/functional views of technology and (on the other) uncritical

enthusiasm about the 'empowering' potential of digital media. (345)

According to this educator, such instrumental views have overall decreased, but are

still dominant in schools, where “narrow concerns about internet safety” prevail

(345). Another educator made a similar argument about university students, who

“have a very instrumental understanding of digital technologies”, which is why

problematisation is crucial (96).

As further challenges, some survey participants highlighted lacking IT infrastruc-

ture and support. Some mentioned lacking internet access or access to specific soft-

ware in their educational institution. Others argued that their school’s “digital sup-

port unit is less interested in data security” and that theywould like to better control

the data of their pupils and themselves but would “need competent support by IT

Management Systems” for this (201). Similarly, some complained that there is “little

willingness to discuss big data among staff and authorities in the field of standard

school education” (230), and little interest and understanding particularly by their

“younger colleagues” (201). This comment further calls the narrative of “digital na-

tives”, who are better skilled at using digital technologies, into question (see e.g.,

Kirschner and De Bruyckere 2017).

Moreover, some educators called for curricula to be changed. They argued that a

strong positioning of topics around digital technologies in curricula is missing and

that the fact that these topics affect all school subjects leads to a situation in which

“no one feels responsible” (218). One educator even called for a “decluttering of all

curricula in all school types and education levels”, replacing traditional subjectswith

new ones such as “media usage”, “basic social science education” or “the future of

work” (218). Similar to some expert interviewees, another educator further high-

lighted the challenge that teachers need a basic knowledge of digital technologies as

well as pedagogical expertise if they want to educate about digital technologies and

data (95). Related to this, several educators outlined that they had difficulties finding

information on data systems due to their “breadth, complexity and opacity” (122) and

“the black box problem” (282).
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Educators’ Challenges, Needs and Wishes for Educational Resources

This leads to another problematic area that 25 educators highlighted: the difficulties

they encounter when trying to find and use educational resources as well as their

needs and wishes for such resources. In line with the interview findings, one com-

mon issue was that existing material outdates quickly. Educators criticised that spe-

cialist literature is “often already outdated upon publication” (206) and outlined that

“the biggest problem” is to view and select the wide range of material and keep up

it to date (249). Furthermore, some argued that existingmaterial is too complex –with

resources being too “difficult for students to access due to complexity of langu[a]ge”

(173) andoverall being “too technical, too complicated, toodetailed and/or ignor[ing]

lack of capacity” (316). Several educators outlined that material for beginners and

younger kids, for example in primary schools, ismissing. Related to this, some edu-

cators called for school-specific resources.Theyhighlightedaneed for textbooks,planned

lessons, material that matches the curriculum and resources that are “not several

hours longmax time we have is 60mins a lesson” (181).These findings are extremely

useful for creators who develop resources for formal educational settings.

Additionally, 13 participants took the opportunity to detail specific formats and con-

tent they need in educational resources about digital technologies and data. In terms of

resource formats, they highlighted a lack of good texts and good videos and called

for more offline formats and open-source material. Some further wished for more

hands-on interactive resources, playful resources, podcasts and quizzes. Regarding

the resources’ content, the educators criticised that existing resources often ignore

the learners’ individual or organisational context – which reinforces the argument

that different audiences require different approaches.Moreover, a variety of differ-

ent needs was outlined, including the need for more practical material, such as re-

sources for practical demonstration, e-learning platforms andmaterial on effective

uses of technology; guides to data privacy for parents and teachers; resources that

combine different fields; andmaterial that includes ethical thought experiments or

covers datafication in more depth. These wishes highlight the variety of educators’

needs and thatmany kinds of resources are required, but they also demonstrate that

many of the resources analysed in my study are already on the right track.

Educators’ Satisfaction with Existing Educational Resources:

“Basically There Is Nothing” versus “The Problem […] Is the Abundance”

The survey further led to divergent findings on educators’ overall satisfaction with

the existing resources. Seven educators used the open text fields to highlight that

they struggled to find good material, arguing that there is “very little teaching ma-

terial out there if any. […] But basically there is nothing!” (181), and that “almost all

the digital resources are needed. None is available here” (148). Others criticised the

quality of existing resources, outlining that some resources exist, but they are “way

too superficial and factually wrong” (112), that “ther[e] is a lot of nonsense” (201), and
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“MS and Co. [Microsoft and others] have a lot of influence” and alternative mate-

rial is needed (201). Four educators further emphasised that easier access to resources

is needed, particularly for those not fortunate enough to have access to university li-

brary licences, and four called for a central collection of resources, such as “a digital li-

brary for teachingmaterial that is selected, taggedandcommentedbyexperts” (249),

a “central pool of material” (218) or for “some form of compendium” (141).These calls

are particularly relevant because some such collections already exist – for example

the CBDALN database that was used as a source for my study’s content analysis.

Yet, apart from highlighting the significance of curated collections, these calls also

demonstrate the difficulty of reaching the intended audience, as, it seems, these ed-

ucators were not aware that several such collections already exist.

However, contrary to the arguments made above, four educators also used the

open text fields to highlight that is it no problem for them to find material. They out-

line that they have not encountered any problems specific to topics around digital

technologies, and that their only challenge is to make a choice on which resource to

use out of the large range that exists. One explained that “5 years ago the materials

were rather academic. But in the last two years there has been an explosion of very

good materials” (209). This educator goes on to name several resource formats and

specific resources that were helpful to them and concludes: “The problem, as usual,

is the abundance” (209). Unfortunately, the reasons behind these very different per-

spectives of the educators on the existing material cannot be determined with cer-

tainty. One possible solution is that some educators are more informed about the

many resources that already exist. Another explanation could be that different edu-

cators have different expectations and requirements for resources or – considering

thewide range of topics that fall under “education about digital technologies” – that

they look for resources on different topics.

These divergent perspectives are not just a singular impression based on the

open text field analysis, but they were confirmed by a closed question on partici-

pants’ satisfactionwith their access to information and teachingmaterial about dig-

ital technologies and data. Figure 24 demonstrates that the average satisfaction of

educators with their access to material was mixed. A little over one third of edu-

cators indicated being not at all or slightly satisfied (37%), a little less than one third

wasmoderately satisfied (30%), and exactly one thirdwas very or extremely satisfied

(33%).

This picture of mixed opinions remained unchanged when considering the in-

dividual topics that were asked about: digital technologies in general, data security,

(big) data systems and algorithms, and the way digital media and (big) data affect

society. As figure 25 shows, the differences between the topics were marginal, with

educators being on averagemost satisfiedwith their access tomaterial about digital

technologies generally (average of 3.2), followed by data security (2.92), the effects

of digital technologies (2.84), and finally (big) data systems and algorithms (2.63).
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Across all four topics, divergent opinions could be identified. However, higher sat-

isfactionwas indicated towardsmaterial on digital technologies in general (41% very

or extremely satisfied) in contrast to, for example, (big) data systems and algorithms

(26% very or extremely satisfied).

Figure 24: The surveyed educators’ average satisfaction (across all

four given topics) with access to information and teaching resources

in percent (n per topic, see figure 25).

Figure 25: Total numbers of surveyed educators indicating how satisfied they are with their

access to information and teachingmaterial on the four given topics.

Thus, overall, it can be said that educators’ satisfaction with their access to edu-

cational resources about digital technologies and data as well as with the resources

themselves very much depended on the individual. While the surveyed educators
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were slightly more content with their access to material on some topics than oth-

ers, the key finding is one of mixed opinions.Moreover, the numbers for educators’

satisfaction with their access to material (averages between 2.63 – 3.2) were con-

sistently significantly lower than the numbers on how well-equipped the educators

felt to teach about these topics (averages between 3.41 – 4).This suggests that while

the surveyed educators have somematerial to teach about these topics,many do not

seem to be very happy with this material.

Educator’s Perspectives on Societal Challenges

Finally, some educators took the opportunity to outline societal challenges in re-

lation to digital technologies and data that they saw as most pressing. This gives

an idea of their overall attitude to digital technologies and consequently on their

motivation for teaching about digital and data technologies. Three key challenges

were outlined. First, a small number of educators passionately called for more con-

trol, oversight and transparency of digital technologies, arguing that technologies need to

be turned “back into tools in service to the people rather than degrading people into

data suppliers in a data economy” (249), and that more control of companies, less

exploitation, and easier data protection for people is needed (321). Related to this,

others called for other forms of digital technologies, demanding more open data (218); a

communal, non-commercial system (201); or “data-minimising and decentral sys-

tems, disclosing all source codes, making algorithms transparent and public and

giving people data sovereignty” (249). Finally, the need formore funding for resources and

alternative educational formatswas outlined. In this context, educators called formore

public support for education about data (184) andmore “crowd science” and “collec-

tive approaches to generate educational tools” (209). Overall, these final comments

of educators highlight the passion andmotivation of some educators in addressing

challenges around datafication, which suggests that excellent education about data

is already being practised.

5.3.5 Conclusion and Discussion

The first key finding of the survey was that a diverse sample of educators could be

reached, with educators from 18 different countries and a range of educational set-

tings. Although a dominance of educators in formal education and those living in

Germany was determined, the sample’s variety nevertheless demonstrated that di-

verse educators and educational fields are already fostering education about digital

technologies anddata.Moreover, the participants’ information on their subject con-

texts revealed a remarkable diversity, from journalism to screenwriting, IT anddata

analysis training, or civic or political education, demonstrating for how many dif-

ferent educational contexts these topics are of relevance.
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Educators Cover a Variety of Topics in Their Teaching

– Often Aiming for Similar Goals as the Resource Creators

This diversity was confirmed in the educators’ goals and topics. While educators in

the sample overall felt fairly experienced and well-equipped to teach about digital

technologies and data, differences between topics were identified.The surveyed ed-

ucators felt considerablymore experienced andwell-equipped to teach about digital

technologies and their societal implications than about more technical or complex

topics such as data security or data and algorithmic systems. In particular, the ed-

ucators’ experience in teaching about societal implications of digital technologies

constituted a significantfinding in this context.While “implications” is a broad term

that can be interpreted in many ways, it was nevertheless encouraging that the sur-

veyed educators go beyond instrumental skills in their teaching, and also include

more reflective perspectives on technologies’ impacts.

Overall, the educators often provided detailed descriptions of the topics and

goals of their education about data, thus giving a good idea of the kind of literacy

they aim to foster. Many similarities to the goals of the creators interviewed earlier

in my study were identified. A large majority of educators highlighted understand-

ing and critical reflection as key goals. In particular, many educators indicated to

educate about how digital technologies and data systems work – including their

shortcomings – and how they affect individuals and society. Although the survey

did not specifically address educators with a critical stance towards technologies,

these goals correspondwith the creator interviewfindings andwithmy preliminary

critical datafication framework. Yet, they represent a contrast to other studies that

have found that instrumental and technical approaches to data literacy prevail

in the education sector (Raffaghelli and Stewart 2020, p. 446ff). Moreover, novel

approaches and goals were identified, such as applying critical thinking and “tech

intuition” to new and emerging technologies. Furthermore, the vast majority of

participants agreed that mobilising people to take societal or political action was

important to them, which represents another parallel to the creator interview

findings.

Further novel findings included the educators’ objective of teaching about dig-

ital and data ethics and laws, and a strong focus on practical skills, such as using

office technologies, creatingmedia content, or using and analysing data.This focus

on practical skills represents a contrast to many educators’ emphasis on critical re-

flection; yet this perspective was sometimes indicated by the same educators who

distinctly called for critical approaches.This significant finding again opens up the

question of whether critical education about data should foster people’s practical

skills – a question that seems unresolved among critical data literacy scholars (see

chapter 2.2).Formanyof the surveyed educators, it seemed that fostering critical re-

flection alongside practical media usage skills constituted no contradiction – even

in relation to skills such as social media marketing, which supports the same busi-
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nessmodels thatmany educators wanted learners to critically reflect upon.Overall,

a wide range of different topics and goals was determined. This reemphasises the

difficulty of definingwhat education about digital and data technologies entails and

which topics should be addressed, but it also highlights the wide range of skills and

understandings citizens require to navigate datafied societies.

Parallels to Previous Findings

The analysis further demonstrated that, overall, the approaches that creators of on-

line critical data literacy resources have been taking seem to be in line with edu-

cators’ needs and requirements. Many of the surveyed educators stated that they

search for information and teaching material online, and they found images, short

videos, entire websites, texts and online courses very useful. Divergent opinions

were identified on whether games – both online and offline – are useful for edu-

cators. However, some educators also highlighted that the format of a resource or

even the resource itself is not as important as the teaching and pedagogical deci-

sions in which it is embedded.This is a valuable reminder that the role of the edu-

cators themselves should not be underestimated when it comes to fostering critical

data literacy. Furthermore, several educators recommended specific resources that

they found useful, including resources examined in chapter 5.1 and some similar to

those.All of these findings are encouraging as they suggest that online resources are

useful for educators and thatmanyof the critical data literacy resources examined in

my study might be appreciated by educators. Thus, these findings also support the

knowledge mobilisation taking place in this study, which, among others, aims to

make these resources more easily accessible to educators. Moreover, several educa-

tors indicated that they like to create their own resources,whichwas a novel finding

that inspired a section on “creating educational resources” in the knowledgemobil-

isation project resource (see appendix IX).

Almost all educators used the survey’s open text fields to elaborate on themeth-

ods and approaches they use when teaching about digital technologies and data.

The analysis of this data identified many parallels to the creator interviews, such

as wanting to establish real-world connections by relating to people’s everyday ex-

periences and using real-life examples, or using interactive, practical and playful

approaches including stories. Another strong theme that emerged was that differ-

ent learners need different approaches. Further research statements the educators

agreed onwere that interactive approachesworkwell to engage learners – as found,

for example, inmy prior research (2020c); that education about digital technologies

can also take place through analogue methods – as emphasised, among others, by

Pötzsch (2019); and that appealing visualisations can help learners to engage emo-

tionally – as, for example, highlighted by Kennedy and Hill (2018).

A key finding in this context was that the majority of educators did not agree

that it is up to individuals to protect their data online.This represents a contrast to
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the strong emphasis on self-data protection inmost resources examined (see chap-

ter 5.1) and in many academic concepts for critical data literacy (see chapter 2.2). A

second significant finding was that more than half of the participants agreed that it

can be beneficial to shock learners to make them realise that they are affected by a

societal issue.The strong agreementwith this amongmany surveyed educators rep-

resents a contrast to the divergent opinions on this thatwere identified in the expert

interviews (see chapter 5.2) and in my prior research (2020c, p. 13).

Challenges in Teaching and Finding the Right Material

Several parallels between the challenges highlighted by the educators and the cre-

ator interview findings emerged, for example that it is difficult to engage learners

and make them realise that they are affected by issues around data systems. Some

educators further highlighted structural challenges, such as the need for these top-

ics to be better integrated in curricula and a lack of support for teachers who want

to educate about digital technologies. In relation to educational resources, the diffi-

culties of quickly outdatingmaterial and insufficient resources for younger children

and beginners were outlined. In addition, the educators provided valuable feedback

on existing resources, such as that many are too complex, that more school-specific

resources are needed, and they called for a central collection of resources. This last

point informed this study’s knowledgemobilisation project (see appendix IX), but it

also demonstrated that existing tools – including an already existing database of re-

sources – often do not reach the intended audience, a challenge that was also raised

by the interviewed creators.

Moreover, the analysis identified educators’ divergent perspectives on the avail-

ability of existing resources. While some indicated being very satisfied with their

access to information andmaterial and spoke of an “abundance” of resources, others

were not satisfied at all and stated that there was “basically nothing”. As discussed

above, there couldbedifferent reasons for thesedivergentopinions, for example that

the educators were searching for material on different topics, had different expec-

tations towards thematerial or had different access, with some seeming to bemore

informed about existing resources than others. For both problems – an abundance

of material as well as not knowing of any good resources – a central collection of

resources was suggested as a solution. Finally, some educators even highlighted a

number of societal challenges in regard to digital and data technologies, demon-

strating their passion andmotivation for addressing concerns around datafication.

Overall, the survey led to valuable findings regarding educators’ goals for teach-

ing about digital and data technologies, the methods and approaches they apply in

reaching these goals, and their challenges, needs and wishes when it comes to edu-

cational resources and teaching about these topics in general. Particularly the sur-

vey’s combination of open and closed questions proved valuable in identifying novel

findings, while also allowing for generalising statements about the sample’s per-
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spectives. With all of these findings, however, it is important to keep in mind that

they only represent a small sample of international educators and that no represen-

tative statements about all educators can be inferred. Nevertheless, the goal of the

qualitative survey – understanding rather than representativeness – was reached

andmuch could be learnt from educators’ experiences and perspectives. In addition

tomany parallels to the creator interviewfindings, novel approaches and goals were

identified,many of which could be highly useful for the future development of crit-

ical data literacy resources. Thus, these findings ideally complement the prior two

methods that examined existing online resources and their creators’ perspectives.
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