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Abstract: Due to digitalisation, cybersecurity is becoming increasingly
important for citizens. In Germany, the Federal Office for Information
Security (BSI) is the authority responsible for ‘digital consumer protection’.
Its aim is to use social media to communicate with the public about cyber‐
security. Precisely, this area is an uncharted scientific territory. Theoretical
approaches such as protection motivation theory (PMT) and framing
provide useful guidelines for effective communication on protective beha‐
viours. Our study explores the basic characteristics of BSI’s social media
communication and analyses to what degree BSI’s posts on Twitter (X)
published in 2021 and 2022 correspond with these guiding principles. Based
on a computational analysis of n = 3,058 tweets and a qualitative in-depth
analysis of the most prominent n = 34 tweets, the results show that BSI’s
social media communication is often self-referential and discusses current
events related to digital security only to a limited degree. When mentioned,
cyber threats and countermeasures are typically presented in a vague man‐
ner. Similarly, it is often unclear who might be (potentially) affected by a
threat. We conclude that applying a model for designing risk messages that
draw on the dimensions of PMT could help cybersecurity-related social
media communication.

Keywords: cybersecurity, cybersecurity communication, risk communica‐
tion, protection motivation theory, framing

1. What are the objectives of communication on cybersecurity?

With the increasing number of digital devices and services, there is value to
be had – not least for attackers. This growth has a significant impact on the
daily lives of people and businesses, who increasingly need to know about
the cybersecurity risks and steps they should take to protect themselves.
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Cyberattacks, data leaks, and other security incidents can have serious
consequences, ranging from financial losses and a loss of trust in digital
systems to the impairment of critical infrastructures. Public communication
plays an important role in raising awareness of the risks and available
protection measures. The goal is not only to provide details of technical
aspects but also to sensitise humans who use digital systems daily. However,
awareness-raising measures are not enough to enable secure behaviour.

Research on human behaviour in cybersecurity has concluded that many
of the prerequisites for the adoption of secure behaviours are not in place
(Sasse et al., 2022). Many humans do not fully understand the risks asso‐
ciated with the use of digital devices and services. They are sometimes
unaware of relevant countermeasures or doubt they are effective (Dechand
et al., 2019). Such misunderstandings are partly based on media reports
that misrepresent the technical reality (Fulton et al., 2019). Furthermore,
humans are often overwhelmed by the many different – and sometimes
contradictory – pieces of information about cybersecurity (Reeder et al.,
2017). At the same time, cybersecurity risks should not be exaggerated.
Florencio et al. (2014) identify the negative impact of exaggerated risks
by cybersecurity vendors on businesses, and Menges et al. (2023) observe
that trainees become dejected and passive after being exposed to worst-case
online risks.

When it comes to communicating about IT security, national security
agencies need to take a leading role. Effective public communication should
create awareness of relevant risks and offer citizens concrete instructions
for action to protect themselves against them. To achieve this, communi‐
cation measures must reach and appeal to the target group and be under‐
standable as well as practicable for them. In Germany, the Federal Office for
Information Security (BSI) is the central authority for cybersecurity, which
has the task of informing and sensitising citizens (as well as cybersecurity
experts and industry professionals). The present work aims to gain insights
into what and how the BSI communicates and how effective this is in
helping citizens keep safe.

We use the BSI’s public communication via Twitter (today X) to examine
whether and how this communication can be improved. First, postings
by the BSI on Twitter over a period of 20 months were analysed quan‐
titatively. In the second step, the messages with the greatest reach were
analysed qualitatively to see if they follow scientific principles for effective
communication and are thus likely to be effective. Based on our results,

Meissner, Nold, Sasse, Panskus, Wilke

220

https://doi.org/10.5771/9783748947585-219 https://www.inlibra.com/de/agb - Open Access - 

https://doi.org/10.5771/9783748947585-219
https://www.inlibra.com/de/agb
https://creativecommons.org/licenses/by/4.0/


we derive recommendations for more effective public communication on
cybersecurity.

2. State of research on public cybersecurity communication

Communication science in general, and risk and crisis communication re‐
search in particular, has so far rarely dealt with cybersecurity. The research
that has been carried out reveals an increase in the media coverage of
cybersecurity (Alagheband et al., 2020; Boholm, 2021; Buse & Meissner,
2023), which is often driven by key events that have increased public
awareness, such as the Snowden revelations or the Cambridge Analytica
case. Regarding the use of different media channels for information on
cybersecurity, online media have become the primary source of informa‐
tion on cybersecurity for a large proportion of the population (Das et
al., 2018). However, differences in demographic characteristics, affinity for
technology, and gender must be considered (Herbert et al., 2022).

Another research interest is the analysis of reporting on specific incidents
in the context of cybersecurity (Griesbacher & Griesbacher, 2020), as well
as the portrayal of the actors, especially hackers, in the media (Buse &
Meissner, 2019). Here, we examine how these actors are presented by the
media and what effects these representations could have on the formation
of public opinion in the field of cybersecurity.

In a prior study, the communication of cybersecurity issues in social
media was examined by Vogler and Meissner (2020), who find that people
affected by a data leak at a large ticketing provider communicated on
Twitter primarily about service aspects and not about security aspects,
which could indicate a lower prioritisation of the topic of data security.
Bada et al. (2019) uncovers no evidence for the effectiveness of awareness
campaigns developed to promote cybersecurity. Reasons for this are that
the campaigns depend too heavily on fear-based appeals or are not adapted
to the cultural circumstances of their target groups (Sasse et al., 2022). So
far, however, there has been a lack of scientific studies analysing the factors
for the success or failure of such campaigns to develop suggestions for an
improved communication strategy in cybersecurity.
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3. Theoretical background: Basic principles for effective security
communication

On a theoretical level, a risk and crisis communication perspective offers
suitable and instructive approaches that can be applied to communication
about cybersecurity. These were developed to support the self-protective
behaviour of people who are exposed to certain risks or emergency situa‐
tions. The present case study is based on the protection motivation theory
(PMT) approach by Floyd et al. (2000) and the framing approach by Ent‐
man (1993). Initially proposed by Rogers (1983), PMT posits that messages
highlighting personal threats and countermeasures can prompt protective
behaviour (Floyd et al., 2000). This theory is particularly relevant when
users require added incentives for secure behaviour (Boss et al., 2015).
PMT suggests two prerequisites for protective actions: threat and coping
appraisals, each comprising various dimensions.

Severity

Vulnerability

Response Efficacy

Self-Efficacy

Maladaptive Rewards

Response Costs

Protection Motivation Protective BehaviorFear

Caption

Threat Appraisal

Coping Appraisal

PMT Model, own illustration based on Boss et al. (2015, p. 854)

The threat appraisal involves assessing threat severity and personal vulner‐
ability, with greater weight given to fear over maladaptive rewards (reward
for the reaction of not protecting oneself, such as time or cost savings) to
stimulate motivation for protection. Coping appraisals include perceived
efficacy, self-efficacy, and the response costs of protective measures (Boss
et al., 2015). The knowledge that these are key factors in convincing people
to implement a certain security behaviour can also be applied to design
security communication, for example, in cybersecurity. Prior PMT research
highlights self-efficacy’s pivotal role in influencing behaviour (Branley-Bell

Figure 1.
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et al., 2022; Feltz & Öncü, 2014; Mwagwabi & Hee Jiow, 2021; Sasse et al.,
2023).

This study also includes the concept of framing, which is widely used
in communication science. According to Entman (1993), so-called frames –
patterns of interpretation – consist of four elements: a problem description,
a causal interpretation, a moral evaluation, and a recommendation for
action. For the context of this study, the categories of problem description
(here in the sense of a cyber threat) and recommended action (here in
the sense of a specific recommended protective behaviour) are particularly
relevant. We propose that both approaches – PMT and framing – can be
applied to cybersecurity communication.

4. Methodology of data collection and analysis

This case study conducts a two-stage analysis of BSI’s Twitter communi‐
cation on cybersecurity, aiming to assess risk communication practices
and identify areas for improvement. BSI’s Twitter activity serves as a repre‐
sentative sample of its broader online presence, including platforms like
Facebook and LinkedIn, where similar content is shared.

The data for this analysis was extracted from the overall timeline of BSI’s
Twitter account and retrieved via the Academic Twitter API shortly before
it was closed in spring 2023. The period under investigation was 21 April
2021 (two days before a new IT security law was passed in Germany) to 31
December 2022. In total, we analysed 3,058 tweets, looking at the frequency
of hashtags, @-mentions, tweet frequency and the most successful (most
liked) tweets. The analysis was carried out using RStudio. In addition to
the BSI dataset, datasets entailing all tweets in the same time frame by
the ethical hacker group Chaos Computer Club (1,145 tweets) and netzpoli‐
tik.org (2,854 tweets), a journalistic website on digital policy, were used for
comparative purposes.

Then, the study conducted a qualitative analysis of BSI tweets with
over 100 likes, a pragmatically set threshold indicating public attention. A
category system, aligned with PMT and including problem definition and
recommended action, was developed. Following Boss et al. (2015), all PMT
dimensions were operationalised and coded as ‘High’, ‘Ambivalent’, ‘Low’,
or ‘Not available’. Response costs and maladaptive rewards could also be
labelled ‘Neutral’. Severity and vulnerability were coded only in the pres‐
ence of a threat, while other PMT elements were coded alongside action
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recommendations. Framing categories, inspired by Entman (1993), were
established through material review. Threats, action recommendations,
and responsibilities were then coded. These categories were utilised in a
previous study by Meissner et al. (2024) on cybersecurity reporting in
German media, facilitating theoretical comparison. Additionally, categories
covering comprehensibility, prominence, target group, and unambiguity
were included.

5. Findings of the analysis

a) Quantitative findings

Time course of the number of BSI tweets per week, own illustration

First, the activity of the BSI account was examined over time (Figure 2). On
average, the BSI publishes around 35 tweets per week, including individual
tweets within threads. Overall, the weekly number of tweets fluctuates
to a limited extent. A single clear outlier can be seen in February 2022,
which is due to the Russian invasion of Ukraine and the associated hybrid
warfare. Smaller peaks can all be attributed to the BSI’s organisational
communication. This indicates that, at least in quantitative terms, the BSI’s
communication is less geared towards topical media issues and instead
focuses primarily on self-referential messaging.

Figure 2.
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The analysis of the most frequent hashtags proved to be less informative in
terms of the cybersecurity threats covered. By far, the most frequently used
hashtag was ‘#deutschlanddigitalsicherbsi’, followed by further BSI-owned
hashtags such as ‘#bsikongress2022’ or ‘#teambsi’. In addition, there are
generic hashtags such as ‘#cybersecurity’ or ‘#itgrundschutz’; only a few
specific topics such as ‘#ransomware’ or ‘#coronawarnapp’ are reflected
here (Table 1).

In contrast to non-governmental accounts like Chaos Computer Club (a
group of ethical hackers) or netzpolitik.org (a journalistic website on digital
policy), analysed for comparison, the BSI account appears not to engage
with government surveillance, as evident in hashtag analysis. This omission
could be attributed to its status as a state authority under the Ministry of the
Interior. The analysis of the most frequent @-mentions shows that almost
exclusively official accounts of ministries and politicians are addressed (the
accounts of the BSI itself and former President Arne Schönbohm were ex‐
cluded here because they are replies to their own tweets or routine mutual
references). A frequently mentioned account is @cyberallianz, which is a
BSI-led initiative designed to communicate and promote dialogue with the
corporate sector.

Taken together, both the hashtag analysis and the analysis of @-mentions
indicate a self-referential communication approach regarding topics and
accounts of state institutions and representatives, while topical issues that
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could be more appealing to the public are addressed only to a limited
degree.

b) Qualitative findings

In a second step, 34 tweets (the first ten are documented in the appendix
below) were filtered out of the total data set (N = 3058) that had at least
100 likes, which we pragmatically considered as a threshold for a minimum
amount of public attention. We decided to focus only on likes because, in
terms of numbers, they were the most important engagement metric and
were also highly correlated with retweets and replies. These tweets were, in
a first step, categorised on an inductive basis. Accordingly, the tweets can be
roughly divided into three main categories:

1. Tweets that focus on a specific warning about a security threat or
another current topic, such as Kaspersky antivirus (Figure 10), Log4j
(Figure 6; Figure 7), Ukraine-related phishing waves (Figure 9; Fig 11), a
Covid-19 warning app (Figure 3), Wi-Fi vulnerability (Figure 4);

2. Tweets that focus on humorous content with a (sometimes informative)
IT reference (Figure 8; Figure 12);

3. Tweets that provide information on cybersecurity topics without any
recognisable topical reference, like the explanation of Trojans (Figure 5).

In this context, it has to be noted that none of the self-referential postings
(see above) is among the most popular tweets.

In a second step, the tweets were analysed qualitatively based on the
categories specified in section 4 (PMT, framing approach). A key result is
that when it comes to specific threats or security measures, the BSI avoids
addressing those affected directly. Quotes such as ‘companies and organiza‐
tions should …’ (Figure 6) or ‘be vigilant …’ (Figure 9) illustrate that the
perceived personal vulnerability remains unclear. Therefore, there is only a
very abstract perception that a threat is relevant to the individual or the or‐
ganisation. However, other elements of the PMT are also neglected, which
could represent an obstacle to protective behaviour in cybersecurity. Fur‐
thermore, the severity of the threat is rarely stated or remains unclear. Only
in one tweet was the threat associated with a ‘warning level red’ (Figure
6), which indicates a high threat. Although suitable security measures were
mentioned occasionally within the tweets, these also remained relatively
unclear with instructions like ‘replace products’ (Figure 10) or ‘be vigilant
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and stay informed’ (Figure 9). Only one tweet on phishing in the context of
the Russian invasion of Ukraine clearly stated, ‘In such cases, don't transfer
anything and find out about reputable aid organizations’ (Figure 11).

In some cases, the measures were only to be found in a linked press
release (Figure 6; Figure 7). However, no information was provided on the
effectiveness of the security measures described. The self-efficacy related to
the measures (meaning the degree to which they can be implemented effec‐
tively by ordinary humans) was also not presented directly. Moreover, the
countermeasures that were presented suggest a high level of effort. Vague
language such as ‘substitute products’ (Figure 10), for example, implies that
the user first has to make an effort to find out what can be used to replace
an existing product.

With reference to framing theory (Entman, 1993), a problem definition
was generally given, but only in the further course of the Twitter thread
(Figure 11) or in a linked press release (Figure 10). Although the recom‐
mended measures were mentioned, they were mainly vague (Figure 4;
Figure 10). The analysis also revealed that the comprehensibility of most
recommendations for action was only medium to low. In some cases, in‐
structions were only to be found in the press release (Figure 11). Moreover,
the target group remained unclear in several cases (Figure 6, Figure 10).

Finally, the qualitative analysis revealed two tweets with the potential for
serious misunderstandings or promoting unsecure behaviour. For instance,
the mention of replacing ‘such products’ without guidance on alternatives
or the importance of keeping antivirus protection until a replacement
is available (Figure 10) may lead users to deactivate Kaspersky antivirus
without an immediate replacement, increasing their vulnerability. Another
potential misunderstanding concerns the case of WLAN vulnerability (Fig‐
ure 4). After a prominently placed ‘Attention’, it was stated that security
researchers had found a vulnerability that could affect all WLAN devices.
Before a link to a press release followed, the tweet read: ‘Encryption doesn’t
matter’, indicating that multiple WLAN standards were impacted. This
statement can be misunderstood in the sense that encryption generally
offers no protection, reinforcing an existing misconception among many
humans (Abu-Salma et al., 2017).
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6. Conclusions

The results show that there is room to improve the communication of the
BSI on Twitter (now X), both in terms of topicality (to increase outreach)
and message design (to support protective behaviour).

Regarding the quantitative results, BSI’s communication on Twitter is –
to a large degree – self-referential as it revolves around state institutions
and representatives and could benefit from focusing more on current topics
discussed in journalistic and/or social media to achieve greater relevance
among the general public. It became apparent that certain topics, such as
state surveillance, are avoided as the BSI is an authority subordinate to the
Ministry of Interior.

Looking at the qualitative results, there is usually a threat (problem
definition), and in some cases, countermeasures (recommended actions)
are mentioned, although the latter often remain vague (including the target
group of the recommendation). However, the central elements of the PMT
were addressed only to a limited degree. Neither severity, vulnerability, effi‐
cacy, nor self-efficacy were clearly presented. Instead, the communication
was often unclear and vague.

Against this backdrop, we recommend including a clear mention of
target groups and their respective vulnerability in the first sentence. Doing
so makes it easier for recipients to understand instantly whether the infor‐
mation given is relevant to them. Also, the severity of the threats should
be presented in a more understandable way. Special attention should be
paid to self-efficacy in communication as various studies have highlighted
the importance of giving an explanation of how individuals can implement
secure behaviour (Abroms & Maibach, 2008; Anker et al., 2016; Feltz &
Öncü, 2014). Finally, experts should examine tweets for possible misunder‐
standings before publication to prevent incorrect conclusions and unsecure
behaviour. Future work planned for this study will include an assessment
of the tweets by cybersecurity awareness experts, who will assess both the
correctness and suitability of the tweets. The results will provide further
implications for BSI’s social media communication.

7. Limitations and outlook

This study has several limitations. First, the study so far focuses only on
Twitter (X). Secondly, the qualitative analysis is based on a relatively limi‐
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ted number of (the most popular) tweets that have been analysed in depth.
Thirdly, even though other studies have already shown a positive effect
of social media on behaviour (Ghahramani et al., 2022; Laranjo et al.,
2015; Scholtz et al., 2016), the actual effect of cybersecurity-related messages
on target groups – beyond predictive statements based on theory – still
needs to be investigated. In essence, it is reasonable to assume that the
federal German cybersecurity authority wields influence. Despite Twitter’s
relatively limited reach among citizens, it is plausible that political and jour‐
nalistic stakeholders will carry BSI’s messages to other channels. Therefore,
further research will be needed to address these desiderata.
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https://twitter.com/BSI_Bund/status/1591375268710522880 
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