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Abstract

Little is known about how the fear for doocing and the need for digital privacy
manifests at the workplace. We address this knowledge gap with a specific interest
in the correlation of fear for doocing with age and gender through an online survey,
realized with 119 participants. Results suggest that employees are not always aware
of the risk of doocing and they often do not know in specific terms the social net-
working policies of their organizations. In addition, there is a double effect of em-
ployees’ age on the need for digital privacy that is evident in the dual pathway mod-
el about the moderated mediation effect. Said in different terms, men and millenni-
als are the employees who feel deeper the need for digital privacy in the workplace,
rather than women and older participants.
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Introduction

The pervasiveness of the new technologies is occupying the professional environ-
ment. In particular, social media use and its consequences on occupational life have
been studied from different points of view: the creation of an organizational media
channel dedicated to corporate communication (Argyris & Monu, 2015); looking
for a job through social media (Brown & Vaughn, 2011; Nikolaou, 2014); the care
of online business reputation (Rapp, Beitelspacher, Grewal, & Hughes, 2013); the
mix between private life managed on social network and working life (Koffer, An-
lauf, Ortbach, & Nichaves, 2015; Schalow, Winkler, Repschlacger, & Zarnekow,
2013).

The present paper is dedicated to a new and yet partly unexplored phenomenon:
doocing, the job termination caused by illicit or inappropriate behaviour on social
media that does not fit with the corporate policies (Cortini, 2009; Mercado-
Kierkegaard, 2006). This research, in particular, is aimed at the individuation of the
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psycho-social variables involved in the fear for doocing and in the representation of
the digital privacy in the workplace, with concerns regarding the delicate balance
between the freedom of speech, the right to privacy and the online offence risk.
Most attention will be on the ethic use of information and communication technol-
ogy (ICT) in the workplace (Cortini & Ligorio, 2007) and on the right and effect-
ive communication of the organizational policies concerning ICT (O’Connor,
Schmidt, & Drouin, 2016). The doocing phenomenon is also strictly related to the
pertinent law system, in particular to the job jurisdiction; for this reason, the extent
of this paper references to Italy and the Italian law system, even if the majority of
our variables such as the psycho-social dimension can be common to every country.

Specifically, our first purpose is to detect the employees’ awareness of the risk of
doocing and the related corporate policies, while our successive objective is to indi-
viduate the influence of gender and generation on the fear for doocing and the need
for digital privacy. We decided to implement a quantitative methodology through
the elaboration of an ad hoc questionnaire which was administered online.

There have been some past studies aimed at deepening other activities which relate
to doocing, for example McDonald, Thompson and O’Connor (2016) have ex-
plored the employees’ awareness and perception of social media profiling by em-
ployers; this phenomenon is strictly connected to doocing since the latter includes a
sort of social media monitoring activity in order to decide the job termination. But
there is not yet a full comprehension of doocing in the literature and, in our opin-
ion, in organizational life as well. In particular, in the available literature, the unex-
plored matters concern mostly the employees’ perception of the corporate policies
and their relevance to the employees’ digital privacy and to online behaviour.

It is necessary to better explain what we mean by digital privacy in the current
study; privacy itself has three different aspects (Holvast, 1993): The first is referred
to the physical privacy, the second regards the privacy of persons meant as oneself
protection, the third is the informational privacy. The latter definition concerns the
control on personal data and is the relevant dimension for the present research. In
2011 Oetzel and Gonja stated that social representations which allow people to un-
derstand the online privacy concept were not yet available, and for this reason they
did not take enough care of digital privacy; but nowadays the concept has certainly
become widespread since also many institutions, for example, the European Com-
mission, are interested in facilitating the user privacy protection so it should be easi-
er to implement new knowledge with existing schemes.

Background

The term ‘doocing’ was coined in 2002 with the meaning of ‘to be fired from a job
for something written on or posted within a personal blog’ (Cortini, 2009, p. 298);
the name is derived from the www.dooce.com blog owned by a worker who was

fired in 2002 for writing about her workplace (Mercado-Kierkegaard, 2006). The

14:03:20. [ —


https://doi.org/10.5771/0935-9915-2018-2-162
https://www.inlibra.com/de/agb
https://www.inlibra.com/de/agb

164 Michela Cortini, Stefania Fantinelli

definition of the MacMillan Dictionary is: ‘having lost your job because of some-
thing you have put in an Internet weblog® (MacMillan Dictionary online, n.d.);
across the years the meaning has been enlarged to include generically the firing de-
cision caused by inappropriate use of social network concerning the working life.

The Present Study

The leading motivation for this research is related to the spread and indiscriminate
use of social network and other technologies in every sector of our private or work
life. In many different disciplines there are issues about the deep and continuative
exchange between these two areas: the online or virtual life and the offline or real
life; in the philosophy of information, this has been defined as the onlife phe-
nomenon (Floridi, 2015), a sort of continuity between the on-line and off-line di-
mensions.

Furthermore, a recent review of employees’ use of social media (El Ouirdi, El Ouir-
di, Segers, & Henderickx, 2015a) identified five areas of interest in this research
topic; they are legal aspects and policies, human resources management, knowledge
management practices, learning and communication. The authors implemented a
systematic methodology in order to review 66 academic journal articles with the
scope of identifying the main topics and research methodologies applied in the area
of employees” social media usage (El Ouirdi et al., 2015a). The articles considered
were published between 2008 and 2014, and even if there is no explicit reference to
doocing in this review, it was very useful in order to identify those themes that are
relevant in the field and related to our area of interest.

As mentioned before doocing is also related to the concept of an ethic use of ICT in
the workplace; this concept can be explained by many points of view: First of all it
means that the communicative process between employers and employees can be
modified and damaged by an abuse or a misuse of communication technology
(Cortini & Ligorio, 2007); furthermore an ethical use of ICT is also referred to the
information and data management in organizations; lastly the balance between em-
ployees’ personal needs, the use of technology and corporate needs is just defined as
technoethics in organizations. This means that the relation between technology and
the different dimensions of society has to be observed and studied with particular
attention to human values and ethical concerns (Ascott, 2002).

A recent sentence (Corte di Cassazione, n. 10955 27/05/2015) declares that it is
licit for an employer to control an employee, also through the creation of a fake so-
cial network profile; it is quite surprising because this sentence makes irrelevant the
4™ article of the Italian Law 300/1970 which prohibited employers from investigat-
ing about personal atticudes and beliefs of employees not directly connected to the
professional life.
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As far as we are concerned, there are some big Italian enterprises that have formulat-
ed a specific social media policy for employees that are also available online, but in
some cases, there is too much ambiguity that it becomes hard to understand what
the employer is demanding. In addition, an increasing number of Multinational
companies are investing in blog policies; unfortunately, once more, blog policies are
not always clear, and they let the employees interpret rights and prohibitions. As al-
ready noticed by O’Connor et al. (2016) it secems that employees do not often
know the policies of their organizations, moreover since ‘it is not enough simply
having a social media policy to influence or change worker social media behaviour’
(O’Connor et al., 2016, p. 206), these considerations led us to formulate the first
hypothesis related to the employees” awareness and knowledge of their corporate
policies.

Research Hypotheses

Some studies have underlined the so-called information asymmetry (Tufekci, 2014a)
according to which it is almost impossible to be aware of who has read a given post
on a social network. For example, concerning Facebook profiles, it is possible ‘to
know how many people have “liked” a Facebook status update, clicked on a link, or
“retweeted” a message, without knowing how many people saw the item and chose
not to take any action’ (Tufekci, 2014b, p. 509); of course, among these latter ones
there may be a (potential) employer or a supervisor or a colleague.

The literature on on/ife we have already cited has shown that nowadays we are more
and more concerned with private information that becomes easily accessible to un-
intended audiences, being infinitely transferable and hard to control (Sdnchez Abril,
Levin, & Del Riego, 2012), resulting in ‘blurred boundaries’. In such a context we
may hypothesize that employees switch with ease from work to private life without
being totally aware that their personal life may deeply interfere with their job repu-
tation with the disclosure of inappropriate contents, which, in turn, may cause
them being dooced.

There has been a call within the law literature for the development of specific social
network policies that may guide employees and let them know which behaviour is
allowed and which one is not. To our knowledge a study on the social network pol-
icies of Italian organization still lacks; for such a reason and following O’Connor et
al’s suggestions (2016), the first aim of the present paper is to know if there are
Italian organizations that adopt specific social network policies and the awareness of
them from employees. So, we formulated the first hypothesis as follows:

Hypothesis 1a. Employees are not always aware of the risk of doocing.

Hypothesis 1b. Employees often do not know in specific terms the social network policies
of their organizations.
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Some scholars affirm that organizations can exert the main preventive tool for dooc-
ing, creating and communicating in an effective way appropriate policies about the
use of social media and the content management (O’Connor et al., 2016). But be-
tween the understanding of policies by the employees and their social media be-
haviour, many different variables can intervene. We assume that the knowledge and
awareness of the social media policies can be a relevant variable for the online pres-
ence management, at the same time the need for digital privacy in the workplace
may be related to the use of social media as a personal emotional outburst. Together
with the literature review we also collected some corporate policies that were pub-
licly available in order to gather an understanding of the corporations’ main con-
cerns and how they are communicated; an Italian private company, for example, en-
courages their employees to protect the organization’s image on social media with
some unclear statements: Stating for example that every action on the Internet will
be available for an unlimited period of time, suggesting to accurately evaluate the
consequences of a picture before posting it; but there is not a specific definition as
to what is regarded as inappropriate or not.

International literature is quite prolific about research on the employees™ right to
privacy and the tendency to surveillance, but in most cases, the focus is on those
information and communication technologies that the organization is allowed to
use in order to monitor the normal activity inside the workplace and during the
working time. Sayers, Sears, Kelly, & Harbke (2011) focused on those employees
with a low level of organizational commitment, and they identified a correlation be-
tween the employees’ perception of privacy violation with a negative perception of
procedural justice. But in order to have a clearer view of what doocing is, it could
be useful to refer to other dimensions that correlate to this construct: First of all,
the employees’ life outside of the professional environment and their use of tech-
nologies for personal purposes as well as the concepts of online self-disclosure and
the disinhibition effect. Online self-disclosure is the process of communicating
about oneself on social network sites, where people are invited to share personal or
private information in order to stay in touch with friends or just to feel part of a
network (Taddei & Contena, 2013); this process is facilitated by the possibility of
selecting which information to communicate and by the chance of anonymity. The
employees’ online habits are strictly connected to the doocing phenomenon, and
the disinhibition effect can affect the tendency of feeling free to disclose informa-
tion also concerning the workplace.

Pilcer and Thatcher (2013) investigated the Facebook users” perception of their pro-
fessional image and what relevance they give to the Facebook profile in determining
their professional reputation. It has been confirmed that the Facebook profile man-
agement can affect the work life in many different ways: from the candidate selec-
tion and hiring decisions, to the promotions or disciplinary actions to take.
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Talking about doocing implies an inevitable reference to the concept of privacy and
the related organizational digital surveillance. Many scholars classified two main
types of control: the coercive control and the surveillance as caring (Allen, Walker,
Coopman, & Hart, 2007; Sewell & Barker, 2006). In the first case, control repre-
sents a way to monitoring the job activities, and it is also useful to protect the orga-
nization from fraud or crime or an attack to the information systems (Findlay &
McKinlay, 2003). Surveillance as caring is instead meant as a tool to guarantee for
an equal workload, so that lazy or less productive employees can be easily identified
(Allen et al., 2007).

Several authors defined monitoring employees’ social media activities as a necessary
practice for organizations in order to be informed about potentially inappropriate
or dangerous behaviours, which can lead to a risk for the organization (Kaupins &
Park, 2011; Sdnchez Abril et al., 2012). How can we frame the surveillance that
takes to doocing? In our view the main right preserved is the corporate reputation;
indeed, some past studies have demonstrated that even if the organization has the
right to monitor the employees, they continue to perceive it as a violation of their
privacy (Mello, 2012). As already noticed by other scholars (Russel & Stutz, 2014)
there is the need to delineate the boundary between the employee’s right to privacy
and the organization’s aim to monitor.

The studies conducted in the field of human resources management and the use of
social media pointed out both positive and negative aspects; for example, the collab-
orative use of technology can positively affect the cultural belonging (Leidner,
Koch, & Gonzalez, 2010) and the job performance (Cortini & Scaratti, 2011; Left-
heriotis & Giannakos, 2014). On the other side, there are also some risks which can
prejudice an employee’s career, for example through doocing (Scaratti & Cortini,
2013), or expose the organization to criminal attacks (Hart, 2010). El Ouirdi et al.
(2015a) in their thematic review also analysed a small part of the literature on social
media use affecting knowledge management and information sharing in the work-
place; they stated that there is a great trend considering mainly the positive conse-
quences of technology use, defined as pro-technology bias. Other smaller areas of re-
search considered in the review are learning through social media in the workplace,
but with very few empirical studies, and the communication studies. The latter area
is interesting since there is an imbalance between the little amount of literature re-
garding internal communication and the social media use and the effective rele-
vance of the topic. Social media represent powerful tools for organizations which
can use them in order to manage efficiently internal and external communication at
a time; the social media monitoring can seem to constrain toward the employees’
privacy, but it is positive toward the external public because it is a way to under-
stand the market needs and it acts in real time (Fantinelli & Sivilli, 2015; Fantinelli,
2017).
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Some scholars in the past have actually found generational differences in the use of
ICT (Lee & Coughlin, 2015); it was also unexpectedly found that young people are
more able and willing to protect their online privacy because they know how to ap-
ply specific strategies and settings compared to adults (Miltgen & Peyrat-Guillard,
2014). This risk awareness can strengthen their worry about the possible digital
monitoring by employers; for this reason, we hypothesize that there could be a
difference in the fear for doocing among generations and the youngest people
should manifest most the fear for doocing.

The fear for doocing variable has been operationalized through specific items orient-
ed to evaluate employees’ feeling or impression to be controlled by their employer;
the second hypothesis also takes origin directly from the current literature on gen-
der and online self-disclosure. In particular, previous research showed a reduced
self-disclosure of women, in comparison to men (Tufekci, 2007, 2012; Zide, El-
man, & Shahani-Denning, 2014), due to the so-called cyber misogyny (El Ouirdi et
al., 2015b) and online harassment toward females (Bartlett, Norrie, Patel, Rumpel,
& Wibberley, 2014; Peluchette & Karl, 2008). As a result, in addition to the gener-
ational differences hypothesized, we expect that male employees will manifest more
the fear for doocing than female counterparts, as they tend to post more inappro-
priate contents online (Peluchette & Karl, 2009).

Perhaps the most studied sociodemographic variable within the research on social
networks at the workplace is the employees’ generation. In particular, a lot of stud-
ies have shown how millennials are marked by their presence online (among others,
Bergman, Fearrington, Davenport, & Bergman, 2011; Davenport, Bergman,
Bergman, & Fearrington 2014; Kwon & Wen, 2010; Sinchez Abril et al., 2012).
Given the amount of content millennials publish online and their tendency to pro-
tect their digital privacy, we expect that they will be the most affected by the fear for
doocing.

The psychological reason why millennials would be more present online has to be
searched in their being digital natives but also in their being marked by deeper nar-
cissism in comparison to older generations (Bergman et al., 2011), something that
may become a weapon when an employer controls for online activities. Our second
hypothesis is therefore formulated as follows:

Hypothesis 2. There are gender and generation differences in terms of fear for doocing
specifically, we expect that young males will manifest the fear for doocing
the most.

Furthermore we expect that millennials will be more concerned regarding the digi-
tal privacy at the workplace in comparison to older generations and that such a rela-
tionship will be mediated by the frequency of use of social network; at the same
time we expect that age will moderate the relationship between the use of social net-
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work and the need for digital privacy, so that millennials should feel in deeper terms
the need for digital privacy in comparison to older generations.

The psychological reason why of such a dual pathway has to be searched in the atti-
tude of millennials to disclose their personal life in social networks (Bergman et al.,
2011). In other terms, they feel the pressure to talk in a narcissistic way about
themselves without being totally aware of unintended audiences present online. The
third hypothesis has been formulated in a double step approach:

Hypothesis 3. The effect of employees’ age on the need for digital privacy at the work-
place is twofold.

Hypothesis 3a. It will be mediated by the frequency of use of social network but only for
millennial employees and not for older generation workers.

Hypothesis 3b. The age of employees will moderate the relationship between the frequen-
¢y of use of social network and the need for digital privacy.

The following diagram can help explain and understand the double pathway.

Figure 1: The Dual Pathway Model. Dotted Arrows Identify Hypothesis H3a. Continuous
Arrows Identify Hypothesis H3b.

Facebook
Frequency of use
Age _ﬂ_/ Need for digital privacy at
the workplace
Hypothesis:

- => H3a —> H3b

- am 2512.2025, 14:02:20. —
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Method

Our research design includes a cross-sectional survey used with an anonymous on-
line self-administered questionnaire, which took origin by the results of a series of
interviews with a small convenience sample of employees (Cortini & Fantinelli,
2015) and by the analysis of blogs written by dooced workers (Scaratti & Cortini,
2013), along with the analysis of a sample of corporate blog policies, following the
guidelines of triangulation applied to psychology (Cortini, 2014; Cortini & Tria,
2014; Denzin, 2012; Denzin & Lincoln, 1998; Flick, 1992). For the purposes of
the present paper, we will here present only the results concerning the online survey.

The collected data were gathered in Italy, a total of 119 Italian participants took
part in the survey that has been administered by an online platform on a voluntary
basis; 55 were men; the average age was 42.7 years (SD = 10.6), with a range be-
tween 18 and 66 years. 65 were public administration employees, while 54 em-
ployed by private Italian enterprises.

The participants have been asked to voluntarily participate in research concerning
the personal use of social media and the consequences on work life, and they had to
fill in an online questionnaire created ad hoc. Socio-demographical variables have
been measured (sex, age, study level, job situation) along with a series of items and
scales whose description is as follows.

Social Network Use and Doocing. It has been evaluated the knowledge of the
doocing phenomenon with three items, asking participants to declare if they know
or not know the meaning of the word ‘doocing’ and to explain it with their personal
words. We then measured the awareness of corporate policies about social media,
asking participants to declare if their organizations have or not some social network
policies. In addition, we adapted few items from previous research (O’Connor et
al., 2016) that was aimed at investigating the knowledge about universities’ social
media policies and the consequences on students’ efficiency and their privacy. Then
we identified the employees’ perception of the employer digital monitoring with
two items on a Likert scale ranging from 1 = totally disagree to 5 = totally agree
(example; ‘My employer controls my activities on the social networks.”).

The opinions concerning the personal use of social media and the consequences on
professional life (problems for the career or job reputation) have been measured
with seven items adapted from Drouin et al.’s (2015) research measured by a Likert
scale ranging from 1 = totally disagree to 5 = totally agree (example: ‘I fear that
some pictures/videos posted of me will hurt me in my job search.’), including a sin-
gle item to measure the right of having a personal online life without the risk of
doocing (‘A person’s Facebook or Twitter account should not be used to make hir-
ing or firing decisions.”). The frequency of the use of social media has been evaluat-
ed with a 6 point scale (from 0 equivalent to ‘I don't have an account.’, to 5 equiva-
lent to T use it every day.’) and the frequency for those behaviours revealing a social
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media use as outburst (‘I publish comments or opinions concerning my job on so-
cial networks.”; ‘T use social networks as an emotional outburst in order to free
anger or dissatisfaction toward colleagues or boss.’). Furthermore, we added a single
item to measure job satisfaction and the Italian adaptation of the job-related stress
scale (Marcatto, D’Errico, Di Blas, & Ferrante, 2011).

Results

Before testing our hypotheses, we have controlled for the distributive qualities of
the used scales that are quite good, both in terms of skewness and kurtosis and for

the reliability, with a good Cronbach’s alpha (>.65).

In order to explore our first hypothesis about the employees’ risk awareness of dooc-
ing, we have performed a series of descriptive statistics, according to which only five
participants declared to know what doocing is. It is interesting to note that among
these five, only two responded in a right way to the subsequent question that asked
them to provide a definition of doocing.

For what concerns the second part of the first hypothesis about social network pol-
icies, only 39 of our respondents can rely on some blog or social network policies.
Interestingly 21 respondents stated they do not know if there are or are not any
kind of policies; said in different terms, this means that also when there are available
social network policies, they are not really perceived to be important nor prescrip-
tive.

These results confirm our first hypothesis, and even if the data cannot be general-
ized because of the limited sample, they represent a first step for future studies on
Social Networks policies and risk of doocing awareness.

In order to test the second hypothesis about gender and generation differences in
fear for doocing, we have performed a factorial ANOVA, having as factors sex and
generation type (millennials vs older generations) and as dependent variable the fear
for doocing. There was a main effect of sex, /(1,117) = 9.02, p =.003, partial 12 =.
07 and an interaction between sex and generation group was significant, /(1,117) =
5.61, p <.01, partial N2 =.04 (Figure 2).

In other words, it seems that male millennials are those employees who manifest
most the fear for doocing, as we hypothesized, with all the consequences we may
image in terms of organizational commitment.

Finally, we did hypothesize a dual pathway model which is explained in Figure 1,
and that depicted the indirect effect of employees’ age on both need for digital pri-
vacy and frequency of use of social networks. In this moderated mediation model,
the independent variable employee age simultaneously moderates its own indirect
effect (via social networks frequency of use) on the need for digital privacy at the
workplace.
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Figure 2: Interaction Effect Between Sex and Generation: Male Millennials Are Those
Who Manifest the Highest Level of Fear for Doocing.
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In line with recent psychometric literature (Frazier, Tix, & Baron, 2004; Holmbeck,
1997), we decided to adopt multiple regression analysis in order to test our model,
standing the limited number of our study participants.

We tested the hypothesis following the guidelines described by Preacher and Hayes
(2004), who developed an SPSS macro, called PROCESS, that triangulates the nor-
mal theory approach (i. e. the Sobel test), a bootstrap approach, and Baron and
Kenny’s (1986) approach to measure the indirect effects of the predictor on the de-
pendent variable. In particular, the use of bootstrapped confidence intervals was
necessary in order to avoid problems related to our limited sample size (MacKin-
non, Lockwood, & Williams, 2004; Preacher, Rucker, & Hayes, 2007).

We tested our model in a moderated mediation analysis as specified by model 74 of
Hayes’ PROCESS macro for SPSS (Hayes, 2013), which tests for a mediated rela-
tionship along with moderation of the second mediated pathway by the predictor.
In our case, employee age (measured by birth-year) was the predictor variable, the
frequency of use of Facebook was the mediator, and need for digital privacy at the
workplace the dependent variable.

Employee age was also a moderator between the frequency of use of Facebook and
need for digital privacy at the workplace. We used 5000 bootstrap samples. Confi-
dence intervals are significant when they do not contain zero.
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According to our analysis, employees” age was a significant predictor of frequency of
use of Facebook, B =.070, p <.0001, 95% CI =.0380,.1033. Employees’ age was
also a significant predictor of need for digital privacy at the workplace, B =.029, p
<.05, 95% CI = -.0006,.0588, and in addition, it moderated the relationship be-
tween frequency of use of Facebook and need for digital privacy at the workplace, B
=.021, p <.005, 95%CI =.007,.035.

In addition, it was found that the frequency of use of Facebook mediated the rela-
tion between employee age and the need for digital privacy at the workplace (indi-
rect effect =.0083, SE =.0066, 95% CI [-.0023,.0244]); since zero is in the 95%
confidence interval we can conclude that the indirect effect is not significantly dif-
ferent from zero at p <.05, but that, in any case, there is a tendency according to
which change in the frequency of use of Facebook (very often used as an emotional
outburst) mediates the relationship between employee age and need for digital pri-
vacy, so that we have a total additive effect =.0381; SE =.0137, 95% CI [.
0108,.0653]).

Standing that we have measured age by the year of birth, we can conclude that mil-
lennials are those employees who use with the major frequency Facebook and that
are those ones who feel more the need for digital privacy at the workplace.

Conclusions and Future Perspectives

In the present study, we have talked about self-disclosure in social networks as
something exclusively self-managed. Actually, as some recent studies have pointed
out (El Ouirdi et al., 2015b; Jackson, 2010) self-disclosure in social networks is a
co-creation process involving the user, but also third-party contributions allowed by
him or her to be viewed. In particular, inappropriate self-disclosure (like for exam-
ple sexually suggestive material), may have a severe impact on the employee reputa-
tion. We see venue for enlarging the knowledge concerning predictors and out-
comes of inappropriate contents displayed by third parties and, in specific terms, for
understanding at which conditions recruiters and HR managers do trust social net-
works” contents.

The results related to the first hypothesis’ underline a need in terms of information/
training concerning doocing and Facebook firing; especially from the point of view
of the employer, it seems to us mandatory to develop a sensitivity toward this type
of policies, which can represent a sort of psychological contract by which employees
know what they can and cannot do on their social networks, in order to avoid get-
ting dooced.

Taking into account the literature about gender and generation differences in tech-
nology field together with the results of our second hypothesis, we can assume that
the youngest employees are aware of the risks linked to online privacy management.
They also know the technological procedures to implement it in order to protect
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their accounts, but on the other side, they manifest high levels of fear for doocing
since online self-disclosure seems to be an irrevocable trend nowadays.

The double pathway identified for the age variable represents the basis for future
studies which can deepen the generational differences in digital privacy manage-
ment at the workplace, also from the employer point of view.

The findings of our study should be interpreted in the light of some limitations as
well; first of all, the research design is cross-sectional, with all the consequences in
terms of the possibility to draw out the causal relationship between the variables un-
der analysis. Further, we used a small sample size, which should definitely be en-
larged, taking into consideration job type and job contracts.

In consideration of the current study’s findings, we suggest an avenue for future re-
search that advances greater understanding of the processes of doocing seen by both
employees and employers. In particular, it seems to us mandatory to investigate
how social media policies are communicated by management, following some ini-
tial suggestions present in the Facebook Fired literature (Schimde & O’Connor,
2015) that have not yet sufficiently elaborated; in particular, we assume that social
media policies have to be a mandatory practice, but the first step should concern
how to write them in a clear and effective way. As a consequence of more in-depth
studies, there could be practical impacts on the corporate internal communication,
producing a virtuous circle of good communication practices, employee satisfac-
tion, job commitment and organizational citizenship.

Last but not least, even if ten years passed from the first studies on doocing (Licht-
enstein & Darrow, 2006; Mercado-Kierkegaard, 2006), it seems to us that the in-
teresting question ‘how and under which conditions explicit blog (nowadays in
more general terms, Social Networks) policies and attitudes are linked to organiza-
tional commitment on the one hand and to turnover intention, on the other one?’
(Cortini, 2009, p. 301) is still in search of a good answer. In light of our findings,
we can hypothesize that the normative commitment dimension can be strictly relat-
ed both to the personal use of social networks and to the corporate social network
policies. Furthermore, the turnover intention could be affected by the fear for dooc-
ing and by the employees perceived control on their online activities.

Some interesting open research questions still deserve future attention. In particular,
it seems to us mandatory to understand both organizational and individual out-
comes of blog policies. Said in different terms, in those organizations that imple-
ment blog policies, are there some influences on organizational identity and com-
mitment? When, if it is the case, blog policies are experienced as limiting freedom
and own personal expression, is there an effect in term of job satisfaction?

14:03:20. [ —


https://doi.org/10.5771/0935-9915-2018-2-162
https://www.inlibra.com/de/agb
https://www.inlibra.com/de/agb

Fear for Doocing and Digital Privacy in the Workplace 175

References

Allen, M. W., Walker, K. L., Coopman, S. J., & Hart, J. L. (2007). Workplace surveillance and
managing privacy boundaries. Managemenr Communication Quarterly, 21(2), 172-200.

Argyris, Y. A., & Monu, K. (2015). Corporate use of social media: Technology affordance and
external stakeholder relations. Journal of Organizational Computing and Electronic Commerce,
25(2), 140-168.

Ascott, R. (2002). Technoethics Arts. Media ¢ Art Series, 6. Institute of Media Art, Yonsei Uni-
versity Press.

Baron, R. M., & Kenny, D. A. (1986). The moderator-mediator variable distinction in social psy-
chological research: conceptual, strategic, and statistical considerations. Journal of Personality
and Social Psychology, 51(6), 1173-1182.

Bardlett, J., Norrie, R., Patel, S., Rumpel, R., & Wibberley, S. (2014). Misogyny on twitter. Lon-
don: Demos.

Bergman, S. M., Fearrington, M. E., Davenport, S. W., & Bergman, J. Z. (2011). Millennials,
narcissism, and social networking: What narcissists do on social networking sites and why. Per-
sonality and Individual Differences, 50(5), 706-711. doi:10.1016/j.paid.2010.12.022

Brown, V. R., & Vaughn, E. D. (2011). The writing on the (Facebook) wall: The use of social
networking sites in hiring decisions. Journal of Business and Psychology, 26(2), 219-225.

Cortini, M., & Ligorio, M. B. (eds.) (2007) Economia del dono. Aspetti psicosociali nello scambio
delle esternalita tra imprese. Roma: Aracne.

Cortini, M. (2009). New horizons in CSP and employee/employer relationship: Challenges and
risks of corporate weblogs. Employee Responsibilities and Rights Journal, 21(4), 291-303. doi:
10.1007/s10672-009-9129-z

Cortini, M. (2014). Mix-method research in applied psychology. Mediterranean Journal of Social
Sciences, 5(23), 1900-1905. doi:10.5901/mjss.2014.v 5n23p1900

Cortini, M., & Fantinelli, S. (2015). LinedIn: Do you really link your job profile to other ones? A
mix-method study. Paper presented at The 17th European Congress of Work and Organizational
Psychology Oslo, Norway 2023 May 2015.

Cortini, M., & Scaratti, G. (2011). Creativity at work and weblogs: Opportunities and obstacles. Pa-
per presented at the Information Technology and Innovation Trends in Organizations — ItAIS:
The Italian Association for Information Systems, 443-450. doi:
10.1007/978-3-7908-2632-6_50

Cortini, M., & Tria, S. (2014). Triangulating qualitative and quantitative approaches for the ana-
lysis of textual materials: An introduction to T-lab. Social Science Computer Review, 32(4),
561-568. doi:10.1177/0894439313510108

Davenport, S. W., Bergman, S. M., Bergman, J. Z., & Fearrington, M. E. (2014). Twitter versus
facebook: Exploring the role of narcissism in the motives and usage of different social media
platforms. Computers in Human Behavior, 32, 212-220. doi:10.1016/j.chb.2013.12.011

Denzin, N. K. (2012). Triangulation 2.0. Journal of Mixed Methods Research, 6(2), 80-88.

Denzin, N. K., & Lincoln, Y. (Eds.) (1998). Collecting and Interpreting Qualitative Materials.
London: Sage.

Dooced. (n.d.). In Macmillan Dictionary online. Retrieved from https://www.macmillandic-
tionary.com/buzzword/entries/dooced.html

14:03:20. [ —


https://doi.org/10.5771/0935-9915-2018-2-162
https://www.inlibra.com/de/agb
https://www.inlibra.com/de/agb

176 Michela Cortini, Stefania Fantinelli

Drouin, M., O’Connor, K. W., Schmidt, G. B., & Miller, D. A. (2015). Facebook fired: Legal
perspectives and young adults’ opinions on the use of social media in hiring and firing deci-
sions. Computers in Human Behavior, 46, 123-128.

El Ouirdi, A., El Ouirdi, M., Segers, J., & Henderickx, E. (2015a). Employees’ use of social me-
dia technologies: A methodological and thematic review. Behaviour and Information Technology,
34(5), 454-464.

El Ouirdi, M., Segers, J., El Ouirdi, A., & Pais, I. (2015b). Predictors of job seekers’ self-disclo-
sure on social media. Computers in Human Behavior, 53, 1-12.

Fantinelli, S. (2017). Knowledge creation processes between open source intelligence and knowledge
management.In A. Matur. et al. (eds.), Recent Trends in Social Systems: Quantitative Theories and
Quantitative Models. Studies in Systems, Decision and Control (380-390), Springer International
Publishing, Switzerland. doi:10.1007/978-3-319-54819-7_25

Fantinelli, S., & Sivilli, D. E. (2015). Open Source Intelligence’s methodology applied to organi-
zational communication. Mediterranean Journal of Social Science, 6(2), 233-239.

Findlay, P, & McKinlay, A. (2003). Surveillance, electronic communications technology and
regulation. Industrial Relations Journal, 34, 305-318.

Flick, U. (1992). Combining methods. Lack of methodology: discussion of Sotirakopoulou &
Breakwell. Ongoing Production on Social Representations, 1(1) 43-48.

Floridi, L. (Ed.). (2015). The onlife manifesto: being human in a hyperconnected era. Cham (ZG):
Springer International Publishing.

Frazier, P A., Tix, A. P, & Baron, K. E. (2004). Testing moderator and mediator effects in coun-
seling psychology research. Journal of Counseling Psychology, 51, 115-134.

Hart, J. (2010). Criminal Infiltration of Financial Institutions: A Penetration Test Case Study.
Journal of Money Laundering Control, 13(1), 55-65.

Hayes, A. E (2013). Introduction to Mediation, Moderation, and Conditional Process Analysis: A Re-
gression-Based Approach. New York: Guilford Press.

Holmbeck, G. N. (1997). Toward terminological, conceptual, and statistical clarity in the study
of mediators and moderators: examples from the child-clinical and pediatric psychology litera-
tures. Journal of Consulting and Clinical Psychology, 65(4), 599-610.

Holvast, J. (1993). Vulnerability and privacy: are we on the way to a risk-free society? Proceedings
from zhe IFIP-WG9.2 conference. Namur, Belgium.

Jackson, R. L. I (2010). Encyclopedia of Identity. London: Sage Publications.

Kaupins, G., & Park, S. (2011). Legal and ethical implications of corporate social networks. Erm-
ployee Responsibilities and Rights Journal, 23(2), 83-99.

Kéffer, S., Anlauf, L., Ortbach, K., & Niehaves, B. (2015). The intensified blurring of boundaries
between work and private life through IT consumerisation. Paper presented at the 2374 Euro-
pean Conference on Information Systems, ECIS 2015, 2015-May.

Kwon, O., & Wen, Y. (2010). An empirical study of the factors affecting social network service
use. Computers in Human Behavior, 26(2), 254-263. doi:10.1016/j.chb.2009.04.011

Lee, C., & Coughlin, J. (2015). Generational Differences in Adoption and Use of Information
and Communications Technology, Proceedings of the Human Factors and Ergonomics Society,
October 2015, Los Angeles.

Leftheriotis, I., & Giannakos, M. N. (2014). Using Social Media for Work: Losing Your Time or
Improving Your Work? Computers in Human Behavior, 31, 134-142.

14:03:20. [ —


https://doi.org/10.5771/0935-9915-2018-2-162
https://www.inlibra.com/de/agb
https://www.inlibra.com/de/agb

Fear for Doocing and Digital Privacy in the Workplace 177

Leidner, D., Koch, H., & Gonzalez, E. (2010). Assimilating generation Y I'T new hires into USA’s
workforce: The role of an enterprise 2.0 system. MIS Quarterly Executive, 9(4), 229-242.
Lichtenstein, S. D., & Darrow, J. J. (2006). Employment termination for employee blogging:

number one tech trend for 2005 and beyond, or a recipe for getting dooced? 2006 UCLA.
Journal of Law & Technology, 4, 1-49.

MacKinnon, D. P, Lockwood, C. M., & Williams, J. (2004). Confidence limits for the indirect
effect: distribution of the product and resampling methods. Multivariate Behavioral Research,
39(1), 99-128.

Marcatto, F., D’Errico, G., Di Blas, L., & Ferrante, D. (2011). La valutazione dello stress lavoro
correlato: adattamento italiano del’HSE Management Standards Work-Related Stress Indicator
Tool. Giornale Italiano di Medicina del Lavoro ed Ergonomia, 33(4), 403-408.

McDonald, P, Thompson, P, & O’Connor, . (2016). Profiling employees online: shifting pub-
lic-private boundaries in organizational life. Human Resource Management Journal, 26(4),
541-556.

Mercado-Kierkegaard, S. (2006). Blogs, lies and the doocing: The next hotbed of litigation? Com-
puter Law and Security Report, 22(2), 127-136.

Mello, J. A. (2012). Social Media, Employee Privacy and Concerted Activity: Brave New World
of Big Brother? Labor Law Journal, 63(3), 165-173.

Milegen, C. L., & Peyrat-Guillard, D. (2014). Cultural and generational influences on privacy
concerns: a qualitative study in seven European countries. European Journal of Information Sys-
tems, 23(2),103-125.

Nikolaou, I. (2014). Social Networking Web Sites in Job Search and Employee Recruitment. /n-
ternational Journal of Selection and Assessment, 22(2),179-189.

O’Connor, K. W., Schmidt, G. B., & Drouin, M. (2016). Suspended because of social media?
Students’ knowledge and opinions of university social media policies and practices. Computers
in Human Bebavior, 1-8. doi:10.1016/j.chb.2016.06.001

Oetzel, M. C., & Gonja, T. (2011). The online privacy paradox: a social representations perspec-
tive. Proceedings from CHI'11 extended abstracts on human factors in computing systems. Van-
couver, Canada.

Peluchette, J., & Karl, K. (2008). Social networking profiles: an examination of student attitudes
regarding use and appropriateness of content. Cyberpsychology & Behavior, 11(1), 95-97.

Peluchette, J., & Karl, K. (2009). Examining students’ intended image on Facebook: “What were
they thinking?!” Journal of Education for Business, 85(1), 30-37.

Pilcer, D., & Thatcher, A. (2013). Perceptions of Facebook privacy and career impression man-
agement. Human-Computer Interaction — INTERACT 2013, 8119, 616-623.

Preacher, K., & Hayes, A. (2004). SPSS and SAS procedures for estimating indirect effects in sim-
ple mediation models. Behavior Research Methods, 36(4), 717-731.

Preacher, K. J., Rucker D. D., & Hayes A. E (2007). Addressing moderated mediation hypothe-
ses: Theory, methods, and prescriptions. Multivariate Behavioral Research, 42, 185-227.

Rapp, A., Beitelspacher, L. S., Grewal, D., & Hughes, D. E. (2013). Understanding social media
effects across seller, retailer, and consumer interactions. Journal of the Academy of Marketing Sci-
ence, 41(5), 547-566.

Russell, R., & Stutz, M. (2014). Social Media: What Employers Need to Know. Journal of Inter-
net Law, 17(8), 3-6.

14:03:20. [ —


https://doi.org/10.5771/0935-9915-2018-2-162
https://www.inlibra.com/de/agb
https://www.inlibra.com/de/agb

178 Michela Cortini, Stefania Fantinelli

Sénchez Abril, P, Levin, A., & Del Riego, A. (2012). Blurred boundaries: Social media privacy
and the twenty-first-century employee. American Business Law Journal, 49(1), 63-124.

Sayers, J. K., Sears, K. L., Kelly, K. M., & Harbke, C. R. (2011). When employees engage in
workplace incivility: the interactive effect of psychological contract violation and organizational
justice. Employee Responsibilities and Rights Journal, 23, 269-283.

Scaratti, G., & Cortini, M. (2013). Using social network as organizational storytelling: A narra-
tive analysis of dooced employees’ blogs. Lecture Notes in Information Systems and Organisation,
2,225-231. d0i:10.1007/978-3-642-37228-5_2

Sewell, G., & Barker, J. R. (2006). Coercion versus care: Using irony to make sense of organiza-
tional surveillance. Academy of Management Review, 31, 1-24

Schmidt, G. B., & O’Connor, K. W, (2015). Fired for Facebook: using NLRB guidance to craft
appropriate social media policies. Business Horizons, 58, 571-579.

Schalow, P. S. R., Winkler, T. J., Repschlaeger, J., & Zarnekow, R. (2013). The blurring bound-
aries of work-related and personal media use: A grounded theory study on the employee’s per-
spective. Paper presented at the ECIS 2013 — Proceedings of the 21st European Conference on In-
formation Systems.

Taddei, S., & Contena, B. (2013). Privacy, trust and control: Which relationships with online
self-disclosure? Computers in Human Behavior, 29(3), 821-826.

Tufekei, Z. (2007). Can you see me now? Audience and disclosure regulation in online social net-
work sites. Bulletin of Science, Technology & Society, 28 (1), 20-36.

Tufekci, Z. (2012). Facebook, youth and privacy in networked publics. Paper presented at the
ICWSM 2012 — Proceedings of the 6th International AAAI Conference on Weblogs and Social Me-
dia, 338-345

Tufekei, Z. (2014a). Engineering the public: Big data, surveillance and computational politics.
First Monday, 19(7).

Tufekei, Z. (2014b). Big Questions for Social Media Big Data: Representativeness, Validity and
Other Methodological Pitfalls. In ICWSM ’14: Proceedings of the 8th International AAAI Con-
ference on Weblogs and Social Media, 509.

Zide, J., Elman, B., & Shahani-Denning, C. (2014). LinkedIn and recruitment: How profiles
differ across occupations. Employee Relations, 36(5), 583-60.

14:03:20. [ —


https://doi.org/10.5771/0935-9915-2018-2-162
https://www.inlibra.com/de/agb
https://www.inlibra.com/de/agb

