4 Opportunities and risks of human labor automation from an
ethical perspective

Advancements in the automation of human labor will be considered in
the context of enabling humans to live a life with human dignity. Subse-
quently, the opportunities and risks associated with a dignified life are
evaluated, encompassing several dimensions and topics. This will ground
the understanding of human labor automation from an ethical perspective
and facilitate the elaboration of further guidance. In alignment with the
research question, the focus will be on work-related capabilities; however,
other relevant capabilities will also be included when an ethical impact is
identified in association with the absence of humans from work processes.

4.1 Complete replacement of manual human labor by machines

Certain industries are becoming increasingly automated, and it is possible
in these industries that robots could completely replace human labor and
create a value chain that is close to being run independently by machines,
with only a few jobs, such as rare supervision tasks, performed by humans.
This chapter evaluates these specific developments from an ethical perspec-
tive whereby human beings could become close to—or even completely—
redundant.

Human labor is messy and expensive: not only might human workers
be lazy or unpredictable, but they might also demand a living wage. Capi-
talism’s aim of creating surplus value leads to the application of technology
to the labor process, with machines displacing as many human workers
as possible and moving those who remain into supervisory or auxiliary
roles*®3. Thus, from a capitalist perspective, labor automation helps to
eliminate this “human factor”, with a general suspicion toward human
workers lying at the very root of the automation drive. Furthermore, in
this drive toward automation, humans are not valued for their creativity
or originality but are rather perceived as an organic collection of potential
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errors, in contrast to the machine’s cold efficiency**. Manual labor is
traditionally targeted in attempts to eliminate the human factor, and thus
ethical evaluation is more essential than ever as machines are currently
outperforming humans to an unprecedented extent. Perhaps more open
and creative work modes will arise in the future®®>, giving rise to the “social
individual” or even the decline of capitalist exploitation?*® when less human
labor is concentrated in manual jobs.

4.1.1 Manufacturing and supply chain

The effect of automation by “classical robots” is unsurprisingly concentrat-
ed in manufacturing*®’, and their introduction into the production process
has had various effects on workers*8. Robots can, for instance, eliminate
harsh, unhealthy, or even dangerous tasks. A good example of this is weld-
ing in car manufacturing; this is a risky activity for workers to perform,
with potentially harmful short- and long-term effects, such as irritations
of the eyes, nose, or chest, or, even more seriously, pulmonary infections,
heart disease, or lung cancer. The robot-based welding that is increasingly
employed in car manufacturing has significantly reduced the health prob-
lems associated with human-performed welding. Moreover, thanks to Al,
the procedure is now even more precise. From an ethical perspective, this
represents an opportunity to promote a dignified life given that harmful
working conditions substantially reduce well-being*®. In that respect, au-
tomation can improve bodily health and—given that increased manual or
physical labor has taken a considerable toll on human life in the past>0—
greater capability to life.

Meanwhile, however, several ethical issues arise in relation to the use
of robots for tasks that have previously been performed by humans, as
the workers who performed these tasks throughout the entire production
process become increasingly redundant. This can have multiple negative
impacts on the individuals affected. For instance, they could be laid off,
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which historically has been a common practice since the nineteenth centu-
ry and the industrial revolution. Salary reductions may be another negative
effect, as the machine becomes an increasingly efficient competitor with
the human worker. Layoffs are becoming increasingly common, despite the
implementation of workers’ protection measures and efforts to invest in
workers’ education>®l. When a company introduces new automation tech-
nology, the management is typically unconcerned with improving workers’
welfare, liberating them from dangerous labor, or enhancing their capabili-
ties; rather, they are simply concerned with profitability, and if the human
workers are rendered redundant by machines, it makes little economic
sense to keep them on the payroll®*2. This may jeopardize one’s material
control over one’s environment, as income becomes scarce for humans who
are directly dependent on the availability of manual jobs. Furthermore, the
capability to build meaningful relationships based on mutual recognition
may be at stake when the interests of management are increasingly charac-
terized by a hunger for automation.

It is not always the case that working conditions will be improved by
the use of automation technology in the context of manual work>®3. The
consistent and fast pace at which robots function in warehouses may be
imposed onto the conditions and the pace to which human workers need
to respond. In such situations, the robot would not be serving the humans
but vice versa; human staff would be increasingly bound to serve robots>*4.
This constitutes an ethical risk whereby humans would lose control over
their environment and become subject to leadership by robots>%. In such
cases, their work would no longer be perceived as “human”, which would
diminish their ability to work as humans and exercise control over their en-
vironment. For instance, an increased work pace would likely lead to fewer
safety precautions and greater physical strain for workers, whereby “the ma-
chine tells the body how to work™%. The associated higher work intensity,
moreover, is not compensated by higher salaries or shorter working hours.
Low- and middle-skilled labor, largely concentrated in manufacturing or
warehouse jobs, in that sense effectively suffer a salary reduction with the
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introduction of robots®", a development that is highly problematic from an
ethical perspective in terms of the capability to receive a sufficient income.

Advancing automation in the manufacturing industry through the intro-
duction of new technologies is affecting increasing numbers of people
and leading to regional mass unemployment, reducing the employment to
population ratio along with workers” wages®%8. This has been the case par-
ticularly in former strongholds of industrialism, such as Detroit in the USA,
and has created a belief that workers” destinies have been taken out of their
hands, either by elites or by the technology itself°®®. This is fundamentally
different from the automations based on technology that occurred in the
postwar period, when it was largely believed that technocratic management
of the economy could solve the problems of capitalism by overcoming poor
working conditions. Political and social institutions no longer appear to
be in charge, as is the democratic will. Corporations and executives can
determine the fates of billions, supported by an efficiency creed. The new
automation technologies, largely affecting manufacturing, aim to conceal
labor so that it will cost less, through the use of dispassionate technics.
From that perspective, for those humans who remain, industrial progress
is not aligned with the improvement of working conditions; on the con-
trary, the rise of unremunerated labor is undoubtedly affecting increasing
numbers of people. This is also exemplified by an increasing “shadow
work force™!0, which includes temp workers who outnumber companies’
full-time staff by tens of thousands. This impeded access to work illustrates
the ethical risks related to the capability of political affiliation and the abili-
ty to participate in political decisions that affect one’s life, which is relevant
when the ability to voice deteriorating working conditions is endangered
owing to the overwhelming power of corporations.

In the long term, manufacturing will have ever-reduced job opportuni-
ties with the advancement of automation technologies, and, in the process,
the focus should be on the nature of work and functional description of
tasks. The augmented collaborative workforce, whereby diverse technolo-
gies such as virtual reality, computer vision, and exoskeletons are used
to provide a human-centric vision of manufacturing®, will likely have
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a considerable impact on employment in the automation age, redefining
relations between workers, their crafts, and their working environments. It
is important that workers are able to incorporate aspects such as creativity,
social skills, and emotional intelligence to avoid the dehumanizing effects
that may ensue if workers™ activities are subjugated to robotic behavior
and work®? with these developments. This would be also relevant when
workers transfer out of the industry and seek new jobs, taking advantage
of the ethical opportunities brought about by the replacement of humans
with machines. The ethical risks are obvious, as the augmented workforce
not only denies social interaction with other humans but also significantly
reduces the human factor of work. In that sense, the capability of senses,
imagination, and thought must be strengthened for those workers who
remain in the manual labor sector, increasing their cognitive skills and
education in anticipation of the time when their job is no longer available.
Thereafter, this would strengthen their capability to exercise the right to
work.

In terms of supply chain, a salient feature of late capitalism is its grow-
ing reliance on logistics infrastructure to manage economic processes.
Logistic infrastructure possesses profound circulatory powers that have a
bearing on human subsistence and, most crucially, the basis for supply
chain capitalism®¥, incorporating principles such as reliance on outsourced
labor, an emphasis on just-in-time delivery, faith in data-driven decision-
making, and the pursuit of economies of scale®>. The COVID-19 pandem-
ic provided additional potential for the automation of human labor in
infrastructure, and accordingly, logistics and supply chains. This would
lead to an “automated infrastructure, an all-encompassing infrastructural
framework marked by primacy of virtualized transactions that promoted a
mainly technocentric productive future™!®. Such transformations generate
profound uncertainties around the future of work. In times of crisis, such
as during COVID-19, the use of automation technologies improvises and
reimagines economic circulations and enforces the effect of moving toward
an automated infrastructure in supply chain capitalism®”. Automated in-
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frastructure involves productivity in a certain self-service set-up that creates
unstable economic configuration for workers and enrolls customers in plat-
form logistics. Self-operating systems without the involvement of humans
appears to be even more convenient in a crisis, and new technologies,
even when unstable or unfinished, may be explored during crises to reduce
labor-intensive work in logistics. Automation has therefore left numerous
vocations insecure, with employees struggling to reskill in time. In a race to
the bottom, technology has done more to relegate labor to the lowest value
denominator in supply chains—for instance, by using gig economy workers
for “pre-automation”'8—than to reorganize logistics for the better in terms
of working conditions. This reveals a practice whereby a lack of respect for
the capability to exercise the right to work threatens not only dignity but
also all other capabilities, because “gig economy” workers are known to not
receive a sufficient income from the work they perform>®.

This development has also largely affected the retail business already,
with a rapidly shifting landscape: in the United States, it is anticipated that
around 50 percent of the retail workforce may be automated in the coming
years>20. Retail traditionally also employs a higher percentage of women
who work part-time and who may lose their jobs as automation efforts
negatively impact the affected communities; this might also reinforce the
gender pay gap®?l. Many retailers have no clear strategy in place for their
workers, and in the mid-term there may be a shift toward creating employ-
ment in fulfillment centers. Even more worryingly, the tendency shows that
these new jobs are likely to be offset by job losses in other industries>?2.
In any case, the increased automation of retail positions, such as cashiers,
and manual labor in the supply chain place increasing pressure on the
wages of the affected workers. This poses substantial ethical risks to dignity
for increasing numbers of individuals, particularly those individuals who
are trying to make ends meet with those jobs, such as students or single
parents.

The same may be said for low-skilled manual labor in transport, which
is also highly vulnerable to automation and job replacement®?*. Jobs that
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require problem-solving will remain in the industry; primarily supervisory
roles and educational programs appear to be key in ensuring workers a
future in the labor market. Moreover, autonomous driving will put drivers
out of work®*4; however, autonomous driving also offers substantial ethi-
cal opportunities, particularly considering the harm caused by accidents
and/or distracted driving®®. In addition, autonomous driving could pro-
mote bodily integrity, as free movement could be enhanced for many indi-
viduals owing to lower costs, aside from the capability for life (as accidents
cause numerous deaths), and thereby improve bodily health.

4.1.2 Mining

Commodity trading and, relatedly, mining has traditionally been viewed
critically from an ethical perspective owing to numerous human rights
violations, particularly regarding the use of child labor in developing coun-
tries®?6. Therefore, human labor automation can also have a significant
impact on dignified life for of the individuals involved in these industries.
The mining industry operates in the form of global production networks
that involve the peculiarities of national “space economies” and “hyper-mo-
bility” of globalized capital>?’. This means that there is a significant discrep-
ancy between the working situations of those who control the capital flow
and those who are affected within the local communities engaging in man-
ual production. In that regard, employment relations are geographically
marked, despite the global value chain, and the spatial dimension is impor-
tant in understanding the specific employment relations. In general, mining
companies have been quick to adopt labor automation technology, which
has affected not only simple workers but also the management, which in-
creasingly uses automation processes to distribute work within the existing
departments but also to contractors®?8. In this regard, a phenomenon simi-
lar to that of outsourcing work in the “gig economy” in manufacturing oc-
curs, while simultaneously reducing the number of individuals employed.
Owing to the lack of job alternatives in the mining region, this will reduce
the capability to work as well as all other capabilities for an increasing
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number of humans and their family members in these regions, as these
families rely on the industry.

In essence, mining is a capital-intensive industry, and its employment
creation in local regions is generally praised as a benefit to justify extraction
projects>?. However, labor substitution as a result of automation is affecting
a wide range of modern mini processes, and labor replacement is expected
to increase in the coming years owing to technology cost reductions. In
the mining industry, just as in manufacturing and logistics, the COVID-19
pandemic led to an increased aim to rely less on human interaction for
critical operational processes®*. These developments are expected to have a
substantial impact on mining communities, regions, and nations.

The automation of human labor in mining has serious consequences,
particularly in relation to its capital-intensiveness, and it generates chal-
lenging scenarios for local prosperity. Lower labor demand is among the
consequences, as is lower governmental revenue from the income taxes
provided by the workers®!, based on the fact that mining companies are
typically registered in tax havens®®. This is likely to increase inequality
between and among cities and to prevent more people in mining regions
from receiving any form of governmental support.

Several automated mining trucks may now be operated by a single work-
er in a city office, illustrating a new level of automation. Given this rapid
evolution of automation technology, in the mid-term, mining activity will
be operated and managed by fewer humans and by multiple machines
and algorithms. This will have real-world implications for many mining
countries and regions, including probable negative socioeconomic impacts
associated with automation. However, some positive effects may also be
identified, such as increased safety and the opportunity for work force
diversification if educational opportunities are available.

Nonetheless, a rise in robotic productivity is more likely to negatively im-
pact the welfare of young workers and current generations than that of the
current workforce®®, an impact that is also affecting mining communities.
New mining operations will thus likely employ fewer people, offering few-
er employment opportunities for new generations. This intergenerational
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impact is alarming with respect to the future of those working in mining,
raising doubts over whether there will be enough miners in the future to
sustain mining towns and regions, including the families affected. In that
regard, it will likely be practically impossible to establish new human settle-
ments in association with the opening of a mine, and the modern mining
industry thus requires serious social, urban, and regional planning, politi-
cal deliberation, and, in particular, stakeholder consultation>3* as the entire
ecosystem that sustained governments and families in mining areas is on
the verge of collapse as a result of automation. In that regard, ethical risks
arise when increased automation in communities remains unmanaged—
that is, when employment disappears, and no alternatives are offered.
Ethical opportunities are provided when automation leads to a reduced
environmental impact in these communities, which may be seen on a
global level as worldwide mining industries move toward introducing
significantly more automation with the aim of enhancing productivity and
safety®>. This can be observed, for instance, in copper mines, which rank as
the third most important metal for society, technology, and infrastructure;
only iron and aluminum are considered more important from a mining
perspective33¢. Copper extraction is expected to continue for many years,
and this will have a significant impact, including in terms of greenhouse
gas emissions, owing to the industry’s high energy and diesel consump-
tion. In this sense, automation can significantly support the alleviation
of environmental impacts and, at the same time, enhance the safety of
the human workforce>”, particularly in terms of the potential for human
toxicity, potentially reducing it to between 16 and 20 percent in the coming
years. Thus, harmful emissions that damage human health may be reduced,
including cancerous and non-cancerous effects, thereby increasing bodily
health. Emissions can also affect animals and water distribution in the
mining area®3$, offering potential opportunities from an ethical perspective.
Accordingly, advancement in the automation of mining processes could
increase the capability to live with nature and plants for individuals living
in mining regions, given the assumption that automation is reducing the
mining industry’s environmental impact. In addition, given that mining is
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known to be dangerous, with increased death rates associated with heart
disease, cancer, and unintentional injuries®®, the capability for life may be
strengthened when humans’ harmful interactions with mining machinery
are reduced.

4.1.3 Agriculture

For communities dependent on agricultural employment, automation will
largely have a significant impact on their ecosystems>4. Shifts in the agri-
cultural value chain will lead to the availability of fewer jobs in a trajectory
similar to that witnessed in the mining industry. Improved design, more
capacities, and reduced costs of agricultural robotics have led to greater
automation potential®*!' in the transition from a skills-based to a digital
and knowledge-driven agriculture. Automation now covers tasks such as
navigating difficult terrain, identifying crops, diagnosing crop maturity,
and generally operating in non-routine environments®¥2. In addition, the
number of employees in the agricultural sector has declined radically over
the past century®*, and supervisory roles—which might involve overseeing
multiple robots working in a field, for example—are becoming increasingly
important>#4,

Generally, the agricultural sector consists of a larger percentage of indi-
viduals whose jobs are at risk as a result of automation>#. This would result
in increased competition in cases of displacement, where similarly skilled
workers fight for the relatively few alternative jobs available in the region.
Thin labor markets mean that alternative employment within the same
region is difficult to find and unemployment necessarily leads to growing
mobility>*®. The related displacement that arises then usually results in
difficult re-market entry at the worker’s new location, so individuals whose
jobs are at risk of automaton face potentially long commutes, or may even
have to migrate>¥’. Those who will not be able to relocate, such as older
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people, might face a so-called “spatial trap™*8, defined by low growth rates
and lack of opportunities in the specific agricultural region. Analogous to
the mining sector, many individuals in these regions will not be able to
exercise their right to work as a result of such developments.

In the past, rural regions have faced more challenges in applying the
infrastructure and technology that would allow for job automation>#°. How-
ever, recent developments in robotics have incorporated more remote-con-
trolled and self-running technology or infrastructure®? and this, in tandem
with the lower costs of robots®!, means that automation in agriculture is
advancing. Machine learning concepts have significantly improved the au-
tomation of agricultural tasks®>? by enhancing automatic feature extraction,
while the adaptive nature of deep learning helps to achieve greater human-
level accuracy in various agricultural applications. Prominent examples in-
clude plant disease detection and classification, weed/crop discrimination,
fruit counting, land cover classification, and crop or plant recognition. In
many of these activities, the automation technology outperforms human
labor—for example, plant/leaves recognition and classification may be per-
formed between 30 and 270 times faster by machines than by humans®>3.
This illustrates the vast potential associated with replacing humans with
machines, and even larger impacts from an employment perspective are
expected in terms of harvesting activities, which have traditionally required
considerable human labor4. Likewise, in terms of forest harvesting, hu-
mans will increasingly take on monitoring roles for the sake of cost-effec-
tiveness as part of so-called teleoperation®®. Increased data will enable
the more effective use of farm equipment and can also be shared with
centralized servers>® to optimize resources and expenditure®” through
automation. For instance, autonomous tractors and harvesters, which are
GPS-enabled and teleoperated>8, might considerably reduce the need for
low-skilled labor while increasing the need for skilled laborers to operate
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and monitor these machines. However, even this can growingly be per-
formed remotely.

In addition, automation across the entire food production and agricul-
ture supply chain could significantly reduce the need for low-skilled hu-
man labor>, with food handling, processing, and packaging performed
by robots. This also relates to the use of automated milking stations and
dairies®®. Autonomous trucks for haulage might also affect jobs and tasks
for farmers or in agriculture>®!. Furthermore, as new jobs are created, for
example in building and maintaining robots, these jobs will not be available
in the same locations as those that were eliminated. Moreover, the introduc-
tion of robots is often connected to the significant deskilling of labor, and
machines’ increased autonomy is often connected to a loss of autonomy
for those who supervise them>®? as robots become more independent and
better equipped with information and data. Moreover, robots often put em-
ployees, even those in supervisory roles, under greater surveillance owing
to their data-gathering capacities and associated automation systems>® as
employers have greater power to dictate wages and conditions>%4.

In developed countries, typically in the Global North, which have high-
er levels of non-farming employment and agricultural mechanization, au-
tomation benefits large-scale farming®. In transition economies, larger-
scale farming backed by automation has become an effective instrument
with which to resolve land fragmentation, enhance food security, and coun-
teract rural decline>®®. From an ethical perspective, these global regions
benefit from automation by enhancing the capability of bodily health
through greater food security, increased interactions with other species,
and—owing to the revitalizations of rural decline with new jobs—strength-
ening the ability to exercise the right to work.

In developing countries, by contrast, where large populations still derive
their income from agricultural activities rather than the service sector>’ the
impact of automated large-scale farming may be more detrimental. Farmers
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in the Global South may easily be outcompeted in particular markets if
robots are successfully adopted in wealthier countries®®®. This will lead
to some groups, such as famers in wealthy Northern nations, being advan-
taged over their peers from the Global South®%, as the shift from traditional
family-based farming to more corporate, large-scale farming>’® comes with
an increased necessity for capital.

Thus, capital is important>! in making automation in agriculture bene-
ficial>72. Currently, farm equipment manufacturers are focused on automat-
ing the largest and most expensive products; therefore, cheaper, mobile
robots that would be applicable to smaller farms are of little interest.
This development may lead to the disappearance of smaller enterprises,
and the concentration of ownership under large-scale global enterprises®’>.
Moreover, automated agriculture would likely enhance the general well-
being of animals in intensive livestock facilities by optimizing slaughter
practices and improving individual animal treatment®4, thereby supporting
the capability of other species. This would be beneficial from an ethical
standpoint.

Nevertheless, although robots are becoming an integral aspect of modern
farming, it is not realistic to expect an entirely automated farming system
without human involvement in the near future’’>. Nonetheless, modern
farms’ operational processes may be expected to generate lower expenses
with reduced dependence on the human labor force, and the nature of
farming will likely change from traditional field activists to high-tech indus-
trial tasks that attract investors, professional engineers, and companies®’®.
Nonetheless, this development will probably impact the working conditions
of those few who are competing for jobs in agricultural regions owing to
employers’ enhanced power, and this constitutes a risk, particularly in the
Global South.

Aside from the eradication of jobs, however, automation also has positive
implications for improved food production, including in the Global South,
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and therefore for nutrition opportunities worldwide, thus representing an
ethical opportunity by improving bodily health on a global scale. In that
sense, it can not only help to make work safer for those who remain in the
agricultural sector, but can also help limit the squandering of agricultural
resources®”’. There is also an argument that automation is vital, as it is nec-
essary to increase food production by 60 percent by 2050 to satisfy global
food security demands: the COVID-19 pandemic and the growing global
population constitute key examples®”® of uncertainties in this regard. It is
thus crucial that food production and distribution systems be improved to
combat hunger and address the double burden of malnutrition, whereby
smart vertical farming and other automation technologies could help. The
employment of automation technology for food production so that the
maximum number of crops can be attained while reducing human effort is
relevant here.

Moreover, more people are now living in built-up urban spaces that
require a supply of fresh and high-quality food>”®. Therefore, as land re-
sources remain constant with more people living in urban areas, there is
an ever-increasing need to improve agricultural productivity, and automa-
tion can support all parts of the food supply chain, from agriculture to
transportation®°. Another ethical opportunity offered by automation is the
more efficient handling of resources and byproducts such as water and
wastewater, oil and gas®®!, which would enable more individuals in agricul-
tural regions to enjoy a healthy natural environment. Specific applications
include water control and automated watering, robots/drones for spraying
pesticides and plowing, harvesting machinery, or machines for monitoring
health conditions®2. Accordingly, automated farming has the advantage of
reducing the use of water, pesticides, herbicides, and fertilizers, as well
as facilitating production for longer periods of the year with increased
control over food safety and biosecurity. Moreover, the use of automation
technologies could result in improved washing procedures with fewer in-
fectious diseases from bacteria and pathogens®®. Automated farming can
thereby also positively impact bodily health and the environment (i.e.,
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other species). Another example is the replacement of heavy tractors and
machinery that cause soil fertility to deteriorate over time®4, which is a
serious threat in Europe at least, as compacted soil requires more than a
decade of expensive treatment to recover its fertility. This may be resolved
by using small vehicles, guided by a human operator, whereby technology
can help a single farmer to operate a team of automated vehicles as part
of a human-robot collaboration. In addition, automation has led to greater
control over temperature, humidity, and fertilizer in agriculture in the con-
text of high-tech controlled environment agriculture systems®%. This could
also improve food quality by improving the sustainability, nutrition, and
locality of food. However, consumer perceptions appear to play a signifi-
cant role in decisions to pursue specific types of sustainability farming and
ethically beneficial operating models, as they largely rely on value-oriented
food consumers to meet economic, social, and environmental sustainability
goals>86.

Nevertheless, ethical risks may arise when food production and smart
farming fail to take into account the situation in the specific agricultural
community, as with fewer employment opportunities as a result of automa-
tion, issues such as water shortages, lack of cultivable land, and food
with high chemical residues may occur when environmental standards are
not adequately met®®. The potential for robots to affect this dimension
depends on economic and political choices®® regulating the degree of
human involvement—for instance, the application of pesticides could easily
spiral out of control if not carefully monitored by human workers. In
addition, soil compaction may become an issue when human workers are
replaced by heavier robots, potentially exacerbating the current situation in
which heavy machinery already negatively affects soil, as discussed above.
Moreover, the outcome of precision agriculture may be regarded as highly
dependent on economies of scale when robots are used, where in the short
term only marginal improvements are expected®®® owing to the currently
poorly performing available robots in unstructured environments.
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For communities in agricultural areas, the social and cultural implica-
tions of automation should not be underestimated, as they can also result
in significant ethical challenges. Rural populations may be affected heavily
in the long-term in terms of their social fabric®*® when their jobs vanish
only to be recreated elsewhere®! as teleoperated jobs that could easily be
executed by employees who are situated thousands of kilometers away>%2
and who have no connection with the local population. In that sense,
significant demographic shifts may be anticipated.

In addition, inequalities in the distribution of wealth in rural areas
may rise owing to the further consolidation of land in the agricultural
sector. These class-related changes may cause social decay connected to
underemployment®? and diminish the quality of life in rural areas. This
stands in complete contrast to the positive developments that might ensue
for those who benefit from the application and teleoperation of bots—for
example, increased flexibility of work, reduced labor intensity, or more
family time>*4,

Automation also affects the relationship between nature and humans and
how they think about food and farming®>, which might fundamentally
alter local nutrition practices®®, thereby endangering the rural individual’s
self-image and identity associated with living off the land>*” and the related
work in the subsistence economy. This would endanger several capabilities
of individuals in these communities: first, their traditions, which have been
passed on for generations over hundreds of years are regarded as “truly hu-
man”, as the activities directly involve their culture, creativity, or religious
practices. In this regard, the capability to senses, imagination, and thought
is at stake for individuals in these communities. Second, emotions would
be endangered as a result of the threat to the basic human interaction
that guides the development of individuals in their formative years. Third,
the planning of people’s lives become challenging, when the fundamental
aspects of their everyday lives and identities, even food and nutrition, are at
stake.
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In certain regions, this may widen the disconnect between rural commu-
nities and other areas>®, analogous to mining. Another issue with automa-
tion in agriculture coheres around the existing gender gap in employment,
which may become increased®” as new jobs favor people with technical
backgrounds, a group traditionally dominated by males®?°. Women might
thus become even more excluded from the workforce in the agricultural
sector, a violation of the capability to affiliation in terms of non-discrimi-
nation. Regarding the deployment of agricultural bots, legal guidance as
to what types of work will still require human supervision is lacking®.
There is a substantial ethical risk that rural society will be left behind by
the introduction of automation technologies without including the broadest
possible community into the discussion®%2. These discussions are essential
to combating social inequality and forced migration through joblessness,
which could further weaken the social and political situation in these
communities when traditional manual labor becomes replaced.

To summarize, the complete replacement of human labor comes with
diverse consequences from an ethical perspective. On the one hand, oppor-
tunities arise for bodily health and capability to life, when dangerous tasks
can be delegated to machines and no longer need to be performed by
humans. In addition, opportunities arise through improvements in food
production and more efficient and environmentally friendly processes,
which also supports the well-being of animals and nature. On the other
hand, challenges arise as individuals increasingly lose their access to work,
as regions that are economically dependent on mining or agriculture risk
being left behind. Moreover, if the deployment of automation technologies
is not appropriately guided by environmental norms, it may even be harm-
ful. In addition, as humans are increasingly obliged to compete with robots,
this may negatively impact the working conditions of those who remain,
particularly when labor standard enforcement is not possible in the affected
regions.
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4.2 Education and skills in the context of advancing automation

Access to education plays an important role as part of the ethical point of
reference with respect to a dignified life, as having the relevant skills in
times of digital transformation is increasingly becoming the decisive factor
in the ability to access paid work. In addition, it is an integral part of
the capability to senses, imagination, and thought to become truly human.
Moreover, educating oneself may also be perceived as work—for example,
if paid work is no longer available. The first part of this section focuses
primarily on a labor market or employer perspective, assessing ethical risks
and opportunities when the labor market changes as a result of advancing
automation with reduced job availability and higher expectations toward
employees in terms of education and skills. The second part focuses on the
work of educators and the impact of new forms of education.

4.2.1 Labor market requirements and access to work

The current generation of learners faces unparalleled uncertainty in terms
of how they anticipate and prepare for emerging skills and jobs, owing to
the impact of automation and constant technological disruptions®®. Skills
mismatches are increasing to the point that many graduates are unable
to get jobs, while employers are often unable to fill vacancies owing to
the changing nature of skills and jobs. The current conventional schooling
systems, which were founded around 100-150 years ago to enhance the effi-
ciency of the first and second industrial revolutions, are no longer adequate
for people to thrive and prosper in today’s world, which is increasingly
driven by Al, automation, and innovation. This illustrates that the need for
new skill sets in light of digital transformation and automation is relatively
recent, and different contributors will be discussed below with respect to
the skill sets that will be required in the future labor market. A general con-
sensus in the associated discussion is identified and subsequently assessed
from an ethical perspective. The COVID-19 pandemic intensified the influ-
ence of digital technologies on human labor. As emphasized above, access
to technology enhances productivity, and the use of digital technologies is
closely related to the ability to adapt to new technologies. Below, certain
approaches to the required skills are discussed, outlining the generic skills
that employers in the future labor market may demand owing to their rele-
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vance to the ability to exercise one’s right to work as part of the capability to
having control over one’s environment.

For instance, four different skill clusters have been outlined identified®04
as likely to become increasingly salient owing to the changing nature of
work. The first cluster comprises “change-handling skills”, which include a
mindset of adaptability, flexibility, and openness to change. They also relate
to cognitive skills as an important aspect of adaptability and the capacity
to “grow alongside the technology advances”. The second cluster contains
skills for continuous improvement, among them curiosity, enthusiasm, and
lifelong learning, with enthusiasm and lifelong learning posing a mutual
dependency complemented by curiosity. The third skill cluster focuses on
interaction skills that include empathy, communication, and collaboration.
All of these also reflect important leadership qualities that become even
more important in light of the increasing diversity in teams with different
educational backgrounds. The ability to conduct meaningful conversations
and communicate value propositions are becoming even more salient, and
teamwork is undergoing a “(...) new paradigm away from the classical
linear and hierarchic functions to increasingly flat hierarchies”. The fourth
and final skill cluster is defined as “out-of-the-box thinking” skills that
include innovation capacity, creativity, and critical thinking. Creativity in
this sense means “to escape the borders of the norms and their structures”,
as only applying something in a different context that also can be part
of creativity can be taken over by automated processes. Another crucial
factor here is critical thinking aimed at challenging existing processes and
routines and potentially contributing to becoming an early mover with
respect to changes in the market environment. Similar competences are
defined as “twenty-first century skills”% at work and primarily include
soft skills, such as “critical thinking, creativity, communication, collabora-
tion, problem-solving, cross-cultural competencies, work ethic, empathy
and social, emotional and digital intelligences”, summarized as “multiple
intelligence”. There tends to be a general mindset shift®°® from an employer
and social partner perspective, whereby a “skills-oriented learning (...)
instead of qualifications-focused education upfront” is required and key
contributions on their part are necessary to provide broad and transferable
upskilling or training opportunities. All these skills outline how education
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increasingly relates not only to the capability to senses, imagination, and
thought, but also to emotions and practical reason, when critical thinking
becomes more important.

Talent shortages may impact high-skilled labor owing to automation®”.
The activities of certain professions will change substantially as a result of
digitization and automation, with new job profiles becoming radically dif-
ferent. Correspondingly, humans will increasingly perform jobs that are not
easily automatable, and communication technology will shape the nature
of jobs and their handling. Further aspects of this dimension are discussed
in the section below on the automation of communication. From that
perspective, high-skilled jobs will increasingly demand high-level cognitive
and complex skill sets that include advanced written and oral expression
capacities, reasoning, and complex problem-solving. This leads directly to
the significance of social interactions and adaptation skills. Corresponding-
ly, social skills, such as teamwork and communication skills, may constitute
one of the future labor market’s core demands. Such skills are needed
irrespective of whether tasks change in the light of new technologies and
are aligned with the evolving importance of soft skills, even in technology-
related jobs.

Similarly, considering the goal of a thriving digital economy®, it is no
longer sufficient to have just IT or technology-related skills, and other
complementary skills are necessary. These additional skills range from
good literacy to socio-emotional skills to facilitate collaborative and flexible
working. In this respect, generic skills are required to use digital technolo-
gies with “soft skills, such as leadership, communication, and teamwork
skills, required for the expanding number of opportunities for IT-enabled
collaborative work”.

Automation can not only alter the types of jobs available but also the
number and perceived value®®® of jobs and work. Replacing workers’ rou-
tines, machines can create a comparative advantage with employees who
possess the relevant soft skills, such as problem-solving, leadership, emo-
tional intelligence, empathy, and creativity. Workers who perform tasks that
cannot be “cracked” by automation become increasingly critical by virtue
of their creativity, adaptability, collaboration, innovation, imagination, and
design skills. According to this study, employers will prioritize such skills.
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Maximizing the benefits of automation complemented by these skills is
an ongoing goal of business leaders worldwide, as a global CEO survey
revealed®!.

Other impacts relating to skills in the context of advancing automation
may be measured in terms of graduate employability®'". This also provides
certain indications regarding the availability of paid jobs in the future.
Although employability is a complex and vague concept, this perspective
outlines “key transferable soft skills” and competencies that enhance em-
ployability: professionalism, reliability, the ability to cope with uncertainty
and pressure, to plan and think strategically, to communicate and interact
with others, either in teams or networking, good written and verbal com-
munication skills, information and communication technology skills, cre-
ativity and self-confidence, good self-management and time management
skills, and a willingness to learn and accept responsibility. These soft busi-
ness-related skills and competencies tend to be remarkably homogenous in
terms of employers’ requirements and are recognized as important in the
various studies mentioned so far.

Likewise, the European Union (EU) in the study “A new Skills Agenda
for Europe”®'? reveals the types of skills that might be required in the future
from a market perspective. The EU has proposed new indicators of digital
competence with its Digital Agenda for Europe (DAE) and a methodolo-
gy of digital skills was developed by Eurostat in 2015. Those are just a
few activities based on the acknowledgment of the European Parliament
in 2006, which defined digital competencies as “essential”. Digital skills
that will be particularly relevant for the future include the following: the
ability to organize relevant digital information, communicate, or interact in
digital environments (for example with co-workers); problem-solving and
software handling that involves the ability to create, edit and re-elaborate
new content; and the ability to produce media outputs as well as program-
ming. Further skills that are mentioned include entrepreneurship, language
competencies, and a sense of initiative when it comes to employers’ needs
in the digital workspace or future labor market. The EU study additionally
includes indicators of training and upskilling that relate to the field of
lifelong learning.
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The ILOS?® discusses the issue in a report about digitization and skills
systems. Future qualifications and skills are expected to encompass both
technical and personal aspects®®. From a technical standpoint, IT compe-
tence, data analytics, statistical knowledge, organizational and processual
understanding, and the ability to interact with modern interfaces are
imperative. The study reveals that German and American industries, for
example, consider the following personal skills to be essential: self- and
time-management, adaptability/ability to change, teamwork abilities, social
and communication skills, continuous improvement, and lifelong learning.
Furthermore, other skills are recommended but not mandatory (“should”),
among them an awareness of IT security and data protection protocols, as
well as general interdisciplinary knowledge about technologies.

The Future of Jobs 2020 report® highlights the top 15 skills predicted
for 2025. The top 10 comprise (in descending order of importance) of, for
example: analytical thinking and innovation, active learning, problem-solv-
ing, creativity, leadership and social influence, technology use (including
monitoring, control, design, and programming), and reasoning. An inter-
esting outcome of the study is the ranking of the top skills compared with
the previous years (2020 and 2019). Soft skills, such as writing, strategy,
mindfulness, meditation, gratitude, or listening, are becoming increasingly
important, whereas technical competencies, such as Python programming,
deep learning, or algorithms are declining in importance. The results cover
the in-focus or required skills for both employed and unemployed individ-
uals. Nevertheless, for those who are unemployed, Python programming
remains the top required skill, indicating a persistent market need for
such technological acumen. This may change, however, as the considerable
decline in knowledge about artificial neural networks, regression, or deep
learning for 2020 indicates. In general, it appears that the technical skills
required by employers are subject to rapid change.

A similar view is expressed in a publication about the fourth industri-
al revolution®®. Creative and social skills are “low-risk jobs in terms of
automation”. However, those jobs can also change. For example, creative
writing may be affected by automated narrative generation whereby sophis-
ticated algorithms can create narratives tailored to particular audiences. In
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an experiment by the New York Times, readers were unable to differentiate
texts written by a robot from those written by a human. Therefore, for
all stakeholders and people seeking paid work (i.e., the vast majority of
humanity), the ability to anticipate future employment trends and required
skills becomes a critical survival mechanism. These trends may vary in the
short term according to industry and geography. However, requirements for
problem-solving, social, and system skills are generally on the rise, whereas
physical abilities or content skills appear to be declining in importance.

Consideration of the various parties’ positions clearly indicates a certain
development or compromise between the discussed positions of academic
research, institutions, companies, and governmental bodies. Soft skills are
generally recognized as increasing in importance in connection with the
digital and technological advancements, in which the increased automation
of human labor plays a crucial role. Nevertheless, adaptability is also nec-
essary and can encompass technical skills in response to the demands of
technology and the connected market. Interestingly, none of the parties
are particularly espousing a specific technology that might represent an
important future skill set, attesting to the rapidly changing relevance and
short-term applicability of tools and a dynamic that is evolving as a result
of swift replacements on the market. In this respect, this also influences
whether labor is demanded for the referring tools. Only a few studies®”
to date have included specific technologies in their position or research,
indicating that it is rare to rely too heavily on the success of specific
technologies (such as Al and robotics). The results of the WEF report
also showcase how demand for technologies that were highly relevant the
previous year can rapidly decline from a labor market perspective. This is
also applicable in the context of automation-supporting technologies that
embody different kinds of digital tools.

In general, automation as part of digital transformation can affect the ca-
pacity for human achievement in workplace®8, Achievements here may be
defined as coordinated human activity in such a way that those outcomes
are linked to the efforts of individual human agents. Achievement may be
part of the above definition of meaningful labor, particularly given that the
linking of efforts can arouse a certain pride within an individual. Having
the capacity in life to have achievements appears to be part of a desire when
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it comes to workplace necessities, represented in the capability to develop
mutually recognized working relations. Achievements may be linked to
identity and self-worth®", and the lack of opportunities for achievements in
the workplace must be considered.

If human workers are wholly replaced by a machine, the workplace will
clearly be devoid of any human achievement®?. This negates the very pos-
sibility of achievement, and while other talent outlets have yet to emerge,
humans are currently interacting and collaborating with machines in the
pursuit of achievement.

The developments and studies mentioned above indicate that soft skills
may be regarded as permanent in the context of demand from the labor
market, as technical skills tend to change rapidly and become quickly out-
dated. These changes have accelerated considerably with current technolog-
ical advances. The consideration of soft skills is even more relevant, because
they seem prima facie harder to automate and are especially relevant for hu-
man beings (of course, this may change if AI chatbots are imbued with “soft
skills”). In this context, certain traditional soft skills can also be automated
(such as writing, as illustrated by the New York Times example cited above).

To summarize, problem-solving, creativity and critical thinking, and
teamwork or social skills were emphasized as relevant in all of the accounts
evaluated. This reflects ethical opportunities, when automation requires
higher levels of education for those who are able to stay in the labor market
and access education, since the required soft skills not only enhance access
to work as an aspect of control over one’s environment capability and
ability to work as a human alongside other humans but also support the
development of capabilities such as sense, imagination, thought, emotions,
and practical reason, all of which are related to these capabilities. This
demonstrates that skill set requirements increasingly prioritize skills that
transcend specific work processes to interact with other capabilities, such
as emotional intelligence or doing this in a truly human way which distin-
guishes the human even more when competing against the machine. From
an ethical perspective, the evolution of these skill sets reveals an increas-
ingly demanding labor market, in which labor that involves manual work
is becoming obsolete. Mental or cognitive abilities become critical which
could support the capability to bodily health when, for example, awareness
for mental health is improved. Nonetheless, these skills are always relevant
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in interactions with technology in which only a certain group stands to
benefit from improved education—namely, those who are still able to work.

In this regard, as the labor market is rapidly changing always faster
and required educational skill sets might change faster with this, ethical
risks continue to emerge. Verification of educational level will likely be-
come increasingly important as the labor market for the highly educated
is becoming increasingly narrow and competitive in tandem with greater
demand as manual labor becomes scarce, forcing many workers to invest
more in education. This is linked to an ever-growing pool of potential
candidates that may or may not be able to satisfy the requirements for
a given job. The future labor market will thus likely become more unsta-
ble, which poses challenges from an ethical perspective. Correspondingly,
learning abilities might decline in older job candidates. Thus, mental and
emotional aspects may be threatened by fear and anxiety when jobs and
job availability are constantly under scrutiny. In this sense, “automation
anxiety”%?! poses a considerable risk. Correspondingly, the job automation
likelihood has been linked with workers’ unfavorable health outcomes®2?
and poorer job security as a result of increased exposure to automation risk,
leading to negative health outcomes®?®. Moreover, the ability to exercise
practical reason is increasingly threatened by automation when it is work
related, as in the capability to control over one’s environment. The rapidly
changing labor market can make it difficult for employees to identify with
their work and find mutual values with their colleagues. This also affects
the meaningfulness of relationships with other workers, which are becom-
ing more short-term and labor market-oriented as professions and jobs
undergo changes, as team members may be shuffled among teams while
becoming increasingly project-based in an agile working environment®?4. In
addition, the capability to life covers the “the idea that a human life can
be understood as an unfolding story, displaying a kind of unity, analogous
to narrative unity. We can view the moments of our life as a meaningful
whole, something that we can make sense of 72>, In the narrative of a
human life, work plays an important role as a key means by which people
may find meaning. A constantly changing labor market and the alteration
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of professional profiles can cause stress from the perspective of the “mean-
ingful whole”. Human identity can also be affected if the automation of
labor obliges humans to continually change their narrative unity. Moreover,
practical reason, which relates to a “person’s ability to reflect on and choose
a plan of life that expresses authentic values and ends”62¢ may be negatively
affected as automation may result in the frequent alteration of career plans
in terms of an unsafe labor market, with a direct impact on work values and
ends.

For those who are educated and in receipt of high salaries as a result
of their high productivity levels, automation of labor may reduce working
hours and thereby lead to increased free time and more recreational op-
portunities. Moreover, the quality of recreational activities will increase if
the demands of physical work are alleviated. Given technology’s ability to
enhance productivity, automation may free up time for workers and thereby
enhance their opportunities for recreation.

To conclude, education is crucial in that it supports not only access to
paid work but also supports all other capabilities in that context, because
without work, most people will find the other capabilities difficult to ful-
fill without any income. In addition, promoting these automation-comple-
menting skill formations is key in reducing wage equality®”’, which in turn
promotes freedom of political expression. This emphasizes the importance
of an adequate education policy that takes into account automation’s ability
to reduce manual labor while increasing the importance of skills relating to
the senses, imagination, and thought. Their relevance on the labor market
has been thoroughly discussed above. In this regard, automation of manual
labor presents an ethical opportunity for this capability to enhance access
to education, as this simultaneously elevates “truly human” skills. In addi-
tion, higher education generates increased opportunities to use one’s mind
creatively in political and artistic expression. Furthermore, as advanced
education tends to improve health and well-being®?®, the focus on human
skills as a result of automation can lead to a reduction in physical or mental
pain and enhanced pleasurable experiences.

626 ibid.: 30
627 Bentaouet Kattan et al. 2021
628 Zajacova et al. 2020

128

13:37:41. o=



https://doi.org/10.5771/9783748916420-103
https://www.inlibra.com/de/agb
https://www.inlibra.com/de/agb

4 Opportunities and risks of human labor automation from an ethical perspective

4.2.2 New ways of education

Automation has affected education by altering the ways in which knowledge
is provided and thereby changing the nature of the work in which educa-
tion professionals engage. Access to education, as an important factor for
enabling capabilities and labor market access, is crucial from an ethical
perspective, and automation can generate opportunities by facilitating hu-
man development while also representing a risk, if the pace of the required
education is too high with too few jobs available (as outlined in the sec-
tion above) or if education is becoming increasingly biased through the
influence of automation technologies. Nevertheless, the threat of complete
automation of the teacher profession is comparatively low®?. Automation
technologies such as Al are “reasonable to expect that the recent advances
(...) will have profound impacts on (..) competence requirements, as well
as in learning and teaching practices” and “it may also enable new ways
of teaching and learning”®°. In addition, the increased interconnectedness
facilitated by education platforms may result in global classrooms®3!, elimi-
nating certain differences in educational standards, which would represent
an ethical opportunity in terms of access to knowledge on condition that
certain groups are not discriminated against, as they have been in the
past®32. The capability for senses, imagination, and thought may thus be
enhanced and adequate education may be a possibility for more individu-
als, particularly if the education costs are reduced thanks to automation
technologies.

Correspondingly, in its “Beijing Consensus on Artificial Intelligence and
Education”, UNESCO®3* articulated the potential to address educational
challenges and innovate teaching and learning, with an emphasis on ensur-
ing that the core principles of inclusion and equity are respected. The
consensus calls for a human-centered approach to AI, whereby AT’s role is
redefined to address inequalities in terms of access to “knowledge, research
and the diversity of cultural expressions and to ensure AI does not widen
the technological divides within and between countries”, stating that there
must be a promise of “Al for all”. In that sense, it calls for the inclusion
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of Al in planning education policies by considering certain uses of AI—
for example, in education management and delivery, to empower teaching
and teachers, for learning and learning assessment, and to develop values
and skills for life and work in the AI era while offering lifelong learning
opportunities for all. These opportunities should also promote the equi-
table and inclusive use of AI in education. From a monitoring perspective,
UNESCO calls for measures to ensure ethical, transparent, and auditable
use of education data and algorithms. In that respect, plenty of ethical
opportunities with educational work automation seem to exist, while at the
same time, access to education and biases in Al systems are a risk to use
those potentials. Nonetheless, the technical perspective must be considered,
given that the use of automation in education has accelerated in recent
years, with the pace becoming even faster as a result of the COVID-19
pandemic®34.

Initially, AI took the form of computer technologies for education before
transitioning to web-based and online intelligent education systems and
finally evolving to the use of humanoid robots and web-based chatbots
to perform instructor duties and functions, potentially with or without a
personal human operator on the other side®®. This allows teachers and
instructors to more efficiently and effectively perform administrative roles,
such as reviewing and grading, thereby allowing them to deliver higher
quality teaching. Another advantage of using automation technologies, such
as machine learning, is the increased customization and personalization
that they facilitate, aligning the curriculum and content with student needs.
However, risks may emerge when Al is also biased, as the distribution of in-
formation—even within academic institutions of higher learning—is direct-
ed by technology corporations, who monopolize control over the relevant
algorithms®36. Moreover, for teachers to assume their new role in education,
they must focus on conveying other skill factors, such as creativity, imagi-
nation, innovation, and skills that machines cannot perform. Educational
policies must increasingly consider humans who are teaching other humans
“human”-specific values, as other tasks, such as administrative work, can
be increasingly automated. This is particularly crucial given that schools
play an important role in students’ socialization, as environments in which
human associations form and influence cognitive development. The use of
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automation technologies in educational work can thus jeopardize children’s
healthy maturation processes, particularly if Al is increasingly permitted to
determine what content is covered. Moreover, if Al is permitted to influence
examination content, a lack of accountability may ensue when test results®”
are based on algorithms. This may generate fear and anxiety at the prospect
of a coldly rational machine that increasingly serves as a gatekeeper and
“Instance of authority”. In addition, fewer instances of human recognition
and social interaction may hinder the establishment of empathy, as school
children will be exposed to the virtual world not only in their free time
through social media but now also in their compulsory schooling, which
may reinforce the effect of, for example, the inability to live in relation to
the world of nature when playing with others. This poses a risk from an
ethical perspective.

As mentioned above, automation technology is unlikely to lead to job
losses for teachers in the near future; nevertheless, as robots become in-
creasingly sophisticated, this may exert pressure on teachers to improve
their efficiency, potentially diminishing their collective bargaining rights®®.
Moreover, teachers may become deskilled as work becomes increasingly
automated, with robots making decisions and teaching classes. This is also
relevant to the political sphere, as automation technologies may lead to a
decline in political awareness when the nature of work is subject to change
and identification with one’s specific profession declines. This could go on
to affect the collective bargaining power of specific professional groups,
such as public-school teachers, a development that would be problematic
from an ethical standpoint.

Teaching in higher education institutions will also necessitate a reconsid-
eration of the teacher’s role, given the displacement of jobs by advancing
automation®®. For example, the rise of software designed to detect plagia-
rism raises the question of agenda-setting with regard to teaching and
learning. Given that technology corporations have a quasi-monopoly on
how they use data, their impact on how research is conducted is increasing.
This highlights the importance of privacy, since these corporations could
use plagiarism software to overhaul higher educations by stealing research
and investigation results in advance. Furthermore, AI software based on
complex algorithms may assume responsibility for certain teaching practice
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tasks in higher education, and programmers may design such software
under the influence of their own agendas and biases. Universities must be
able to remain independent of these influences in maintaining civilization
and promoting knowledge and wisdom®40. This is also relevant, as automat-
ed decision-making (ADM) technologies are increasingly instrumental in
preselecting job candidates, deeming students to be “failing”, and, crucially,
allocating school resources®4..

The already fragmented academic labor market in higher education may
be affected by automation as the acceptance of large student numbers while
keeping faculty numbers static is becoming increasingly common®#2. In
that regard, the ethical risk occurs if critical and creative agent role of the
teacher is endangered when automation increasingly takes over the process
of deliberation, whereby the teacher begins to adapt to technology rather
than vice versa. The standardization of educational processes and platforms
poses a further threat to deliberative diversity, as the knowledge conveyed
is based on information selected and sorted by technology corporations’
algorithms. This would also jeopardize universities’ academic freedom.

In that regard, automation far exceeds the advertised “automation of
repetitive tasks”®43, which would liberate teachers from administrative
work, enabling them to focus on building “meaningful relationships” with
their students. Although the deployment of Al is regarded as a “win” in
terms of facilitating increased time for personal human interaction, the
digitalization of education also poses a risk to the development of cognitive
skills outside the digital world®**. In that case, an additional risk may
emerge, as individuals may become increasingly dependent on these tools,
which have been developed by technology corporations who may lack
transparency in terms of how these algorithms function. This also demon-
strates that there is no “judgment free environment for education”4>,

An ethical opportunity, aligned with the agenda, may be perceived as
lifelong learning becomes more accessible®*6. This must be strengthened
by preserving the integrity of higher education, while teachers must focus
on conveying human skills, such as imagination, creativity, and innovation.
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This may help avoid and critically reflect on the ways in which automation
seeks to influence future outcomes of education, as educators shift their fo-
cus from experience to future events®¥’. In this context, it is also important
to demand that designers, developers, and vendors be held accountable for
their products so that they are built to serve pedagogical values and not
to diminish or undermine key aspects, such as social relationships with
people. In that regard, educational professionals should be more engaged
in shaping the development and not leave it in the hand of those who
provide these products, which are purely guided by commercial interests.
Correspondingly, the technology deployed in education must be strictly
controlled to ensure that it does not prevent individuals from expressing
themselves and freely developing a conception of good, which is related
to the capability of practical reason. Critical reflection might be at stake
if algorithms assume responsibility for education, making sure that certain
views and positions are avoided by those who seek knowledge from knowl-
edge and e-learning platforms, which are increasingly personalizing the way
in which humans perceive education. This individualization of education
further threatens the development of political affiliation with other humans
and jeopardizes social connections, which are required for participation in
political life to ensure that concerns regarding the political system can be
freely voiced.

More broadly, automation in education requires universities to re-think
their role both in terms of technology, and also in terms of their role in
society as a whole®8. For example, universities should consider the struc-
ture of their educational models to foster qualities such as self-reflection,
conflict resolution, creativity, or choice-making skills®4°, which will be im-
portant for students entering an increasingly more automated job market.
This is also relevant as the demand for Al-based education platform is set to
increase in the coming years, also thanks to its growing personalization®°.
The availability and quality of continuing education counts for more than
simply the education of younger students, as “seeking this sort of midcareer

intervention should be as natural as choosing to go to college after high
school”®L,
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Moreover, Al may strongly affect how wealth is distributed in society as
level of education becomes a determiner of whether one will have a job
or not in an automated job market. If algorithms in university programs
are used to decide whether a certain student passes an exam or not, this so-
called “intelligent examination system has very important practical signifi-
cance for promoting the socialization and modernization of education”®32,
The same applies to whether someone is admitted to a school or university
and reflects another critical dimension besides teaching when automation
technologies are applied in educational work.

In summary, the deployment of automation technologies in education
in the short and medium term is unlikely to jeopardize the availability of
jobs for teachers. Nevertheless, it affects how education is perceived and
how teachers work as they face the increasing threat of being controlled by
algorithms that determine what content is presented to pupils or students,
which places various capabilities at risk, as stated above. To avail of the
opportunities offered by advancing automation in the educational field,
teachers should focus on conveying human values and knowledge, such as
critical thinking and social skills, and demands for transparency on the part
of technology providers must be reinforced to ensure that pedagogical stan-
dards are maintained and a diverse range of knowledge is provided. This
would ensure that those who are willing to receive further education do not
become a target for the opaque agendas of technology corporations or other
providers, designers, or developers of educational software systems.

In conclusion, automation is leading to rapid changes with respect to the
in-demand skill sets on the labor market, giving rise to ethical challenges
as job security declines. In addition, social interactions and social skills,
despite being demanded from a market perspective, are increasingly shaped
by automation technologies that influence human interactions. This is also
related to changes in the professional environment, as greater access to
information with fewer direct interhuman teachings poses a threat from
the ethical perspective; this is particularly relevant if human skills can no
longer be learned and educational tools are based on biased algorithms.
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4.3 Automation of communication

Modern digital communication tools alter the ways humans express them-
selves and interact with each other, an area where automation technologies
are increasingly deployed. On the one hand, human jobs in traditional me-
dia are increasingly replaced by robots, and on the other hand, social media
offers automation technologies opportunities to manipulate and control
human behavior while exploiting their creativity, time and needs without
providing remuneration for their work, at least in most cases. Their usage
urgently requires an analysis from an ethical perspective, especially since
the topic traditionally is not thought of in terms of human labor automa-
tion and related impact. First, it will be elaborated how communication is
affected by automation technologies from an ethical perspective and how
automation shapes communicative work. Second, it will be analyzed how
the “automated press” steers the political discourse, which has largely shift-
ed to social media. Third, the problematic nature of unremunerated work
on selfhood, which is caused by advancing automation technologies that
manipulate users through social media with serious impacts on socializa-
tion, will be outlined. Fourth, it will be highlighted how this development
has resulted in new forms of unpaid work—that is, data slavery.

Traditional forms of communicative production—namely, speech and
writing—have been increasingly affected by the consequences of automa-
tion®3 in recent years. This, in essence, is caused by the increased percep-
tion of virtual reality as genuine reality that also affects the nature of
human labor, specifically traditional communicative work, such as journal-
ism. Moreover, as technology becomes more sophisticated, the social and
political implications of machines’ abilities to accelerate the production
of written and oral discourse is visible. This not only threatens material
livelihoods by reducing job availability but also jeopardizes the values of
deliberative struggle and social reciprocity that are embodied in everyday
communication. In that regard, in contrast to the industrial automation,
immaterial human labor, which is largely based on communication, is
undergoing heavy alternation. Work of this nature may be regarded as the
defining activity of human community and political life as well as the
key to human development®*. The economic consequences may be felt
by many who work in fields that rely heavily on communication, such
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as psychotherapists and personal assistants or even teachers, professors,
and media professionals, all of whom increasingly face sophisticated digital
technologies that would do their jobs at a minor cost®®. This poses an
ethical risk in terms of the ability to exercise the right to work for the
increasing number of individuals who are engaged in producing or creating
immaterial goods. This is reinforced as the automation of communicative
labor affects all individuals, whether it pertains to ordering food, learning
about political candidates from automated campaign calls or social media
posts, or attempting to reach customer service agents. Regarding new media
and digital rhetoric, economic and cultural life is increasingly affected by
the machines’ displacement of human workers. In essence, the automation
of communication will not only influence human labor as a source of in-
come but will also affect the culture of human labor as a whole, particularly
in the context of what defines paid work®3®.

Besides the fact that digital transformation has enhanced the potential
for interpersonal human communication by facilitating connections across
cultures and continents®’, which can positively strengthen capabilities
for affiliation, digital capitalism must reconcile its desire to profit from
human communication with its historic aim of eliminating unpredictability,
possibility, and temperamental and political volatility on the part of the
human worker%8, which is aligned with the increasing commodification of
information in the digital economy®*. Immaterial labor is most saliently
distinguished from its material counterparts by its social purpose, in that
the production of communication affects relationships and knowledge, in
contrast to manufacturing a car or other material goods®®, which has a
lesser direct impact on immediate human relations. Therefore, the “biopo-
litical” dimension is directly affected when automation technologies are
increasingly deployed in communication, owing to the fact that human
communicative labor produces a constitutive surplus that positions the
human subject and its communities—at least traditionally—beyond the
power of capital®®! and represents a cornerstone in the capability of political
affiliation.
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AT and its automation drive have thus facilitated a rule of communica-
tive culture where humans before by tradition realized this biopolitical
potential in communities through interaction®®2. As this can only be lived
through common human experience, automatic communication reduces
the opportunity and impulse for cooperative human efforts when Al is used
to monitoring human communication, analyzing, and subsequently mecha-
nizing human interactions. These pursuits are additionally connected with
the vast amounts of data that are collected and then used as part of a
new media ecosystem®®3. The standardization or machination of communi-
cation in that sense limits the opportunities for local, harmonious passion
in the virtual world and reduce the prospect and impetus for humans to
organize, struggle, co-operate, and empathize with one another®*. The
socially essential work of human communication is therefore transformed
and drained of its freedom, eventuality, and politically creative ability,
which threatens to skim the biopolitical surplus from human communica-
tion, posing a high risk from an ethical perspective. Further issues in this
respect include the question about authorship and, consequently, account-
ability and responsibility for communication content®> created through
algorithms. The intention of automating communication is similar to that
of industrial processes from a capitalist standpoint; immaterial products
relating to human communication, such as curiosity, care, or intimacy, can
be reproduced more reliably, precisely, and cheaply than humans facilitate
when it comes to providing communicative labor, aiming to define or
influence cultural norms, consumer norms, or public opinion®%. These
developments represent an ethical risk in terms of affiliation and political
rights, as social interaction between humans is increasingly controlled by
distributed information based on opaque algorithms, and news media lack
transparency®®” with respect to their specific use.

Machines have developed a competency in interpreting and producing
discourse and have taken over several domains of social life in which com-
municative labor is vital®®. Accordingly, humans are increasingly turning
to machines for knowledge and information about what would traditionally
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have been products of a human relationship, as scientists and corporations
are increasingly using Al to create replacements that exceed human abili-
ties®®®—for example, being more reliable or tailored to clients. Examples
include chatbots or other machine facilitators that provide support services
that would traditionally have been provided by humans. In addition, when
searching for information, individuals usually receive sorted content that
is directed by bots®”C rather than humans. Critically, this automation of
communicative labor provides conditions of human sociality that deny the
fact that care and conversation can occur only between humans®”!, which
poses an ethical risk with respect to the capability of being truly human.

Humans’ political possibilities and potential to possess genuine personal
opinions are diminished as content production is increasingly performed
with, by, and between machines, as machines occupy roles that were for-
merly human®’2 In this sense, the deployment of automation technologies
will further restrict the domain of human-produced culture by forcing peo-
ple out of communication-oriented professions, replacing ineffective paid
human labor with machines’ imitated effective creativity and care—for ex-
ample, chatbots®”3. One approach to finding an answer to these challenges
would be AT literacy so that individuals are “empowered to interact with
and treat mass-personalized content in a way that promotes individual and
social good while preventing harm”¢74.

Automation of communication not only threatens blue-collar workers in
manual jobs, as mentioned above, who certainly bear a large burden in
terms of automation technology innovation®”>, but also affects white-collar
professionals, including artisans, lawyers, or accountants. Although new
complex non-routine work may emerge, the gains at the top of the labor
market will not be offset by losses in the middle and bottom of the job
market®75, as reflected by the decline of full-time professional editors®””. In
addition, the automation of labor affects human assistance or administra-
tive jobs, for which big data are more efficient, again with the assistance of
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chatbots or natural language bots®”® which are also used, for example, for
screening of job applications®”®. In this regard, working conditions and the
availability of work may deteriorate, as jobs are completed by machines, af-
fecting individuals’ ability to maintain control over their own environments
in terms of their material and political well-being.

Text customization through Al raises further ethical issues with respect
to information availability and the right to information. Through big data,
readers might be presented with different views derived from their Inter-
net history®®. In that sense, automated communication has also led to a
rationalization of social communication traditionally pursued by human
beings. The adaptation of these technologies may be explained by rational
interests and greater efficiency®®, as illustrated by radically new media-re-
lated properties and network ideas®®2. This also has resulted in a greater
dependency on efficiency-driven automation communication by the mere
necessity to manage the information overload®®, which can be aligned
with a “digital rationalization”®84, whereby automated communications fea-
ture elements of interactive communication and allow for individualized
mass communication®®® with content that has been wholly developed by
machines. This poses a risk to the ability to, for example, imagine others’
situations, since only certain elements of information are made available to
intended receivers of a message, diminishing the quality of communication
rather than improving it, which opposes the promises of more efficient
modes of communicating.

4.3.1 Social media

Social media has affected human social life considerably, particularly with
respect to communication. It has facilitated, but also automated, the ways
in which we interact and work in the digital world. On the one hand,
with an increasingly automated press involving fewer humans in public
political discourse, it is necessary to reflect on how political rights and
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affiliations are affected by social media platforms that involve automated
communication tools.

On the other hand, social media exerts underlying effects on human
behavior and socialization, including with respect to the labor market and
remunerated work. The automation of communication in that regard af-
fects different spheres, especially through the means of social media. While
increasing numbers of workers are struggling to find regular employment,
others “work” unpaid and unwittingly for technology corporations at all
hours, at home, in bed at night before falling asleep, never out of reach
and continually providing private data. This “surveillance capitalism”8 has
found ways to commodify and trade in some of the most intimate aspects
of daily life. By harvesting the data produced by an individual’s often unre-
munerated interaction with a machine, these technology corporations seek
to trade in the labor of mere selfhood and, more remarkably, to shape it.
Everywhere, human labor remains of the utmost importance in the creation
of value; rarely, however, is it recognized or paid as labor. As long as this
labor remains invisible, those who profit from it will not need to pay for
it®%. This development is highly problematic from an ethical perspective
and will be further outlined below.

In addition, the algorithms used in social media have a known history of
exhibiting racist tendencies when gathering data, and there is a fundamen-
tal lack of transparency regarding how the technology works®8, amounting
to an ethical risk in terms of equal treatment when no human worker or
author can be openly held accountable for such practices. Moreover, social
media influences users by fabricated “norms”, which are created by algo-
rithms that serve commercial platform monetary benefits®® by not treating
humans as such but rather as objects based on private data. In that regard,
humans are simply a means, objects in the service of these corporations,
whereby “liking”, “friending”, and “sharing” undermines the sanctity of
human dignity and merely serves as a manipulative tool®?. Withdrawal
from social media, on the one hand, can leave humans feeling lonely and
isolated, reinforcing the susceptibility to radical or extremist pursuits that
is already provoked by the use of these communication tools in democratic
systems; on the other hand, social isolation and emotional distress are
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becoming increasingly common owing to the constant manipulation by
algorithms. Both aspects are highly relevant from an ethical perspective,
because they take advantage of basic human needs to force individuals to
work without payment, thereby threatening other central capabilities.

4.3.1.1 Automated press and political discourse in democracy

Automation of communication affects how democracies work and operate,
particularly because automation technologies change the ways in which
humans work and interact in relation to the political discourse in a democ-
racy. Cross-cutting communication spaces may be regarded as key to a
functioning democracy®®! and addressing issues that are relevant to citizens.
Social media, for example, can improve awareness with respect to working
conditions®®? and rally affected individuals for political reasons®®* if neces-
sary, allowing for joint action irrelevant of distance. In facilitating direct
communication with leader figures, social media can support the creation
of political identities®* without relying on human opinion leaders, such
as journalists or political commentators. These developments represent an
opportunity from an ethical perspective.

However, rationalization of communication can also lead to a loss of
meaning, freedom, and reification®. This can be also seen in terms of
effects in social media®®, as content appears to be increasingly similar
across cultures and individuals in terms of how communication is effected,
which also has a political dimension. In this context, highly subjective
acts of communication are transformed into objective categories, rendering
communication predictable and controllable®” by machine-based influence
that remains limited to specific content without any underlying human
input. This may be interpreted as a form of “dehumanization”, where the
human actually becomes simply a means and no longer represents an end.
Coincidence and open-ended outcomes become rare when being guided
by the machine, which endangers discourse. Politically relevant human
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beings become increasingly objectified, connected to a loss of contingency
and reflexivity. In addition, political communication is becoming more
vulnerable to disinformation, which is increasingly spread as automation of
communication offers new possibilities®®8. Paired with automated journal-
ism, this jeopardizes freedom of information®®® and diminishes the ability
to politically affiliate in a truly human way, which is an ethical issue.

This development verifies that human political activity may come to be
entirely rendered by machines, and there is a very real threat that humans
will become wholly irrelevant in the political process, as opinion-formation
becomes increasingly influenced by automated communicative tools. Social
media is becoming a primary news source, where new alternative online
media polarize narratives and increase the potential for extremist news’
through the creation of “echo chambers™?!, with news bots playing an
important role in leading people into a certain narrative based on their
historic search preferences’?2. For example, in Europe today, only half of
citizens born after 1980 believe that it is crucial to live in a democracy’®,
and this is likely connected to a loss in confidence and trust in political
parties and governments. A key issue in this context is the denial of respon-
sibility by platforms and algorithm operators who profit from broadcasting
political information, thereby providing ideological extremists with media
power to distort democracy’?4, an issue that generally relates to public
relations through social media’® when companies operate in the political
arena. This again highlights the lack of accountability associated with re-
duced human work and involvement in politically relevant discourses. As
these developments fundamentally threaten democracy, they pose a direct
ethical risk to human dignity, as political rights are essential in a liberal
democracy, and protection of the quality of democracy becomes crucial’°®.
One approach would be to use trusted webpages (e.g., those affiliated with
government agencies); however, greater policy guidance and regulatory
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frameworks are required to protect public discourse’?”. It is further neces-
sary to boost Al literacy and knowledge regarding how social media and
communication to allow people to participate in political activities while
understanding how these tools affect free speech.

Another key challenge is the increasing loss of political influence in
certain sectors, as fewer people are employed and are therefore less able to
raise their voices politically. In that sense, workforce automation is likely
to create political upheaval’%8. Historically, industrial revolutions have given
rise to non-market mechanisms’?’, such as new political movements that
have the potential to culminate in global warfare”. The current digital
transformation has led to a rise in populism, with economic change and
insecurity among the contributing factors’!!. At this point, workplace digi-
talization matters for voting behavior’!?, however, technology appears not
to have been blamed but rather misattributed by voters to topics such as
migration or international trade. When people misperceive the source of
an economic problem, they are more likely to support inadequate remedies
that fail to strike at the root of the issue. Worse, the policies could be
inefficient or even damaging. In that sense, policy must generally take this
issue into account, especially since certain sectors might be losing influence
in politics, which may go hand in hand with a deterioration in working
conditions for the remaining employees. This will likely be paired with the
anger of the supplanted individuals and voters, who may seek radical—if
not fascist—solutions to their unfavorable economic situations.

To summarize, social media is becoming a decisive factor in social status
and affiliation between humans. Political sentiment and opinion today
largely depend on information distributed via these channels with reduced
direct human communication and less human media work shaping political
positions. The algorithms that control the flow of information and are
increasingly biased toward a certain political ideology—for example, in the
case of TikTok”®, which suppresses any critique of the Chinese communist
party—indicate that there are risks, for example, with respect to political
and social inclusion. The capability to affiliation is thus threatened if auto-
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mated communication harms institutions such as the press, in which robots
are increasingly merely reproducing content based on a user’s history”!4.
As political social interaction become increasingly dependent on digital
means, the use of Al threatens democracy by diminishing the roles of
human individuals and replacing them with robots that are subject to
opaque algorithms with unknown biases. The attack on the US Capitol on
January 6, 2021, illustrates this increasing extremism caused by closed “echo
chambers”, whereby humans are manipulated based on their opinions. Ac-
cess to political information is thus increasingly predetermined, which also
reduces the opportunity to revise or overthink one’s own political opinion,
which poses a direct threat to the “nourishing”' of political affiliation.

This non-involvement of human work directly relates to the capability to
be treated as a dignified being and non-discrimination, as the use of Al in
the political arena heavily discriminates in favor of information based on
socioeconomic, racial, or ethnicity-based criteria”®. In this sense, automat-
ed communication disrespects and humiliates humans by treating them as
products and using political opinions to profit from the human need for
political affiliation. Moreover, it becomes increasingly difficult to imagine
oneself in others’ situations—especially one’s political opponents.

4.3.1.2 Socialization and the work on selthood

Social media has had a range of effects on socialization, particularly with
respect to the increasingly automated character of communication led by
commercial interests, which affects the nature of work. On the one hand,
the future of work has been largely affected by narratives conveyed via
social media. For example, job applications and operational work are
becoming increasingly virtual, altering how humans receive appreciation,
whether through direct messages or “likes”. The younger generation in
particular and the population more generally are affected by the idealized
images that dominate social media platforms such as Instagram, LinkedIn,
or Facebook in terms of professional socialization”””. The comparison of
working conditions and benefits via social media increases transparency
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surrounding working conditions and salaries, as increasingly illustrated
by the so-called “Generation Z”718, representing an ethical opportunity. In
addition, social media can have a positive impact by means of connection,
support, and discussion forums where issues relevant to individuals can be
raised”, such as health issues at work.

On the other hand, the use of social media is associated with consider-
able challenges in other aspects of socialization, driven by potent commer-
cial interests and enacted through sophisticated and hidden algorithms”2,
whereby work is performed without payment, enforced by the fact that
human attention is increasingly “mined” by technology corporations’?.
Finding one’s identity can also be seen as an increasingly important task
requiring dedicated time and creativity in today’s world. Social media use is
associated with dependence and reliance that may culminate in addiction,
particularly for young people, for whom it represents a primary social
arena that socializes and indoctrinates them into new forms of culture
through technologies that aim to control the “culture of connectivity” and
manipulate humans by gathering data’?2. This is related to the ever-increas-
ing quantification and measurement of our social and everyday lives’?.
The desire for connectedness and sociality has induced over 4.5 billion
individuals to join virtual social media networks’?* and make the sphere a
crucial part of their social lives. As it initially appeared, in the first five years
of the new millennium, the virtual social world served as an arena for the
exploration of individual personal growth in a democratic, individualistic,
friendly, and respectful environment. Soon, however, it became overtaken
by corporations who enforced their interests, profit-seeking ideologies, and
a utilitarian and competitive mindset’?®. Wikipedia, as a noncommercial
provider, in many ways represents the last survivor of the old spirit of the
virtual world. The new virtual world of connective media is structured by
automated technologies to manipulate users’ needs to increase commercial
profit, an aspect further outlined in the chapter on data slavery.
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The “popularity” of the virtual world is accompanied by real-world im-
pact. For example, the technological pressure to select the most connected
person or idea may lead to real-life pressure reinforced by one’s peers, and
social media may become an indicator for symptoms of mental ill-health”2°.
Peer pressure has become a hybrid social and technological force, as con-
nections between humans inform automated connections and vice versa’.
The ideology pursued by the technology giants are defined by principles
such as popularity, hierarchical ranking, competition, rapid growth, large
traffic volumes, and fast turnovers. Moreover, social activities are inextrica-
bly connected to economic pursuits in a culture of automated “personal”
recommendations, traded for “work” based on private data that is largely
unpaid.

However, users are largely unaware that they, thanks to their search
for connectedness, become part of a large underlying commercial interest
on the part of the platforms facilitating this virtual sociability (Facebook,
Instagram, Twitter, Google, etc.) through manipulation. Intensive connec-
tivity—or coded “popularity”—is extremely profitable, and so these cor-
porations employ technology to construct the kind of “popularity” that
serves their purpose and stimulate users to pursue these profitable types
of “popularity”. They are lured by the promise of achieving commercially
promoted “popularity”, believing that they are advancing their own statuses
and prestige “spontaneously””?3. The underlying mechanization or automa-
tion is also evident in online dating, which differs fundamentally from
the “traditional” approach whereby relationships developed out of mutual
friends, situational links, or personal instinct’?. Now, algorithms match
people rationally based on information and interests, character traits, or
socio-structural characteristics.

Manipulation of language in social media is an essential element in the
pursuit of automation. New meanings have arisen around terms such as
“sharing”, “friends”, “followers”, or “likes”. For example, the meaning of
“sharing” has been transformed from user-to-user information exchange,
to sharing personal and private data with anyone in the world. The applica-
tion of the terms “friends” (Facebook) or “followers” (Instagram or Twitter)
to networks on social media represents a social badge of honor informed by
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the popularity principle, has also found their new meanings”*. In addition,
the concept of “liking” imbues popular ideas or things with a high degree
of emotional value, arguably at the expense of rational judgments for which
there are no buttons in the online social environment. This manipulation
affects all corners of culture and sociality”!, paired with the increase in
mental distress and the normalization of self-harm and suicidality among
the youth”32.

These efforts to secure “popularity” as a mark of personal status, prestige,
or precedence in a search for “virtual honor” have very real consequences
for people’s emotional lives and self-perceptions. Social dynamics that
are connected with an “honor game”3? relate to competition, hierarchical
thinking, and among other behaviors, exposure of competitors and sham-
ing, particularly when mental health problems arise in relation to social
media addiction”4, particularly cybervictimization or social comparison.
This all comes at the expense of privacy, authenticity, and other features of
the universe of dignity and respect’3>.

Social media reinforces bullying behavior by making it difficult for the
victim to leave owing to their dependency on the platform”. For most,
opting out is not an option, because it would mean leaving sociality al-
together, since the virtual activities are wholly intertwined with people’s
offline social lives’?”. Fear of missing out is a real anxiety affecting young
people and it keeps them constantly hooked up to multiple virtual groups,
including while they sleep. It interferes with their ability to create intimacy,
to choose freely, to simply be with any human activity that might give
rise to respect. All these developments lead to negative effects on cognitive
control, academic performance, and socioemotional functioning’*$, which
represent an ethical risk with respect to bodily health. Moreover, emotion-
al development is blighted by fear and anxiety as social media leads to
increased opportunities for sociopaths and other antisocial personalities
to further engage in emotional abuse through manipulation tactics such
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as “love-bombing™”*° or intermittent reinforcement’? that modern commu-
nication allows and enforces through AI. This is directly linked with the
increased opportunities to maintain and direct global sex trafficking rings”!
and other forms of work that represent heavy violations of human dignity.
In this respect, automation has led to more emotionally abusive commu-
nication methods, which go beyond the traditional channels used to com-
municate with individuals elsewhere, which even might be reinforced by
activities on social media. Furthermore, younger people may be negatively
influenced by social media while developing their emotions and increased
digital expression of feelings. In this respect, forms of human attachment
are directly threatened, as the automation of communication through biases
and guided misinformation may cause rifts between family members or
erect barriers between generations, as direct communication between those
who are supposed to love and care for each other is increasingly separated
and individualized through the use of technology. Furthermore, the process
of grieving may be negatively influenced by social media as notifications
of birthdays or other important days continue despite the individual’s
death”2,

Social media and the increased pace at which values are communicated
with a lack of human absence, guided by Al, causes various issues for
young people as they mature’™3, negatively affecting practical reasoning
and the attempt to form a conception of the good is treated by constant
alteration, and critical reflection on how best to plan life becomes difficult.
The increased value of pluralism additionally makes it more difficult to
form a stable conception of the good, directly linking to the expression
and development of authentic values. In the long term, this may threaten
the basic values of a society, diminish solidarity, and promote egoism”*.
In addition, family values are at stake as values become relative and short
term-oriented. The very raison détre of the nation state may be called into
question if its existence is no longer a factor of stable value perception,
where “for the first time in human history, we have given up autonomous
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control over our social relationships and interactions, and we now allow
machine learning and artificial intelligence to make decisions for us™7>.

Similar aspects apply with the even deeper integration of humans
into the virtual world through so-called “metaverses”, which first sur-
faced with the so-called “massively multiplayer online role playing games
(MMORPGsS)”, in which large numbers of players, extending into the mil-
lions, come together in a virtual world”#6. The result often is a re-creation
of real-world activities. Some virtual worlds, such as Second Life, even have
their own currency that can be converted into real-world money. This pro-
vides a strong incentive for entrepreneurs to seek commercial opportunities
in metaverses by also using automation technologies to collect more data,
giving rise to questions surrounding ethical design”’. Given that humans
can also be employed or paid for work in such virtual worlds, the develop-
ment also effects human labor, where substantial risks may be found from
an ethical perspective, as these virtual realities almost entirely eliminate the
“human factor”. In the long term, the metaverse will likely offer lucrative
opportunities for certain individuals and organizations™8. It may become a
future source of wealth creation and employment opportunities. How this
might impact the automation of real-world jobs requires further evaluation.
From an ethical standpoint, however, it certainly supports an increasingly
efficient value chain, though it may represent a parallel value chain with
a transparency threat when the provider’s business model remains opaque
in terms of privacy and how algorithms work. Moreover, significant threats
may also apply to the loss of individuals’ cognitive skills as they spend more
time on these platforms and lose the capability to relate to nature and the
environment. Furthermore, human affiliations may be steered and guided
by machines and opaque interests.

4.3.2 Data slavery as a new form of unpaid labor

Al requires vast amounts of private human data if it aims to create value,
data that are largely gathered by “surveilling” communication between hu-
mans. Hidden from public view and organized on a gig basis for extremely
low or even no pay, human beings are completely essential for assessing
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content, verifying decisions, and tailoring results based on the collected
data. This invisible labor, also called “ghost work™#°, is closing the gaps in
Al and powers the systems of profitable technology corporations. New ma-
chines or applications, advertised as innovations in convenience, extend the
reach of the workplace into hitherto unreachable regions of an individual’s
life so that one is never off the job or never stops providing data. While this
work is unpaid, technology corporations are profiting from this data”?, an
issue that is especially salient in social media. In this context, technology
corporations transform humans into products based on collected private
data that they then sell on to vendors for the purpose of targeted advertise-
ment”>! using their work of self-ness. In this regard, data or digital slavery
involves traditional “chattel as well as “modern” slavery’>2, where, on the
one hand, humans are becoming increasingly a property or legally owned
object as such (“chattel) and in addition, an object of actual control of the
slave (“modern”) through automation technologies. The latter definition
includes practices such as sex trafficking, bonded labor, and forced child
labor”33.

This has become particularly salient with the rise of social media but
also in relation to other technologies or “services” that surveille commu-
nication”*. More users generate more private data, resulting in higher
profits for the respective technology corporations. Users are not valuable
to these corporations by virtue of their inherent universal merit, human
dignity, or unique individual characteristics. Their virtual contributions
are not valuable for the merit of their contents. Rather, users are valuable
as extras that constitute masses, as items in a collection that derives its
value from size’®. In addition, not all users are similarly valuable, some
are more valuable than others; the differentiation in value depends on a
user’s connectivity with masses of other users. A user’s value depends on
its “popularity”: the more users it relates to, the more valuable it becomes.
Unlike sociality and connectedness between humans in the real world, this
leads to quantification through connectivity. The creation of data slaves
through automation technologies is a devastating threat to human dignity
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as it creates a system in which human labor is not remunerated at all, and
skills, time, and creativity are exploited. In the long term, this threatens not
only control over one’s environment through work that is unremunerated
but also other capabilities, since people do not receive the income they
require to augment their education owing to their addiction to selthood
nurtured by automation technologies.

This development is relevant, as new forms of unpaid labor occur in
the context of advancing automation, specifically as humans on the labor
market are increasingly competed by machines and driven out of jobs
through the deployment of automation technologies. This not only violates
a dignified life in terms of lack of access to paid labor but also negatively
impacts one’s security in being treated as a human when technology treats
humans as products that are sold. As the products are based on opaque
categories, “digital data commodity is both gendered and racialized” (Fuchs
2018), and unpaid forms of labor are differently exploited to waged labor in
that “they form superexploited milieus of primitive accumulation”. This can
be observed in how Al is aiming to maximize screentime, to make people
addicted to the use of social media, which is another violation of dignified
life relating to the definition of “modern” slavery.

In this regard, data production in the digital era offers a “solution to
the contradiction between two imperatives of capital: the maximization of
unpaid labor time versus the necessity to preserve reproductive time. The
more time we spend surfing, the more labor we provide, and the more we
reproduce our labor power, both for paid and unpaid work”7>¢.

In addition, pathologies arise from spending excessive leisure or free time
in the digital world, as lack of physical exercise, inability to concentrate
for long periods, and memory loss bring considerable social and personal
costs’’. These skills converge with the forms of work that are required
on the labor market in terms of certain digital skills, and so leisure time
and work time have begun to align”%. These developments are highly
critical from an ethical perspective since they also reduce the capability
for recreation as unpaid work in the form of data gathering continues
during individuals’ free time. Pairing these developments with new forms of
“entrepreneurship” in the sharing economy, where work is highly unstruc-
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tured for the sake of “flexibility” and “decentralization”>°, accounts for the
growing inequality, which becomes increasingly structural as part of digital
capitalism, dividing “gig workers”, who are bound to provide private data
in their free time, from those who control the capital flow and markets
and therefore determine labor regimes. This illustrates a “real subsumption
from labor to capital™7¢0.

To conclude, the automation of communication is ongoing, not only af-
fecting “traditional” dimensions of human labor automation—for example,
by reducing the opportunities for individuals to obtain adequate income—
but also undermining the nature of human communicative interactions
with the different consequences outlined above. On the one hand, informa-
tion distribution is increasingly shaped by the deployment of automation
technologies, whereby humans are no longer an essential part of the com-
munication process (e.g., when content is created by AI). On the other
hand, communication between humans is used for heavy data collection,
with no remuneration offered. In this regard, the ethical risks of communi-
cation automation substantially outweigh the opportunities associated with
the growth of automation.

4.4 Digital finance

In this section, different automation tendencies in the financial industry
that are used to reduce traditional or labor-intensive work are evaluated.
Also, the role that wealth distribution plays in times of digital transforma-
tion is discussed, particularly when the sector employs fewer humans while
robots increasingly control automated financial streams while financial
services become increasingly standardized. Financial literacy may also be
playing a key role if there are less jobs available in general for humans to
receive a certain income.

In 2016, financial services and insurance represented approximately
5.1% of the total European GDP with approximately 2.6 million people
employed across European economies’®l. For several decades, or at least
until the 2008 financial crisis, this industry has been conventionally known
for its corporate stability and secure employment. However, new forces of
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innovation and process disruption have substantially altered the nature of
financial services. In addition, a strong drive for standardization as part
of service automation has increased the potential for capital gains at lower
costs762,

4.4.1 Robo advisory

One particular development in the automation of the banking industry
is the emergence of so-called robo advisory, which aims to significantly
reduce human labor. Financial advisory—a work activity that represents
a substantial part of employment in the industry—becomes increasingly
robotized thanks to digital transformation”®3. Existing banking models have
faced considerable challenges in recent years, prompting a shift toward
smart services based on algorithms and intelligent software, which have in-
creased the potential for job replacement’®4. This has led to a considerably
higher interest on the part of banks and insurance companies in digital
financial advisory—or “robo advisory”—services.

These digital platforms comprise interactive and intelligent’® user assis-
tance components and leverage information technology to guide customers
through an automated investment advisory process’®®. They differ from
other online investment platforms on the conceptual level. Firs, they offer
a customer assessment that allows the user to analyze their risk appetite,
which, second, determines how the customer portfolio is managed. This
is completed without any direct human interaction. Hitherto, the term
“robo advisory” has been almost exclusively applied to financial services;
however, it is possible that the technology will be extended to healthcare or
the real estate industry for portfolio management’®’.

Robo advisory is aimed at fundamentally transforming the traditional,
human-to-human advisory process into a digital, human-to-computer pro-
cedure. Traditional investor profiling, conducted by means of an in-person
interview and bilateral interaction, is replaced by online questionnaires
and self-reporting techniques. Owing to cost savings facilitated by the auto-
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mated profiling and management of the customer lifecycle, robo advisors
tend to target the retail customer or non-professional segment, regardless
of actual wealth. The use of products that requires less active portfolio
management, such as exchange-traded funds (ETFs), further lowers the
cost structure and the combination of instruments used in risk allocation,
and also fund trading leads to a fully automated process, thus significantly
reducing management costs’8. As the service is delivered online, this again
diminishes the need for personal asset costs while simultaneously allowing
more customers to be served. The low complexity of the financial products
involved also means that an even larger audience—that is, potential cus-
tomers—can be addressed. This would represent an ethical opportunity in
allowing more individuals to better control their environments.

This development has accelerated in recent years, particularly with re-
spect to the reduction of human face-to-face banking encounters as a result
of digitalization”®. The scale of automation has made it possible to provide
higher quality and more transparent financial advice to more people at
lower costs than is possible with human financial advisors”’%. Studies have
investigated whether the investor or customer can distinguish between robo
and human advisors and whether the advisor becomes “humanized” if
given a name’’. Humans are more likely to rely on the advice of named
human advisors than unnamed human advisors; by contrast, they are less
likely to rely on advice given by a named robo advisor than that given by an
unnamed robo advisor.

Task complexity also plays a key role in determining how customers react
to humanized technology. When a robo advisor performs a task perceived
as relatively simple, humans are more likely to rely on a named robo
advisor than an unnamed robo advisor. When a robo advisor is performing
a task perceived as relatively complex, humans are more likely to rely on
an unnamed than a named robo advisor. Combined, these results suggest
that task complexity is an important factor affecting how humans perceive
named robo advisors. A named robo advisor would thus suggest a rather
more “human” interaction than an unnamed advisor. This has prompted
discussion’’? as to whether it is critical to assign names to robots to “hu-
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manize” automated work processes by suggesting some sort of “human”
interaction.

Robo advisors can target users or customers irrespective of age or gen-
der’7. However, a culture of uncertainty and avoidance in a given context
can deter people from using robot advisors, indicating that there is still a
lack of trust in human-machine interactions when it comes to financial
services. Subjective norms may play an important role in the adoption of
this particular technology and decisions regarding its adoption appear to
be heavily dependent on the influence of public opinion. From an ethical
perspective, robo advisers can represent opportunities as well as challenges.
Given the lower costs and removal of barriers to access, humans may enjoy
easier access to capital markets—that is, investment to gain an income that
will cover their needs, particularly if work is no longer available to provide
further income. It may also increase incentives for financial literacy when
people are obliged to interact with machines to gain access. In the past,
expensive human advisory has proved to be an impediment, diminishing
financial inclusion, thereby contributing to poverty’74. Meanwhile, control
of financial markets may decline if increasingly fewer humans are part
of the value chain and deriving an income from the financial services
industries, which could render more humans vulnerable or dependent on
a smaller group of people’”>. Moreover, the high salaries paid to financial
service workers have been subject to debate, in addition to whether they
even have a positive influence on society as part of the controversial trick-
le-down effect””%, where high incomes for the upper classes are said to ulti-
mately benefit those on lower incomes. Nevertheless, when labor generally
becomes scarce, lower financial service costs may improve the lives of many
individuals. This participatory effort, which favors individuals’ financial
literacy, may also reinforce their ability to exercise their political rights’”7.

4.4.2 Accounting

Accounting is a repetitive task that is heavily related to traditional paper-
work and has typically furnished well-paid work in industrial nations,
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particularly those with strong financial sectors. The accounting profession
is now undergoing significant changes owing to transformations in technol-
ogy and the markets, where transversal skills seem to be more important
than technical competencies or so-called “hard skills*”78. This may include
cognitive skills, such as inductive and deductive reasoning, when automa-
tion risk for accounting is increased”””.

The employment landscape is thus becoming increasingly challenging as
automation has led to the softening of labor markets caused by economic
uncertainty’8?. Traditional core responsibilities are increasingly taken over
by machines that automatically check numbers, which affects the nature of
work and availability of jobs in the accounting labor market. This could
lead to greater prevalence of weak full-time and short-term employment or
casual working. Nonetheless, new knowledge, which is required in account-
ing, surges when new technologies such as distributed ledger technologies
(DLTs) are emerging’®.. Traditional accounting knowledge thus becomes
obsolete, as new approaches are necessary to design effective real-world
distributed systems through which accountants can support value creation
and governance. Finance leaders have begun to redesign business processes
to receive “continues accounting”, whereby the data are extracted, trans-
formed, and automatically added into accounts daily’®2. This would save
considerably on management time and reduce human error while simulta-
neously improving the ability to make decisions regarding resource distri-
bution, which have traditionally been made on a monthly basis, as data
were only sorted and made available in a presentable manner at monthly
intervals.

Moreover, accounting work has traditionally been tedious, repetitive,
and time- and effort-intensive’®. In the early ages, reconciliations were
printed out and stored in binders; now, thanks to automation technology,
accounting teams need only deal with exception handling. The result is
that only an exceptional accountant is required to work alongside contin-
uous accounting practices and provide only high-value services, such as
fraud detection, compliance, technology strategy, and business advice. In
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that sense, substantially fewer hours are spent on searching manually for
errors, and time is saved as the need to manually transfer data is reduced.
Accountants’ work, therefore, has shifted its focus toward more analyti-
cal processes—for example, benchmarking or identification of business
trends. In that sense, automation can complete unskilled tasks and foster
continuous improvement by allowing accountants to use their skills to
enhance robots and liberate themselves from repetitive work to become
more forward-looking and focus on providing strategic services. As part
of an educated digital workforce, the level of errors in auditing would be
reduced, and productivity and efficiency are expected to bring benefits to
human workers, which will be advantageous if—as in the case of robotic
process automation (RPA) as the main automation technology applied in
repetitive accounting tasks—no additional data need to be stored in its
execution as such’®%. This would be comparatively advantageous from an
ethical perspective, since no private data are involved in the deployment
of this type of automation technology. Moreover, it would be preferable to
applications such as Al in medicine, where additional data are invariably
required for decision-making. In RPA however, decision-making is still in
the hands of humans and only the repetitive “robotic” tasks are automated.
The “rule-based” process is thus automated, and the workflow processes
accounting transactions, such as travel claims or labor reporting, which
can speed up internal controls. Nevertheless, in the area of accounting,
trends indicate that new automation technologies and Al are increasingly
capable of learning decision rules, handling variations and new conditions,
and ultimately performing the analytical and judgmental tasks currently
executed by humans’®.

Uncertainty surrounds the roles that human employees might take in
working alongside bots’36. Skills expansion is required in relation to, for ex-
ample, business process and improvement, exception analysis, and robotic
software development. Further changes are expected, since, hitherto, repeti-
tive tasks have mainly been affected. Sophisticated cognitive technologies,
such as Al will further shape the human labor involved in accounting.
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4.4.3 Mobile banking applications

Studies discussing the effects of banking applications on employee pro-
ductivity have tended to approach automation as beneficiary, in terms of
reducing errors and frauds and elevating the employee workload by saving
time”¥, an ethical opportunity in terms of working conditions, particularly
when workers’ skills are optimized. This would enhance employee health
by alleviating some of the pressure associated with errors’s8.

Generally, mobile banking and its applications have had the greatest
disruptive impact on financial markets in recent years’®, marked by the
increased use of mobile phones and, correspondingly, users. Banking trans-
actions are therefore increasingly completed through mobile applications.
Mobile banking, as part of an automated process, appears to have had
a generally positive impact, providing users with opportunities to access
various financial documents directly via their mobile phones without the
need for an intermediary or financial advisor”°. This also facilitates greater
transparency and competition on the financial market, and this is ethically
positive, particularly when the benefits of Fintech are taken into considera-
tion as a supplement to traditional banking services”\.

In terms of productivity, mobile applications and automation facilitate
service reliability and optimize processes, leading to time savings’*2. Au-
tomation also promotes the elimination of service variations, which also
has an impact on productivity, as fewer resources are lost in providing
individualized services. In this regard, banking services appear to have
undergone a degree of democratization, representing an ethically positive
development. In addition, the standardization of applications generally
reduces the error rate of financial services, an aspect that favors individuals
who lack the financial capability and the time to understand the processes
behind the financial industry. This is also ethically positive in granting
increased access to financial education, similar to the deployment of robo
advisors.

This standardization has also led to bots becoming predominant in cus-
tomer service and support lines. Human financial advisors in the future
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will be increasingly used only to target high-value assets”®* and will there-
fore be regarded as a luxury service. This will affect thousands of frontline
workers in the industry, and it is estimated that at least 100,000 jobs could
vanish in the United States within the coming five years”4, potentially
amounting to the largest reduction in the US bank headcount in history.
Consequently, there will also be fewer bank branches and fewer opportuni-
ties for interaction with human financial advisors.

In various banks, changes to jobs, automation, and replacement appear
to create a constant sense of fear, making training or retraining for new
positions even more crucial’®®>. The COVID-19 crisis has accelerated this
development, shifting away from using physical branches toward more
application-based banking’® and initiated a development of job reduction
in the industry. Generally, across countries, the use of digital payment tools
and platform leads to higher digital literacy, at all levels of financial litera-
cy’”’. In addition, the connected possibilities to make informed personal
finance choices are associated with higher financial literacy, also when
labor could become scarce. This shows that digital and financial literacy is
required to leverage the advantages that digital finance offers, which should
be considered in accessing digital financial products and financial markets
while laboring under a lack of financial literacy. Ethical risk arises when
people have digital literacy but lack the requisite financial literacy to make
the right choice. Both skill types are key in supporting the ability to live a
dignified life and the mindful management of finances required to secure
income or savings’® that may in turn be used for the development of all
capabilities.

4.4.4 Blockchain
Blockchain technology, as the best-known form of DLTs, is increasingly

applied in the financial industry to automate processes and replace human
labor, particularly through the deployment of smart contracts’®. Smart
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contracts may be understood as computer or transaction protocols intend-
ed to automatically execute, control, or document legally relevant events
and actions according to the terms of a contract or agreement®%. As the
financial industry largely employs individuals working on compliance pro-
cesses, the further incorporation of DLTs can have a significant impact on
the number of paid jobs available.

Contract delivery, paired with risk management, plays an important
role in many administrative units of larger financial corporations. The
introduction of smart contracts allows for the reduction of human error8!
as it assumes control contract governance and leads to the automation of
numerous manual processes®?2, Furthermore, smart contract technology
can have a strong impact on credit payment systems when aiming for
distributed business workflow automation®%. As traditional trade processes
typically involve numerous intermediary institutions with large workforces,
DLTs can also affect traditional work in financial intermediaries, such as
credit card companies or banks more generally.

Although the potential appears to be considerable in terms of human
labor automation caused by DLTs in the financial industry, there is still a
lack of standardization, irrespective of the technology. The implementation
of automated processes in a multi-party, globalized network environment
requires that market participants define and agree on the meaning and
content of shared data, business processes, roles, and responsibilities®04.
The automation effort appears to be still in its early stages; however, sev-
eral studies have highlighted the potential of DLTs®. The complexity of
the financial markets also requires purpose-specific DLT implementations,
meaning that several solutions are required to pursue the automation ef-
forts further. This will require interaction and coexistence among different
DLT initiatives in alignment with other automation efforts. Nonetheless, a
considerable legacy of different networks is operating that interfere with
DLTs, similar to the diverse nature of telephone networks worldwide806.

Nevertheless, deeper automation appears to be inevitable as machines
and the operability of DLTs continue to grow smarter, cheaper, and more
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efficient. This means that a new “breed” of human capital will be required,
with open-ended efforts that generate effectiveness rather than efficiency,
organic value rather than speed, and firms will require more skills to
oversee technologies and manage machines rather than people. In essence,
the DLT will affect other industries further, exerting an impact throughout
the entire supply chain, also with regard to human labor automation. An
example of this would be the automation of legal work, further outlined
below, which could have a strong impact on global governance, requiring
global approaches and multidisciplinary analysis3?’. Blockchain offers a
wide range of ethical opportunities in this regard; however, it is too early
to assume it will have a direct impact on life with human dignity. For
example, increased access to capital through cryptocurrencies based on
blockchain®%® may enhance the availability of jobs owing to the effects that
loans and capital exert on the labor market3%°.

To conclude, digital finance offers access to financial services for more
individuals, which is beneficial from an ethical perspective, because it also
gives people greater incentive to become financially literate, and such edu-
cation becomes more accessible through digital transformation®!. In that
regard, it enhances financial inclusion, with increased opportunities in
developing and emerging economies when jobs become scarce. In addition,
as the application of digital technologies provides individuals with more ex-
tensive and efficient financial support, the geographical limitations on tra-
ditional financial inclusion are lifted and financing costs for small firms are
reduced while they are empowered through technology. Digital financial
inclusion thus drives sustainable employment—at least, in upper-middle
and high-income economies®!’. In that context, digital skills and financial
literacy may also drive entrepreneurial spirit¥? and increase individuals’
control over their environment.

The tendency whereby automation efforts and standardization lead to
fewer job opportunities is difficult to evaluate owing to the variability of
trickle-down economic effects, which have been largely cited as a positive
effect of the high salaries paid to individuals working in the financial indus-
tries. Overall, automation in the financial sector leads to more positive out-
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comes in terms of democratization, fewer obstacles to receiving information
and services, and improved financial control for more people. This directly
affects the specific capability for control over one’s environment, since the
ability to hold property and control is enhanced, and transparency (e.g.,
through blockchain technology) is improved.

4.5 Machines in medicine

Automation will lead to job replacement and altered demands for medi-
cal education and competencies, and digital education will become more
important for humans working in the sector®®. However, there are signifi-
cant differences between the various professions within the medical field.
Whereas medical practitioners and physiotherapists run only an approxi-
mate 2% automation risk®!4, nurses, care workers, nursing assistants, and
home caregivers have a significantly greater probability (up to 60%) of
replacement. In that sense, the higher the automation risk, the more skill
requirements mark employment patterns®’®, and job transformation is a
rather more realistic prospect than complete replacements, shaped by new
constellations of human-machine interaction systems. In addition, medical
decisions and work are increasingly influenced by automation technologies,
with data serving as the basis for decision-making. In addition, the vast
application of medicine will require a reevaluation of the importance of
modeling human reasoning and cognitive science to ensure that the impact
on individuals is beneficial®. In that sense, modern medicine is becoming
digital medicine, changing the profession and how the various actors relate
to one another in the medical environment, in which the patient is increas-
ingly centered®”. Ethics is playing a fundamental role at each level of the
application of automation technologies in medicine—for example, when it
comes to the optimization opportunities of reduced labor costs in terms of
drug distribution and the provision of medical services, which may affect
the capability to health.
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4.5.1 Medical decisions

Automated diagnosis is just one of the examples in which automation
technologies influence medical decision-making®®, and the traditional care
model is currently in a transformative process®. Diagnosis is considered
one of the key tasks in medicine. Formerly, electronic medical records were
the most technological tool of medical practitioners, representing a simple
data repository designed to support appointment organization and billing.
This has changed with the introduction of AI in medicine (AIM), which
has the capacity to improve its performance by means of “autolearning”
in real-world applications®?. On the one hand, this affects the number of
medical consulting hours worked; on the other hand, it affects how doctors
make decisions. In this respect, those who are still working in medicine
face increasing influence by automation technologies. This illustrates the
two effects of automation on labor: first, the automation of human labor
reduces the need for human involvement, and second, those who remain in
their jobs will be affected by ADM based on the deployment of automation
technologies.

AIM may be physical, like robotic surgery, or virtual, as in digital image
manipulation, neural networks, and machine learning®?!. Practical exam-
ples of an AIM implantation might include the assessment of disease risk,
estimates of treatment success, management or alleviation of treatment
complications, assistance in patient care or clinical research, and drug
development®?2. All these activities, nevertheless, are regarded as a decision
support system, with the need for a final action executed by a human ac-
tor823, or as a means of accelerating human investigative efforts824. Human
inputs into, and control over, decision support systems are essential in
managing the ethical consequences of degrees of augmentation of human
agency in patient interactions®?. Nonetheless, the amount of human labor
currently invested may be reduced.
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Healthcare represents the largest area of Al investment in recent years26,
and medical technology increasingly influences how doctors encounter
and treat patients and how patients understand their own ailments3?’.
AIM may alter the role of humans working in the medical disciplines
where pattern recognition skills have traditionally been important, as they
might be rendered obsolete®?8. For example, robotic surgery may replace
human surgery, and machine learning could outperform psychiatrists in
suicide prediction®?’, which could lead to an ethically positive effect, were
increased remote electronic surveillance of digitally connected e-patients
at risk to be supported®. This may place greater weight on medical practi-
tioners” need to differentiate “between what a machine says and what we
must do”83L.

In all these developments, human agency with respect to autonomous
machine function remains clear to ensure that human capacities and skills
are not denigrated®?, and challenges for medical students may arise when
those skills are required to sustain human agency in the workplace. Web-
based information, including unverified opinions and advice, are easily
accessible through individuals’ information-seeking efforts®33. They can be
easily weighted against medical expert information and may lead to trust
or mistrust in medical opinion and advice. Trust, therefore, has emerged as
a growing challenge for medical practitioners, as online resources appear
to be provided by non-biased search engines; however, personalized “mis-
information” may be harmful®4.

This also relates to the crucial “explainability”®> when Al is deployed.
In relation to Al usage, the concern arises that intelligible outputs are not
provided to users, when computer applications influence the processing of
medical decisions. The more intense the medical intervention is, the more
relevant this becomes, particularly in biomedical contexts where patient
safety is of the utmost importance. To counter this issue, greater interaction
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is needed with those who work on developing Al systems to ensure that
explainability is built into the algorithms, where still remains considerable
potential to bridge the gap and move away from the existing “black box”
situation, which lacks transparency. In this regard, it will likely be impor-
tant to build in control mechanisms to ensure that these algorithms are
not subject to biases33¢ and that they respect certain principles in terms of
not violating human dignity. In that sense, humans will always need to be
able to correctly interpret results based on data that are sorted or managed
by AL Moreover, the need for “causability” may arise, which describes
the measurements for the quality of explanations®¥” where not only the
properties of the system and its decision must be intelligible but also the
properties of the individual who is affected by these systems, especially
given that tools such as deep learning systems increasingly gather personal
medical data. Transparency in this regard may also promote the use of these
systems and support opportunities related to Al solutions. In that sense, it
would help to understand the human behavior behind medical decisions
and actions, where we should consider not only who statistically recovered
faster but also why.

The ethical issues in healthcare are broader, with automated resource
allocation, prioritization, benefit/loss dilemmas, and consequent existential
threats, than they are in other areas of services that use risk assessment
algorithms in decision-making®8. Human input is crucial as an active veto
to avoid automated decisions resulting in unfair outcomes?. The potential
arising from big data to personalize preferences and direct consumers’
attention permits the option of “big nudging”34 by employing personalized
strategies to operationalize health and other governmental policies that
affect individuals’ autonomy through coercion, particularly when data from
health devices connected to the “internet of things” secretly report to, for
example, health insurance decision algorithms34..

Moreover, in terms of medical decision-making based on algorithms and
big data, data inputs are crucial for machine learning outcomes, and the
quality of data sources, such as the traditional electronic medical record,
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are likely to be insufficient®42. They require augmentation—for example,
with social media data—to assist in medical decision-making, including
treatment recommendation. However, these approaches underestimate the
discontinuity between human objectives relating to the definition of the
good, as other decision algorithms and benefit/loss analyses have been en-
gineered to the software used at the expense of human objectives®*3. More-
over, if a human substitute decision-maker is present, it is questionable
whether the decisions of the substitute decision-makers may be outdone by
what are arguably more broadly informed AIM-derived decisions, ascribing
to AI hegemony over the decision-making reality through an automation
bias®44. Social media data may also be inappropriately influenced by non-
expert opinions®¥>. The same concerns apply to further issues, such as the
potential for patient discrimination, marginalization, and stigmatization346.
AIM and related automations appear to simultaneously offer “utopian
freedom” and “existential dystopia”®¥’. Past and present promises regard-
ing the future of medicine lead to fear, skepticism, disappointment, and
ambivalence toward qualified and unqualified enthusiasm or optimism?48.
AIM innovations are expected to represent the greatest evolutionary
progress in human history, bound to affect how humans live and act34.
However, these new algorithmic decision-making tools offer no guarantees
of fairness, equitability, or even truthfulness®>°. Human medical advice,
moreover, may be overruled by personally controlled record tools that
incorporate data from primary care, hospital interactions, consultative
doctor—patient interactions, or network-based genetic and genomic knowl-
edge®! for the sake of person-centric care. In terms of competences, the
increasing invasiveness of robotic surgery requires that both patient and
doctor understand the role of Al, especially given that all parties are ex-
posed to liabilities from the perspective of corporeal and legal adversity®>2.
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Robot-assisted surgery (RAS) is a recent innovation that promises less
damage to the patient’s body, less pain and discomfort, short hospital stays,
and quicker recovery periods®. Since the mid-1980s, with the advent of
the first RAS procedures, surgical robotics has become a highly dynamic
and growing field for business and research, attracting clinical attention
worldwide3>%. Robots offer the advantage of being devoid of shortcomings,
such as fatigue or lapses in attention, and are able to perform repetitive
and tedious surgical procedures. Deployment of RAS may also optimize the
production and distribution of healthcare resources and improved use of
the healthcare workforce, which also could support the medical situation
and supply chains in low- and middle-income countries®>, which would be
beneficial from an ethical perspective.

Despite these positive possibilities, the deployment of RAS is still subject
to risks, particularly in the context of human-robot interaction®®, in which
trust plays an essential role3%”. This relates to the fact that certain actions
undertaken by bots cannot be supervised or corrected by humans and
therefore may harm patients. Safety issues, in terms of the robot’s function-
ing in addition other security concerns, such as vulnerabilities in the area of
cybersecurity or privacy, also arise in relation to automated surgery. Ques-
tions of liability arise in this regard, as surgical practice has traditionally
been characterized by tasks that were fully executed by humans. This recalls
challenges similar to those encountered in automated driving, whereby the
human remains in the “driving seat” just as a doctor remains “in-the-loop”,
safeguarding patients during operations that are supported by surgical ma-
chines with autonomous competences in which issues of accountability and
culpability remain unclear3>s.

As robot autonomy progresses, human surgeons’ activity declines, while
their supervisory role increases®™. Sensory data is important for the use
of RAS, where the medical support staff are integral to the procedures’
success, including patient positioning or port placement. Humans will thus
not be eliminated in highly automated surgical procedures, though they will
be required to take on more roles in performance, oversight, or support.
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These developments will also lead to an increase in personalized
medicine, since the overload of available information means that knowl-
edge-based work will inevitably be driven by the use of big data and AI®¢°.
As noted above, however, this requires a continuous influx of additional da-
ta to be an effective decision-maker. The storage of personal health data un-
doubtedly represents a major new profit opportunity for tech companies86..
From an ethical perspective, greater precision, standardization, and person-
alized medicine represent huge opportunities, as more individuals would
have access to reasonable healthcare, and lower costs could make diagno-
sis more affordable. The increased personalization could further support
individual dignity by reducing the negative side effects of medications,
which are generally developed based on a northern European or American
target patient based on trials with “white” gens®?2, may be reduced for
large parts of global population®¢®. From an ethical perspective, several
opportunities may when medical decisions and actions are increasingly
based on automation technologies. First, medical costs may be reduced
and access to healthcare may be increased, since human medical advice
tends to be expensive®®*. This could lead to a “democratization of high
medical care”%, whereby the specialties and capacities of medicine, such
as radiology or pathology, may be disseminated worldwide, with increased
capabilities for those who were so far left out from highly technologized
patient care. In that regard, the work of medical professionals will likely
shift toward more consultative and exclusively higher-level diagnostic tasks,
such as integrating information to make accurate diagnoses, leading to im-
proved personal care. Nonetheless, medical professionals’ understanding of
and acclimatization to the new circumstances will ensure better healthcare
delivery to the masses86°.

Second, this could also strengthen the capability to life, since an individ-
ual’s life largely depends on having access to health facilities when needed.
Moreover, Al can better predict mental or emotional health as data can be
used in more precisely and accurately manner®’ by including information
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from electronic health records, social media platforms, or brain-imaging
data in an effort to ensure personalized medicine. Diagnosis through Al
can reduce costs and enhance access to health and healthcare®®8. Further-
more, automated mental health smartphone apps can support psychologi-
cal health®?, improving our understanding of humans who are suffering
from mental health issues.

Third, automation and increased productivity may reduce employees’
overtime and facilitate better rest between shifts, with reduced pressure
and less stress®?, for example, by requiring fewer repetitive tasks. So-called
cognitive automation technologies or automation of hyperspecialized work-
flows, which recognize and transcribe speech in medical encounters, in-
creasingly allow for more patient-centered treatments and reduce the ad-
ministrative tasks required of medical employees®”!. Furthermore, more
precise diagnoses can support the efficient deployment of supportive
surgery robotics®”2, reducing the risk of failure on the one hand and alle-
viating mental stress for medical professionals on the other. Both effects
support the capability to health, and the same applies to nursing operation
automation, wherein the quality of patient care and staff satisfaction in-
crease as a result of the opportunities that automation technology offers®”3.

The opportunities must be guided so that the responsibilities of individ-
ual patients and society at large are appropriately balanced when fewer
humans work in the medical sector®”. Otherwise, several risks from an
ethical perspective may ensue: first, enhanced data collection poses risks
when not handled appropriately, and when data are sold to other providers,
humans may be transformed into products as private data are traded, and
if unpaid, will amount to data slavery (see Automation of communication
section above) which is a violation of human rights. Second, errors made
by machines lead to uncertainty, if responsibility and accountabilities are
not regulated. Third, bodily health and integrity may be at stake if the exact
uses of robots in medicine are not made transparent, giving rise to fears
that robots might violently assault humans and threaten their health if not
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appropriately supervised, which could even be life-threatening in the worst
case.

4.5.2 Pharmaceutical industry, pharmacies, and drug distribution
automation

The deployment of automation technologies is expected to have an impact
on the pharmaceutical industry in terms of fewer available jobs on the
one hand and with respect to how employees work in the pharmaceutical
industry on the other?”, with further impacts on drug development and
distribution. These developments are important in terms of the ability to
access health, whereby the automation of work in the pharmaceutical and
pharmacy industry might improve access owing to the lower costs for
individuals while also exerting a substantial impact on those who work
in the sector. Nonetheless, a substantial number of individuals worldwide
depend on the pharmaceutical industry for health support, including phar-
macies. The application of Al in this specific field has the potential to
“create miracles in healthcare”®, provided the utilization is “limited to
human hands and strict adherence to human ethics”, which includes the
strengthening of available affordable therapies for the “betterment of hu-
man health”. To ensure that automation in this sector is as beneficial as
possible, methodology must be standardized®””, further guided by ethical
inputs to ensure that automation technologies are applied in the right
manner to clarify when, why, and how Al is used. It is also important that
society understands the process so that there are grounded expectations
characterized by transparency®”®. This is also affected by the increasing
involvement of third-party software companies, which are proliferating in
response to the growing demand for Al solutions®”.

Pharmacy workers, particularly those in low-skilled jobs, are likely to
be affected by automation, and automation anxiety has been observed in
the sector®®0. Automation technologies are increasingly used in hospitals
and retail pharmacies to enhance processes’ efficiency, with reduced inci-
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dence of human error and faster fill times®!. Human error may lead to
unnecessary illness or, in the worst case, even loss of life. One example
would be prescription filling®82. As ADM focuses on operations, pharmacy
workers” hands-on work will be reduced, particularly that of lower-skilled
workers, such as technicians®®3. In that context, the reduction of human
error represents an ethical opportunity in terms of facilitating good health
and preventing premature death.

The pharmacist’s role is typically characterized by judgment, decision-
making, consultation, or supervising®* and ensure that pharmacotherapy
matches patients’ needs while the patients understand the treatment3®.
Pharmacists thus require a relatively higher skill set than pharmacy techni-
cians. As such, pharmacists are more likely to see automation as beneficial
to work®®, Automation can have a positive impact on staff by reducing
stress and improving working conditions, work-life balance, and manage-
ment of workload®®”. Pharmacy technicians working after automation re-
ported feeling like workers on a “production line” rather than skilled dis-
pensers; however, the negative effects of automation on job control could
be mitigated by the provision of new opportunities for pharmacy staff to
expand and develop their role on the wards.

Automation has also introduced new sources of stress, such as increased
pressure as a result of the availability of fewer staff in dispensary or frustra-
tion caused by robot malfunction. These factors must be identified when
automated systems are incorporated. Automation projects should be imple-
mented alongside new, complementary jobs that are patient-facing, require
upskilling, and offer task variety in addition to interdisciplinary learning3.
This would also provide increased access to adequate education and allow
workers to focus more on the human aspects of the job. Nonetheless, some
groups contribute to so-called “polarized experiences of automation”, par-
ticularly employees who have fewer opportunities for rotation across roles
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and more limited career paths®?, when standardization and intensification
are paired with lean staffing and unwanted flexibilization.

Reduction in dispensing errors constitutes an important perceived bene-
fit of automation in pharmacy settings®%, aside from the “rationalization of
the dispensing process, leading to efficiencies in dispensary and throughput
and turnaround times and re-engineering of pharmacy services, which
might include the development of award-based medicines management ser-
vice, and decentralization of the clinical pharmacy service”. Nonetheless,
issues of liability must be addressed when implementing these technolo-
gies, particularly given that errors may affect people’s health. Manual com-
pounding in the past has revealed that humans are the primary source of
error®!, In this regard, the majority of medications today no longer require
manual compounding, and in such instances, automation systems can take
over and significantly reduce errors.

Pharmacy faces more financial pressures in terms of conducting rapid
cycle evaluation and implementation to maintain the quality of patient
care while reducing costs®2. Pharmacists often do not have the opportuni-
ty to critically evaluate the automation prior to evaluation and are often
persuaded by unrealistic marketing promises or anecdotal information
from colleagues. This may jeopardize the drug approval process, as errors
and lack of understanding about how drug assignment works can lead
to medical or health issues of patients. In that sense, standardization of
relevant outcomes could benefit pharmacists internationally if they have
the appropriate knowledge to make more informed decisions about capital
investment in automation, which will require collaboration between profes-
sional organizations, pharmacists, and manufacturers of these systems. This
highlights the importance of providing adequate education to pharmacists.

New developments in technologies, however, could make both profes-
sions increasingly obsolete. For example, so-called “pharmaco-electronic”
technology®®® implants tools that can increasingly control and monitor
bodily functions and communicate directly with providers of specific drugs
or even replacing these drugs with various electronic features. In addition
to sensors designed to detect anatomical infections with viruses or bacteria
and or DNA bio-engineered sequences designed to fix genomic defects, Al
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processors may improve resilience when the technical and biological worlds
merge, and analytical or diagnostic tools may work seamlessly in concert
with big data, in real time and offline. Moreover, predictors of health
deterjoration may, in that context, be supported by Al-based risk scoring,
which is becoming increasingly common, as more individual health centers
are integrating Al-based risk prediction into their operations. These tech-
nological advancements are likely to alter not only the nature of pharmacy
work and related employment but the entire pharmaceutical value chain.
However, these technologies are still in the early stages of development.

Regarding pharmaceutical companies, the efficiency gains of automation
for larger corporations are significant, even if it just by a few percent®4.
Errors in predicting the success of clinical trials may be improved, which
can enhance planning activities. This positive effect is evident not only
in large companies, which also benefit considerably from automation of ad-
ministrative or planning tasks, but also in mid-sized or smaller firms, which
are more focused on R&D activities. In that sense, AI may be regarded as a
paradigm shift in drug discovery and development. Nonetheless, decision-
making should be assisted by these automation technologies rather than
wholly delegated to them.

Al in the pharmaceutical industry also plays an important role in the
personalization of medicine—namely, personalized medications with the
desired dose, release parameters, and other relevant individual aspects can
be manufactured in response to patient needs®>. In addition, automation
will accelerate products’ market availability while simultaneously enhanc-
ing product quality and facilitating optimal use of available resources?°—
for example, when proper positioning and costing in the market is made
increasingly possible by comprehensive market analysis and prediction®?’,
positive developments ensue from an ethical perspective, in safeguarding
individuals’ bodily health. The use of AI for diagnostic assistance with
a more data-driven approach to patient categorization has also been ac-
knowledged by the FDA, which has approved dozens of Al platforms for
personalized patient care®®®. Many are used for remote patient monitoring,
while others have identified brain bleeding via scans. Al can help to op-
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timize medical treatment by determining which drug should be adminis-
tered.

Automation in the pharmaceutical sector may indeed cause job losses.
At this stage, however, the systems are intended to ease work rather than
completely replace humans®®—for example, when AI contributes sugges-
tions and predictions. The understanding of human needs paired with
understanding of how the technologies work is set to become increasingly
important, which may be summarized as “increasing data-driven demands
combined with scientific decision-making that govern modern pharma™?.

AT can thus reduce the complexities of cost in drug discovery, particu-
larly in the cases of drugs for which there are already-existing therapies,
thus enhancing further evolution of the specific treatment®.. Al is especial-
ly helpful as a key component of innovation capacity when employees have
a combination of AT skills and domain expertise as opposed to having Al
skills only. Both skill sets are key, because developing and improving Al
tools is an “iterative process requiring synthesizing inputs from bot AI and
domain experts during both the development and the operational stages of
the tool”2.

Al may generally be regarded as a useful approach to drug discovery
when the impact mechanisms are already known already or in discovering
novel drugs®®. Its limitations emerge in relation to incremental drugs, for
which AI remains too expensive. Al also has no use in exploring radically
novel drugs. As such, for Al to prosper as a drug discovery tool, it is crucial
that data sets on which Al may be trained are developed®®4.

It is anticipated that Al capacities will be increasingly deployed in the
pharmaceutical industry, particularly in the discovery new drugs to treat
chronic and oncological diseases®?>. Chronic illnesses are among the lead-
ing causes of death in certain Western countries, particularly the United
States. Al is increasingly used for chronic disease management and enhanc-
ing patient health. AI also has potential for use in candidate selection
processes for clinical trials, whereby the selection could be enhanced to
provide trial opportunities to more suitable candidates. Drug discovery and
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manufacturing will also be supported by Al, which will become the norm
in pharmaceutical manufacturing. The COVID-19 pandemic has accelerat-
ed the use of Al in clinical trials, as reliance on digital technology in clinical
trials has increased®®. Rare diseases may also be more easily detected as
an aspect of personalized medicine, as body scans, patient biology, and
analytics are improving to support disease detection®?”. The prediction of
treatment results also benefits the matching of drug interventions with
individual patients, reducing work that formerly involved trial and error.
In that regard, patients’ potential responses to drugs might be more easily
predicted by inferring potential relationships among various factors. An
example hereby would be the body’s ability to absorb compounds and the
distribution of those compounds around the body as well as the person’s
metabolism.

In addition, predictive biomarkers®®® may help to identify potential re-
sponders to molecular targeted therapy before the drug is tested in humans,
thus reducing the likelihood that individuals participating in trials will
experience side effects, leading to drug repurposing, where particularly
budget-pressed pharma companies may benefit from reduced R&D expen-
diture. The same advantage applies to drug adherence and dosage, as Al
and simulation technologies may help to prevent the occurrence of side
effects®*%. Monitoring and algorithms for evaluating test results can ensure
timely drug adherence, facilitating swift decision-making and optimizing
patient treatment®'°.

To conclude, access to healthcare may be ethically improved by means
of automation, particularly if personalization is increasingly possible and
medical product costs are reduced. However, these tools must be carefully
evaluated to ensure that they do not violate privacy or jeopardize human
dignity. The risk of complete automation of these jobs is currently low
which would reduce the opportunity of humans in the field to earn a living.
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4.6 Care and sex robots

Care technology has expanded in recent years, giving rise to the question
of how robots commonly used in aged care might contribute ethically”'.
The aging populations in Western societies are predominantly paired with
shortages of direct care workers, causing the care of elderly persons to have
become a growing societal issue®'2. In this context, it is anticipated that the
nature of care work will be driven by the forces of automation in response
to these aging populations®®. The deployment of sex robots shall also be
explored from an ethical perspective below.

There are demographic reasons for the decline in caregiver numbers®4.
As such, care robots are regarded by many as a promising development that
might mitigate the growing recipient-caregiver disparity and may be con-
sidered embodied forms of semi-independent or independent technologies
that support caregivers and older adults in physically assistive tasks®!>. The
applicability of these robots can include assistance with eating problems,
provision of hygienic care, or social support. They may also fulfill combina-
tions of several functions.

It seems likely that personal or professional service robots will be found
at the homes of elderly and disabled patients in the near future®®. This
will lead to a shift in how human labor in care is perceived, particularly in
the service sector. Service or care robots can have different capacities (e.g.,
infrared sensing or locomotion), degrees of autonomy (e.g., the amount
of input required from a human operator), and appearances (e.g., robot-
like, machine-like, or humanoid)®”. They should further be distinguished
from purely industrial robots used in, for example, factory automation”®.
The use of Al in elderly care promises to enable so-called “4p-medicine”,
encompassing predicate, personalized, preventive, and participatory health-
care’”. In addition, these care robots may alleviate the burden on unpaid
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caregivers, such as family members®?’. From an ethical perspective, how-
ever, this may also lead to reduced opportunities for affiliation and social
interaction for elderly people.

Care robots are used in private and human environments, such as peo-
ple’s homes, fulfilling functions that include health and safety monitoring
and the provision of companionship®?. However, this will likely also lead
to more significant harvesting of private data on the part of the robots.
Several ethical concerns emerge as important in relation to ethical care.
First, healthcare robots can reduce the potential amount of human con-
tact. Second, there is a risk that elderly people may become increasingly
objectified and experience the associated sense of a loss of control. Third,
privacy concerns arise when robots are present in private and personal
environments. Fourth, dependency and loss of personal liberty may ensue.
Social isolation is a common threat that may lead to a loss of dignity®??
when human interactions are significantly reduced.

Nonetheless, there are several ways in which robots may be employed in
elderly care and positively affect human labor: first, they can assist elderly
individuals and their carers in performing daily task; second, they can help
monitor behavior and health; and third, they can provide companionship.
In all of these areas, the introduction of bots may enhance elderly individu-
als’ quality of life, provided that they do not lead to total social isolation
and leave room for affiliation. In this respect, the complete replacement of
humans in elderly care®?® seems an unrealistic prospect, largely owing to
the “human touch™?* that is traditionally required in these services and
facilities, and a complete substitution (e.g., a retirement home staffed by
robots) would provoke political or societal conflict. Even more, the appli-
cation of technology to support elderly care may strengthen or enhance
human interactions, particularly with close family members. A good exam-
ple of this is the Kinoo App®?®, which encourages grandparents and their
grandchildren to play games and interact with one another through the
app. In addition to automatically reminding individuals to keep in touch,
the app also includes a feature that encourages conversations about relevant
topics, such as values or global issues, thereby aiming to keep families
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affiliated during periods of isolation, such as those caused by the COVID-19
pandemic.

Increasingly, support platforms may also help when this meaningful
whole is under threat, and suicide prevention and crisis intervention can
also be enhanced through AI and automated services, such as “The Trevor
project” shows, which support wider availability of digital mental health
services to LGBTQ youth??¢. Chatbots may help facilitate initial consulta-
tion when life-threatening events occur, which is both ethically beneficial
and supportive of elderly people. Furthermore, reduced human labor costs
and automation improves mobility, allowing elderly individuals to become
more autonomous and expand their social horizons®””. In addition, from
a material perspective, awareness about the essentiality of human work
could improve the treatment of humans by humans, provided care robots
are appropriately regulated, while manual or heavy physical work is increas-
ingly performed by machines, allowing humans to focus exclusively on
the “human work”, such as conversation or care targeting emotional and
mental well-being, while reducing the need to perform physical tasks. In
that respect, it is important that robots remain identifiable as robots for
their environment, human care workers and elderly people alike, and treat
humans with the appropriate level of dignity when they operate.

Accordingly, working conditions must be regulated to ensure that hu-
mans do not become objectified with increasing automation and are placed
front and center in decisions to automate human labor. This also requires
the option to exercise the right to work at a higher age and contribute to
society, which may be supported by increased opportunities to work in cog-
nitively demanding environments. Care robots may thus be instrumental
in enabling humans to remain part of the workforce. In that sense, paid
labor may still be accessed, if necessary, and provide for other capabilities—
for example, having sufficient financial resources for recreational activities
and education in concert with adequate working conditions. Nonetheless,
care robots must be carefully controlled in this regard. This could be
encouraged either by technological governance®?® or suitable skills training
for workers, grounded in high-level or digital skills® that provide an
understanding of how robots work. Another important feature of using care
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robots ethically is the use of “democratic spaces”™3? in which all stakehold-
ers in aged care, with a focus on those who receive care, are included in the
ethical debate. This would certainly also help to structure demands toward
the providers of these technologies.

Various specific threats may arise as a result of automation, such as
depersonalization of care through algorithm-based standardization, dis-
crimination against minorities with the subsequent generalization that
arises with standardization, dehumanization of the care relationship, and
increased “disciplination” of users through monitoring and surveillance.
To counteract this, a joint effort is required on the part of users, caregivers,
providers, and policy makers.

In essence, to build suitable care robots, the understanding of care is
crucial®®?—specifically, how relationships between robots and users can
be mediated to ensure that authentic care is delivered, built on certain
capacities that are reciprocal and responsive. From that perspective, robots’
lack of humanity places a significant restriction on their ability to properly
care for humans. Moreover, robots cannot genuinely stimulate meaningful
conversations that include humor and compliments. This would prevent
them from truly caring about care recipients’ deeper needs in long-term
care relationship contexts. The treatment of humans as an end, when social
isolation is causing psychosocial distress®?, is an existing risk facing society
for demographic reasons owing to population decline, and the further
removal of human care may exacerbate these issues when care robots are
used. Furthermore, caring must fluctuate and transform within social struc-
tures, and so health needs would likely not be met by robots in the long
term, despite the manufacturers’ promises.

However, care robots can provide assistance when “natural care” is dis-
tinguished from “ethical care”, which includes the notion that the focus
is placed on the perceptions of the care recipient rather than the giver®.
In that regard, the caregiver, who is responsible for “natural care”, such
as bringing up children or caring for elders, alongside demographic or
economic reasons would not be the primary basis for decision-making, but
rather the needs and feelings of care receivers would be prioritized. From
that perspective, if the receiver feels cared for, this would be a legitimization
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to avail of robot-provided assistance services. This again shows the impor-
tance of strengthening the ability for affiliation, which allows robots to
remain up to date with the needs of those receiving their care.

As indicated above, Al health monitoring technologies may play a sig-
nificant role in addressing the aging health workforce and filling human
resource gaps®* while simultaneously reducing the burden on family care-
givers. In this regard, however, privacy concerns apply, and potential algo-
rithmic biases could be a threat. Nonetheless, with care patients, the direct
application of medical care must be considered as an additional dimension.
Monitoring systems can provide a comprehensive picture of elderly indi-
viduals’ overall activity patterns and the influence of the environmental
context to better cover symptoms. Furthermore, technology can support the
detection of symptoms, such as in the case of COVID, and secure social
quarantine when required, supervising the physical and mental health of
elderly patients, paired with a remote health center feedback analyzed
by means of Al to sustain elderly people’s confidence during difficult peri-
ods?36.

These tools may therefore be valuable supports for healthy aging. In that
context, as elderly patients’” health and care costs rise, care robots may not
only promote autonomy for elderly people but also reduce the burden on
public finances®”. Nonetheless, certain aspects of relational care, safety,
and privacy must be balanced, particularly regarding the design of these
technologies, and clinical and ethical factors emerge as highly relevant as
humans are increasingly monitored in their day-to-day activities. This is
key in ensuring that systems enhance relational care, facilitate independent
living, and promote health outcomes. All these developments are positive
from an ethical perspective and reinforce the dignity of elderly individuals.

Similar in this vein is “value-sensitive design™?3, which aims to embed
normative considerations in the design of care robots at an early stage
in the design process, to proactively indicate the evolution of the technol-
ogy. This would incorporate specific care values that would ensure that
patients’ dignity is respected prospectively, rather than retrospectively. This
approach also centers the question of what care society ultimately requires.
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A subsequent idea, the “nature-of-activities approach”>3’, aims to consid-
er different value practices in accordance with different healthcare practices
to distinguish the nature of a given healthcare activity. This should help
to draw a line between those tasks that should be left to humans—practice-
oriented activities that require human skills—and goal-oriented activities
in which care robots may assist in a way that is ethically sound for all
concerned. This should help provide a clear definition of the robot’s role,
depending on the specific nature of the activity that is targeted from an
automation perspective.

Since the publication of Love and Sex with Robots’, the discussion
as to whether sex robots may be a suitable alternative from an ethical
perspective, whether as a replacement for sex workers or as supplement,
has expanded. They represent a specific kind of care robot, which can be
also used for elderly or disabled individuals®¥. Advancements since the
publication of Levy’s book have ensured that the “development of highly
humanoid sex robots is on the technological horizon42 Phone sex workers
must now increasingly compete with sophisticated digital technologies that
would perform their jobs at a far lower cost”3. Erotic depictions date back
to Paleolithic and Mesolithic ages, and so the existence of artifacts that offer
sexually relevant functionality is not new to human civilization®44.

Specific applications to support a dignified life are evident in the deploy-
ment of sex robots for older adults with disabilities?*®, which arguably
reinforces several of the ten central human capabilities. First, as human life
may be understood as an unfolding story, sexuality plays an integral role in
the narratives of our lives and who we perceive ourselves to be. Given the
stigmatization of sexuality among older individuals, sex robots could help
to generate a counternarrative and integrate this into older disabled peo-
ple’s lives. Second, sexuality may be regarded as an integral component of
health that includes physical and psychological dimensions. In that context,
sex robots may serve as a tool that allows individuals to maintain their sex-
ual health. Third, the expression of sexual feelings and engagement in sexu-
al behavior may be regarded as a form of self-determination and therefore,
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an aspect of bodily integrity. As cognitive impairments may interfere with
sexual agency, sex robots can be designed to assist with social functions,
serving as a source of affiliation and sexual partnership. Fourth, sexuality is
related to emotional intelligence, which enables people to be caring, kind,
and compassionate. Working with sex robots could help overcome struggles
caused by impairment and restore a sense of wholeness and meaning to
life. Fifth, reflecting on and choosing a plan of life that expresses authentic
values and ends relies on practical reason. Many people’s life plans center
sexual partnership, as these relationships facilitate happiness, intimacy, and
self-fulfillment. Sex robots in that sense could support to incorporate sexual
activity into the life plan. Sixth, the capability to affiliation is related to
sexuality, whereby affiliation with others is the underlying goal of erotic
desire. In that sense, people could bond with sex robots and feel intimately
connected to them.

These examples illustrate how the deployment of automated sex robot
can generally support a dignified life; however, we must investigate in
what sense the robot would differ from a human sex worker and whether
sexual relationship can be fulfilled by machines rather than humans®4.
In addition, a robot’s manipulating of a human being on a sexual lev-
el prompts further discussions from a mental and psychological stand-
point®¥’. Nonetheless, many who regard prostitution as objectionable may
consider robots to be an acceptable solution, and arguably, the deployment
of sex robots allows individuals’ sexual needs to be met without violating
the rights of any other persons®8.

Other positions regard prostitution as morally problematic and apply the
same reasoning to the deployment of sex robots**°. The deployment of sex
robots may additionally be framed as a distorted attitude toward human
sexual partners given that consent is not an issue that arises with robots®°.
Bodily integrity is “a form of self-determination through the body™®, and
care and sex robots may increasingly support this capability, particularly for
older and/or disabled individuals. In addition, sex robots may help preserve
the dignity of sex workers who are targeted by sex trafficking and forced
labor, as the business model may become automated through the increased
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deployment of humanoid sex robots. What appears to be clear is that the
use of sex robots may cause friction in societal perceptions of reproductive
activities.

Another issue that may arise is objectification, where a sex bot’s design
is based on personification®?. Human dignity may be violated as the
personified individual is considered as merely a means and not an end.
In this regard, consent may be required to counteract the objectivation.
Other perspectives regard user autonomy and responsibility as crucial to
ensuring that intimate relationships may develop healthily, for example,
among adolescents®>3. Sex robots that look and behave realistically could
also help train people to behave confidently and respectfully in intimate
relationships. In therapeutic settings, they may support the development of
empathy or enhanced self-esteem in individuals who exhibit narcissistic or
dependent personality disorders.

What remains open is the question of how society might respond to and
regard individuals who avail of sexual services or care from sex robots®*.
Societal conceptions of love and sex might change, with radical behaviors
comparable to those associated with drugs and prostitution, practices that
are considered taboo. A similar threat may arise in relation to stigmatiza-
tion and illegalization, which already causes considerable problems, partic-
ularly with respect to prostitution when bans on legal sex work reinforce
the poor conditions experienced by those affected by human trafficking®>.
Nevertheless, ethical guidance is required, as robots will surely alter societal
perceptions of sex, as has been the case with robots used in healthcare or
warfare?S,

Sex robots may support mental health in terms of reducing extreme
solitude (e.g., feelings of inadequacy, physical or psychological problems)
by providing a palliative solution or a companion to support satisfying
experiences and emotional relief’”. In that sense, the ability to attain sexual
satisfaction using sex robots may even transcend the “humanly possible”—
for example, by satisfying the desire for particular acts that might be unac-
ceptable to potential human partners®®. However, it can also be argued that

952 Lancaster 2021: 598

953 Peeters/Haselager 2021: 64

954 Peeters/Haselager 2021

955 Cho et al. 2012

956 Peeters/Haselager 2021: 64

957 Carvalho Nascimento et al. 2018: 238
958 Anderer 2022; Dubé 2017

183

13:37:41. o=



https://doi.org/10.5771/9783748916420-103
https://www.inlibra.com/de/agb
https://www.inlibra.com/de/agb

4 Opportunities and risks of human labor automation from an ethical perspective

the deployment of sex robots might in fact reinforce feelings of isolation
and loneliness®®. Users of companion robots may be reluctant to attend
events that are conventionally attended as part of a couple, such as wed-
dings.

The potential for coping with loneliness and isolation with the assistance
of sex robots is of particular interest in the context of the aging and elderly
population who require support for well-being and health®. From that
perspective, the threat of using Al that could reposition value systems in
terms of sex, however, appears to be an issue affecting the deployment of
robots in general.

From an ethical perspective, as outlined above, sex robots do represent
an opportunity. First, from an individualistic standpoint, sex robots can
support capabilities relevant to sexuality in efforts undertaken in pursuit
of a dignified life. Second, considering sex robots as substitutes for prostitu-
tion may prevent the horrendous violations of sex workers’ dignity, which
compromise such workers’ bodily health and integrity®! as a result of
human trafficking or forced labor®? and may even lead to a destruction of
this ethically reprehensible “business model”.

Conclusively, robots represent a range of opportunities in the area of
care and sex from an ethical perspective. On the one hand, individuals
can be supported to live an independent life, provided that the human
interaction in their lives is not wholly reduced as a result of the deployment
of robots. On the other hand, robots may enhance care workers’ and other
individuals’ quality of life by improving their working conditions.

4.7 Weapons automatization

Automation is increasingly affecting the use of weapons. Conventional
warfare is increasingly using autonomous weapons systems (AWS), which
incorporate Al in different forms. Meanwhile, automation technologies are
increasingly used for surveillance and espionage, even in domestic contexts.
Both diminish human influence in decision-making and, in effect, human
labor. Their use thus warrants an ethical evaluation.
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4.7.1 Conventional warfare and autonomous weapons systems (AWS)

AWS have been increasingly used to reduce human labor in the military
or in war zones, in which work has traditionally been performed by hu-
mans. So-called “killer robots” are entering the warfare arena by reducing
the influence that humans have in decisions as to whether a particular
individual or group should be eliminated. In recent years, scholars have
debated whether the use of AWS violates human dignity or whether such
an argument is even applicable in discussions surrounding automation of
this nature®3. Most states generally agree that a certain degree of meaning-
ful human control is necessary at all times when deploying autonomous
weapons and that new regulations may be necessary®®* to ensure that
the arms race between nations developing these advanced weapons is not
posing any risk to international stability and security. In addition, the
development of these weapons is becoming cheaper as the costs associated
with data processing decline.

AWS are arguably the most extreme example of automation in terms
of the technology’s use in making life and death decisions. In extreme
cases, these weapons select and engage with targets without any human
intervention. While the current stage of development varies across contexts,
fully autonomous weapons are likely to already be a reality. In that sense,
there is a new case of “death by algorithm™9. Their use has been subject
to multiple discussions at the United Nations as to whether autonomous
weapons raise “unique ethical questions” for warfare®6°.

Automated robotic weapons are already available to evaluate and engage
with targets®®’, and the extent of human control requires definition, where
different aspects exist, as to whether it is direct or indirect control—also
called “control-by-design”. Direct control constitutes “human-in-the-loop”
control, whereby constant and uninterrupted physical control is given and
a human is constantly engaged to influence the outcome. Another form of
direct control would be “human-on-the-loop”, whereby the human has the
ability to intervene and override the system’s actions as part of a last-resort
measure—keeping one’s “hands on the wheel”, so to speak. Indirect control
consists of an appropriate level of capacity on the part of human operators
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to work with a predictable and reliable system, and the autonomous system
would have the necessary ethical guidance incorporated in the event of
inevitable accidents or events.

In international humanitarian law, the principle of distinction has
played a major role in the stigmatization and norm-setting processes of
weapons”®8, leading to the ostracism of anti-personnel landmines and clus-
ter munitions. The same reasoning has been used in the past by proponents
of the ban on AWS, who state that the automated weapons cannot differen-
tiate between civilians and combatants, making them inherently unlawful.
Technological advancement has made this argument redundant and shifted
the discussion toward new argumentation regarding how the ban on AWS
may be justified. AWS not only affect warfare between countries, but are
also increasingly available in domestic law enforcement, where their appli-
cation could be even more concerning (Heyns 2016). For example, police
officers, unlike individuals in the military, have a duty to protect the public,
and their judgment demands more personal involvement than those who
perpetrate hostilities. This requires meaningful human control and higher
standards of responsibility on the part of the force. Nevertheless, fully
autonomous weapons would not be subject to human control and therefore
should not be instrumental in law enforcement. The same argument may
be applied to military “meaningful control”, whereby the rights to live
and dignity embodied in human rights support the conclusion that fully
autonomous weapons should be banned®®.

Calls for complete bans are also emerging from the healthcare commu-
nity, citing the radical violation of health professionals’ moral code and
ethical principles®”®. The argumentation is based on absence of human
supervision, “exacerbating the encoded human biases while excluding hu-
man morality. Targets would be chosen based on their perceived age, sex,
ethnicity, facial features, dress code, gait pattern, social media use, or even
their home address or place of worship”. Owing to its digital nature, the use
of these weapons would be vulnerable to malfunction and cyber hacking,
with nebulous legal accountability. Another threat may be found in the self-
improving algorithm, which increasingly requires more data and thereby
becomes increasing lethal.
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On a global level, AWS are not subject to any specific regulation®”!, which
would call for a differentiation of the specific applications of autonomous
weapons. Mines are an example of weapons already beyond human control,
illustrating how the automation of weapons can harm innocent or random
victims with an absence of human intervention. This also shows that there
is some sort of autonomy or autonomous weapons in the past, which
could give guidance on how to use them today and in the future. Again,
the distinction rule, as exemplified by the mine, is recognized as a first
characteristic indicating the at least partial use of autonomous weapons.
Generally, a minimum level of human control should be implemented for
AWS, which would oppose the development of fully automated weapons.

Ethical concerns around the usage of AWS are evident in the fear that
the cruelty of warfare delegated to machines could further exacerbate de-
humanization or make war more abstract’”2. Moreover, their deployment
could show a lack of respect toward combatants targeted, who may be
subjected to “undignified deaths™’3. From a deontological standpoint, the
need for human control and judgment may be based on the principle of
dignity, whereas consequentialist accounts highlight global stability and the
likelihood of warfare to object to AWS®74. Exploration of the human control
argument reveals that the main reason usually cited in the interest of pro-
hibition is the lack of accountability; AWS cannot currently be regarded
as moral or legal agents®”>, whereby human rights and humanitarian princi-
ples are jeopardized by the mere fact of these weapons” deployment®7®.

The healthcare community has typically been influential in establishing
bans on chemical, biological, or other conventional weapons, such as land-
mines®”’, and the medical professionals claim a certain moral authority
and professional credibility in terms of the devastating humanitarian conse-
quences wrought by warfare and inhumane weapons. Furthermore, at this
stage, the deployment of weapons that seek to replace human judgment
in the decision to inflict harm should be banned, according to health pro-
fessionals’ representatives, who advocate for banning these weapons while
“understanding the risks of automation in decision making”.
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Meanwhile, some arguments advocate that AWS may be aligned with
conceptions of human dignity. The use of “right-making features” could
rebut the argument that the use of AWS would be an affront to combatants’
dignity; however, this argument is vulnerable to the charge that a killer
robot could cause unnecessary suffering®’8. In addition, it may be argued
that just because a killer robot disrespects combatants’ dignity, it would
not necessarily bring about undignified deaths, and may help maintain
dignity “in the face of indignity”. Moreover, humans may be regarded as
unlikely to relinquish the level of control over war in the coming years®”?,
where moral agency would still be ensured provided these weapons are not
“fully” automated. This also raises the question as to what can actually be
considered a fully automated AWS, since algorithms invariably underpin
the operation of these systems, which are built by humans and can thus
never be regarded as neutral®®’. In addition, it may be argued that human
decisions, as part of the rule of law, for example, are also subject to bias,
or that a bot is not substantially different from a morally discerning solider
deployed in battle or a police officer on patrol, which generally supports the
further automation of weapons®s.,

Furthermore, new conceptions of “standards of basic respect for human
dignity”® have arisen in dealing with the question of the terms on which
AWS could be employed while still meeting certain ethical concerns. This
approach considers actions in light of basic standards if, first, the action is
militarily necessary; second, it involves a distinction between combatants
and non-combatants; third, non-combatants are not targeted for harm; and
fourth, any and all incidental harm to non-combatants is minimized. The
specific issue with this approach emerges in terms of the fourth perspective
and the calculation of damage to non-combatants, albeit in a minimized
manner. Aligned with the above approach®®, it is questionable whether this
would be compatible with the right to bodily integrity under the human
rights framework.

The discussion regarding how AWS should be guided by the principle
of human dignity highlights the specification challenges associated with
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the concept and confusion as to how the principle should be stringently
applied. Accounts differ, therefore, depending on the perspective and per-
ception of dignity. For that reason, autonomous weapons may be evaluated
using the framework of the ten central human capabilities to complement
the research field in which “its relevance to military action and to AWS,
where it does not yet seem to have been explicitly discussed“984.

Freedom from unwarranted search and seizure increasingly relies on ma-
chines rather than human beings, which poses a greater ethical risk when
weapons become “fully automated”, acting purely on algorithmic guidance.
In addition, control over these weapons may shift increasingly further away
from democratic choices and influences, as fewer individuals know how
and when these weapons are deployed, an aspect that has already been
criticized—for example, regarding the US drone war®®. In addition, the
capability to grieve over losses is impeded by a lack of accountability when
the perpetrators of an attack remain unclear. Drone attacks on funerals
have been reported in the past, with innocent casualties resulting from such
attacks®®, constituting a violation of bodily integrity.

The same applies to the use of autonomous weapons in domestic circum-
stances when collateral damage is done®®”. For example, protecting individ-
ual bodily dignity by the state (i.e., policy) may be at stake—for example,
at events requiring individual judgment, such as demonstrations where
children or bystanders risk being trampled upon by protestors. The lack of
accountability in the public sphere by autonomous weapons in domestic
use presents another threat to bodily integrity, particularly since moving
freely from place to place, at least in Western democracy, is considered a
right in most legal systems and forms part of article 13 of the Universal
Declaration of Human Rights. In that respect an individual may be hit
based on a specific location while exercising this right.

In general, the capability to life may be jeopardized when autonomous
weapons conduct strikes that are not justifiable and terminate life prema-
turely. From the perspective of the capabilities approach, the deployment
of AWS represents a violation of human dignity, critically affecting the
capabilities to life, bodily integrity, emotions, and control over one’s envi-
ronment. There are few grounds to justify their usage, such as the argument
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that they could be used where search and seizure is warranted; however,
the “death penalty”-like impact of these strikes®®® would not be justifiable
under the ten central human capabilities. As such, AWS are a clear violation
of human dignity.

4.7.2 Espionage and surveillance automation

Automated technologies are increasingly used to spy and surveille not only
other countries, but also in domestic contexts, and intelligence capabilities
are unprecedented in terms of their reach and efficiency. This development
poses a threat not only to democratic individual rights but also to privacy,
with massive collection and analysis of data, including predicting and influ-
encing behaviors®’. Paired with access to social media and other global
communications platforms (for an extended discussion, see the above chap-
ter on communication), individuals are increasingly losing the ability to
protect their rights when connected through those platforms where privacy
is relinquished for the sake of “control” and “security”. These developments
are relevant to ethical discussions.

While hundreds of thousands of spies were necessary to sustain totalitar-
ian systems in the past, as in the case of East Germany and the Stasi®®, the
dimensions and possibilities in terms of gathering data for surveillance and
espionage have increased to unprecedented levels, with a reduction in the
need to employ humans. Prior to the digital age, surveillance was linked
to private investigators or government agents in stakeouts, which involved
physical work, expense, and time®'. Technology has now fundamentally
altered the “second oldest profession™2.

The increasingly algorithmic and automated surveillance that evaluates
and spies on human beings can reinforce structural inequalities®*>—for
example, in policing®. Certain communities or groups may be attacked
or spied on, posing a direct threat to equity within a state and challeng-
ing individual rights. Outdated legal rules are insufficient to protect the
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individual from the state (Friedman 2015), as governments increasingly
enlist private companies to conduct surveillance and spying operations,
with warrants no longer necessary and law enforcement increasingly using
the gathered data for operations, thereby violating fundamental human
rights. Specifically, technologies that support home activities, such as the
“Internet of Things”, assist law enforcement in surveilling citizens. Among
the practical applications witnessed hitherto was the “Amazon Rekognition”
platform used by the US police, which identified lookalike individuals as
potential subjects®. The software was also prone to more frequent errors
with dark-skinned individuals®®®.

Despite their global operation, these tech companies are largely concen-
trated in California, where global espionage and surveillance in other juris-
dictions is becoming increasingly normal, without accountability to the law
in the jurisdictions of individual victims®’. This may pose an increasing
ethical challenge, as individuals are often unaware that they are being spied
on and lack the opportunity to fight back. The weakness of consumer
defenses and its expensive enforcement, particularly for corporates head-
quartered in the United States, reveals how spying and surveillance may be
conducted in an automated manner with minimal human labor, which also
strips individuals of their rights in countries outside the United States.

Certainly, mass surveillance and spying on citizens may enhance safety
and reduce crime, specifically through cameras and data analytics that sup-
port the pursuit of suspects®®®. Furthermore, the government efficiency fa-
cilitated by automation technology can enhance service quality for citizens
and reducing labor costs on the government side, which may then lower
the need for government tax collection. Moreover, fewer police personnel
might be required, and, if implemented correctly and without bias, auto-
mated security measures may provide an ethical opportunity, considering
the hate crimes often perpetrated by police officers®®°.

In China, the low espionage and surveillance costs thanks to automation
technology have led to an “automated tyranny”'%% in which an authoritari-
an regime tramples on individuals’ rights to privacy as well as their civil
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and human rights, a development that was enforced during the COVID-19
pandemic!® In that sense, the stripping of privacy through automated
surveillance has been widely accepted by citizens, including the collection
of citizens’ biometric data without consent. These data are increasingly
used to marginalize and harass minorities, as the case of the Uyghurs
demonstrates!?02,

As Chinese surveillance technology is increasingly sold to Western gov-
ernments, these dynamics also affect individuals in liberal democracies!®%,
where legal bases are also not granted. This promotes the growth of tech-
nology-powered authoritarianism worldwide, owing to the lack of global
governance on the circulation of these technologies. Nevertheless, the EU
has begun developing a more human rights-centered approach to govern-
ing the export of cyber surveillance technology received by the US and
Chinese governments. However, it remains unclear how this will interact
with competing geopolitical, commercial, and security agendas!04. At this
stage, external backlash from liberal democratic countries against the au-
thoritarian capitalist dynamic producing surveillance technology has been
observed!00s,

From an ethical perspective, the use of these technologies must be
carefully supervised, as they can easily be abused by political interests,
which would violate political rights and freedom from unwarranted search
and seizures, if the usage is not transparent. Spy software has reportedly
been used to manipulate democratic processes!®® and suppress freedom of
speech. Moreover, the categorization and ADM that is subsequently based
on this information may be discriminatory.

To conclude, the automation of weapons presents several challenges from
an ethical perspective, since such weapons violate individual rights when
deployed. Careful supervision is required going forward to ensure that they
are not used to undermine basic capabilities to live a dignified life.
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4.8 Automation of the rule of law

Advancing automation increasingly affects the rule of law, whereby enforc-
ing and protecting individual rights has major implications for living with
human dignity. For example, legal work is increasingly influenced by Al-
driven “law”, and humans in government jobs may become increasingly
replaced or assisted by robots that make decisions that have wide-reaching
influences on civilians. Although legal work will likely not entail the com-
plete replacement of human labor, as jobs require skills that technology still
lacks—human capacities, such as social intelligence, creativity, and general
intelligence!®’—the reduced involvement of humans will nonetheless have
an impact, including the growing use of so-called e-government solutions
to automate the public services value chain'%®, For example, in light of
the dependence on an ever-smaller group of technicians who control the
deployment of automation technologies such as AI'0%, the rule of law must
ensure a “rule of persons, not machines”%%. Moreover, the rule of law is
a mechanism designed to curtail the abuse of power and to ensure that
society upholds certain values, including human rights'®!. Commonly, the
rule of law is viewed as a notion that is worth protecting despite its expo-
sure to political abuse. Modern technologies, including Al and machine
learning, have improved so that they can assist human decision-makers
across almost all fields, and their decision-making abilities will also be en-
hanced, allowing more control and responsibility to be transferred to them.
These technologies challenge the ideals associated with the rule of law as
a concept of traditional law—for example, treating everyone equally before
the law. The ethical evaluation of these developments is highly relevant.

4.8.1 Legal services

In legal services, automation tendencies have meant that law is increasingly
considered to be algorithmic, at least from a business and efficiency-driven
perspective. This involves efforts to transform objectivized “facts” into out-
puts (agreements or litigation stances) via the application of a set of rules
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(law), and technology increasingly automates these processes!®2. The con-
sequence is that many tasks typically performed by lawyers and attorneys,
traditionally white-collar workers, can now be performed by technology.
Automation of labor in the legal area is often advertised as improving
access to justice, reducing legal costs while enhancing performance!®3, and
promoting the rule of law, compared with the democratization of law and
consequent empowerment of ordinary citizens. It is promoted as a new
form of law that will emerge to provide the benefit of rules and standards
without the costs of traditional legal services!”!. One example of increased
algorithm usage is the use of automated document view!’> or tax statues
that are no longer prepared by lawyers or accountants but rather in the
form of computer code, eliminating the interpretive process, which has
become standardized!?'®. As technology is already assisting civil lawyers in
their traditional roles as advocates and advisors, it will continue to do so
in the future, particularly given that the digital world will continue to yield
more information and data. Software could thereby offer considerably more
support, rather than writing documents by itself. This would lead to a “legal
singularity”, whereby the accumulation of data and improved methods of
inference would render legal uncertainty obsolete!?V, albeit at a great cost
to the individual consideration of cases. In addition, automation technology
is automating other activities, such as litigation review, generating expertise,
legal research, or contract analysis!?'8.

It is commonly assumed that technology has the potential to reduce the
errors made by human attorneys or limit their biases, particularly given that
human judges can likewise be influenced by such factors. Therefore, au-
tomation can elevate the legal system above the fallibility of any particular
person!®®. Promising developments in legal automation target people who
need and deserve but cannot afford to enlist the services of an attorney.
This is the case in many low-income households: in the United States, for
example, thousands of children have juvenile records for crimes such as
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marijuana possession or vandalism!9?. In such cases, attorneys can usually
quickly arrange an expungement, but not everyone has access to a lawyer.
Another example of how software automation can help is the use of tax
software that offer ordinary citizens considerable time savings by relieving
them of the need to provide tax documentation in paper form. In that
sense, the greatest potentials in the automation of legal work are those that
encompass a wider consumer sphere, as represented by fields such as tax,
will preparation, or everyday disputes, such as traffic or parking fines. Sev-
eral start-ups and legal technology innovations are working on improving
access to justice for more citizens'%?. Accordingly, substitutive legal automa-
tion may also be a fortunate phenomenon from an ethical perspective, as
more individuals are empowered to claim and enforcing their rights. In this
sense, low- to middle-income socioeconomic households may have their
legal needs met more as software would be the only form of advice available
to them. The same would apply, for example, to small business'%?2. In that
regard, certain ethical opportunities arise from the use of automated legal
services, whereby political rights may be easier to assert owing to lower
costs and consequent better access to these services while improving the
ability to be treated as a dignified being whose worth is regarded as equal to
that of others.

Legal questions, however, quickly become more complex, making it
more difficult to use computer code to translate legal code in a way that is
intelligible to the layman!%?3. In this regard, the role that lawyers and attor-
neys play as the main crafters and maintainers of social order'% by repre-
senting the rights and interests of individuals in the rule of law is changing,
as equal treatment may become difficult when the intention of the deployed
technology remains opaque'®?®, posing an ethical risk. In addition, without
ethical guidance, law firms and third parties from the technology sector
risk deploying “Al-driven tools that fail to provide effective client-centered
services, inhibit wide-spread access to justice, and undermine lawyers’ ethi-
cal obligations to current and former clients, including the obligations to
practice competently, maintain confidentiality, effectively supervise third

1020 Pinard 2013: 967-968

1021 Sonday 2020

1022 Chu et al. 2013: 965-966; Pasquale 2019: 17
1023 Pasquale 2019: 7-8

1024 Abbott 1988; Pasquale/Cashwell 2018

1025 Greenstein 2021

195

13:37:41. o=



https://doi.org/10.5771/9783748916420-103
https://www.inlibra.com/de/agb
https://www.inlibra.com/de/agb

4 Opportunities and risks of human labor automation from an ethical perspective

parties, communicate with clients, and exercise independent judgment and
render candid advice™0%6,

Legal processes typically deal with explanation and judgment—a differ-
ent set of activities to the predictive modeling and pattern recognition
common to most legal automation technologies. A decision-maker aims
to ensure that a certain result (guilty or innocent, etc.) not only follows
a certain pattern of past documents and words contained therein'®?’, but
also considers the situational context. For example, tax administrations may
violate privacy when profiling individuals for tax non-compliance based on
certain keywords!?28, which could be an issue from an ethical perspective if
these profiling mechanisms discriminate against certain groups.

Regarding DLTs (see impact on financial industry above) or blockchain,
smart contracts are expected to expand the automation of legal services
without the need for intermediaries. Nonetheless, debate surrounds the
question as to whether this kind of automation renders contract law obso-
lete or whether smart contracts are simply another iteration of traditional
contracts!®?. One key issue relates to the question of how to align the
powers of government with blockchain contract automation in the absence
of a central authority to settle disputes!®*, where one option would be to
provide the state authorities the status of a superuser and another would be
to rely on traditional remedies in “offline mode”. In any case, blockchain
technology appears to provide certain opportunities if a legal system is
unable to serve its citizens—for example, in developing countries. However,
the absence of authority to rule in the case of dispute represents a risk
from an ethical perspective, when certain services and functions can no
longer be supervised. In general, the automation of the legal sector must be
carefully observed, as, on the one hand, access to services can be enhanced
owing to lower costs; on the other hand, however, ethical guidance is
specifically required in terms of controlling and supervising the design and
deployment of the specific automation technology.

1026 Simshaw 2018: 173

1027 Brennan-Marquez 2017; Pasquale/Cashwell 2018
1028 Scarella 2019

1029 Ruehl 2021; Raskin 2016

1030 Savlyev 2017
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4 Opportunities and risks of human labor automation from an ethical perspective

4.8.2 Public services

Governments are increasingly pressured to deploy automation technologies
in a bid to become more efficient in the operation and provision of public
services. This inevitably also affects how the rule of law works. The aim of
reducing government spending worldwide is growing, and decision-mak-
ing is increasingly influenced by automated processes. This operative set-up
reduces employment, as governments are major employers in most global
economies. In addition, those remaining in government jobs will be obliged
to make decisions that are influenced to a greater extent by preceding
decisions made by automation technologies, such as sorting or categorizing
relevant information.

Ultimately, labor accounts for 20-25% of government expenditure!®3.
Austerity and debt have forced governments to cut costs in recent years,
and automation has considerable potential—for example, for low-level cler-
ical and data entry positions and other repetitive tasks, such as general
maintenance and operations positions'®2. Some positions may be partially
automated, while others can relieve human workers of the need to perform
mundane tasks, splitting jobs into smaller tasks or augmenting and com-
plementing the skills of workers!®3. As an example of automated public
services, we may cite algorithms in social work!%4. These determine which
family receives what kind of social assistance!®> or policing as part of the
legal system!0%6, It is anticipated that automation in the UK public sector
workforce may reduce the workforce by up to 25%, based on study esti-
mates!9¥. Automation in public services promises financial resource savings
in the form of taxpayer money, better service quality, and lower transaction
costs!?38 a more equal treatment of citizens through standardization!®® and
decisions that are less prone to error than human decisions!?4. Ethical

1031 Cribb et al. 2014; IMF 2016

1032 Viechnicki/Eggers 2017

1033 Eggers et al. 2017

1034 Ranerup/Svensson 2022

1035 Gilingham 2021

1036 Adensamer/Klausner 2021

1037 Deloitte 2016

1038 Dickinson/Yates 2021: 7-8; Petersen et al. 2018; Eggers et al. 2017; Borry/Getha-
Taylor 2019

1039 Steelcase 2010

1040 Weitzenboeck 2021
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opportunities and risks thus arise whenever fewer humans work in govern-
mental services.

4.8.2.1 Access to services

Access to public services is not a given in large parts of the world!%4,
and digital transformation can enhance access for individuals when stan-
dardizing services are increasingly provided, despite the fact that personal
costs are saved in times of declining state revenues in line with a narrative
centered on reducing legal spending!*42. In this regard, procedural fairness
may be enhanced through an automated system, depending on the deci-
sion-makers’ circumstances and based on the assumption that the decision
is supported but not supplanted!®43. Furthermore, the specific process does
not involve complex issues, such as family-related circumstances that would
require individual attention. An applicable example would be chatbots and
intelligent assistants for public engagement, providing information about
ongoing cases or responding to citizens’ questions!®44, Robot advisors could
also support civil servants, thereby improving service or response time.
Liability is an issue when the provision of public services is not fair
or transparent, particularly when the automation process has been out-
sourced. In that sense, lawyers could challenge government decisions based
on algorithms but may face claims that they are proprietary'®4>. This issue
also applies in terms of traceability, as the growing complexity of Al systems
involving machine learning and neural network has diminished human
operators’ ability to keep track of outputs and inputs of public services.
Potential approaches to resolving this issue might include clearly assigning
accountability in terms of externalized services to the government!%46 or
extending responsibility to vendors to close the “Al accountability gap”o4.
Nevertheless, from an ethical perspective, automation represents an oppor-
tunity when standardization is implemented under the guidance of certain
ethical requirements, involving services that do not require further indi-

1041 Hewett/Montgomery 2001; Batley et al. 2012

1042 Pasquale 2019: 17-18; Synergist 2018

1043 Nagtegaal 2021

1044 Engin/Treleaven 2019

1045 Roberts/Wernstedt 2019; Gilman 2020; Crawford/Schultz 2020
1046 Alford/O’Flynn 2012

1047 Crawford/Schultz 2020
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vidual consideration of a particular case. In addition, in many countries,
access to public services can be achieved only by means of bribes, owing
to widespread corruption among the government employees providing or
making decisions regarding these services!%43. In this regard, automation of
public services could support a dignified life, based on the assumption that
accountability—in that regard, “public accountability”%4°—and other ethi-
cal standards as discussed below, such as equity as part of a functioning rule
of law, are enforced. This would bolster the right to political participation.

4.8.2.2 Equity

Equity is an important legal ideal that may be regarded as consistent with
the ideal of the rule based on an Aristotelian view and is defined as “doing
justice in particular cases under appropriate circumstances”'9°. The public
sector workforce enshrines four prominent values: economy, efficiency,
effectiveness, and equity. The equity value derives from the expectation that
a good administration is equally good for everyone, rooted largely in a
democratic viewpoint!®3. It forms part of the aim to social equity as part of
fairness and justice with a direct public policy implication to reduce the in-
fluence of social characteristics, such as economic circumstances, for access
to public services!?>2 This is also essential in the provision of public goods
and resource allocation with the aim of furnishing the conditions necessary
to support a dignified lifel%3, representing the ability to be treated as a
dignified being whose worth is recognized as equal to that of others.

As mentioned, standardization provides certain potential for equity
treatment from an ethical perspective when rules and appropriate supervi-
sion with transparency as to how the automated decision tools are used
are applied in the provision of public services. This is even more essential
since the interest in automation technologies is broad from a governmental
perspective, where organizing social security more efficiently is just another
example in addition to the more efficient prioritization of legal cases. In

1048 Robinson 2012

1049 Busuioc 2021

1050 Solum 1994

1051 Frederickson 2005: 31; Norman-Major 2011
1052 Johnson/Svara 2015: 282

1053 Perin/Panfilis 2021
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any form, the aim would be to reduce human involvement, and human
decision-making in government is increasingly replaced, which substantial-
ly affects the rule of law itself and its operation!%*. The promise to make
governments and whole democratic systems more accurate, efficient, and
fair has accompanied the use of automation technology in recent years. Sev-
eral nations have become enthusiastic adopters—for example, in areas such
as welfare allocation and the criminal justice system, where social equity
must be even more carefully reviewed when automation technologies are
applied, particularly for law-related public services that require individual
case attention.

The use of automation technology paired with increased standardization
has the potential to have a critical impact on the ideal of equity in two key
ways: first, considering the workforce in public services, automation could
reduce diversity, as certain groups could be more affected by automation
than others. This has the potential to affect workforce equity!%%, as female
and non-white employees appear to be the most affected by automation
in the public sector when administrative jobs are replaced by robots, at
least in the United States!%6. This may raise equity concerns, and if automa-
tion targets positions that are heavily populated by these groups, it is also
important to consider how automation efforts may impact the public sec-
tor’s commitment to a diverse workforce and ensuring equal employment
opportunities. If workforce diversity no longer represents the general popu-
lation, citizens using government services may be less likely to encounter
any staff members with whom they can identify!%, particularly when fewer
humans are employed to provide government services. This could result in
higher social inequities and injustices'®, on the one hand, owing to a lack
of common understanding in tandem with the decline in representative
bureaucracy, as fewer citizens will be able to identify with government
agents. On the other hand, deciding algorithms may follow predefined
patterns that impose disadvantages on certain groups, for example, in the
context of policing!®®. In that respect, as biases in policing may occur, and
algorithms are used in decisions regarding proceedings of the rule of law,

1054 Zalnieriute et al. 2019

1055 Borry/Getha-Taylor 2019; Clifton et al. 2020

1056 McClure 2018

1057 Borry/Getha-Taylor 2019

1058 Butcher/Beridze 2019; Dwivedi et al. 2019; Carney 2019
1059 Eubanks 2018
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the threat of unwarranted search and seizure may increase, particularly
if the underlying rationale is to a greater extent based on ethnicity or
other discriminatory characteristics. Surveillance techniques used in China
exemplify how automation technology increasingly determines whether or
not a certain individual should be regarded as a criminal'9®0,

Second, equity may be threatened if the bots entrusted with program-
ming decisions, which are supposed to be minimized in terms of bias,
turn out to be less neutral than initially believed because they also have
been programmed by humans!'*®!, which would mitigate the “standardiza-
tion” advantages. In addition, the removal of “street-level bureaucrats”
expertisel®?, for example in social services, gives rise to questions as to
how IT professionals shape public service encounters when there are fewer
human case workers!%®, particularly given that automation technologies
will sort gathered information based on a predefined algorithm that will
subsequently be used for decision-making by those government workers
that remain.

A risk in this context would be that IT professionals may begin to dictate
how government agencies organize their processes and interactions with
citizens—in most cases, without understanding the nature of public service
provision and, often, without ethical awareness. This may cause mistakes as
programmers may incorrectly translate regulatory requirement into source
code!®4, including biases. Exposure to other services also generates risk
when complex services, such as welfare programs, engage in “cream-skim-
ming”, whereby the easiest tasks or clients are selected while the least
profitable clients are put on hold!%%. This again would be an example of
a bias in an algorithm that threatens equal treatment. Regarding Al deci-
sion-making, the algorithm may miss essential policy questions that should
be considered in specific cases—for example, in terms of administrability,
efficiency, or fairness, a rigid rule cannot be applied to a set of facts!%,
which is also relevant when hiring public servants!® in a diversified man-
ner. Furthermore, Al automation may not be appropriate where caseworker

1060 Mozur/Krolik 2019

1061 Feldman et al. 2015: 259-268
1062 Zouridis et al. 2020

1063 Lindgren et al. 2019: 434
1064 Gilman 2020

1065 Bovaird 2016; Considine 2011
1066 Pasquale/Cashwell 2015
1067 Borry/Getha-Taylor 2019: 8
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discretion is required to prepare a case and make decisions. In this regard,
Al should only be used to undertake a pre-handling of the case before
passing it to a human for a final decision!?%. One example, the Robodebt
case, illustrates how an algorithm incorrectly calculated welfare recipients’
incomes and automatically issued thousands of debt notices to clients,
causing considerable stress, anxiety, and even depression for Australia’s
most vulnerable individuals'®®®. This illustrates that an implementation
of automated systems in public services without attention to procedural
fairness and human intervention causes significant issues from an ethical
perspective. The involvement of algorithms may assist perceptions of justice
if it supports human managers’ decision-making of human managers, but
not the other way round. In this sense, it would not be ethically viable to
automate entire processes, and humans will need to be involved in at least
all decision-making elements!%70.

The COVID-19 pandemic supported the advanced use of automation
technologies in the public sector, as remote access to tools became partic-
ularly relevant!’!, Nevertheless, the high development costs and limited
availability of costly expertise must be considered!’”? when implementing
automation technologies in the government, particularly when enforcing
compliance with data protection and privacy law'073, where high-pressure
situations, such as a pandemic, suddenly increase the demand for automa-
tion. This typically comes at a higher price, including “shadowing costs”,
when human contact is reduced on labor that is reduced!974, such as in
the typical case of public services, in which clients should be treated with
empathy and perceived fairness!?’>. In this sense, if the implementation of
these tools is not carefully evaluated, both equity and privacy may be easily
violated!97®, specifically when these technologies are used in governmental
legal activities and might displace the traditional understanding of law with
technology-driven prediction!?”’. For example, data concerning minority

1068 Lindgren et al. 2019; Nagtegaal 2021

1069 Huggins 2019

1070 Dickinson/Yates 2021: 10

1071 Dickinson et al. 2021

1072 Wirtz et al. 2019

1073 Pencheva et al. 2020: 34

1074 Korinek/Stiglitz 2021
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1076 Pujol/Machanavajjhala 2021

1077 Pascuale/Cashwell 2018; Hildebrandt 2018
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groups may be used to discriminate based on private data, which, on the
one hand, is a violation of privacy, and on the other hand, violates equity.
Therefore, any technology deployed must be controlled by humans who
evaluate and decide what government processes regarding the rule of law
are sufficiently useful, appropriate, and consistent to be automated!0”8,

The same applies when outsourcing to third parties or Al providers, as
the government needs to maintain the capacity to effectively manage these
providers!?7°. The issue of algorithms’ opacity may create systems that target
some populations or disproportionally exclude certain non-typical citizens,
particularly if designed in ways that reinforce the norms of certain specific
social or political actors while excluding those of others by using historical
datasets that include biases and inequalities to inform automation technolo-
gy'%80, which is an issue from an ethical perspective. At this point, human
programmers may input their own judgments and biases into algorithmic
processes!'%l, which may be traced back to the lack of diversity in the work-
force that designs, codes, and programs Al technologies'®®?, a dimension
that may become more salient because private companies tend to be more
market-oriented, using biases for client targeting, than programmers in the
public sector, owing to the equity principles in the government.

Similarly, when Al assists judges in making judicial decisions!%%3, these
decision-making systems may further be considered a “black box”, as they
are complex in their set-up and lack transparency. In addition, decisions
are becoming difficult to explain if based on inputs given by a machine.
In that regard, fully automated decisions may logically be based on two
premises'®84, First, the data representing every relevant fact of the case must
exist in machine-readable form and be digitally available in the appropriate
format. Second, it must be possible to process all case data using computer
programs containing correct and complete representation of all applicable
legal rules. However, these premises would require transparency regarding
the usage of the algorithm.

1078 Zalnierieute et al. 2019: 455
1079 Desouza et al. 2020

1080 Eubanks 2019; Asaro 2019
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The rule of law is essential for dignified life in terms of political rights but
also wealth distribution!%%>. Therefore, the incorporation of unfamiliar tools
without transparency into governance structures raises ethical issues with
respect to the legal labor conducted (i.e., partially or wholly automated).
This may also affect the legitimacy of the rule of law when legal labor is
automated and deny the idea that the rule of law is “good for everyone08¢,
This is especially relevant since automation may cause a reduction in hu-
mans working in government positions while those remaining are heavily
influenced by ADM.

4.8.2.3 Market pressure and efficiency

The disruption caused by Al is currently approached primarily from an
economic perspective, as calls for efficiency and market pressure have been
the main drivers, while “law” on the public side is regarded as equivalent
to the work conducted as “legal services” in the market!%®”. This leads to a
similar pressure in the service market but also in the rule of law relating
to the public sector!®®, as they heavily influence one another. In general,
the increasing pressure influences the social aspects of the work performed
by legal service firms, challenging norms, traditions, and culture, which
in turn affects the rule of law. In tracing the impact, we may distinguish
between the deployment of technologies in the “business of professional
services”, which are associated with business process management and
increased workflow efficiency, while automation in the public sector largely
leads to a loss of human shaping in legal decision-making. The interdepen-
dence between humans and machines must always be considered to meet
the goals of ethical integration, particularly the requirement that the human
be kept in the “loop™08 at a minimum when taking decisions.

An example of this ethical gap may be found in the collaboration be-
tween lawyers and computer scientists who engineer and design the tech-
nologies'?®®. This may be crucial in sustaining democratic participation in

1085 Sunde 2017
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law-making, contestability of legal effect, and transparency around how
citizens may be manipulated by the invisible computational backbone,
which is also relevant from an ethical perspective. This could help to
safeguard human autonomy and human conditions, where “at the last stage
of the laboring society, the society of jobholding, demands of its members
a sheer automatic functioning, as though individual life had actually been
submerged in the over-all life process of the species and the only active
still require of the individual were to let go, so to speak, to abandon
individuality”10%L,

Market and efficiency pressure also leads to outsourcing efforts in ser-
vices that are socially complex and highly reliant on description, such as
child protection services. Several voices have raised concerns about the
outsourcing of public services, claiming that the evidence suggests that it
does not consistently lead to improvements but largely causes challenges
and problems from an ethical and legal perspective!®2. Outsourcing and
Al-supported automation may be conceptually compared, as both process-
es involve the transfer of work from public sector employees to another
agent, either through a non-government organization or an automated
system, which is typically externally provided!?®. The related problems
and informational asymmetry occur in both processes, as work is undertak-
en by people external to the government organizations. The same occurs
with automation powered by Al, as the purchasers may lack the requisite
knowledge or insights into the algorithms used, which is also, in many
cases, justified by their proprietary nature. Machine learning can further
exacerbate this issue, as the system learns from data and is not simply an
algorithm that follows a series of pre-programmed rules but rather adapts
itself to the circumstances, exemplifying the issues surrounding the super-
vision of governments’ outsourcing of services to third-party providers.
In these circumstances, systems operate in processes that have not been
designed as such by the purchasing governmental organizations and may
represent a significant informational asymmetry with respect to public
work. Nonetheless, the growing importance of ethics Al can positively
contribute to governance with respect to outsourcing arrangements!%4,

1091 Arendt et al. 2018: 322

1092 Sasse et al. 2019; Petersen et al. 2018; Reichard 2016
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Monitoring and supervising legal administrative processes may thus be-
come a major task to be fulfilled by legal workers, as assistive tools, such
as document review bots, and even interpretation of the law looks set
to become increasingly automated. This includes ensuring that the final
decision is invariably made and justified by a human, though automated
tools may support the decision-making process. This is essential in terms of
political and social inclusion, as human!%> agency is arguably a cornerstone
of society that has becomes threatened by machines. Among the major
upcoming challenges will be the use of these technologies’” benefits while
simultaneously protecting society from their harms. This includes, for ex-
ample, promoting innovation while simultaneously balancing it against the
interests of society. One key challenge would be to determine which values
to balance technology against, whereby a functioning rule of law and its
values of equality or protecting human rights would be a starting point.

To conclude, the automation of the rule of law offers certain opportuni-
ties from an ethical perspective—namely the provision of enhanced access
to services for “standard” cases requiring only minimal human interpreta-
tion. Nevertheless, threats occur specifically with the reduction of human
involvement, where automation technologies subject to biases threaten to
be substantially influential in the decision-making process and legal work
conducted.

4.9 Evaluation of policy instruments from an ethical perspective

The capabilities approach intends to critically evaluate and inform policy
from an ethical perspective. To this end, the subsequent policy instruments,
which are frequently discussed in terms of possible actions regarding digital
transformation and human labor, are assessed under the ethical point of
reference addressing the specific question of whether they might be benefi-
cial in terms of the ethical opportunities and risks identified in previous
sections. These instruments include labor market policies in addition to
other regulatory measures, such as technology restrictions or taxation. Fur-
thermore, companies can act self-responsibly as part of corporate social
responsibility (CSR) in self-regulatory efforts. The list of tools mentioned
and outlined is not exhaustive. Nonetheless, the wealth of material for
discussion and available literature reveals that the instruments outlined

1095 Greenstein 2021
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below are improved options for dealing with the direct outcomes and
consequences of automation from an ethical perspective. In that sense, they
will be evaluated from the perspective of the ethical point of reference.

4.9.1 Minimum wage

Minimum wage is a classical labor market policy instrument designed
to regulate the lowest remuneration that employers can legally pay their
employees and may be defined as “the minimum sum payable to a worker
for work performed or services rendered, within a given period, whether
calculated on the basis of time or output, which may not be reduced either
by individual or collective agreement, which is guaranteed by law and
which may be fixed in such a way as to cover the minimum needs of the
worker and his or her family, in the light of national economic and social
conditions™0%,

The application of a minimum wage is regarded as a mechanism de-
signed to reduce inequality’®’, as it ensures earnings for those at the
bottom of the pay scale. It is considered an effective tool for compressing
wage distribution while serving to lessen the incidence of low pay in both
developed and developing countries. Nowadays, more than 90 per cent of
the ILO member states have a minimum wage system in place, and even
in developing countries, where enforcement mechanisms tend to be weak,
minimum wages appear to be effective in reducing inequality.

In terms of the impact on unemployment, controversy surrounds the
question of whether minimum wage directly influences the rise of unem-
ployment, as employers may cease hiring more people!®®8. Minimum wage
advocates emphasize its positive impacts, such as the increased standard
of living, reduced poverty and inequality, and the boost in morale it pro-
vides!0%,

Views differ regarding how minimum wages might affect manual labor
that is under the threat of being wholly automated. Concerns have recently
been voiced that firms would engage in labor-displacement capital invest-
ment that could harm workers!'%, explained by the fact that the higher

1096 ILO 2014:19
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1098 Black 2003: 300; Card/Krueger 1995
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the labor cost, the greater the incentive for companies to invest in automa-
tion technologies. According to this capital-labor substitution hypothesis, a
minimum wage would accelerate automation'. Nevertheless, a minimum
wage could, as stated, increase the salaries of the remaining workers. In that
sense, the instrument appears to be beneficial for manual labor in the short
term, as in the long term, automation appears to be an attractive means of
reducing or even eliminating labor costs. In that regard, it would support
individuals in accessing education, since they will need to transfer out of
the job in the mid- or long term. This is particularly relevant given that
skills and the ability to adapt to shifting skill requirements will be crucial in
granting access to the future labor market, and a minimum wage would en-
hance the opportunities for these individuals to have a functioning income
that is sufficient for the time being.

Where the risk of wholesale automation as a result of the need for a
“human touch” tends to be low, such as in elderly care, a minimum wage
could also be helpful in the long term as a means of raising income!'2
and helping individuals in these sectors to support all capabilities, which
would be beneficial from an ethical perspective. This effect may also play
out in the public sector; in most cases, however, government servants’
salaries are regulated based on predefined criteria such as certificates, years
of experience, position, and so on.

4.9.2 Universal basic income (UBI) as a social assistance scheme

The provision of a universal basic income (UBI) may be a useful measure
for ensuring the necessary conditions for a dignified life if paid work
becomes obsolete, and has been cited frequently as a potential response to
advancing automation!®3, UBI may be regarded as a necessary element in
the social contract afforded to the new workforce, as the social safety net
must to be adjusted to consider a workforce that is increasingly indepen-
dent or without work!"4, The concept of UBI is not new but was favored
by activist Martin Luther King Jr and libertarian Milton Friedman alike!1°,
It is a source of fascination for many because it is an idea rather merely a

1101 Geng et al. 2022

1102 Vadean/Allan 2021

1103 Dermont/Weisstanner 2020; Cabrales et al. 2020
1104 Sundararajan 2017: 10-11
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program, a lesson, or an economic policy'%. Discussions surrounding UBI
are often a proxy for debates concerning the role of the state and markets
and revolves around the distribution of power within societies. Therefore,
it is not merely a form of redistribution of wealth but rather represents a
moral statement!%7,

Social assistance schemes may generally be codified according to three
features or dimensions''%8. These encompass what modalities they provide,
whether and how they are conditional, and whether and how they are
targeted. A UBI would represent a combination of three choices—a trans-
fer that is provided universally, unconditionally, and in cash. Within this
framework, however, proposals vary across a range of key parameters, such
as transfer level and frequency, citizens or residents, or age of eligibility. The
modality and coverage of such a universality are thus already controversial.
A further point of criticism concerns the issue whereby universality must be
progressive and ensure that those who are most in need receive adequate
support to address their greater vulnerabilities and demands, which would
go beyond the basic income targeted. In that regard, debate surrounds the
question of whether universality should be interpreted'%® in terms of out-
comes (i.e., all people should be guaranteed a minimum level of welfare) or
receipt (i.e., everyone needs to be covered). Therefore, the understanding of
universality (i.e., what and who a UBI should cover) varies.

Frequently raised criticisms warn that an unearned income would lead
to people working less; however, the existing literature indicates that UBI-
type schemes have little to no impact on participation in paid work!O,
Furthermore, conditions of paid work may even improve because guaran-
teeing everyone access to an unconditional income would enable workers
to turn down insecure, low-paid, or exploitative work while simultaneously
enjoying greater empowerment to demand improved work conditions™!.
However, a contrary effect might also ensue, whereby the UBI might serve
as a subsidy to low wages and make low pay increasingly acceptable—for
example, by promoting casual work and job insecurity by increasing the
supply of labor for insecure jobs. In this context, the literature indicates
that additional cash through basic income-type or transfer can initiate a

1106 Lowrey 2018: 191

1107 Atkinson 2011: 4

1108 Gentilini et al. 2019a: 20-25

1109 Gentilini et al. 2019b; Rutkowski 2019; Packard et al. 2019; Parjis 2004
1110 Bastagli 2019: 114-116; 100

1111 Bastagli 2019: 100; 115
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process of emancipation by addressing the constraints to improved working
conditions and providing workers with an exit strategy by strengthening
their position in the bargaining process.

Another important topic is the valuation and distribution of unpaid
work!2, Many of the discussions surrounding cash transfers and work
incentives focus on paid work, and concerns have evolved that the UBI
might reduce incentives to spend more time in paid employment. Nonethe-
less, UBI could also free up time for engagement in voluntary work that
is valuable to society or the individual. In that case, when it comes to
domestic and care work, this could lead to a redistribution between the
genders, as such work is overwhelmingly performed by women. On the
other hand, a UBI might actually reinforce the gendered division of work,
increasing the incentives for women to reduce their participation in paid
work when their position in the labor market is weaker. This might occur
when women are secondary earners; however, women’s participation in
paid work may actually increase if they are empowered to overcome the
barriers to employment participation, such as meeting childcare costs. A
solution approach would be to pay everyone individually, avoiding target-
ing the main breadwinner, a feature that would be enabled by universality.
Together with the unconditional nature of an UBI, this could help prevent
the risk that women will be relegated to care-provider roles, which may
occur when conditionalities target women. Nonetheless, these impacts vary
according to the specific circumstances and are not elaborated sufficiently
at present.

From an ethical perspective, as the implementation of a UBI would have
different effects on different industries based on its nature, no evidence
exists to suggest that it would be an overall instrument under the ethical
point of reference. For example, manual laborers have coexisted with the
ever-growing threat of the machine since the industrial revolution!®, and
in this area a UBI might be useful in countering the well-grounded fears
and anxieties associated with technology. Owing to the heavy competition
with machines, one advantage for workers would be that a UBI would
cover their basic needs, affording them a stronger position for negotiation
with their employer, while providing them with a minimal income that
could help to support them while transitioning from one job to the next
when leaving one of these manual industries. The same applies in the

1112 Bastagli 2019: 100-101; 115-116
1113 Gentilini et al. 2019a: 50
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context of existing social assistance schemes, for example in Europe, which
would allow individuals whose jobs were automated to access healthcare or
education. Depending on the characteristics of the UBI scheme, it might be
sufficient to support other family members, particularly relevant for women
in working-class communities, and strengthen their individual capabilities
to receive a sufficient income independently from that of the breadwinner.
In any case, social assistance schemes are crucial for enabling capabilities
with advancing automation. A UBI, however, might place the cohesion of
a society and the social contract at stake, as work, in accordance with the
ethical point of reference, plays a key role in capabilities such as identity
and receipt of co-mutual recognition. In that sense, the unconditionality
must be acknowledged as critical, as, although an income would be provid-
ed, other capabilities facilitated through work would not be taken into
account. Furthermore, the needs of ill or disabled people would still require
additional measures as part of the social safety net. Conclusively, the imple-
mentation of a specific social assistance scheme or safety net is necessary
for optimizing the opportunities of automation from an ethical perspective;
however, a UBL, if provided unconditionally, would neglect the importance
of work for a dignified life.

4.9.3 Educational programs and awareness campaigns

Education is a key feature in the capabilities approach to a dignified life, not
only as its own capability but also in terms of accessing the labor market.
To date, education has been one of the main drivers of wage inequality
owing to the wage gap between those who have high school education and
those with college graduation, which has doubled since 1980, In terms
of automation, if a human worker’s job is replaced by a robot, the human
worker can return to school to retrain. Or, in the best-case scenario, the
worker may anticipate their job loss and commence education prior to
losing the job. This could be supported by government policy to benefit a
dignified life.

For example, higher education institutes could start offering specific
technology programs, such as Al programs!', that provide students with
the skills necessary for current and future digital transformation. This
would include training in human-computer communication and interac-

1114 Mann 2019; Moretti 2012: 107
1115 Canta-Ortiz et al. 2020
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tive design manufacturing. In addition, the interaction between organiza-
tions and academic institutions requires further attention, particularly in
the context of such programs, as the dimensions affected are interdisci-
plinary, as correspondingly outlined above in the section on skill sets in
today’s labor market. These involve disciplines such as natural science,
social sciences, arts and humanities, and health sciences.

Educational programs could provide policy with a tool and become in-
creasingly important, as automation increases the skill premium, resulting
in a greater share of people obtaining higher education®. The increased
use of robots has increased the competitiveness of the unskilled sector and
will help to narrow the technology gap; meanwhile, however, it has exacer-
bated wage inequality, as unskilled workers are replaced or substituted by
robots!!”.

The increased importance of digital skills has been recognized in the
OECD’s!8 Jearning framework 2030, which regards digital literacy as a
core fundamental competency for future education. Until recently, how-
ever, coordination between programs has been weak, with no globally
accepted definitions of key concepts, such as digital literacy’®. Moreover,
the impact of digital skill education programs has remained limited even
as digitalization has accelerated. To address this issue, a coalition for digital
intelligence, comprising the OECD, the IEEE Standards association, and
the DQ institute in association with WEF, published a recently approved
IEEE Standard for Digital Intelligence (DQ) framework for digital literacy,
skills, and readiness!!??. This standard established a common framework
to coordinate global skilling efforts, which may be beneficial in enabling a
dignified life for an increasing number of individuals.

The digital skills education focuses on eight competencies: identity,
use, safety, security, emotional intelligence, literacy, communication, and
rights. The competencies are elaborated across the three levels of citizen-
ship, creativity, and competitiveness!!2l. The DQ framework has now been
adopted by numerous government agencies, non-profit organizations, and
schools!"?2. The program also has a strong awareness-building aspect as it

1116 Afonso/Forte 2021: 4; Prettner/Strulik 2020: 26
1117 Afonso/Forte 2021

1118 OECD 2022

1119 Jackman et al. 2021: 543-544

1120 IEEE SA 2022

1121 Singh Chawla 2018

1122 Jackman et al. 2021: 543-544
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aims to empower one billion people and ensure that they receive adequate
information and education on universal human rights and enable sustain-
able development of nations with more inclusive growth, well-being, and
prosperity. The project seeks to work with stakeholders such as developers,
initiative leaders, academic researchers, and educators. In this regard, this
project’s aims also enshrine an ethical agenda in addition to empowerment
and upskilling by advancing an inclusive agenda. The mentioned skills
may be beneficial from an ethical perspective, particularly given that they
reinforce political rights, thus benefiting the capability to political control
over own environment and affiliation.

In addition, civil society may be instrumental in educating and raising
awareness in terms of the potentials and challenges that occur with digital
transformation and automation, particularly with respect to rights. Civil
society may be defined as social institutions that lie beyond the borders
of households, the market, and the state!'?3. Traditional examples include
not-for-profit organizations or charities, which are formed on a voluntary
basis to address issues that have not yet been covered by state or market.
Civil society plays a significant role in communities in terms of addressing
unmet public needs—for example, by raising awareness of ethical issues in
terms of technological advancement. In that sense, it also warrants the pro-
vision of policy guidance that specifically weighs the ethical advantages of
machines automating “dull, dirty, and dangerous” work against large-scale
job losses and unemployment!!24,

Regarding social contribution, it is also important to reduce the competi-
tive factor in terms of automation so that workers still have the sentiment of
contributing to the company’s efforts, which is aligned with awareness and
is further relevant to ensuring that the worker’s voice continues to be heard
in terms of political activities. The recent Amazon!'?> case offers a relevant
example of how strikes can still help to exert pressure on corporate bodies
to ensure that decent working conditions are maintained. In this regard,
awareness with respect to political activity appears to be key, paired with
educational programs that will allow workers to transition between jobs. In
that respect, the manual labor industry has always been vocal in advocating
for workers’ rights, supporting the conditions beyond manufacturing itself
(e.g., working hours, family time, and so on). In this regard, the political

1123 Lynn et al. 2022: 91-101
1124 Byard 2017
1125 Gurley 2022
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voice is becoming increasingly silenced by advancing automation, which
may affect working conditions in other sectors in the long term.

Furthermore, strengthened educational policy is important given that
workers who find themselves threatened by automation are consistently less
likely to participate in job-related education, independent of the specific
welfare regime!'26. In this regard, social assistance schemes would require
the inclusion of educational programs, whereby chances of reintegration
into the labor market could be improved, reinforcing the right to work and
a sufficient income.

From the perspective of machines’” increased decision-making capacity,
Al literacy and awareness must be distributed so that workers can maintain
their political influence and voice, not only with respect to working condi-
tions but also in terms of the receipt of public services. Daily interaction
with machines and robots, such as care robots, is also increasingly to be ex-
pected, requiring awareness and education. Furthermore, financial literacy
is increasingly important given that additional income may be generated by
suitable householding of finances!'?”.

From an ethical perspective, awareness and education are also relevant
in medical services, since health information is increasingly available and
ADM regarding diagnoses will be available. The automation and transfor-
mation there will shift further toward interacting with telemedicine, which
was enforced by the COVID-19 pandemic!?8, and machines to find solu-
tions to health problems. Knowledge is thus required to strengthen the
capability to bodily health.

In terms of communication automation, robots are increasingly responsi-
ble for distributing and creating content, which requires additional aware-
ness and knowledge for the sake of political and social inclusion and the
stability of a democratic system. In this regard, awareness campaigns and
educational programs may affect our ability to maintain our “biopolitical
potential of human communication”, as the political discourse is threatened
by the control of an ever-smaller group of people who understand how
the algorithms work. In addition, mental health issues are on the rise
owing to social media, another field in which civic society and educational
institutions must increase their activity, particularly regarding the process
by which the youth are socialized.

1126 Ioannidou/Parma 2022
1127 Demarco 2021
1128 Koonin et al. 2020
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Adolescents should be made aware of health issues that may arise as
a result of social media use, although these may also affect adults. Work
on selfhood in the real world through real social interactions must also
be incentivized for pedagogically valuable purposes as opposed to mere
commercial values in addition to bolstering mental and cognitive health.
All these efforts should be represented in educational policy, where digital
skills affect everyday lives across all the specific contexts and capabilities
mentioned.

4.9.4 Self-regulation

Self-regulation would delegate the responsibility to the private sector. In
that respect, CSR, which may be understood as self-imposed standards set
by companies seeking to implement fairness in their economic behavior,
such as their working conditions or social aspects'?. The focus lies on
the institutional responsibility of the private sector and the dimensions it
affects—for example, the fulfillment of human rights is frequently demand-
ed from companies on account of their power and influence in a globalized
economic order?, and the right to work is enshrined in the Universal
Declaration of Human Rights'3!. In the context of potential lack of paid
labor associated with digital transformation and automation, the private
sector must face social responsibility in an environment in which fewer
individuals can find suitable work!32, In this context, companies’ calls to
upskill employees become redundant when there are no jobs at all. Further-
more, transparency with respect to how automation technology is used is
becoming increasingly important.

There is substantial debate over whether CSR is part of marketing and
how it actually affects society or whether it is merely self-serving for cor-
porates as an aspect of prestige, with the advantage of lower costs than
traditional marketing activities!!*>. For example, CSR managers in the past
have had a rather utilitarian perspective on job losses as a result to advanc-
ing automation!®4, with a relatively meager sense societal responsibility.

1129 Hilty/Henning-Bodewig 2014: 4

1130 Pogge 1998; Raith 2013; Kaufmann et al. 2014

1131 UN 1948

1132 Frey/Osborne 2017; Sachs 2019

1133 Michael 2003; Coelho et al. 2003; Donaldson/Fafaliou 2003
1134 Bhattacharyya 2021
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Local-level firms providing education to individuals with respect to so-
cial dimensions and vocational training may be regarded as a manifestation
of CSRY3, In that sense, automation, employment, staff training, and prof-
itability may be regarded as interconnected when firms move toward the
age of automation. In this regard, for example, companies may set up
technical training on robotics and Al not only to train and upskill their
employees but also to support local communities and schools with the
necessary knowledge.

The corresponding term “corporate digital responsibility” (CDR) has
emerged in recent years, highlighting the emerging responsibilities of
companies regarding digitalization-related impacts, risks, challenges, and
opportunities''3®. Whether CDR should be considered part of CSR or re-
garded as its own topic, distinct from the traditional stakeholder approach,
continues to be debated, as artificial/technological actors linked to digital
technology and data would require different conceptualizations'”. To en-
sure a holistic approach to policy guidance in this research, however, CDR
will be considered a part of CSR, comprising all levels of corporate respon-
sibility!"3® and all domains of the Environmental, Social, Governance (ESG)
framework.

CDR contains various topics that relate to education and automation. On
the one hand, corporates are required to engage in digital empowerment,
which includes the ever-evolving skill of digital literacy*®, while on the
other hand, they must engage in awareness-building. This involves more
democratic corporate processes on the part of employees using digital
tools'? and the nurturing of awareness and education by creating well-ed-
ucated digital citizens who are empowered to contribute to a more ethical,
safe, and responsible digital environment!'4!,

Specifically, with the rise of automated systems, students and workers
must be prepared by modernized education systems that encourage them
to obtain sought-after skills and competencies rather than specific academic
degrees'*2. Company policies on retraining and redeploying employees

1135 Ure/Skauge 2019

1136 Herden et al. 2021: 14

1137 Lobschat et al. 2021

1138 Caroll 1991

1139 Hill et al. 2015: 415

1140 Burnett/Lisk 2019

1141 Heick 2018

1142 Chamorro-Premuzic/Frankiewicz 2019
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that are subject to automation systems could ensure productivity, economic
growth, and the creation of new jobs in this regard. This “socially compat-
ible automation” is further represented by organizations’ responsibility to
ensure that new roles are created with new emerging technologies and that
humans retain their value in the future. In that sense, they must also be
prepared in advance for such business shifts and technological changes!3.

In addition, corporates may have a responsibility for fostering trust with
society, and societal fears surrounding Al automation and job losses may
be alleviated by “fairer access for all’, showing more transparency when
using these technologies™4. In that regard, increased productivity through
Al and economic growth arising from innovative endeavors can benefit
society. Another term to have recently emerged is “technological social
responsibility” (TSR), which considers the importance of social stability,
prosperity, and cohesion!4>.

In terms of manual labor industries, corporates are frequently called on
to take responsibility and an active role in furnishing employees with trans-
ferable skills that equip them for a working life after their jobs have been
automated, allowing them long-term access to the labor market. This would
also prepare them for transitioning between jobs. Selecting suppliers based
on maintaining labor standards that include access to further education is
thus crucial with respect to CSR area in the manual industry!®, which also
requires awareness on the part of the consumer, including the consumer’s
attitude when purchasing goods'4’.

One important aspect with respect to the mentioned standardization and
connected “democratization” of financial services, as discussed above, is
financial literacy (i.e., education regarding how to manage one’s finances).
As the educational system in most parts of the world is hesitant to prepare
individuals and citizens for managing their finances properly, this skillset
will become increasingly important, and provide opportunities owing to
the lower maintenance costs of financial products as a result of advancing
automation. An increased educational standard for ordinary citizens will
also enhance the financial system’s political control owing to the influence
of votes, as more people will understand and observe the background of

1143 Bean 2017

1144 Elliot et al. 2021: 185; Pasquale 2020
1145 Polak 2021

1146 Xu et al. 2013

1147 Goyal/Kumar 2017
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the machinations in the industry. Moreover, it would support citizens in
managing their economic risks more appropriately'48. This would also lead
to greater pressure to provide the necessary conditions that humans require
to live with dignity. In that sense, the first step in such a development and
“democratization” would be improved wealth distribution. As the financial
sector has a rather indirect influence on the state of the economy by financ-
ing other services sectors, CSR constitutes an important tool for assessing
whether certain technology projects should be financed. Historically, the
financial sector has performed poorly in terms of sensitivity toward labor
issues'9, and thus the situation has improved in this regard.

Media corporates and social media corporates must assume responsibil-
ity, particularly for the sake of democratic stability from an ethical per-
spective. Moreover, they must be transparent with respect to how they
use Al and machine learning technologies and how the algorithms work.
For example, companies providing metaverse services and environments
must be addressed by CSR demands and regulated, as they can represent
human, social, and consumer elements'>°. This applies to codes of ethics
in the virtual world, tax questions, land ownership, and how the particular
currency used in a given virtual environment should be handled. In the
medical field, corporates are responsible for ensuring transparency around
how they use robots and automation technology, not least for patients’
relatives. This is within the remit of meeting the patients’ needs paired with
the call for accountability for actions taken by a medical provider. In
terms of CSR, legal companies must be transparent regarding how they
use technology, particularly if they have an influence on government legal
decision-making. Correspondingly, assessments must be conducted as to
how the deployment of a specific automation technology might affect how
the government is influenced, specifically with respect to biases toward
certain groups of people. This is particularly important in preventing dis-
crimination.

In terms of CSR, for example, the mining industry has projected an
overwhelmingly positive narrative around automation technologies and
their economic benefits, having invested heavily in them!!>2. Nevertheless,

1148 Arthur 2012: xi

1149 Weber et al. 2014

1150 Papagiannidis et al. 2008: 618
1151 Russo 2016: 332

1152 Keenan et al. 2018
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how these technologies are experienced by the local communities most
immediately affected requires further attention, and companies must un-
derstand the social impacts that the deployment of their technologies
have and provide assurance that their use will not risk host communities.
The employment of new technologies is generally sold as overwhelmingly
positive by mini executives positioning the industry as progressive, primar-
ily through the adoption of accelerating innovation that can make min-
ing safer and more energy efficient'®®. In addition, the narrative frames
these technologies as enhancing these companies’ sustainability credentials
by supporting environmentally friendly operations!'*. Nevertheless, this
would require due diligence!™>> whereby companies should, at a minimum,
self-responsibly check their efforts in tandem with using international CSR
instruments to evaluate the resulting social impact, including environmen-
tal standards">¢ and working standards!>’.

Self-regulation appears to be an insecure policy instrument from an ethi-
cal standpoint, since it leaves all freedom to the market and the companies
themselves. Companies may start educating their employees as part of CSR,
but it is largely undertaken out of self-interest—that is, for profit'’®8. In
this regard, it remains unclear whether the education provided will help
workers on the labor market once the job has been automated. In addition,
corporates have not been transparent in the past when it comes to revealing
how algorithms are deployed"™. Consequently, CSR does not appear to
be suitable as such for the support of capabilities when human labor is
increasingly automated and work is increasingly fulfilled by automation
technologies (i.e., ADM).

4.9.5 Technology restrictions

One approach would be to ban the use of automation technologies, either
partially or completely!'®0. Moreover, the employment of technologies could
be restricted so that their use only contains algorithms that have been

1153 Jurgens 2017

1154 O’Neill 2015; Resolution 2022
1155 Keenan et al. 2018: 753-759
1156 IAIA 2015; IFC 2012; UN 2011
1157 ILO 1993

1158 Jarvis 2019

1159 Collins 2021

1160 Meier 2022
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proven from an ethical perspective to serve the benefits of humanity and
respect human rights (i.e., the dignity of every human being) rather than
being purely efficiency-driven and serving the interest of a few technology
corporations.

From a legal standpoint, much discussion has surrounded the question
of whether the use of automation technologies should be regulated to
ensure that transnational corporations respect human rights''®!. One of the
demands may be that global institutions, such as the World Bank, adopt
policies that limit loans for development projects that use products that
could negatively affect human rights through the application of AL

In that sense, legal action may also be taken to impose asset freezes or
travel bans for transnational corporations that cause or perpetrate human
rights abuses through AI, and laws may be used as a deterrent and an in-
strument for accountability. In that context, increasing regulation, particu-
larly incorporating the human element, appears to be increasingly essential
as the legal profession and legal field itself moves ever further toward the
use of automation technologies, bringing underlying risks connected to the
technology itself®2. Consequently, in the legal field, attention should be
directed toward the application of these technologies, as this would have
a broader impact on their use in other sectors as well. From an ethical
perspective, capabilities affecting political rights may benefit from such
restrictions.

Total bans on technologies (i.e., prohibiting their employment in specific
sectors or applications) can be found in other areas, such as environmental
protection. For example, the aim of reducing greenhouse gas emissions led
to discussions on banning internal combustion engine vehicles!'®® in favor
of electric energy technology. Regarding automation technology, bans are
frequently discussed in the context of weapons, and recently the discussion
has intensified around the question of whether AI should be banned when
using lethal autonomous weapons systems (LAWS), which may increasing-
ly take decisions on hurting or even killing suspects!64.

Another means of confronting this challenge would be an “ethics of
care”!165 that focuses on the critical understanding of the relevant datasets.
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This might include how data are collected, biases and social structures that
might be embedded within these data, and potential consequences of pre-
judging people according to statistical patterns and categories. This would
support the restraining of automation, which would aim to control, stigma-
tize and cheat innocent people. There remains greater potential for public
discussion regarding the role of machines and software in ordering human
affairs!%. Nevertheless, the efficacy of restriction seems to depend based on
the specific task at hand. For example, in manual labor, inventions benefit
workers by making work safer and they may also benefit the environment.
In that regard, a regulatory restriction would only make sense if corporates
begin to use technology to abuse workers or do not use technology to
improve working conditions. In the financial industry, the implication of
restrictions currently seems unclear. Some approaches for example, aim
to build human-level AI that will provide a clear structure to automation
technologies as to how to serve humankind"®’, which may be relevant
owing to the influence of the financial sector on wealth distribution.

In terms of communicative labor, restrictions are helpful as private in-
formation may be used to manipulate human relationships through bots,
while technology corporations make vast profits by transforming individ-
uals into unpaid products!®®. In that sense, a ban on the employment
of automation technologies in social media and communication may be
necessary, as individuals are performing unpaid labor by providing time,
creativity, and content in the form of data, which is problematic from
an ethical perspective. In general, privacy rules and regulations are an
important aspect of restricting technology use to ensure human agency. Re-
spectively, the legal and public sectors may be charged with regulating and
controlling the usage of automation technologies, while themselves being
affected by automation and fewer government employees. In the spirit of
equity, technology restrictions should specifically counter discriminatory
biases, which, for example, could affect the capability to enjoy freedom
from unwarranted search and seizure.

1166 Pasquale/Cashwell 2015
1167 Lab42 2022
1168 Meier 2022
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One step might be to rely on “open source” software, whereby all actors
would be able to observe how bots work!'®®. Moreover, technology restric-
tions could prevent robot vulnerability to hacking and cyber-attacks'7°.

Conclusively, more technological governance and restriction is required,
particularly to prevent biases when providing services, such as in health
and social media areas, but also in the context of the automation of rule
of law. In this regard, restrictions may help to enforce a more humane
treatment by robots, secure political rights, and save lives, for example,
regarding autonomous weapons. In social media, technology restrictions
must ensure that technologies do not foster consumer addiction or max-
imized screentime!”! by keeping users hooked, which would negatively
affect their mental health.

4.9.6 Taxation

The question of whether taxation might help as a policy instrument in
terms of steering the effects of advancing automation has been the subject
of considerable discussion. On the one hand, ideas have been proposed
with respect to tax automation technologies like robots (i.e., their usage in
production processes), and on the other hand, through a progressive wage
tax that would mainly affect those who are still employed in an increasingly
automated labor market"”2. Likewise, a capital tax is discussed below. In
addition, the decreasing costs of automation technologies have generated
interest among policy makers in changing the tax system, particularly as
an alternative, to complete investments in education and training, or to
enhance social benefits'”3, which may be beneficial from an ethical per-
spective. Furthermore, under the current tax system, a drop in automation
costs could generate a large rise in income inequality and a decline in
welfare for those working in routine occupations!'”4. Taxes are considered a
key element in the achievement of global justice!'”>. Specifically, tax dodging
leads to severe inequality on a local, national, and supranational level.

1169 Keogh/Henry 2016; Jakku et. al 2019
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Outflows may be reduced through structural reforms and improved policies
at the national level, and in addition, through modifications of existing
supernational fiscal and financial arrangements!’s, in particular, multina-
tional use differences in local tax systems to avoid taxation on their services
in developing countries!'”’. This may be an issue in terms of funding the
additional social assistance required to support a dignified life.

Generally, automation has the potential to significantly reduce govern-
ment tax revenue, since most comes from labor-related taxes and therefore,
when firms replace employees with machines, the government will lose
out on taxation'®, This is enforced by higher productivity—i.e., capital for
corporates—while fewer people are employed at the same time. This may
be illustrated by the differences that emerge retrospectively from recent
decades. In 1990, the three largest corporations in Detroit had a combined
market capitalization of 36 billion USD, while employing 1.2 million work-
ers. A mere 24 years later, in 2014, the three largest companies in Silicon
Valley combined a market capital of 1.09 trillion USD and employed only
137,000 workers!!79,

In that sense, considerable portions of fiscal solvency may decrease
owing to reduced tax revenue!'®. The current tax system is formulated
to charge labor and not capital, so tax schemes may lead to situations
wherein companies opt for human workers. In this sense, with robots there
is considerably less tax per amount produced compared to an automated
worker, which encourages automation by providing employers with prefer-
ential tax treatment for robot workers. Consequently, automation allows
firms to avoid employee and employer wage taxes on the federal, state,
or local levels. In addition, firms are permitted to claim accelerated tax
depreciation on capital costs for automated workers and creates various
indirect incentives for machine workers. Tax policies may thus generate
situations wherein firms may favor automation over human workers. This
would be one reasoning behind robot taxation, as companies could bypass
the employee and employer wage taxes demanded by authorities'.. Since
technology corporations are increasingly accumulating capital’®2, taxation

1176 Pogge/Mehta 2016: 1-2

1177 Corrick 2016: 173-174

1178 Abbott/Bogenschneider 2017
1179 Manyika/Chui 2014

1180 Abbot/Bogenschneider 2017
1181 Ionescu 2019

1182 Manyika/Chui 2014
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on capital is becoming more important as a means of providing for larger
portions of the population, including when it comes to framing a suitable
educational policy. This would also support the use of the capitalization
effect of automation®® (automation leads to new services and goods de-
manded from a market perspective and therefore creates new jobs), and so
capital accumulation may be reduced while investments are held back.

4.9.6.1 Robot and digital taxation

Robot and digital taxation may thus be beneficial in supporting a dignified
life, to compensate for government revenue to support education and social
assistance schemes but also to supervise processes and ADM, for example,
in the provision of health services. Furthermore, taxation of robots would
facilitate societal benefit from enhanced productivity as opposed to simply
benefiting private corporations when work processes are automated.

In certain sectors, such as the manual labor industry, robots can have a
positive impact on workers” health. In that sense, it is necessary to adopt
a balanced view as to whether taxation would harm positive innovation
from an ethical perspective. Nonetheless, in a completely automated value
chain, robot taxation may be a suitable measure since revenues can be
generated without the need to pay wages. Thus, the tax system, which still
focuses on taxing wages, should also shift its focus so that although human
work would generate lower wages, access to a sufficient income could be
improved through tax exemption.

In the financial industry, taxation of bots may be beneficial in supporting
additional funding of social assistance, etc., as trade activities will also
significantly involve lesser human workers!84, In that respect, value chains
that can autonomously gain profit on the capital markets through invest-
ments, without any taxation on these tools, should be prevented, as this
would even further promote social inequality.

Robot tax is of critical importance to the automation debate, as tax pol-
icies should not encourage automation unless there is a deliberate strategy
based on sound public policy"8>, which is the case in the current system,
which taxes labor. In that context, another solution would be to adjust the

1183 Schwab 2016: 37-43
1184 Hsu 2012
1185 Abbott/Bogenschneider 2017
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system so that it would be “neutral” between robot and human workers!8°.
This would be connected to a change in tax policies to compensate the loss
in government tax revenue attributable to automation, which would help
to finance education and social benefit programs!'®” relevant to ensuring a
dignified life.

A different approach that may help make up for losses in governmental
revenue as a result of labor taxation would be to implement digital taxes
that mainly target technology companies and differentiate them from tradi-
tional businesses!!®. Digital taxation could apply a framework in which
neutrality is aimed at different types of business. Digital businesses have
benefited largely from preferential tax regimes in recent decades owing to
missing regulatory requirements in the age of digital transformation. They
include, for example, tax advantages for income earned from intellectual
property, shorter amortization for intangibles, or R&D tax reliefs. Another
advantage that digital business enjoy is the possibility to operate without
maintaining a physical presence in countries by serving customers through
remote sales and service facilities. This allows profits through cross-border
sales without a physical presence that challenges the traditional corporate
income tax rule. Hitherto, corporate taxes have only been paid by digital
businesses in those countries in which they had a permanent establish-
ment—for example, a headquarters, factory, or storefront. In that sense,
when online users are located in other countries, there are no taxing rights
over the firm’s income.

The current lines of the OECD-Inclusive Framework (IF)18% aim to
change the distribution of tax revenues paid by digital enterprises, whereby
countries imposing low corporate tax and with investment hubs are likely
to lose revenues as fewer profits will be directed toward them!™. Thus,
countries in which multinational enterprises are not headquartered but
which serve customers would likely receive revenues from the reallocation.

1186 Meisel 2013; Ford 2009

1187 Abbott/Bogenschneider 2017: 151-152
1188 Merola 2022

1189 OECD 2021

1190 Merola 2022: 6-7
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4.9.6.2 Progressive and capital taxation

Another alternative to robot taxation would be progressive wage taxation,
leading to reductions in higher education and growth through reduced
supply of high-skilled labor, as opposed to a robot tax that would reduce
demand for machines and growth through diminished R&D'!. This ap-
proach, which may be regarded as a wage subsidy for low-income workers,
could be combined with a cut to payroll taxes, which overly burden low-
paid workers, while increasing taxes on the richest (i.e., high-skilled) labor
remaining in the market'”2. This shortcut to making human labor cheaper
could reduce inequality in the short term but would likely slow down
productivity in the long term, as it preserves unskilled labor employment,
which is less productive than robot labor. Thus, a balancing of trade-off
effects in the long and short terms is required from a policy perspective3.

A different approach would be to tax capital rather than wages!'9—
namely, to tax return on financial investment. Classic economic literature
rejects the notion of taxing capital income as inefficient with few benefits,
mainly owing to the fact that capital is “mobile” and offers abundant oft-
shore moving opportunities'®. Tax authorities have a restricted influence
over capital, and taxing capital would discourage savings!°°.

In general, capital tax rates are typically lower than the rate on labor
income, which may become increasingly relevant when fewer individuals
are able to convert labor income into capital income!'”. In that sense, those
taxpayers who receive income from capital benefits based on the current tax
system, including those who receive business profits!'8, would be targeted
by an increasing capital tax rate.

Conclusively, robots and automation technologies may be treated as cap-
ital or labor. If they are replacing labor and classified as such, they should
be classified correspondingly. Nevertheless, the taxation of capital may offer
a viable approach to robot taxation, as high labor taxes have generally

1191 Prettner/Strulik 2020: 264
1192 Merola 2022: 7

1193 Berg et al. 2021

1194 Mann 2019

1195 Zodrow 2010

1196 Block/McBride 2012

1197 Banks/Diamond 2008: 3, 27
1198 Mann 2019
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been blamed for unemployment, particularly in developed countries!®.
In this regard, changing the taxation of capital toward the approach of
taxing labor may resolve the robot tax issue in two respects'?%0: first, taxing
capital at higher rates confronted by labor would raise revenue; and second,
taxing capital at the same rate as labor would eliminate the tax-induced
preference for capital investments, which involves investment in automa-
tion technologies, such as robots. In that regard, taxation may emerge as a
useful instrument in the future in terms of facilitating a dignified life for an
increasing number of individuals when governmental activities in terms of
social assistance and educational policies require additional funding.

1199 Radu et al. 2018: 687-689
1200 Mann 2007
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