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Abstract

Nowadays, Machine Learning is used successfully in many applications. Two important challenges
are involved with its implementation: i) in many industries, data is stored in separate places; ii) the
growing demand for Machine Learning that respects the privacy of the training data. Conventional
Machine Learning is based on centralised data collection and is thus unable to face these challenges.
Federated Learning is a solution to this problem. This work focuses on how the Royal Netherlands
Navy can use Federated Learning to train a Long Short Term Memory Machine Learning model with
data sets from an external party, Royal Van Oord, without sharing raw data. The Federated Learning
approach exceeds the accuracy of central Machine Learning and can be used on the Ministry of

Defence’s intranet.
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4.1. Introduction

Data from military platforms (such as sensor and failure data) is increasingly being
used to develop predictive maintenance algorithms. These learning algorithms

offer an opportunity to identify failures at an earlier stage, better plan maintenance

and reduce the (corrective) workload aboard ships with the help of data analysis

and Machine Learning (ML). ML is the use of algorithms to analyse data, learn from

it and then give advice or predictions to a user. This large amount of data offers

many possibilities, but data is often privacy-sensitive or not accessible. As a result,

the demand for privacy-friendly ways to use data for ML is growing.
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One potential way to solve the problems outlined is Federated Learning (FL).
This new ML technique ensures that the owner of the data remains in control of
their own data and that privacy-sensitive data does not have to be shared with
external parties'. The term FL was coined by Google in 2017 and has had an
increasing number of uses since then. Google itself uses it, for example, to improve
suggestions for the Gboard keyboard and for the Health Studies app23. Users do
not share their raw data, but Google does learn from this data through FL. FL can
also be used for Natural Language Processing (NLP) and Predictive Maintenance,
among other things.

A constant pressure on reducing the Royal Netherlands Navy’s ships’ crews and
an increasing complexity of systems aboard naval ships creates pressure on the
maintenance of future naval ships. The RNLN therefore works on a transition from
planned periodic maintenance with a high corrective workload towards predictive
maintenance based on advanced condition monitoring and data analysis tech-
niques. Predictive maintenance is a preventive maintenance approach that uses
analytics to inform the RNLN as owner-operator about the current, and preferably
also the future state of their physical assets#5. The RNLN uses ML models to predict
the maintenance needs of its fleet based on (sensor) data of (machinery aboard)
their ships. As an example, for a diesel engine this data may include measurements
like temperatures of the bearings, fuel flow, engine speeds and power.

To facilitate this development, the RNLN needs to collaborate with knowledge
institutions, industry and other external parties. When several parties work
together with similar tools, there is a greater amount of data available and this
potentially results in more accurate predictions on for example the required
maintenance of diesel engines or pumps aboard ships. These collaborations can be
made possible through the use of FL, so that the RNLN does not have to share raw
data with external parties, as this data is oftentimes classified. This paper focuses
on a specific case study of sharing an ML model with Royal Van Oord. Van Oord
is one of the largest dredging companies in the world and has a lot of sensor data
available from their ships.

In this chapter an FL architecture is set up, tested, and compared with central
ML on aspects such as the model accuracy and the required data traffic. A Long
Short Term Memory (LSTM) neural network (NN) from the RNLN® is used to test
central ML and FL. Data sets from one of Van Oord’s vessels, the Flexible Fall Pipe
Vessel (FFPV) Stornes, were made available as training data. Experiments to train
the NN federated were carried out with several laptops that served as clients and
the central server. The chosen NN evaluation parameters were used to compare
the results of FL and central ML. The selected LSTM network, a Recurrent Neural
Network (RNN), is able to detect anomalies in ship sensor data. This model is spe-
cifically developed within the RNLN to detect anomalies in diesel engines. To train
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this model, various sensors can serve as input; a specific data set is not required.
The outputs of this LSTM result in a warning table, Figure 4.1 shows an example.
This warning table helps maintenance engineers in their day-to-day maintenance
decision making (i.e., deciding whether to inspect, repair or replace an item or to
continue operation).

This paper is structured as follows. Section 2 gives a description of FL. Section 3
discusses the designed system architecture of FL. with one of the more flexible FL
frameworks suitable for using time series data, the Flower framework. In Section 4,
the reliability and validity of the study is discussed. Next, Section 5 compares our
FL architecture with central ML. Finally, conclusions, limitations and general
reflections will be given in Section 6.

Warning table

ACNC_auxgend_eng_fo_cons -
ACNC_auxgen5_eng_fo_cons -

ACHC_auxgen6_eng_fo_cons - .

ACNC_auxgen3_eng_spd =

ACNC_auxgend_eng_spd -

ACNC_auxgens_eng_spd - .

ACNC_auxgent_eng_spd =

ACNC_auxgen3_pwr -

ACNC_auxgend_pwr -
ACNC_auxgenS_pwr -

ACNC_auxgent_pwr -

Amount of anomalies within 6 hours

No anomaly
I 1 anomaly
2 or more anomalies

Fig. 4.1. An example of a warning table generated by the LSTM model shows the number of
anomalies generated within blocks of six hours of generators 3, 4, 5 and 6 of FFPV Stornes.

4.2. Federated learning

The idea of Machine Learning (ML) is to allow systems to make data-driven deci-
sions instead of programming the systems explicitly to execute a certain task. An
early example of ML is a spam filter for email. Instead of trying to describe to the
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spam filter what makes a message spam, the system is provided with many exam-
ples of spam and non-spam emails and learns the difference itself. This training is
done via an ML algorithm, where the result of the training is an ML model.

Nowadays, Machine Learning is used successfully in many applications. There
are two important challenges involved with the implementation of this technique.
The first is that in many industries, data is stored in separate places. The second
challenge is the growing demand for ML that respects the privacy of the training
data. Conventional ML is based on centralised data collection and is thus unable to
face these challenges’.

A solution to this increasing fragmentation and isolation of data is found in FL.
This is an ML approach that makes it possible to train models with decentralised
data. The idea of FL is that the algorithm is brought to the data instead of the data
to the algorithm?. This is visualised in Figure 4.2. FL is fundamentally different in
this respect from, for example, the ML technique of distributed learning, in which
the data is transferred to the algorithm.

Central ML Federated Learning

Central Central
server server

Client 1: RNLN Client 2: Van Oord Client 1: RNLN Client 2: Van Oord

2 2
local ocal ocal ocal
database database
— — — [

Fig. 4.2. On the left Central ML where in 1 data sets are sent from the client to the server, in 2
the server trains the model and in 3 the trained model is sent back to the clients. On the right
FL where in 1 the ML model is initialized, in 2 the model is trained locally, in 3 the clients
model gradients are sent to the server and in 4 the sub models are aggregated.

In FL, sub-models are trained at different parties, called clients, using only local
data. A client can be a company, a ship, but also a mobile device. Client raw data is
stored locally and not shared to ensure user privacy and data confidentiality. The
various parties then share their sub-models with a central server, who aggregates
the sub-models into a global model. The process must be carefully designed so that
no party can trace the confidential data of other parties®™o".
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4.3. Characteristics of federated learning

FL is a relatively new concept and as a result there are different interpretations
of the term in existing literature. This section examines five characteristics of FL
as adopted in this study to avoid misinterpretation of terms and concepts. The
characteristics are based on various definitions of FL'»'3,

4.3.1. Central orchestration

In setting up the training process, the central server has to take a number of aspects
into account. The design of the server is driven by the number of clients, the size
of model updates and the amount of data traffic. The number of clients can vary
from tens to hundreds or millions, depending on the application of the model. The
updates that are collected and communicated can also vary in size from kilobytes to
tens of megabytes. Finally, the amount of data traffic from certain clients can vary
greatly throughout the day.

4.3.2. Local data processing

With FL, data is generated locally at clients and remains decentralised. Raw data
is not shared with other clients or with the central server. The data generated by
clients is often not independently identically distributed (non-i.i.d.), hence the
model may be biased. There are several solutions to counteract a bias in the model,
for example local reweighting'.

4.3.3. Communication

Communication is a bottleneck in federated networks. The communication links
between clients and the server can be slow and unstable and clients can be phys-
ically distributed across the earth. It is therefore important to develop efficient
communication methods that frequently send small messages or model updates
for the training of the model.

Local updating methods, such as federated averaging (FedAvg), can reduce the
number of communication rounds required for training. Furthermore, using model
compression schemes significantly reduces the size of communication messages
each round. Decentralised training also makes communication more efficient. It
is faster than centralised training on networks with low bandwidths or high data
transfer delays.
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4.3.4. Privacy and confidentiality

Privacy and confidentiality are often very important for parties that use FL. FL pro-
tects local data by sharing model updates, instead of the raw data. Although this is a
step towards data protection, it may still be possible for a third party or the central
server to recover raw data from the model updates during the training process.

Methods that aim to improve privacy within FL, such as Secure Multiparty
Computation (SMC) or Differential Privacy (DP), come at the cost of model
performance or system efficiency. A balance must be struck between these two
considerations when realising FL systems.

4.3.5. System heterogeneity

The communication, computing and storage capabilities of each client in a federated
network often differ. This is due to a variation in hardware, network connections
(3G, 4G, 5G or Wi-Fi) and computing power. In addition, the network size and sys-
tem-related limitations of the clients imply that only a small part of the clients is
active at the same time. It also happens that active clients drop out and disconnect.

Challenges such as FL process delays from lagging clients and fault tolerance
are compounded by these characteristics. Thus, FL methods must accept hetero-
geneous hardware, anticipate low participation, and be robust enough to accept
failed clients.

4.4. Choosing the federated learning framework

The first step in designing an FL-system is choosing a framework. A framework is
an interface for the developer with built-in features to develop the systems more
easily and quickly. Every framework has different characteristics, making them
suitable for different applications.

In this research six frameworks have been chosen for evaluation based on
popularity. The RNLN prefers the frameworks to be compatible with Python. These
frameworks and their characteristics can be seen in Table 4.1's.

Every FL framework can be used in combination with one or more ML frame-
works. These ML frameworks are libraries with standard algorithms to create
ML models. The mode of the framework can be local simulation on one system
only or both simulation and federated mode. For the RNLN it was important the
framework could be used in federated mode to be able to test the FL system with
different laptops that serve as a central server and distributed clients. Also, the
framework has to be compatible with the Operating System (0OS) Linux.
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The ship data of the RNLN is expressed in the form of time series (such as
temperatures, engine speeds and pressures), so the framework must also be able
to work with time series. DP stands for Differential Privacy and is a technology that

ensures privacy of the individual data sets of clients by adding noise to the local

gradients. Lastly, it was important for the continuation of the research to have

enough examples of implementations online.

Table 4.1. Overview characteristics FL frameworks

Federated Learning Framework

TensorFlow | PySyft Flower FATE OpenFL PaddleFL
Federated 0.6.0 0.17.0 7 1.2.1 1.2.0
0.19.0
ML TensorFlow | PyTorch Any TensorFlow | PyTorch PaddlePad-
framework and dle
TensorFlow
Mode Local Local Simulation | Simulation | Simulation | Simulation
simulation simulation and and and and
only only federated federated federated federated
Operating Mac, Linux Mac, Linux, | Mac, Linux, | Mac, Linux Mac, Linux Mac, Linux,
System Win, iOS, Win, iOS, Win
Android Android
Data type Time series | Pictures Time series | Time series | Time series | Time series
and pictures and pictures and pictures | and pictures
DP Yes Yes Yes No No Yes
Algorithms | (A)NN, CNN, | (A)NN, CNN, | (A)NN, CNN, | GBDT, (A) (A)NN, CNN | (A)NN, CNN,
RNN, LogR, | RNN,LogR, | RNN,LogR, | NN, CNN, RNN, LogR,
PR,LR PR,LR PR,LR RNN, PR,LR
LogR, PR, LR
Available Basic Tutorials Tutorials Basic Tutorials Basic
resources | examples and and examples and basic examples
in the examples examples in the examples in the
documenta- | in the docu- | inthe docu- | documenta- | inthe documenta-
tion mentation, mentation, tion documenta- | tion
blogs and blogs and tion
community | boilerplate
projects examples

In Table 4.2 the overview of the RNLN criteria can be seen. The FL framework
Flower possesses all of these characteristics and is the most flexible framework. It
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can be used with every common ML framework, works on various OS and has the
most literature available.

Table 4.2. Criteria for choosing the FL framework

Criteria TensorFlow | PySyft 0.6.0 | Flower FATE 1.7 OpenFL PaddleFL
Federated 0.17.0 1.2.1 1.2.0
0.19.0

Python

Federated
mode

0S Linux
Time series

Examples of
implemen-
tations

4.5. Design of the architecture with the flower framework

Now that we have chosen Flower as the FL framework, a central server and asso-
ciated clients must be set up. Many different aspects must be considered in this
design, such as how the server communicates with clients, which parameters of
the ML model are shared, and how they are secured.

This section first describes the general Flower framework architecture. Then
we explain the design of the server and clients in this study and how this could be
used in practice. Figure 4.3 shows an overview of our set-up.

The figure shows on the server side the strategy, the FL loop and the Remote
Procedure Call (RPC). The strategy determines how clients are selected, the training
configuration, how the model updates are aggregated and the evaluation of the
model. The FL loop monitors the learning process and ensures that progress is
made. It requires a strategy in order to configure a round in the FL process and
sends those configurations to selected clients via the RPC server. The resulting
client updates from the local training are sent back through the RPC server and
aggregated based on the chosen strategy.

Clients can connect to the RPC server responsible for sending and receiving
Flower protocol messages and checking connections. The client side of Flower
is simpler, as it only manages its own connection to the server and responds to
incoming messages by calling the programmed training and evaluation functions.

https://doi.org/10. i Open Access - () TzT=T|


https://doi.org/10.24415/9789400604537 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by-nc-nd/4.0/

FEDERATED LEARNING FOR MILITARY-INDUSTRY COOPERATION 105

Class VanOordClient(...): ML
def get_parameters(...)
def fitf...)
def evaluate(...)

T RPC e}
! VPN tunnel i - LST™M
Fault : > WAN <= Client >
: Python S ]
i [ S——

framework
Keras

Tolerant

c
2
N RRE v B N
strate u : : zure Clou
8y g WAN <—— VPN server |
Federated o class RNLNClient(...): ML kol
. I3 def get_parameters(...) 2
Learning def fit() framework | %
Loop 3 def evaluatel... Keras
,,,,,,,,,,,,,,,,,,,,,,,,,,, $
LST™ ¥
RPC <
WAN <+ Client [«
Python
T Classified
MoD intranet network
Flower Server Flower Clients

Fig. 4.3. The designed Flower framework architecture.

4.5.1. Build-in strategies

Section 2 describes the main characteristics of FL and the challenges arising from it.
One of the challenges is client heterogeneity. Clients may communicate at different
speeds, have different amounts of data points, or send wrong model updates to
the server. Some of these challenges can be solved by choosing the right strategy
depending on the amount and type of clients. Default built-in strategies within
Flower are FedAvg, Fault Tolerant FedAvg, FedProx, qFedAvg and FedOptim.

Federated Averaging (FedAvg) is the standard FL strategy. It is a communication
efficient algorithm in which the client first performs several updates locally and
once per round the server averages, or aggregates, the model updates. Fault Tolerant
FedAvg is a FedAvg variant that can deal with disconnecting or lagging clients'.

FedProx basically works the same as FedAvg in that local updates are performed
on the model and aggregated to the server once per round. It differs from FedAvg
in that FedProx accepts that clients perform non-uniformly distributed amounts of
work, making FedProx suitable for heterogeneous network conditions. FedOptim
consists of a number of server-side optimizations for more efficient communica-
tion and consists of FedAdagrad, FedYogi and FedAdam™.

In Section 2 the problem of bias in FL was introduced. If the aforementioned
strategies are used on clients with non-i.i.d. data sets or on different clients where
a certain type of device is predominant, the trained model can give a distorted pic-
ture and thus have a bias. qFedAvg is a method to solve g-Fair Federated Learning
(gq-FFL) and get more accurate solutions for non-i.i.d. data sets. q-FFL ensures that
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clients with a higher loss and higher relative weight are given less variation in the
distribution of accuracy™.

Different strategies have been tested with an LSTM model and i.i.d and non-
ii.d. data sets?. In case of non-i.i.d. data sets, the accuracy of qFedAvg was higher
than the other strategies, but the accuracy of qFedAvg was lower than the other
strategies when training with i.i.d. data sets. Van Oord’s data sets have an equal
number of data points and are therefore i.i.d. There is also no question of network
heterogeneity in this (test) set-up. Fault Tolerant FedAvg has been chosen as the
strategy because it has a higher accuracy with i.i.d. data sets and it can deal with
clients that fail also by a larger number of clients.

4.5.2. Choices in the design of the federated network

The client and central server can easily communicate with each other if both are on
the same Local Area Network (LAN), but if several parties, such as RNLN and Van
Oord, want to train an ML model with each other, a Virtual Private Network (VPN)
can be used with which they can connect remotely.

In practice, it has to be taken into account that most ship data of the RNLN
is classified and stored on an air-gapped network. Two solutions are possible.
Preferably, the network has to be adjusted to run Python. Once this is possible, the
FL process can be set up in such a way that the model gradients are brought via
a USB stick to, for example, the Ministry of Defence (MoD) intranet and then sent
to the central server. Another solution is to physically transfer the data sets to the
MoD intranet, thereby lowering their classification level. On the MoD intranet it is
possible to train ML models with Python and connect with a VPN. Since solving this
issue was beyond the scope of this research, our proof of concept only uses data
from Van Oord.

At Van Oord, the data sets are not stored on an air-gapped system, but in the
Azure Cloud. It is possible to train ML models in Azure Cloud and connect to a VPN.
So for future cooperation, no change in infrastructure at Van Oord is required.

Wireguard was used as a VPN server in this study. Wireguard is a communi-
cation protocol with free open-source software that implements VPNs. To use this,
the clients were sent configuration files, allowing them to connect to the VPN and
participate in the FL process remotely.

4.5.3. Communication during the FL process
As mentioned at the beginning of this chapter, the communication of the Flower

server and Flower clients goes via the RPC. It is important to think about what kind
of information is being sent by each party.
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Communication starts from the Flower server which selects any number of cli-
ents to run the FL process with. When this minimal number of clients is connected,
the server starts FL training.

Depending on the type of strategy and the number of connected clients, client
dropout and reconnection affects the FL process. Fault Tolerant FedAvg was chosen as
the strategy in this study, hence client dropout and reconnection are accepted if there
are enough other clients left to meet the minimum number of clients. Depending on
how many parties RNLN collaborates with, this number can be adjusted.

During the FL process, the central server and the clients communicate by
sending each other local and global gradients. The local gradients are the model
updates from the clients and the global gradients are the server aggregated model
parameters. The type of gradients and their size depend on the type of model. The
LR model in this study has only one gradient (the slope of the regression line), but
an NN like the LSTM in this study has many more and this means more data traffic.

In this research, the client is a Python script, where the clients themselves
install the necessary libraries to run FL?'.

4.5.4. Security and privacy
FL is often used in situations where the security of data and privacy of clients is

very important. Although FL solves some problems of classic ML, there are still
several possibilities for attackers.

Central server

x
vy
Model poisoning
ocal

database

Fig. 4.4. Possibilities for attackers in the FL process®.
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Risks within FL are poisoning and inference attacks. Examples of these attacks are
given in Figure 4. Poisoning can occur because a client adjusts the data set or model
gradients or because the central server adjusts the global model. Inference can take
place if outsiders can listen in on the data traffic between the server and clients.

Model poisoning or data poisoning is possible in FL because client data sets are
not visible and clients are randomly selected. It is therefore not possible to check
the quality of data sets or to check the history of a specific client. However, model
poisoning or data poisoning can be prevented by regularly checking the trustwor-
thiness of clients, for example by authentication via the VPN, and evaluating the
behaviour of clients by checking for deviations.

IfFLis to be used by RNLN and Van Oord, this will initially be with a small group
of parties and a Trusted Third Party (TTP). This makes it easier for the central server
to evaluate the reliability and behaviour of the clients. When RNLN collaborates
with a larger group of external parties, random selection of clients in each round
makes the effectiveness and invisibility of a poisoning attack more difficult?32.

In addition to poisoning, the FL process can be eavesdropped on by clients,
the central server or outsiders, who thus obtain some of the local or global model
gradients. With these gradients, attackers can reconstruct the data set by, for
example, a Model Inversion Attack (MIA). The possibility of inference by outsiders
is already reduced by using a VPN. In addition, gradient inversion methods are
often unsuccessful in practice, because the architecture of the model and the global
and local gradients must be known to the attacker?2. If these components are all
known to the attacker, Differential Privacy can be used to counter the attack.

4.6. Reliability and validity of the FL implementation

This section discusses the reliability and validity of the FL implementation. First,
the used data sets of Van Oords’s FFPV Stornes will be discussed. Next, a linear
regression (LR) model was used to demonstrate the validity of the FL process.
Subsequently, a script with the LSTM network was written for FL clients and a
number of tests were performed to ensure the validity and reliability of the results
of this model.

4.6.1. Available data of the FFPV Stornes

This section presents Van Oord’s FFPV Stornes and the available data that is used
in this paper for testing the FL architecture. The FFPV Stornes was designed for
installation of rock on the ocean floor (in water depths up to 1500 meters) to
stabilise and protect pipelines, cables and subsea templates?. The dataset of the
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FFPV Stornes contains time series data from three of its auxiliary power generators
and navigation data. Such generators are typically equipped with sensors (i.e. the
engine speed, the power produced and the generator’s fuel consumption) to pro-
vide for the remote monitoring and control services. The data of these generators
is used for the LSTM model. The LSTM model learns the default behaviour for the
generators by training on this data set. Detection of anomalies in all sensors may
indicate a general problem in electrical operation, and detection of anomalies in
the sensors of a specific generator may indicate a problem with this generator.
The anomalies can be read in the warning table by a ship’s crew or maintenance
engineers ashore. This can lead to additional inspections on a generator and early
detection of a problem if something is wrong with that generator. The navigation
data is used to demonstrate and test whether the FL process works correctly using
a LR model (see section 4.2).

The data set consists of NetCDF (NC) files, each containing data about the vessel
for a time period of one day. The original frequency of the data by the monitoring
system is equal to 25 points every second. In order to provide easier data handling
and to train the model faster, the time interval has been reduced to 5 data points
per second. No relevant information is lost in this process because the duration of
anomaly is significantly longer than the new sampling rate. The available data of
the vessel has been collected between 26/08/2021 and 04/09/2021. The exploited data
of the FFPV Stornes is reported in Table 4.3

Table 4.3. Used sensor data of FFPV Stornes

Variable name Unit
Timestamp [t]
Latitude ]
Longitude [°1
Heading ]
Heave [’
Roll [’
Pitch [’1
Auxiliary Generators: power [kw]
Auxiliary Generators: fuel oil consumption [1/h]
Auxiliary Generators: engine speed [rpm]
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4.6.2. Linear Regression

The LR model was used to test the FL server and FL clients in our model. In Van
Oord’s data set, a linear correlation was coincidentally found between the change
in latitude and longitude of FFPV Stornes, because the ship was moving more or
less in a straight line. This data was therefore used as input for the LR model.

To test whether the FL process works correctly, different laptops were used
with different OS (Linux, Windows and Mac) on which a data set from Van Oord
and the FL client script were loaded. In the FL process, during the training of the LR
model at the clients, several parameters were displayed every round on the server,
and it was checked that they matched the values of the parameters at the clients.

Linear Regression Client 1 Linear Regression Client 2

w o u o
g - 3 3

Longitude (degrees)
w
-

Longitude (degrees)

63.2

o
g

¥

6.8 70 72 7.4 7.6 7.8 12 14 16 18 20 22 24
Latitude (degrees) Latitude (degrees)

® ®  Pposition FFPV Stornes
Predicted position with LR

Fig. 4.5. Linear Regression results for FL with two clients.

Figure 4.5 shows an example of the output of the LR model of the two clients. These
results indicate that during the FL process, the model’s evaluation parameters are
displayed correctly on the server and that the measurement is valid. Note that no
aggregation is used here, since there was no linear correlation expected between
the latitude and longitude on different days.

4.6.3. LSTM-network

An LSTM-network had already been deployed by RNLN in order to detect anoma-
lies in sensor data of ships?. Our FL architecture uses an LSTM-network as an ML
algorithm and uses the same hyperparameters and set-up as in previous research
by Maaike Teunisse (2021)?°. We refer there for a detailed explanation of how the

LSTM-network is applied3°.
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The LSTM network was first tested with a small part of the data set where there
was a clear deviation in the four signals at one time point. The LSTM network is
trained on the data set with the status parameters of the heading, heave, roll and
pitch of FFPV Stornes. Figure 4.6 clearly shows an anomaly in the four signals at
one time during the month.

Status of heading, heave, roll and pitch

84 4

82 4

80

Status

76
HYDR_heading_status

HYDR_heave_status
HYDR_roll_status
HYDR_pitch_status

744

2020-01-01  2020-01-05  2020-01-09  2020-01-13  2020-01-17  2020-01-21  2020-01-25  2020-01-29 2020-02-01
Date

Fig. 4.6. Graph with status parameters per day of FFPV Stornes (note: dimensionless status
lines are overlapping).

Warning table

HYDR_heading_status -

HYDR_heave_status -

HYDR_roll_status -

HYDR_pitch_status -

Amount of anomalies within 6 hours

No anomaly
I 1 anomaly

2 or more anomalies

Fig. 4.7. Warning table with the detected anomalies in the data from Figure 4.6. Units as given
in Table 4.3: fuel oil consumption in [I/h], engine speed in [rpm], power in [KW].

The LSTM model was tested for anomalies using the data set from Figure 4.6. The
result of the training is the warning table shown in Figure 4.7. In this figure, a
clear anomaly can be seen for all systems and this corresponds to the time of the
deviation in Figure 4.6.
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stornes_ACNC_20210826.nc sensordata
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08-26 08  08-26 10 08-2612  08-2614 08-2616 08-2618 082620 08-2622  08-27 00
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t ACNC_auxgen4_eng_spd t ACNC_auxgen6_pwr

Fig. 4.8. Sensor data generators 3, 4, 5 and 6 from FFPV Stornes.

There was little variation in the sensor data in this data set, but the LSTM network
successfully carried out the training. The same test was then performed on a data
set with less obvious deviations. Figure 4.8 shows the signals from the data set
from generators 3, 4, 5 and 6 over the period of one day. At 12:00, 14:00 and 18:00
deviations can be seen, and these deviations are reflected in the warning table in
Figure 4.1.

A simpler example with one clear anomaly and an example where the anom-
alies were more difficult to read showed that the LSTM model is valid and the
training of the model was successful.

To guarantee the validity of the study, the fit of the model was also taken into
account. The appropriate parameters for the evaluation of the LSTM model have
been investigated and scenarios where clients use non-i.i.d. data sets3'.

In addition to validity, a number of factors were taken into account to increase
the reliability of the study. An important part of this is the repeatability of this
study. During the research, the model was often trained, modified and retrained
again. The functions seed(...) and set_seed(...) were used to ensure that identical
results are generated for training rounds with the same software and data sets.
These functions ensure that the random processes that take place in the NN can
be repeated.
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4.7. Results: central machine learning versus federated learning

The goal of this research is to evaluate the possibilities for RNLN to use FL for
collaboration with external partners. To achieve this, we compare the LSTM model
obtained from this FL set-up with central ML. For the computer code and the
tables used for creating the graphs in this section, we refer to the appendices of the
research of Anna Vriend (2022)32. To compare FL with central ML, the parameters
loss and accuracy were used. In addition, the data traffic between the central server
and the clients is monitored with Wireshark.

First, the loss and accuracy of a centrally trained LSTM model were obtained
by training the LSTM model with one day of data from FFPV Stornes. After this, the
LSTM network was trained again with FL with various laptops via a VPN, using the
same data. To obtain the loss and accuracy, the global model was evaluated by the
server after aggregation of the gradients. To simulate an increasing number of clients,
each client had as local data a data set from FFPV Stornes of one day. The same FL
process was performed in two rounds, whereby the central server thus aggregated
the gradients twice. The data traffic was still below the limit of central ML.

The traffic at central ML is calculated by adding the size of the client data sets
to the size of the LSTM model multiplied by the number of clients. This is done
because with central ML the data sets must first be collected at a TTP and then the
trained model must be distributed to all clients.

The results are summarised in two figures. Figure 4.9 shows an overview of
the evaluation parameters of the LSTM model at one and two rounds of FL. The
accuracy increases in both cases with a larger number of clients, and therefore
more data. With one round of FL, 6 clients are needed to exceed the accuracy of
central ML and with two rounds of FL, this already happens with 2 clients. The loss
at two rounds of FL is lower than at one round, but in both cases the loss is not as
low as at central ML.

06 —e— Accuracy 1 round FL
Accuracy 2 rounds FL
—— Loss 1 round .
04 —e— Loss 2 rounds FL
————— Accuracy central ML

e I e e B Loss central ML

Amount of Clients

Fig. 4.9. Evaluation parameters LSTM-model 1 versus 2 rounds of FL.
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In addition to the evaluation parameters for one and two rounds of FL, the data
traffic between the clients and server at FL versus central ML was also examined.
Figure 4.10 shows that the amount of data traffic during FL at one and two rounds
remains below the amount of data traffic during central ML. The amount of data
traffic during central ML increases linearly.

250

===~ Central ML
—8—FL1round

e —®—Fl2rounds

1 2 3 4 5
Amount of clients

Fig. 4.10. Comparison of data traffic central ML versus FL with 1 and 2 rounds.

4.8. Conclusion

Nowadays, Machine Learning is used successfully in many applications. There
are two important challenges involved with the implementation of this technique.
The first is that in many industries, data is stored in separate places. The second
challenge is the growing demand for ML that respects the privacy of the training
data. Conventional ML is based on centralised data collection and is thus unable to
face these challengesss.

In this paper, an FL architecture has been designed using the Flower FL
framework to train an LSTM model of the RNLN on data of Royal Van Oord’s FFPV
Stornes. Tests have been conducted in this work that show that it is possible to
apply FL to the execution of this ML algorithm if the central server and the clients
are laptops connected to different networks. An LR model was used to test the FL
server and FL clients in the designed architecture. Next, an example with one clear
anomaly and an example where the anomalies were more complex showed that
the LSTM model is valid, and the training of the model was successful.

In both cases, the model accuracy increased, as expected, with a larger number
of FL clients. With one round, 6 FL clients were needed to exceed the accuracy of
central ML and with two rounds 2 FL clients were required. The loss at two rounds
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of FL. was lower than at one round, but in both cases the loss was not as low as with
central ML. This work herewith showed that FL with multiple clients outperforms
central ML in terms of accuracy (Figure 4.9) and is therefore a valuable solution
for working together on Predictive Maintenance problems. Figure 4.10 shows that
the amount of data traffic during FL at one and two rounds remained below the
amount of data traffic during central ML. This effect will be exaggerated when
large data sets are used for training the ML model, as is often the case for Predictive
Maintenance problems.

If a TTP is appointed by the RNLN and Van Oord, it is technically possible to
train the discussed LSTM network using FL. The RNLN should however take into
account the defence security policy before the FL client can be deployed on the
MoD intranet. This security policy has not been taken into account in this study.
For air-gapped or disconnected networks the FL process can be set up in such a
way that the model gradients are brought via a data carrier (i.e., a USB drive) to the
central server. This can be relevant for networks such as the highly classified MoD
networks, but also networks aboard warships.

Following the results of this study it can be concluded that it is relevant for
the RNLN and Royal Van Oort to use FL. FL is a way to achieve using more data
for training their ML models without the need to share their raw data. This leads,
in the generic sense, to better predictions, as the tests carried out in this work
have confirmed. The RNLN’s LSTM model, which was able to detect anomalies in
sensor data of Van Oord’s FFPV Stornes, has been trained with data sets from only
one ship. In practice, value lies in collaboration with multiple parties that have
different (types of) ships. It should be taken into account that anomalies in the
sensors used in this study may manifest themselves differently on other ships. If
the model from this research is to be used, it is important that equivalent data is
available and sensor data from similar types of components is used.

Finally, opportunities for FL are recognised in applying FL for one of the parties’
own fleet, the ships will be the clients and a server on shore is the central server.
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