Artificial Intelligence in medicine
Potential applications and barriers to deployment
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1. Introduction

The application of Artificial Intelligence (AI) to healthcare has gained tremen-
dous momentum in the last decade, offering the potential to streamline
patient clinical encounters and improve patient experience, augment clinical
decision making, deliver personalised assessments, and reduce healthcare
expenditures (Khanna et al. 2022). However, despite these promises, there
remains a vast gap between the large number of ‘proof of concept’ studies
published (Al models with restricted clinical application and limited valida-
tion) and the relatively few validated and certified Al tools currently deployed
in healthcare settings (Esmaeilzadeh 2020; van de Sande et al. 2021; Gémez-
Gonzilez et al. 2020). The reasons behind this lag are complex, multifaceted
and vary across settings and healthcare systems, but broadly include technical,
ethical, legal, and human factors (Gerke/Minssen/Cohen 2020).

In this chapter, we will delve deeper into the current and potential applica-
tions of Al in medicine, exploring the many ways in which this technology can
be utilised to improve patient experience and outcomes and/or healthcare ef-
fectiveness. Then, we will examine the major barriers preventing deployment
and widespread use of these technologies in healthcare settings.

2. Survey of current Al applications in medicine

Clinical encounters can broadly be classified into three categories, these being
primary care (usually a patient’s first point of contact, e.g., general practice,
community pharmacy or dental services), secondary care (planned or elective
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care — usually in a hospital, urgent and emergency care or mental health care)
and tertiary care (highly specialised treatment), along with community health
services (see fig. 1 & 2). Because each of these domains presents challenges,
bottlenecks and process inefficiencies, Al applications are being developed on
all levels of this ‘healthcare ecosystenn.

In primary care, Al solutions have been proposed for a number of appli-
cations which can be classified into three categories: 1) clinical decision mak-
ing and care management, 2) predictive modelling and proactive detection of
health conditions and 3) administrative tasks (Mistry 2019).

Figure 1: Overview of the healthcare ecosystem; oviginal figure by NHS Digital (2022).
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Figure 2: Summary of a unique clinical encounter. Al applications are being developed
at all levels of the healthcare ecosystem and targeting all steps of the clinical encounter;
adapted from Groenewegen et al. (2014).
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One example of how clinical decision-making and care management have

been influenced by AI in primary care settings is ‘Doctor Al’, developed by
Choi and colleagues (Choi et al. 2016). The predictive model is based on a
recurrent neural network and was trained on data from over 260,000 pa-
tients over the course of eight years, with the aim to predict diagnoses and
medication requirements for the subsequent patient visit (ibid.). With this
large dataset, the model achieved 79% recall for diagnosis prediction, which is
comparatively higher than other baseline models such as logistic regression or
multilayer perceptron (ibid.). In the primary care setting, where integration
of specialties and holistic patient care is at the forefront, ‘Doctor AI' could
contribute to planning subsequent appointment discussion points, thereby
assisting primary care clinicians when treating patients that have multiple
comorbidities.

Predictive modelling and proactive detection of health conditions has been
deployed in diagnosing skin conditions since a seminal publication in Nature
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in 2017 (Esteva et al. 2017; cf. Liu et al. 2020). Around one in four patients seek
out their general practitioner due to skin problems every year (Schofield et al.
2011), and there is an increased demand for a dermatologist review (Eedy 2016).
This model used 16,114 anonymised cases from 17 sites to distinguish between
26 skin conditions commonly seen in primary care (Liu et al. 2020). 963 cases
were used to validate the system, with the model performing just as well as
six board-certified dermatologists and better than six primary care physicians
and six nurse practitioners (ibid.). Whilst this is no permanent solution for the
increased burden on dermatology in secondary care, it provides an aid for pri-
mary care physicians currently facing the impact of strained secondary care.

Administrative tasks have been reported to account for over 50% of general
practice time in the UK (Clay/Stern 2015). Furthermore, in the US, one study re-
ported primary care physicians spending nearly two hours on electronic health
record tasks for every hour of patient care (Arndt et al. 2017). This indicates
an administrative burden on primary care that is not limited to one country.
Considering this, Willis and colleagues concluded that there was a potential
to ‘completely or mostly’ automate 44% of administrative tasks carried out by
three urban and three rural general practices in England (Willis et al. 2020).
This shows massive potential for machine learning to be integrated into pri-
mary care. One new development by Microsoft in collaboration with Nuance
Communications Inc. is to use conversational Al to provide clinical documen-
tation that writes itself during a clinician-patient encounter (Langston 2019).

In hospital care, Al applications have been developed across the whole pa-
tient pathway, from admission prediction, patient triaging, early diagnosis,
decision treatment support and outcome prediction. A large research effort is
also focusing on auxiliary tasks such as drug discovery, clinical trial enrolment
or administrative tasks including appointment scheduling and medical data
management.

Progress has been particularly abundant in the field of radiology. As of
February 2023, the United States Food and Drug Administration (FDA) has
approved 521 machine learning-enabled medical devices, with 71% of them
related to radiology (U.S. Food & Drug Administration n.d.). These devices use
Al algorithms to analyse images for diagnostics — particularly detecting tu-
mours and identifying patterns in X-rays, CT-scans, MRIs, or tissue samples
(Vora et al. 2019). Through the use of AI in medical image analysis, radiologists
may potentially provide faster and more accurate diagnoses, which could lead
to better patient outcomes. For example, a company developed an Al solution
which automatically detects and alerts clinicians of the presence of large vessel
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occlusions in the brains of patients suspected to suffer from strokes, with a
high sensitivity and specificity, in a real-world prospective setting (Vitellas et
al. 2022).

Personalised medicine (also known as precision medicine) is based on the
belief that treating, monitoring and preventing diseases must be tailored to-
wards an individual’s specific biochemical, physiological, environmental and
behavioural profile (Goetz/Schork 2018). The aim is to provide tailored medi-
cal care specific to individual patients instead of a broad ‘one-size-fits-all’ ap-
proach, typically provided by expert guidelines (Ruiz-Rodriguez et al. 2022).
For example, the management of severe infections in the hospital is dictated
by international guidelines such as the “Surviving Sepsis Campaign” (Evans
et al. 2021). However, many of the recommendations in such guidelines are
based on weak evidence and specific, personalised treatments are not avail-
able (Vincent/van der Poll/Marshall 2022). The most likely explanation for this
is that sepsis represents a highly heterogeneous patient population, and it is
very challenging to identify patients who are more likely to benefit from a spe-
cific intervention, for example one targeting components of an immune sys-
tem (ibid.).

In turn, the concept of data-driven, personalised medicine is becoming
increasingly popular, particularly after the COVID-19 pandemic’s strain on
healthcare provision (Vicente/Ballensiefen/Jénsson 2020). Predictive mod-
elling, which involves using Al algorithms which do not only identify patients
at risk for progression of certain diseases, but also predict their responses to
treatments, is a particularly promising area of research (Makino et al. 2019; Xu
etal. 2021). By accurately predicting a patient’s disease progression, healthcare
professionals can administer more intensive treatments earlier on, in order
to limit long-term disease complications (Makino et al. 2019). This leads to a
combination of better patient outcomes coupled with cost cutting, through
the reduction of the use of more complex treatments indicated at later stages
of disease progression (ibid.). One example for this is taken from a promising
study by Makino et al. (2019) where a predictive model was constructed using
medical records from over 64,500 diabetic patients to predict diabetic kidney
disease progression. The authors suggest that the model can predict diabetic
kidney disease progression with 71% accuracy and may reduce the use of
haemodialysis, which is known to be a costly intervention in diabetic patients
(ibid.; Kent et al. 2015).

Al is also routinely used in natural language processing for popular speech
recognition softwares such as ‘Google Assistant’ and ‘Siri’ (Google n.d.; Apple
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Inc. n.d.). This could also be applied to natural language processing of elec-
tronic medical records. Using AI to compile and analyse healthcare records
from different staff members could reveal new patterns otherwise almost im-
possible to spot, let alone diagnose, by human eyes (Mintz/Brodie 2019).

The development of new drugs is imperative for addressing evolving health
challenges, such as antibiotic resistance, and Al has the potential to accelerate
this process through identifying new drug targets (David et al. 2021). An ex-
ample of this was shown by Zoffman and colleagues, who used machine learn-
ing to search through available antibiotic compounds, eliminate known sub-
stances from past projects, and prioritise substances based on factors such as
a potency, novelty and availability (Zoffman et al. 2019). This approach can lead
to the enhanced discovery of new drugs, particularly in the primary screening
stage, as well as the narrowing down and prediction of specific modes of ac-
tion (ibid.). Drug discovery and development is a complex and expensive pro-
cess that involves rigorous testing and regulations to ensure safety and efficacy
(Chan et al. 2019). One challenge in drug development is ascertaining the toxi-
cology profile of the compound, which can be time-consuming and expensive
(Blomme/Will 2016). However, Al systems such as ‘DeepTox’, which have shown
promising accuracy in predicting the toxicology profile of compounds (Mayr et
al. 2016), can help to reduce the uncertainty inherent in those processes.

The use of Al in surgical procedures has the potential to significantly
improve patient outcome by enhancing precision and accuracy in surgical
techniques, with some already being approved by the FDA (Bhandari/Zeffiro/
Reddiboina 2020). For instance, Al can be used to identify kidney tumours
from bulk CT, allowing surgeons to plan their approach before the procedure
commences, or to practice surgical technique in low-risk surgeries (ibid.).
However, a systematic review suggested that research surrounding Al in
surgery (robot-assisted surgery in particular) is not yet of sufficient quality to
safely rely on, primarily due to its limited dataset size (Moglia et al. 2021).

Apart from physical health, there is also growing interest in the applica-
tion of Al in mental health. Virtual reality and gaming technology, particularly,
could help patients with conditions such as depression, bipolar disorder, or
chronic pain. By transporting patients into immersive virtual environments,
these technologies can provide a safe space for patients to receive psycholog-
ical therapy and acquire coping mechanisms for their conditions (Hatta et al.
2022; Goudman et al. 2022). While these sessions are currently conducted in
the presence of professional staff, the potential for remote sessions should be
explored, particularly following the COVID-19 pandemic. This would provide
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patients with greater flexibility and accessibility to mental health care, par-
ticularly for those living in remote or impoverished areas. Machine learning
software also analyses patient responses and feedback during the sessions and
learns to adapt more effectively to individual patients, as every manifestation
of mental health conditions is unique.

3. Limited deployment of Al tools

Despite the extensive list of promising Al applications we detailed above, real
world evidence of benefits is lacking for most applications and the validation
of Al tools in relevant clinical settings against patient experience and outcomes
remains a major challenge.

For example, a rapid search in google scholar for the keywords ‘sepsis’
and ‘predictior yields over 800,000 results. Comparatively, a 2020 systematic
review of the literature focusing on Al identified only 28 published papers,
which include mere 3 prospective trials (of which only one was randomised
and involved only 142 patients) (Fleuren et al. 2020). Although this number has
marginally increased since then with recent publications (e.g., Adams et al.
2022) considering the overall burden of sepsis in the world and the correlated
scientific interest generated by sepsis predictions models, the evidence-based
benefit of this technology appears worryingly thin.

In a 2021 systematic review of Al applications in the intensive care unit,
van de Sande and colleagues produced an insightful summary plot (see fig. 3).
While there is an increasing number of Al prototypes and early models being
developed and trialled, there seems to be a disproportionate disparity when it
comes to translating these AI models from production to clinical evaluation.
Consequently, the wide gap between the development and clinical implemen-
tation of Al tools in intensive care persists, thus limiting the potential benefits
that these technologies were intended to achieve (van de Sande et al. 2021).

A group of experts associated with the Joint Research Centre of the Euro-
pean Commission came to a similar conclusion when they reviewed and clas-
sified the application of Al in healthcare in terms of current and near-future
applications and ethical/social impact (Gémez-Gonzdlez 2020). A novel scale
was created to qualify how ‘available’ healthcare applications were to the public,
ranging from ‘TAL o-Unknown status, not considered feasible according to ref-
erences’ to ‘TAL 9-Available for the public’. From their systematic search of Al
and Al-mediated technologies, most technologies with a positive social impact
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were found to have a rating of ‘TAL-4-Results of academic/partial projects dis-
closed’, ‘TAL-5-Early design of product disclosed’ or ‘TAL-6-Operational pro-
totype/‘first case’ disclosed’. This shows that there is still room to drive Al and
Al-mediated technologies into the band of TAL-7 to TAL-9, or that there is a
fundamental block that needs to be addressed in order to allow more technolo-
gies to reach public availability (ibid.).

In the following section, we will explore some of the potential reasons for
this phenomenon.

Figure 3: Number of studies published in Artificial Intelligence in the intensive care unit, according to
their level of readiness and year of publication (total number of studies = 494); oviginal figure under
CC-BY-NC license by van de Sande et al. (2021).
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4. Challenges to validation and deployment of Al tools in medicine

The process of developing, testing and deploying Al tools in healthcare at scale
involves three major steps (see fig. 4: 1) enabling the data, 2) model develop-
ment and 3) model deployment. Challenges and hurdles are present at each
step of this pipeline/process (Mamdani/Slutsky 2021).

The deployment of Al in medicine falls short in comparison to the sheer
number of new machine learning inventions proposed in the field of research.
This discrepancy can be attributed to several challenges, the first being the
lack of model performance in new clinical settings. It is expected for machine
learning models to lose some performance due to the differences between
real life clinical settings versus the ‘developmental environment’. AI models
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are often trained with simulated data ortightly controlled parameters, and so
models transitioning from the developmental environment to complex real-
life clinical settings may face significant differences (Topol 2019). However,
this lack of adaptability leads to skepticism about their reliability in crucial
clinical judgements that must be accurate. For example, the UK NEWS score
was shown to perform poorly in predicting prognosis (AUC 0,6) in a cohort
of COVID-19 patients, thus leading to researchers recommending the use of
UK NEWS scores as adjuncts to clinical judgment rather than replacements
(Colombo et al. 2021).

Figure 4: Overview of the pipeline for developing, testing, and deploying Al tools in
healthcare at scale. This involves three major steps: 1) enabling the data, 2) model devel-
opment and 3) model deployment; adapted from Mamdani/Slutsky (2021).
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Another hurdle is the scarcity of available data (Ibrahim et al. 2021). Al algo-
rithms require vast amounts of high-quality data to train and test their models.
However, obtaining such data is challenging due to patient confidentiality and
consent, data sensitivity and lack of cohesive data sharing between the hospi-
tals (Atkin et al. 2021; Kaplan 2016). Electronic health records are often stored
in slightly different variations of the same parameter, which creates difficul-
ties in aggregating data and conducting large-scale studies (Holmgren/Adler-

https:/idol. 13.02.2026, 17:14:41,

163


https://doi.org/10.14361/9783839467664-009
https://www.inlibra.com/de/agb
https://creativecommons.org/licenses/by/4.0/

164

Beyond Quantity

Milstein/McCullough 2018; Dhruva et al. 2020). This can lead to issues with re-
producibility and scalability of AI models, as well as difficulties in comparing
the performance of different models across different datasets. This limitation
means that even the successful algorithms are less suited to be rolled out on a
large-scale healthcare service or even across a country (Liang et al. 2022).

Moreover, Al systems are notoriously difficult to integrate within and be-
tween systems (this is true within and outside of healthcare) (Baxter/Lee 2021).
Currently, most medical Al systems connected to patient data are developed
by academic institutions and are not easily usable by external institutions due
to the profound discrepancies in IT systems and database structures. Hospi-
tals and small-scale clinics use personalised and/or purpose-built databases to
store patient information. Although this makes it easy to navigate through the
local area with unique patient demographics, it makes it challenging to adapt
the Al code from external institutions to local concept identifiers (Kasparick et
al. 2019). Furthermore, hospitals and healthcare systems are often constrained
by budget and resource limitations, making it difficult to invest in the nec-
essary infrastructure required to support Al integration (Liang et al. 2022).
Therefore, ensuring the Al system is interoperable with other systems, and that
data can be shared between different stakeholders in a secure and controlled
manner, is challenging.

Many Al models (especially those relying on deep learning) are difficult
to interpret and comprehend, which makes it challenging for patients to
trust them (Amann et al. 2020). Additionally, patients may not consent to
the machine learning software accessing their private data and feed it into
ever-changing algorithms due to data security concerns (Atkin et al. 2021). To
address this information governance issue, the General Data Protection Reg-
ulation (GDPR) in the European Union and the Health Insurance Portability
and Accountability Act (HIPAA) in the United States subjects the obtained Al
medical data to strict regulatory and compliance scrutiny. These regulations,
which also govern the storage, sharing and use of patient data, can be difficult
to navigate through in the context of Al (Liang et al. 2022). All these factors
compound into a giant hurdle that has to be overcome.

Another difficulty is the acceptance of this new technology by clinicians.
The lack of explainability at this stage makes it challenging to encourage
healthcare staff to trust early models. It is possible to observe a gap between
expected effect and observed effect even in simple and seemingly innocuous
interventions, such as a ‘pop-up alert’ for acute kidney injury upon the open-
ing of a patient’s electronic health record — which shockingly led to a sharp
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increase in patient mortality (Wilson et al. 2021). Clinicians’ bias with use of
technology and evolving (but not confirmed) evidence may be contributing
factors. Furthermore, the use of this model for very sick septic patients in the
ICU may compound to their lack of trust.

There is no established gold-standard process to demonstrate patient ben-
efit from Al solutions and indeed, there are no recognised best practices for
evaluating the efficacy, reliability and safety of commercially available algo-
rithms (Wu et al. 2021). What level of evidence can be accepted by patients,
clinicians and regulators? Is retrospective evidence sufficient? Are developers
required to conduct multiple randomised trials comparing the standard of care
to care supported by their Al solution? Assessment frameworks for the clinical
validation of AI have been both proposed (Tsopra et al. 2021; Hawkins et al.
2021; Kickbusch et al. 2020) and surveyed (de Hond et al. 2022), but develop-
ing a common set of guidelines for Al model development and implementation
remains challenging.

Even those AI applications that have managed to overcome this giant hur-
dle have issues that need to be considered. The lack of standardisation between
Al studies approved for hospital use by regulators (such as the FDA or MHRA)
makes itdifficult to compare results, mainly due to the varied level of the imple-
mentation of studies across different areas of healthcare (Pashkov/Harkusha/
Harkusha 2020).

Furthermore, a number of additional human factors must be considered.
Healthcare professionals may have a limited or developing understanding and
familiarisation of Al tools and would therefore naturally be skeptical of its po-
tential (Gama et al. 2022). This skepticism can make it difficult to integrate
Al-based tools into their workflow and practice (Amann et al. 2020). Al tools
undoubtedly would also initially add significant expenditure on the already
stretched financial healthcare landscape, particularly in the post pandemic pe-
riod (Kickbusch et al. 2020). One concern of healthcare providers is the legal
implications in clinical practice. Healthcare providers may be held liable for
potential or actual harm that is caused by Al systems, particularly if they de-
layed or failed to properly assess or monitor Al's performance. In an era of
already burnt-out healthcare staff, the additional responsibility of overseeing
the performance of an Al system is unappealing (Gooding/Kariotis 2021). Fur-
thermore, developers of Al systems would also be more cautious when estab-
lishing/introducing the software in a position of responsibility given this legal
liability (Luxton 2014). The hesitance from both sides is a contributing factor to
the lack of implementation of Al software in mainstream healthcare.
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5. Ethical considerations

The ethical considerations of Al are widely debated, and these concerns are not
limited to healthcare. However, certain ethical arguments are particularly per-
tinent when considering the introduction of Al into mainstream medicine.

Al must provide a real benefit to patients and improve health outcomes
and its use must be justified based on patient benefit (Hamet/Tremblay 2017).
Al is increasingly being seen as the future of everyday life and financial gain
from this cannot be ignored. Deviation from practical patient benefit is cer-
tainly possible amidst the desire for investment. Therefore, improving health
outcomes should be at the core of Al development in healthcare, which can be
done by working in conjunction with patients and healthcare staff.

The presence of discriminative biases in healthcare is undeniable (Ibrahim
et al. 2021; Norori et al. 2021). The implication of this, however, could be am-
plified by AI systems. If they are designed to recognise patterns, these may
also perpetuate the existing discrimination in healthcare, leading to further
inequality in treatment and health outcomes in patient populations that al-
ready experience prejudice and discrimination (Ibrahim et al. 2021; Fletcher/
Nakeshima/Olubeko 2021). This ultimately hinders progress towards achiev-
ing the desired healthcare equality. For example, an algorithm developed by
Gijberts and colleagues using data derived from almost exclusively Caucasian
people performed poorly when attempting to predict cardiovascular risk for
patients of other ethnicities (e.g., African American and Hispanic ethnicities)
(Gijsberts 2015).

Al should be accessible to all patients and should not widen existing health
disparities. There is also a potential for Al systems to provide ambiguous or un-
helpful answers in critical healthcare situations (Topol 2019). This could again
lead to a lack of trust, especially if this happens at the start of implementing
the software. It is crucial that the results of this are audited regularly, and the
opinions of healthcare staff using the software should be monitored through
focus groups and questionnaires to ensure that trust in the software is main-
tained (Vela et al. 2022).
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Table 1: Summary of the main challenges involved in developing and deploying Al
tools in medicine.

Step in integrating Challenges involved
Al tools in medicine

Data availability and quality: effective Al algorithms require
large volumes of quality data to refine their models. However,
obtaining such data can be difficult, especially when it comes
to sensitive medical information (Ibrahim et al. 2021).
Interoperability and data sharing: healthcare providers
must also ensure that Al systems are interoperable with
other systems and that data can be shared between different
stakeholdersinastandardised, secure and controlled manner.
Currently, most systems developed ad-hoc by academic

Enabling data

institutions are not usable in external institutions due to
profound differences in IT systems and database structures
(Baxter/Lee 2021; Kasparick et al. 2019).

Familiarity with alternate clinical settings: ML models
generally perform sub optimally when deployed in settings
dissimilar to those in development. The need for generalis-
ability of Al toolsis critical and history is replete with examples
of applications that fell short in this regard. For example, the
Developing Al UK NEWS score was shown to perform poorly (AUC 0,6) in a
models cohort of COVID-19 patients (Colombo et al. 2021).

Lack of standardisation: there is a discrepancy in how Al

is implemented and used in medicine, which can make it
difficult to compare results across different studies and
applications (Pashkov/Harkusha/Harkusha 2020; Gama et al.
2022).

https:/idol. 13.02.2026, 17:14:41,



https://doi.org/10.14361/9783839467664-009
https://www.inlibra.com/de/agb
https://creativecommons.org/licenses/by/4.0/

168

Beyond Quantity

Step in integrating
Al tools in medicine

Challenges involved

Deploying Al
models

Bias and discrimination: Al systems may perpetuate and
amplify existing biases in healthcare, leading to unequal
treatment and outcomes (Norori et al. 2021).

Privacy and confidentiality: data storage, security and
protection within Al systems must be compliant with all
regulations (e.g., GDPR) (NHS England 2023).

Responsibility and accountability: responsibility must

be taken for decisions and actions taken by Al systems,
particularly in cases where they may cause harm (Cupta/
Kamboj/Bag 2021).

Explainability and transparency: Al systems may produce
results that are difficult to interpret. It's crucial to make sure
that the methods and decisions of Al systems are transparent
and can be audited (Amann et al. 2020).

Clinical validity: evidence based medicine and latest guide-
lines must be regularly incorporated into Al systems to ensure
validity (Crossnohere etal. 2022).

Clinical utility: Al must provide a real benefit to patients and
improve health outcomes and its use must be justified on the
basis of patient benefit (NHS England 2023).

Equity and access: Al should be accessible to all patients
and should not widen existing health disparities (Gémez-
Conzélez 2020).

Regulation and compliance: Al in medicine is subject to strict
regulation and compliance requirements, such as GDPR (EU)
and HIPAA (USA), that govern the storage and use of patient
data (Crossnohere et al. 2022).

Legal concerns and liability: healthcare providers may be
held liable for harm caused by Al systems, particularly if they
failed to properly assess or monitor the Al's performance
(Gupta/Kamboj/Bag 2021).

Limited understanding of Al by healthcare providers:
healthcare professionals may have a limited understanding of
Al, which can make it difficult to integrate Al-based tools into
their workflow and practice (Amann etal. 2020).

htpsil/dol.
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Privacy and confidentiality are critical factors that are essential to main-
tain. Concerns over the risk of patient re-identification have profoundly lim-
ited the development of large, publicly available datasets for research. For ex-
ample, we evaluated what data sources had been used in machine learning
models for sepsis resuscitation in the ICU and found that nearly two thirds
relied on the same dataset (the MIMIC database) (Johnson et al. 2016). We ar-
gue that the benefit of open data sharing outweighs the risks. Indeed, a recent
analysis of potential reidentifications of patients in publicly available datasets
confirmed that the risk was extremely low (Seastedt et al. 2022). The authors
argued that

the cost— measured in terms of access to future medical innovations and
clinical software — of slowing ML progress is too great to limit sharing data
through large publicly available databases for concerns of imperfect data
anonymization (ibid.).

Data security and patient privacy must be preserved at the phase of model de-
ployment and real-time use, which is a legal requirement and a key aspect of
regulatory approval (NHS England 2023).

The security and protection of data is expected by the patient population,
yet we may not really know if Al models will be successful in this until they are
fully implemented in clinical practice. As per GDPR and NHS medical ethics
principles, the patients should be explicitly informed about the use of Al in
their care and should also have the autonomy for decision making. If they de-
cided to opt-out of its use, a suitable alternative to the role of the Al software
in their care should be offered to all (ibid.).

In situations where Al is involved, accountability and responsibility must
be established at all times, including crucial life-or-death decision making.
There is also a lack of clarity on which areas of decision making are legally ac-
countable to Al and therefore it is important to identify a clear line of respon-
sibility, including shared responsibility for the decisions and actions taken by
Al systems (ibid; Gupta/Kamboj/Bag 2021).

The use of Al in medicine must be supported by clinical evidence and vali-
dated through rigorous testing to ensure its accuracy and reliability. Each ge-
ographical area has different guidelines supported by different bodies of evi-
dence to suit the varied case mix, and Al systems may be produced in areas with
different guidelines. Therefore, it is important to constantly update the treat-
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ment algorithms so they comply with constantly evolving medical research and
clinical evidence (Crossnohere et al. 2022).

The ethical consideration of financial gain also leads to the point of fi-
nancial disparities between patients. As mentioned in the first section, the
need for Al integration towards ‘personalised medicine’ would go a long way
to make significant savings both by avoiding ineffective treatment costs and
better prognosis/quality of life (ibid.).

In conclusion, Al in healthcare holds significant potential to revolutionise
the way healthcare operates, from administrative tasks, diagnostics, drug de-
velopment to surgery. However, despite the many avenues of research that have
been and will be explored, there is currently a bottleneck when it comes to the
deployment and widespread use of these technologies. This is due to a mul-
titude of factors, including data availability and standardisation, privacy and
ethical concerns, clinician and patient skepticism, clinical utility and legal reg-
ulations. To overcome these challenges, a collaborative and multidisciplinary
approach involving regulatory bodies, healthcare professionals, government
entities and patient committees is necessary. This collaboration can produce
a clear and regulated framework that will allow innovative and life-changing
Al projects to be seamlessly integrated into mainstream healthcare practices.
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