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To my father

The principle of purpose limitation in data protection law is usually con-
sidered as a barrier to data-driven innovation. According to this principle,
data controllers must specify the purpose of the collection at the latest
when collecting personal data and must not process the data in any way
that does not comply with the original purpose. Whether the principle of
purpose limitation conflicts with data-driven innovation, however, de-
pends on two sub-questions: On the one hand, one has to know how pre-
cisely a data controller must specify the purpose and under which condi-
tions the subsequent processing is fully compatible or incompatible with
that purpose. On the other hand, one has to understand the effects of a le-
gal principle such as the principle of purpose limitation on innovation pro-
cesses. Surprisingly, despite the long-standing and ongoing debate, there is
little research that thoroughly examines the regulatory concept of the prin-
ciple of purpose limitation, and even less its actual impact on innovation.
To close this gap, was the aim of this dissertation, which reflects the de-
bate until January 2017.

This dissertation evolved in the context of the interdisciplinary research
project “Innovation and Entrepreneurship” at the Alexander von Hum-
boldt Institute for Internet and Society. The main research question of this
thesis was the result of hands-on observations in our Startup Clinics that
we created and carried out for more than four years in order to empirically
research the disabling and facilitating factors of internet-enabled innova-
tion. In the Startup Law Clinic, where I helped more than 100 startups to
cope with the legal challenges they faced during their innovation process-
es, I realised quite early that most of the startup founders were able to do a
great variety of things in a very efficient and creative way, except one: Re-
liably expect what will happen next month, next week, or even the next
day. Under these circumstances of knowledge uncertainty, I wondered
how these founders should be able to reliably assess what their future data
processing purposes would look like. This hands-on observation served as
an inspiring research question and pushed me throughout the four years of
its production. The result of this research process was in some way even
puzzling to me: As a legal principle, the principle of purpose limitation is
not only a highly efficient instrument to protect individuals against the
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https://doi.org/10.5771/9783845290843-1
https://www.inlibra.com/de/agb
https://creativecommons.org/licenses/by/4.0/

To my father

risks caused by data-driven innovation but it can even enhance innovation
processes of data controllers, when combined with co-regulation instru-
ments.

For the inspiring tour de force of these four years, I would like to thank,
first and foremost, Prof. Dr. Wolfgang Schulz who not only aroused my
interest in regulation as a research discipline but also always immediately
and constructively helped me with his oversight, precision in the details
and humour. I would also like to especially thank Prof. Dr. Dr. Thomas
Schildhauer who has given me the economic perspective on innovation
and who in turn has always been pro-actively open to my regulatory view-
points and ideas. Furthermore, I would like to thank Prof. Dr. Marion Al-
bers, without whose contributions to informational self-determination and
data protection my own work would not have been possible, and who
compiled the second vote very quickly. Furthermore, I am very thankful
and honoured to be included in Prof. Dr. Wolfgang Hoffmann-Riem’s,
Prof. Dr. Dr. h.c. Karl-Heinz Ladeur’s and Prof. Dr. Hans-Heinrich Trute’s
publication series Legal Research on Innovation (“Rechtswis-
senschaftliche Innovationsforschung”) on that my dissertation is based on.
I would also like to thank the German Ministry of the Interior for the fi-
nancial support of the publication of my thesis.

Finally, I want to thank my colleagues: Elissa Jelowicki, who helped
me to revise my thesis throughout the creation process, Jorg Pohle, the
“walking library” (I think I do not have to explain that) and all my other
colleagues for the endless and inspiring discussions.

Last but not least, I am grateful to my wonderful fiancée Eva Schneider,
who in countless evenings of discussions helped me to structure my ideas,
and above all motivated me to keep on going.
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dd) Specific rights to freedom
(1) Focus on the collection of data: Omission by
the individual of exercising their rights out of
fear
(a) Considerations of the Courts with respect
to the freedom of expression and the
individuals risk of being unreasonably
suspected by the State

(b) Considerations on further rights of freedom

(2) Focus on the later usage of data or information:
Restriction or hindrance of exercise of rights of
freedom through usage of data or information

(3) Interim conclusion: How “privacy in public”
can be further determined
(a) Specific contexts of collection of personal

data
(b) Later use of personal data in the same
context
(c) Protection instruments enabling the
individual to adapt to or protect him or
herself against the informational measure
ee) Rights to equality and non-discrimination

(1) In the public sector: Criteria for intensity of
infringement

(2) In the private sector: ‘Tool of opacity’ vs.
private autonomy?

(3) Interim conclusion: Additional legitimacy
requirement for the data-based decision-making
process

¢) Conclusion: Purpose specification during innovation
processes
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III. Requirement of purpose limitation in light of the range of
protection
1. Different models of purpose limitation and change of
purpose
a) European models: ‘Reasonable expectations’ and
purpose compatibility
aa) Change of purpose pursuant to ECtHR and ECJ
(1) ECtHR: ‘Reasonable expectations’ as a main
criteria
(2) ECJ: Reference to data protection instruments
instead of ‘reasonable expectations’
(a) Are the terms ‘necessity’, ‘adequacy’ and

‘relevance’ used as objective criteria for the

compatibility assessment?
(b) Purpose identity for the consent
bb) Compatibility assessment required by the Data
Protection Directive with respect to the opinion of
the Art. 29 Data Protection Working Party
(1) Preliminary analysis: Pre-conditions and
consequences
(2) Example: The expectations of a customer
purchasing a vegetable box online
(3) Criteria for the substantive compatibility
assessment

(a) First criteria: ‘Distance between purposes’

(b) Second criteria: ‘Context and reasonable
expectations’

(c) Third criteria: ‘Nature of data and impact
on data subjects’

(d) Fourth criteria: ‘Safeguards ensuring
fairness and preventing undue impact’

(4) Excursus: Compatibility of ‘historical,
statistical or scientific purposes’

(a) Specification of the compatibility
assessment (even prohibiting positive
effects)

(b) Safeguards corresponding to the
characteristics of the purposes
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(c) Hierarchy of safeguards: From
anonymization to functional separation
cc) Purpose identity required by the ePrivacy Directive
(1) Strict purpose identity for the processing of
‘communication data’, ‘traffic data’ and
‘location data other than traffic data’
(2) The individual’s consent as an exclusive legal
basis for a change of purpose
dd) Interim conclusion: A lack in the legal scale for
compatibility assessment
b) German model: Purpose identity and proportionate
change of purpose
aa) Change of purpose in the private sector pursuant to
ordinary law
(1) Strict purpose identity required by Telemedia
Law and Telecommunication Law
(2) The more nuanced approach established by the
Federal Data Protection Law
bb) Comparison with the principles developed by the
German Constitutional Court for the public sector
(1) Strict requirement of purpose identity limiting
the intensity of the infringement
(2) Proportionate change of purpose
(3) Identification marks as a control-enhancing
mechanism
cc) Alternative concepts provided for in German legal
literature
(1) Purpose identity and informational separation
of powers
(a) Purpose specification by the individual
instead of the controller
(b) Principle of purpose limitation and
informational separation of powers
(c) Example of re-registration: Collection and
transfer of data on the citizen’s request
(2) Compeatibility of purposes
(a) Criticism of the “subjective” purpose
approach
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(b) Compatibility instead of identity of
purposes
(c) Supplementing protection instruments

(3) Purpose identity and change of purpose as ‘a
threshold for duty of control
(a) Criticism of purpose compatibility
(b) Specification, identity and change of

purpose as equivalent regulation
instruments
(c) The opposing fundamental rights providing
for the objective legal scale
dd) Interim conclusion: Right to control data causing a
“flood of regulation’
2. Solution approach: Controlling risks that add to those
specified previously
a) Conceptual shift: From the exclusion of unspecific risks
to the control of specific risks
aa) Different types of changes of purpose in light of
different types of risks

(1) Purpose compatibility as an “umbrella
assessment”

(2) Custer’s and Ursic’s taxonomy: “Data
recycling, repurposing, and
recontextualization”

(3) Clarification of an objective scale: “Same risk,
higher risk, and another risk”

bb) Refinement of current concepts of protection

(1) Article 8 ECFR and European secondary law

(a) “Purpose identity” forbidding additional
risks (than specified before)

(b) Further protection instruments that can
avoid purpose incompatibility

(c) Systemizing the criteria for the
compatibility assessment

(2) Right to private life under Article 8 ECHR and
the right to informational self-determination

cc) Applying a ‘non-linear perspective’
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b) Substantial guarantees: Providing criteria for a
compatibility assessment
aa) Right of ‘being left alone’: ‘Reasonable
expectations’ determined by risks
bb) Self-representation in the public: A balancing
exercise instead of purpose determination
cc) Internal freedom of development: Specific instead
of preliminary information
dd) External freedoms of behavior: Purpose identity as
one potential element amongst several protection
instruments
ee) Equality and non-discrimination: Specifying
incompatible purposes in the course of social life
¢) Conclusion: Purpose limitation in decentralized data
networks
I'V. Data protection instruments in non-linear environments
1. Scope of application and responsibility (Article 8 sect. 1
ECFR)
a) Problems in practice: A balance between too much and
too little protection
aa) How data may be related to an individual
bb) Anonymization of personal data
cc) Again: The problem of a “yes-or-no-protection”
solution
b) Alternative solution: Scope(s) pursuant to the type of
risk
aa) Theoretical starting point: Different levels of
protection
(1) Pro and cons for precautionary protection
against abstract dangers
(2) Abstract precautionary protection only in cases
of special danger
(3) Advantages of a nuanced approach
bb) Differentiating between the general scope of
protection and the application of specific protection
instruments
(1) General scope of protection enabling
specification of purpose (aka risk)
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(2) Application of protection instruments
determined by specific risks
(a) Rights to privacy
(b) Right of self-representation in the public
(c) Internal freedom of behavior
(d) Rights to freedom and non-discrimination
(3) Again: General scope of protection requiring
data security (against unspecific risks)
¢) Excursus: Responsibility (“controller” and “processor’)
(1) Cumulative responsibility for precautionary
protection
(2) Cooperative responsibility for preventative
protection
. Legitimacy of processing of personal data (Article 8 sect. 2
ECFR)
a) Same measures but differently applied in the public and
private sector
aa) Different risks in the public and private sector
bb) Example: Requirements to specify the purpose and
limit the processing at a later stage
cc) Legal-technical constraints surrounding the
prohibition rule
b) Possible approaches of regulation in the private sector
aa) Classic instruments: Specific legal provisions,
broad legal provisions, and/or consent
bb) Conceptual shift: From a legal basis to ‘legitimacy
assessment’
cc) Side note: State regulated self-regulation increasing
legal certainty
dd) Interplay of consent and legal provisions
¢) Interim conclusion: Balancing the colliding
fundamental rights
. The individual’s “decision-making process” (in light of the
GDPR)
a) Static perspective: Opt-in or opt-out procedure for
consent?
aa) Classic discussion regarding current data protection
laws
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bb) Further approaches considered by the legislator and
Constitutional Courts
cc) Requirements illustrated so far, with respect to
different guarantees
b) Dynamic perspective: Interplay of several protection
instruments
aa) Consent: “Later processing covered by specified
purpose?”’
(1) Risks as object of consent (not data)
(2) Extent of consent limiting the later use of data
(instead of being illegal as a whole)
(3) Change of purpose: Opt-out procedures for
higher and opt-in procedures for other risk
bb) Clarifying recital 50 GDPR: “Separate legal basis if
purpose not compatible”
(1) Arg. ex contrario: Is an incompatible purpose
legal on a separate legal basis?
(2) Differentiating between “not compatible” and
“incompatible” purposes
(3) Assessment of safeguards that ensure that
purposes do not (definitely) become
incompatible
cc) Legal basis and opt-out: Change of purpose
(1) Opt-out: A risk-reducing protection instrument
(2) Examples: New risks not covered by consent
(in light of the specified purpose)
(3) Examples: New risks not covered by a former
applicable provision
dd) Information duties and further participation rights
(1) Controller’s duties of information
(a) Data collection: Customizing information
in relation to daily decision-making
processes
(b) Change of purpose: Interpreting
information duties regarding specific risks
(c) Profiling and automated decision-making
(2) Individual’s right to rectification
¢) Conclusion: Specifying the decision-making process
(Art. 24 and 25 GDPR)
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D. Empirical approach in order to assist answering open legal
questions

I. Clarifying different risk assessment methodologies

IL.

III.

1.

3.

Different objects of risk assessments

a) Risk-based approach of purpose specification and
limitation (Art. 5 sect. 1 lit. b GDPR)

b) Data Protection Impact Assessment (Art. 35 GDPR)

¢) Further methodologies (technology assessment and
surveillance impact assessment)

. Different assessment methods

a) Examining abstract constitutional positions from a
social science perspective

b) Pre-structuring interests through multiple-stakeholder
and expert participation

¢) Specifying ‘decision-making process’ by user-centered
development of data protection-by-design

Interim conclusion: Unfolding complexity

Multiple-case-studies: Combining research on risks with
research on innovation processes

1.

Reason for the case study approach

2. Generalizing the non-representative cases

3.

Designing the case studies

Researching the effects of data protection instruments in
regards to innovation processes

1.

Enabling innovation: Contexts, purposes, and specifying
standards
a) Enabling data controllers to increase legal certainty
b) Enhancing competition on the “data protection” market
¢) Remaining questions in relation to the effects of legal
standards
Demonstration on the basis of the examples provided for in
the introduction
a) Example of “personalized advertising”
aa) Preliminary legal analysis
(1) Initial product and business model: Internal
freedom of development
(2) Change of product and business model: No
substantive change of purpose
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bb) Open legal questions (“propositions’)
(1) Standardization of “personalized marketing”
purpose
(2) Competitive advantage
b) Example of “anonymized data for statistic/research
purposes”
aa) Preliminary legal analysis
(1) Processing of public personal data: Self-
determination in public
(2) The taxi driver: Attributing anonymized data to
passengers
bb) Open legal questions (‘propositions’)
(1) Standardization of “statistical” or “scientific”
purposes
(2) Competitive advantage
¢) Example of “scoring in the employment context”
aa) Preliminary legal analysis
(1) Re-publication of personal data: fair balance
instead of a priority rule
(2) Freedom to find an occupation: Participation
instruments
bb) Open legal questions (‘propositions’)
(1) Standardization of “profiling potential
employees”
(2) Signaling legal certainty (to the “workers’
council”)
5. Summary: Standardizing “purposes” of data processing

E. Final conclusion: The principle of purpose limitation can not
only be open towards but also enhancing innovation
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