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Democratic Culture, Virtual Spaces, and the Internet of
Tomorrow

Matthias Quent

In the early 2Ist century, democracy finds itself confronted with profound
changes and challenges. Worldwide, a backsliding of democratic cultures
and structures can be observed: in many countries, democratic institutions
and norms are coming under pressure while authoritarian tendencies gain
traction. At the same time, the digital revolution is transforming the public
sphere at a rapid pace and facilitating the rise of populist and illiberal
forces. Societies have yet to find a satisfactory way to deal with the harmful
side effects of the dynamic developments of social media in the Web 2.0
era. New platforms, artificial intelligence, and immersive technologies like
the Metaverse are already becoming available. They offer unprecedented
possibilities for communication and participation, but they also bring with
them significant risks for user safety as well as for democratic culture.

Democratic culture generally refers to the totality of those beliefs, atti-
tudes, and behaviors in a society that not only accept democratic principles
like pluralism, human rights, equality, the rule of law, and participation,
but actively support them. It manifests, for example, in a willingness to
engage in open discourse, to tolerate divergent opinions and identities, and
to actively participate in political processes. In the context of digital and
immersive spaces in the Metaverse, the term Democratic culture takes on
an expanded meaning: here, democratic culture encompasses not only the
political values of individual users and how they interact with each other,
but also the manner in which digital publics are designed, regulated, and
experienced. A democratic culture in virtual environments requires that
users are able to communicate as equals, that diversity is protected and
made visible, and that discriminatory structures are recognized and cur-
tailed. Ideally, platforms are not driven solely by commercial interests; in-
stead, they enable user participation in decision-making and accept demo-
cratically legitimized regulations to balance freedom of expression and
anti-discrimination. Democratic culture requires openness, transparency,
and participation even beyond state institutions.
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This book brings together transdisciplinary analyses and perspectives
on the opportunities and risks of democratic culture in immersive digital
environments, which are discussed under the term “Metaverse”. These
analyses were developed in the context of the “Immersive Democracy”
project as part of the European Metaverse Research Network. The aim
of the Immersive Democracy project is to empower social scientists, civil
society actors, designers and creators of immersive environments, as well
as political decision-makers, with theoretical foundations and empirical
research to shape the internet of the future in an inclusive and democratic
way.

In all regions of the world, democracy is under pressure - often from
populist actors who reject political pluralism and seek unchecked power,
while skillfully exploiting digital technologies. The background of this glob-
al trend is multifaceted — economic inequalities, nationalism as a reaction
to the effects of globalization, the erosion of the middle class, cultural
backlash against social change, and various crises all play a central role,
as do changes in the media ecosystem. The latter directly links the crisis
of democracy to the digital sphere, where a large part of political life,
communication, and socialization takes place today.

Digital Public Spheres, Platform Structures, and the Concentration of
Informational Power

Digitalization has fundamentally changed the foundations of public com-
munication. While the internet in the 1990s was associated with hopeful
visions of a free, decentralized information space, this image has shifted
over the past two decades: the initial techno-utopian ideals have given way
to the realization that legal frameworks, market forces, and social practices
have transformed the web into a commercial platform economy. Today, a
few digital platforms — above all global social networks, search engines, and
messaging services — dominate the role of public forums. They function
as new gatekeepers of opinion formation and use algorithmic curation to
control which information becomes widely visible and which does not.
This has been accompanied by an extreme concentration of informational
power: only a handful of companies and their decision-makers have the
ability to influence the online communication of billions of people world-
wide to an unprecedented extent. These corporations collect and analyze
vast quantities of user data and make decisions based on that - about, for
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instance, newsfeed algorithms or content moderation - that have global
societal and political impacts. Through their global economic and media
power, they are able to thwart effective regulations by democratically legit-
imized governments.

These digital public spheres are privately organized and hierarchically
controlled. Instead of transparent, accountable governance, control is con-
centrated in the hands of a few individuals - founders, CEOs, and major
investors — who often act according to their own financial or ideological
interests. As a result, private-sector actors with exclusive decision-making
authority and sometimes a political agenda determine central aspects of
freedom of expression and the order of discourse on the internet. This
concentration of power raises grave questions in democratic theory: if
public deliberation increasingly takes place in closed spaces rather than in
open forums based on a consensual social framework of rules, principles
of debate oriented toward the common good risk being pushed to the
margins. Algorithms optimized for profit maximization and prolonged user
engagement can, for example, reward sensationalism and outrage more
than factual information - impairing the quality of public opinion forma-
tion. In this way, digital platforms become “private publics” with enormous
power but without genuine accountability to society. The concentration
of this power in a few hands — whether through algorithmic control over
information flows or through surveillance practices for data analysis -
jeopardizes the diversity and openness that a functioning democratic public
sphere requires.

Democratic Risks of Monopolistic Platform Economies

Closely tied to the concentration of power in the digital realm are the quasi-
monopolistic structures of today’s platform economy. The global market for
online communication, social media, and digital services is dominated by
just a few large corporations - often referred to as “Big Tech” - such as
Meta (Facebook, Instagram, WhatsApp), Alphabet (Google, YouTube), Ap-
ple, Amazon, Microsoft, or in Asia Tencent (WeChat, QQ) and ByteDance
(TikTok). Each of these companies controls entire ecosystems of services
and has attained a market position that presents traditional antitrust over-
sight with enormous challenges. This is democratically relevant primarily
because extremely concentrated economic and informational power in
private hands poses a potential danger to pluralistic societies and to the
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principle of democracy itself. Monopolies tend to replace transparent rules
with corporate interests and to convert public goods into private profits —
while social costs are externalized to society. For example, the moderation
of speech on Facebook or YouTube is ultimately subject to the guidelines
and decisions of a single company - there is no democratic participation
by the users or the general public in determining who may say what, or
according to what criteria content is regulated.

The democratic risks of such monopolistic platform economies are man-
ifold. First, a few companies can dominate the informational agenda of
society - for instance, through selection of news or manipulation of reach
- and thereby potentially influence political processes. Second, there is the
danger of misuse of personal data and mass surveillance: Shoshana Zuboff
(2019) coined the term “surveillance capitalism” for a regime in which
corporations like Google or Meta analyze and influence citizens’ behavior
to generate profit - undermining individual autonomy and privacy. Third,
public communication may become dependent on private infrastructure:
if a dominant service fails or arbitrarily changes its terms of use, it can
destabilize entire democracies and upend the relationship between truth
and falsehood (think of the role of platform X under Elon Musk). Fourth,
quasi-monopolistic digital corporations can convert their economic clout
into political influence through lobbying, pressure on governments, or
media agenda-setting.

A stark example outside of liberal democracies is Tencent in China:
as the operator of WeChat, Tencent controls not only the social network
but also payment transactions, everyday services, and news consumption
for over a billion users - tightly interlinked with state surveillance. Here
we see the dystopia of a corporate-provided every day and public space
merging with authoritarian state power. Although liberal democracies differ
significantly in political culture and legal context, the structural question
remains: How can we prevent a few private platforms from becoming
the quasi-infrastructure of democratic society without any democratic over-
sight mechanisms in place?

Al as a Challenge for the Political Public Sphere, Pluralism, and Participation
In parallel to platform concentration, another layer of the digital challenge

is emerging: the rapid proliferation of Artificial Intelligence (AI) in the
form of algorithmic decision-making systems, big data analytics, and more

10
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recently generative Al (such as ChatGPT, DALL-E, or deepfake technolo-
gies). On one hand these developments promise efficiency gains and new
tools — on the other hand, they bring significant dangers for the political
public sphere, societal pluralism, and participation - a subject substantial
enough for another important book in its own right. Above all, it should
be noted here that developments in Al and the Metaverse are closely inter-
twined: the generation of environments and content in the Metaverse relies
on vast amounts of data — Al is a prerequisite for the Metaverse, not its
adversary.

Democratic Scope for Shaping Digital Spaces: Governance, Regulation,
Innovation

In light of the risks outlined, the pressing question arises of how demo-
cratic principles and participation can be defended and shaped in the
digital age. If digital platforms are becoming central arenas of political opin-
ion-formation and Al systems increasingly intervene in societal processes,
democracies need new strategies to enforce their values and rules in these
spheres. In this context, several levels must be distinguished: first, state
regulation and legal frameworks; second, governance innovations by the
platforms themselves; and third, democratic innovations and alternative
counter-models from civil society.

Regulation: In recent years, European democracies in particular have
begun to develop comprehensive regulatory frameworks for the digital
realm. A prominent example is the EU-wide Digital Services Act (DSA),
which came into force at the end of 2023. With the DSA, the EU aims
to rebalance the power relationship between users, platform companies,
and public authorities. The legislation obliges online services to greater
transparency (for example, through regular reports on content moderation
and algorithmic systems), mandates the preservation of fundamental rights
principles in their terms of service, and strengthens cooperation between
platforms and supervisory authorities. Particularly large platforms (desig-
nated as Very Large Online Platforms, VLOPs) are subject to additional
obligations. Among other things, they must conduct risk analyses regarding
their societal impacts, submit to independent audits, offer users an option
for non-personalized feeds, and provide data for research purposes. Over-
all, the DSA is designed to curb the information and economic power of
tech corporations, give users more rights vis-a-vis platforms, and enable

11
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authorities to act more effectively against disinformation, illegal content,
and systemic risks. In addition, the Digital Markets Act (DMA) addresses
monopolistic practices by imposing antitrust restrictions on gatekeeper
platforms (for example, banning self-preferencing of their own services).
These European initiatives are unprecedented globally and ultimately aim
to structure digital spaces more in line with democratic ground rules.
Likewise, in other democracies, such as Australia, Canada, or India, laws
are being discussed to increase the accountability of large platforms (for
example, regarding content moderation or the protection of personal data).

Governance and Self-Regulation: In parallel to state regulation, platforms
and international policymakers are also searching for new governance
models. One approach is the implementation of multi-stakeholder commit-
tees and oversight boards that incorporate a broader range of interests. For
instance, Facebook - responding to public criticism - set up an “Oversight
Board” that reviews content decisions in a limited capacity. Although its
independence and influence remain disputed, this move indicates that
platform rules need no longer be set in an entirely internal and opaque
manner. Similarly, there are considerations to establish user councils or
advisory boards to involve civil society in drafting moderation guidelines,
algorithmic principles, or data practices. Digital platforms, as public spaces,
should be a subject to democratic rules and oversight, while at the same
time remain resilient against authoritarian and human-rights-violating co-
optation. Politically, there is debate as to what extent competition policy
(e.g. breaking up tech monopolies or stricter merger control) and trans-
parency requirements (such as opening up recommendation algorithms)
can improve the structural balance of power. All these measures aim at a
technological order in which democratic value like transparency, account-
ability and participation, are anchored in digital systems.

Civil Society and Grassroots Innovations: At the level of civil society
and grassroots initiatives, a variety of innovations are emerging to harness
the opportunities of digitalization in a pro-democratic way. Under the
banner of “civic tech,” numerous digital participation platforms have been
developed in recent years that open up new channels for citizens to have a
voice. Examples include online petition platforms, participatory budgeting
tools, e-voting pilot projects, and deliberative discussion platforms. These
tools make it possible to involve broad segments of the population directly
in political deliberation and decision-making processes — independent of
time and place via the internet. For instance, citizen budgets can be voted
on online, or legislative proposals can be collaboratively edited on the web.

12
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From participatory budgeting to virtual citizen forums, digital participation
platforms are already helping communities co-create policy, hold govern-
ments accountable, and amplify citizens’ voices. Especially in times when
traditional democratic institutions are losing public trust, such innovations
offer a chance to make democracy more resilient and inclusive. Digital
participation tools can build bridges between citizens and institutions and
make political processes more transparent. Of course, these instruments
also face challenges (e.g. the digital divide, abuse by trolls, data protection
issues), but they reveal an important potential: Namely, to understand the
internet not just as a threat, but as an expansion of the democratic realm.

Finally, the emergence of the Metaverse brings a new dimension of the
digital sphere into focus, one that will increasingly need to be shaped
in the future. In general, the Metaverse is understood as an immersive
virtual environment in which a persistent, three-dimensional online world
is created by means of virtual or augmented reality and interconnected
platforms. Major technology corporations — especially Meta — are investing
massively in this vision of a next-generation internet. For democracy, this
means both opportunity and risk: on the one hand, novel spaces for social
exchange, education, and even political participation could arise in Meta-
verse environments (for example, virtual town halls, simulations for citizen
dialogues, and gatherings unconstrained by geography). On the other hand,
everything discussed so far threatens to repeat itself in an even more acute
form or even intensify. If the Metaverse infrastructure is provided by the
same quasi-monopolistic firms, there is a danger that an immersive parallel
public sphere under private control will emerge, in which the rules are
dictated by a few platform operators. Governance and law enforcement
are even harder to grasp in three-dimensional cyberspace — questions of
accountability for virtual transgressions, hate speech, or manipulation in
VR remain largely unresolved. The Metaverse could be misused to foment
hatred, manipulate public opinion, and enable even more far-reaching
surveillance, for example through the analysis of users’ movement data.
It is therefore crucial to embed democratic principles such as equality,
transparency, data protection, and security into the architecture of the
Metaverse and its Al systems from the outset. Moreover, open standards
and alternative models should be promoted. Now is the time to set the
course for an “immersive democracy; in which immersive virtual worlds
do not become lawless zones or the monopolistic private realm of a few
corporations, but are designed to be accessible, inclusive, and guided by
fundamental rights.

13
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The socio-political relevance of this topic could hardly be greater. While
traditional democratic structures are coming under pressure worldwide,
it is in the digital sphere - and soon in the Metaverse - that it will
be decided whether democratic values and processes experience renewal
and strengthening or are further hollowed out. The anthology Immersive
Democracy - Interdisciplinary Perspectives on the Potentials and Perils of
Democratic Culture in the Metaverse seeks to explore precisely this tension.
The following contributions analyze, from a transdisciplinary perspective,
how democratic culture can be preserved, fostered, and reimagined under
the conditions of immersive technologies - to ensure that the next chapter
of digital evolution does not become a step backward for democracy, but in
the best case contributes to its deepening.

About this book

The contributions in this volume approach the relationship between demo-
cratic culture and immersive digital technologies from an interdisciplinary
perspective and shed light on theoretical foundations as well as concrete
fields of application.

In ,,Towards a Democratic Culture in the Metaverse?, Matthias Quent
reflects on what it would take to cultivate democratic norms and structures
in emerging virtual worlds. He discusses the risks of leaving metaverse
development solely to corporate interests and highlights the importance
of embedding principles like transparency, inclusivity, and human rights
from the outset. Quent raises questions about governance models for the
metaverse — for example, whether user communities can participate in rule-
setting or if new institutions are needed to safeguard digital public spaces.
He argues that without deliberate action, virtual environments could ampli-
fy existing social inequalities and undemocratic tendencies; however, with
proactive engagement, the metaverse could become a sphere for enhanced
civic participation and community empowerment. This chapter sets a for-
ward-looking tone by challenging stakeholders in tech, government, and
civil society to collaboratively steer the metaverse toward democratic ends.

Lenn Blaschke’s article ,A Theory of Immersive Democracy® proposes
a conceptual framework for understanding how immersive technologies
might transform democratic participation. Drawing from his background
as a media artist, Blaschke explores the idea that immersion can deepen
civic engagement by making democratic processes more experiential and

14
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accessible. He discusses how virtual and augmented reality could enable
citizens to “step into” political issues or community debates, potentially
increasing empathy and understanding in polarized societies. At the same
time, Blaschke critically examines challenges to this vision - such as en-
suring broad access to immersive tech and guarding against the manipula-
tion of virtual experiences for propaganda. Ultimately, A Theory of Immer-
sive Democracy serves as an invitation to rethink traditional democratic
practices in light of immersive media’s potential to bring people closer to
the issues and to each other.

Octavia Madeira and Georg Plattner (,A Safe Space for Everyone -
A Plea for a Democratic and Participative Metaverse) warn that as the
metaverse evolves, extremists and other malevolent actors will creatively
exploit it for propaganda and recruitment. In this chapter, they argue that
these risks demand proactive measures to ensure the metaverse remains a
democratic and participative space. The authors emphasize involving users,
platforms, and democratic institutions in the governance of virtual worlds,
urging that marginalized communities be empowered to counter hate and
discrimination in immersive environments. They highlight that the meta-
verse is still in an early development phase - a critical window for building
tools and norms that can make future virtual worlds safe and inclusive
for all. This plea calls for collaboration across tech and civil society to
develop a metaverse that prioritizes safety, participation, and equality as
core features.

In “Navigating Democratic Challenges in the Age of Metaverses“ Jean-
Francois Lucas, Jessica Galissaire and Henri Isaac tackle the broad demo-
cratic dilemmas posed by the rise of multiple metaverse platforms. They
observe that as we enter the “age of metaverses,” questions of governance,
accountability, and citizen rights become increasingly complex in these new
virtual domains. The chapter discusses how the fragmentation of digital
spaces among various private providers could lead to inconsistent norms
and oversight, making it challenging to uphold public values across the
metaverse. Key issues addressed include ensuring transparency in how
immersive platforms are run, giving users a voice in platform policies, and
preventing virtual worlds from becoming siloed echo chambers or zones of
unchecked power. At the same time, Lucas, Galissaire, and Isaac highlight
opportunities: metaverses might be used to enhance democratic engage-
ment (for instance, through virtual town halls or collaborative world-build-
ing that involves citizens) if designed with inclusive principles. This chapter
essentially navigates the tension between the exciting possibilities of immer-

15
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sive technologies and the need for robust democratic safeguards as these
technologies mature.

Esen K. Titiincti and Danielle Shanley (“Hate Speech in the Metaverse*)
explore how hateful content and harassment might manifest in immersive
virtual environments, and what can be done about it. They note that defin-
ing “hate speech” is inherently challenging, but it remains crucial to address
because virtual worlds can both reflect and reinforce real-world biases. The
chapter shows that many forms of hate observed on traditional social media
- racism, sexism, homophobia, and others - are already appearing in social
VR platforms, often intensified by the immersive nature of these spaces. For
example, users in VR can engage in nonverbal harassment (e.g. offensive
gestures with avatars) and invade personal space, which can amplify the
emotional impact of hate incidents. Tiitiincii and Shanley emphasize that
mitigation will require proactive measures: strong community standards,
real-time content moderation tools, user education, and collaboration be-
tween platform developers, policymakers, and civil society. They also in-
voke concepts of “responsible innovation,” arguing that the principles of
deep democratic engagement should guide the design of the metaverse to
prevent hate and bias from being “built in” to these emerging systems. In
sum, this chapter highlights the imperative of early and concerted efforts to
keep the metaverse’s social spaces inclusive and respectful.

Julia Ebner examines in her article “Decentralized Autonomous Orga-
nisations (DAOs) in the Metaverse: The Future of Extremist Organisa-
tion?“ whether decentralized, blockchain-based communities — known as
DAOs - could become the next frontier for extremist groups operating in
the metaverse. DAOs are online organizations without central leadership,
governed by smart contracts, which allow members to coordinate and make
decisions collectively across borders. Ebner warns that while DAOs hold
promise for reimagining how we collaborate online, they might also be ex-
ploited by extremists to fundraise, spread propaganda, or even coordinate
illegal activities in a leaderless, anonymous fashion. The chapter suggests
that such decentralized structures could enable extremist networks to by-
pass traditional oversight, posing risks to minority rights and the rule of
law if used for hate campaigns or plotting violence. Ebner discusses real and
hypothetical scenarios where extremist or anti-democratic actors leverage
DAO:s to challenge democratic institutions for instance, using pooled funds
for election interference or creating private governance systems that reject
external authority. In response, she calls for foresight in monitoring these
developments and adapting our counter-extremism and legal frameworks,

16
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so that the metaverse economy (including DAOs) does not become a safe
haven for anti-democratic organization.

Sandra Kero and Josephine B. Schmitt (“Narrative, Creative - Immer-
sive? The Immersive Potential of Right-Wing Extremist Communication
on Social Media“) investigate how far-right actors leverage the immersive
qualities of modern social media to spread their messages. They argue
that “immersiveness” in this context isn’t limited to VR headsets - it also
refers to the deep emotional engagement and narrative techniques that
draw users in on platforms like Instagram, TikTok, or YouTube. The chapter
outlines mechanisms by which right-wing extremists make their content
feel immersive and compelling. For example, blending political propaganda
with lifestyle content, music, or interactive memes to create a sense of
community and excitement around their ideology. This strategy normalizes
extremist ideas by packaging them as part of everyday online culture, low-
ering the threshold for young or apolitical users to absorb these views. Kero
and Schmitt also discuss how features like endless scrolling, Livestreaming,
and algorithmic personalization can “pull” users deeper into a narrative
bubble, effectively immersing them in an alternative reality curated by ex-
tremist influencers. A key contribution of this chapter is its interdisciplinary
analysis (drawing on media and psychology theories) to explain why such
content can be so emotionally resonant and persuasive. Finally, the authors
offer recommendations on how to counter this immersive extremism, from
media literacy efforts to platform design changes, aiming to disrupt the
seductive storytelling that far-right communicators employ.

Arne Vogelgesang explores in this work ,,Platform Design, User Creativi-
ty, and Aesthetic Governance in Social VR* how the design of social VR
platforms, combined with the creative agency of users, gives rise to what
he calls “aesthetic governance” He examines two leading social VR envi-
ronments — Rec Room and VRChat - as case studies to understand how
different design philosophies can shape community culture and norms. For
instance, Rec Room has a unified, game-like aesthetic with more controlled
creation tools, whereas VRChat offers vast freedom for users to create
avatars and worlds. Vogelgesang argues that these design differences lead
to distinct forms of self-governance: platform rules and user behaviors
evolve together as an interaction between top-down design choices and bot-
tom-up creative expression. The chapter discusses how features like world-
building tools, avatar customization, and moderation systems influence the
development of social norms - what is considered acceptable or taboo —
within these virtual communities. Vogelgesang’s concept of aesthetic gover-
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nance highlights that governance in the metaverse isn’t only about formal
rules; it’s also about the implicit cultural standards that emerge from a plat-
form’s look, feel, and possibilities for user creativity. By comparing how Rec
Room and VRChat communities differ, the chapter sheds light on the polit-
ical implications of seemingly technical design decisions, suggesting that
the way we build virtual spaces can encourage either more positive social
interaction or, conversely, enable problematic subcultures. This analysis is
crucial for understanding how we might foster “immersive democracy” - the
idea that the design of virtual worlds should actively support democratic
values and inclusive community-building.

Mick Prinz (,,Unpixelated Hate? Lessons from VR Gaming for a Digital
Civil Society”) draws on the world of video games to extract lessons for
combating hate and extremism in the metaverse. He notes that video game
environments have long been immersive social spaces where cultural values
are both expressed and contested - virtual worlds are not just escapist play-
grounds, but arenas where political debates occur and norms are formed.
In toxic corners of gaming culture, anti-democratic actors have applied
meta-political strategies, using games and gamer communities to normalize
racist, sexist, or anti-Semitic narratives. Prinz points out that the games
industry since the 1980s has been a testing ground for these dynamics,
with some gaming platforms suffering from poor moderation that allows
harassment and hate to flourish. At the same time, he acknowledges that
gaming has also spawned positive movements — groups of players and de-
velopers working to promote diversity and inclusion in their communities.
The chapter then asks what the burgeoning metaverse (which in many
ways resembles a massively multiplayer game world) can learn from these
experiences. Prinz discusses concrete examples, such as how lack of moder-
ation in voice chats or VR lobbies leads to intimidation of marginalized
users, and conversely how community-driven initiatives have successfully
pushed back against toxic behavior in some games. He concludes that
building a healthy digital civil society in the metaverse will require adapting
effective strategies from gaming: robust moderation policies, user empow-
erment tools, and coalitions between industry and civil society to promote
pluralistic values. In essence, Unpixelated Hate? calls for preemptive action
so that the metaverse can be a space of playful democracy rather than a new
wild west of unchallenged hate.

In the chapter ,Identity and Safety in Social VR: Findings from an
Experimental Avatar-Based Interview Study‘ Matthias Quent and Sara Lisa
Vogl present results from an innovative study where they interviewed users
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inside a social VR platform (using avatars) to understand issues of identity
and safety. Their findings highlight several positive aspects of social VR.
Many participants described how platforms like VRChat allow them to
overcome real-life social anxieties and form meaningful friendships in
a controlled virtual environment. For example, introverted users appreci-
ated having tools to limit their exposure to overwhelming situations and
to connect with others from the comfort of home. One interviewee noted
that in VRChat people “get to know each other mainly based on their
personality instead of physical appearance,” which gave them a confidence
boost and a safe space to practice social interaction. Quent and Vogl
also delve into how users experiment with gender identity in VR. Some
participants chose avatars of a different gender or presented in fluid ways;
generally, they felt their choices were respected by others in the community,
though instances of misgendering or harassment still occurred (mirroring
real-world challenges). The ability to embody an avatar that aligns with
one’s felt identity or even to appear as fantastical as one wishes was seen
as liberating and empowering by the interviewees, as long as the social
environment remained supportive. On the flip side, the study acknowledges
safety concerns: harassment does exist in social VR, and the chapter notes
the importance of platform features (like blocking or muting tools) and
community norms to protect users. Overall, Quent and Vogl’s research pro-
vides an on-the-ground look at how identity expression and user safety play
out in immersive social spaces, offering empirical insights to inform safer
and more inclusive metaverse design.

Deborah Schnabel examines ,Chances and Limits of Immersive Envi-
ronments for Anti-Discrimination and (Historical-)Political Education”.
She notes that each new digital medium brings both problems and possi-
bilities for civic education: on one hand, extremists quickly colonize new
forums to spread racism and Antisemitism; on the other hand, those same
forums offer educators innovative ways to reach people. Schnabel highlights
the unique potential of VR to engage learners. For instance, virtual reality
can preserve important historical testimonies (such as Holocaust survivor
stories) by recreating sites and scenarios, enabling powerful experiential
learning that would be impossible otherwise. She cites projects like the
Anne Frank House VR tour and the “Inside Auschwitz” app, which give
users immersive insights into history and empathy for victims. However,
the chapter also underscores the ethical and pedagogical limits of such
immersion. Schnabel discusses concerns about “artificial authenticity” -
whether a simulated experience might distort history or provoke reactions
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that educators can’t properly handle. There is debate over how realis-
tic these simulations should be: an overly realistic experience could be
overwhelming or even inappropriate (for example, letting someone virtual-
ly “play” a victim of racism can cross ethical lines). The chapter describes
how some projects deliberately include distancing elements (or even advise
against using VR headsets in certain contexts) to avoid an “uncanny valley”
of empathy that becomes counterproductive. In conclusion, Schnabel main-
tains that while immersive tech holds great promise for anti-discrimination
and historical education by making lessons more engaging and visceral it
must be used thoughtfully. The quality of outcomes will depend on aligning
these new tools with sound educational principles, ensuring that empathy
and critical thinking are fostered without trivializing or sensationalizing
traumatic history.

In the chapter ,Police Handling of Hate Crime: A Pilot Project to Use
VR Technology for Professional Development in Sensitizing Police Officers
to the Experiences of Victims of Bias Crime in Hamburg? the researchers
Eva Grof3, Ulrike Zahringer an Anabel Taefi report on a pioneering VR
training program aimed at improving police responses to hate crimes. The
authors describe how immersive technology was used to sensitize officers to
the perspectives of victims of bias-motivated crimes. The rationale is that
virtual reality can provide experience-based learning opportunities: by im-
mersing police trainees in scenarios where they witness or feel the impact
of racist or other bias-driven abuse, it can cultivate greater empathy and un-
derstanding. The chapter explains that trust in law enforcement, especially
among minority communities, hinges on officers’ ability to handle hate
crime victims with professionalism and compassion. The VR pilot in Ham-
burg allowed officers to step into simulated environments that replicate
common bias-crime situations and victim interactions. Preliminary results
from the project showed promising benefits. Officers reported heightened
awareness of victims’ emotional states, and a better grasp of how their
own behavior might affect victim trust. By “walking a mile” in a victim’s
shoes, even virtually, participants became more attuned to the subtleties of
trauma and discrimination. Grof8 and colleagues also discuss the practical
lessons learned: for example, how important it is to debrief participants
after intense VR experiences, and how such training can be integrated into
regular police education. They conclude that immersive training can be a
powerful tool in building police capacity to combat hate crime, ultimately
strengthening democratic resilience by improving the relationship between
marginalized communities and law enforcement.
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Jonas Fergert (,Real Participation in Virtual Environments: Navigating
Public Participation in the Metaverse®) explores how immersive technolo-
gies could transform citizen participation in governance and public life,
while also analyzing the obstacles that must be overcome. He begins by
observing that the initial hype around the metaverse (sparked in 2021 by
companies like Meta) has subsided, giving way to a more sober discussion
about practical uses of these technologies. Fergert argues that this “hype
hangover” period is an opportunity to proactively think about using virtual
and augmented reality for civic purposes, not just commercial ones. One vi-
sion he discusses is integrating VR into public consultation processes — for
example, virtual town halls or participatory urban planning where citizens
can virtually experience proposed changes to their city and give feedback.
Immersive systems can increase users’ sense of involvement in democratic
processes (a concept supported by research on how telepresence boosts
engagement). The chapter notes that demand for digital participation tools
was rising even before the metaverse, accelerated by the COVID-19 pan-
demic’s push toward online engagement. However, Fergert also details sig-
nificant challenges: ensuring equitable access to the necessary devices and
internet connectivity, protecting personal data in virtual forums, and avoid-
ing replicating the flaws of social media (such as algorithmic biases and
commercialization) in the metaverse. He emphasizes that deliberate design
choices are needed so that future virtual participation platforms encourage
deliberation and inclusivity rather than division. In conclusion, this chapter
paints a picture of both great potential and pitfalls in using VR/AR for
public participation — with the core message that now is the time to shape
these tools to serve democracy, before tech companies’ agendas set the rules
of the game.

Martin Miller and Matthias C. Kettemann (,EU Platform Regulation
and its Implications for the Metaverse: An Analysis of DSA, DMA, and Re-
lated Legal Acts“) analyze the legal challenges posed by the metaverse and
how existing law might apply to immersive digital spaces. They point out
that, so far, no country or the EU has a comprehensive regulatory frame-
work specifically for the metaverse, we are only at the stage of broad policy
visions. Nevertheless, the authors show that many pieces of law will impact
the metaverse: data protection rules, content moderation laws, product
safety standards for VR hardware, and so on all form a patchwork of norms
that govern aspects of virtual worlds. Key legal issues discussed include
privacy and data security (given the vast personal data that devices and vir-
tual interactions generate), user safety and content governance (how to deal
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with illegal or harmful behavior in VR), questions of jurisdiction (which
country’s laws apply in a borderless virtual space), and interoperability
and competition (ensuring open, non-monopolistic metaverse ecosystems).
Miiller and Kettemann highlight recent European regulatory approaches
as especially relevant — for example, the EU’s Digital Services Act (DSA),
which sets obligations for online platforms and could enforce stricter con-
tent moderation and transparency in metaverse platforms. They also note
the concept of the “constitutionalizing” of social media (embedding funda-
mental rights and constitutional principles into platform governance) and
argue that a similar approach is needed for the metaverse. In essence, this
chapter suggests that while the metaverse may feel like the Wild West, the
rule of law does and must extend into it. The authors call for a combination
of updated laws and proactive self-regulation to ensure that immersive
digital environments develop in a way that protects users’ rights and public
interests.

In their contribution “Regulation of the Metaverse”, Matthias C. Kette-
mann and Caroline Bock delve deeper into the normative foundations
that should guide the metaverse’s development, especially concerning the
protection of fundamental rights. They build on the idea that social media
underwent a “constitutionalizing” - where democratic societies asserted
that platforms must uphold basic rights and values - and they argue
that the metaverse now needs to undergo a similar process. Kettemann
and Bock discuss how human rights (like freedom of expression, privacy,
equality, and non-discrimination) can be translated and enforced in virtual
environments that blur the line between physical and digital life. A core
question in this chapter is how to prevent the metaverse from becoming
a lawless space: the authors examine issues such as the lack of clear
jurisdiction in virtual worlds, the challenge of holding platform owners
accountable, and the potential role of international law or new institutions
in governing the metaverse. They likely advocate for embedding public law
values into the very architecture of the metaverse - for instance, through
design choices that protect users by default and through governance models
that include user representation. Kettemann and Bdck emphasize that the
rights and protections people enjoy “offline” should carry over to online
immersive spaces, asserting that our rights must be “always on” They
conclude with recommendations for policymakers and stakeholders on
safeguarding democracy and the rule of law as we build these new worlds.
This forward-looking chapter essentially serves as a legal and ethical com-
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pass, insisting that innovation in the metaverse must go hand-in-hand
with responsibility and respect for human dignity.

I would like to thank all the authors and contributors to this book,
especially Susanne Haldrich and Lilli Walter for their support, and Sandra
Frey at Nomos Publishing for her kind assistance.
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Towards a Democratic Culture in the Metaverse: An Overview of
Risks and Opportunities!

Matthias Quent?

Introduction

Whether intended or not: When Mark Zuckerberg, the founder and CEO
of Facebook, rebranded his company as "Meta Platforms" in October 2021
and introduced the term "Metaverse" for the internet of the future, it was
also a warning for democracy. The term "Metaverse" was first popularized
in 1992 by Neal Stephenson's dystopian science fiction novel Snow Crash.
In this novel, Stephenson describes a virtual parallel universe in future
America, where one can dive into it through computer screens, interact
socially and economically with avatars, and purchase virtual houses, prop-
erties, and objects. The digital avatars can—similar to leveling up in video
games—improve their status positions in the virtual world. In the novel's
Metaverse, avatars can attain a higher level of social recognition and status
than the humans behind them possess in physical reality. However, there
is a danger lurking in the Metaverse: Snow Crash. This experience, which
can be interpreted as a drug, virus, or misinformation, spreads and infects
users in front of their computer screens through the immersive experience.
In Snow Crash, the real world is a right-wing libertarian dystopia: the USA
is divided into regional zones controlled by corporations or the mafia. The
wealthy are rulers with total decision-making power, including who can
move where or live where and how. There is racist and social segregation,
and the power of the ultra-rich prevails. Democracy and the environment
are destroyed. In contrast, the Metaverse appears as an attractive escape
point. Therefore, the literary concept of the Metaverse includes warnings
for the social reality: warnings about the destruction of democracy and
the destructive potential of a new generation of digital immersive technolo-

1 The article is an expanded and updated version of an article first published in German
(Quent 2023).
2 With the support of Lilli Walter.
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gies, which accompany new experiential spaces and freedoms of virtual
representation.

Increasingly, civil society actors (e.g., Linux Foundation, 2023) and
supranational institutions (e.g., European Commission, 2023; WEF no
date) are trying to shape the Metaverse. Physical reality and Web 2.0
are complemented by the possibilities of virtual immersion, particularly
through extended reality technologies, 360° environments, and both ab-
stract and photorealistic avatars. It remains unclear and controversial how
the Metaverse will look, whether it will even bear that name, whether
the desired level of interoperability between different platforms within the
Metaverse can be achieved, and how ‘social’ the Metaverse will be—in the
sense of allowing all users to create content equally.

Discussions about the Metaverse — oscillating between hope and con-
cern, hype and ignorance, economy and society — are particularly notable
in light of the insufficient knowledge and research available. To be able to
shape the internet of tomorrow - regardless of what name it will carry or
what it will look like - it is essential to consider key developments and
analyze the opportunities and risks. In this regard, the following will intro-
duce important terms, outline key technological backgrounds, and sketch
some aspects of the relationship between the Metaverse and democratic
culture’. The summary findings of this contribution are based on an analy-
sis of academic literature, background conversations with experts from the
digital economy, (social) sciences, and civil society, professional symposia,
as well as on exploratory and participatory observations in various virtual
immersive environments within the framework of the Immersive Democra-
cy* project. Finally, challenges for (digital) civil society and democracy
research will be identified.

3 Democratic culture refers to the totality of attitudes, values, and behaviors in a society
that support and further develop a democratic order. A democratic culture is character-
ized by pluralism and the respect for human rights.

4 The contribution is based on research in the Immersive Democracy project, led by
Matthias Quent, within the framework of the independent European Metaverse Re-
search Network (EMRN). The EMRN was founded in 2022 through an unrestricted
donation from Meta. Further studies on the topic, as well as an overview of partners
and symposia, can be found on the website www.Metaverse-forschung.de.
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Immersive Experiences

The Metaverse does not yet exist. The tech industry speculates that by
around 2030, a fully operational Metaverse could become a reality. Finan-
cial motivations, in particular, are driving the development of the Meta-
verse forward: The consulting firm McKinsey predicts that business models
related to the Metaverse could reach a value of 5 trillion dollars by 2030 -
especially around e-commerce (McKinsey & Company, 2022). Many large
companies are actively working to offer both physical and virtual goods
within digitally immersive environments. With the increasing performance
and decreasing costs of various internet-enabled devices that allow access
to immersive environments (smartphones, tablets, PCs, and especially AR
and VR headsets), the technological trendsetting by large companies like
Apple, Microsoft, Nvidia, Intel, Google, and Meta, as well as the transfer of
immersive gaming experiences from younger generations into other areas
of life, it is expected that more and more people will use immersive virtual
environments. Since Zuckerberg introduced the term 'Metaverse, the num-
ber of scientific publications on the topic has been increasing. Since many
developments are still taking place, definitions are only provisional and
subject to change. Park and Kim (2022) propose the following understand-
ing, based on Wikipedia:

“Metaverse is a compound word of transcendence meta and universe and
refers to a three-dimensional virtual world where avatars engage in politi-
cal, economic, social, and cultural activities. It is widely used in the sense
of a virtual world based on daily life where both the real and the unreal
coexist” (p. 4221)

The Metaverse is characterized by the idea of creating a permanently exist-
ing virtual universe in which a variety of decentralized immersive virtual
environments are interconnected (interoperability). Users can, as avatars,
engage in activities such as trading, playing, working, exercising, attending
concerts, meeting friends, traveling, or participating in education. It is also
possible to create one's own worlds and conduct election campaigns or
demonstrations. A central distinguishing feature from Web 2.0 is the higher
degree of immersion, meaning the stronger immersion into virtual envi-
ronments. Already today, millions of people regularly navigate immersive
virtual worlds, particularly through various gaming environments, which
are considered central drivers of these developments.
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The term Metaverse encompasses the totality of individual virtual im-
mersive environments. The degree of immersion depends on a variety of
factors, particularly:

« Intensity and Quality: Extended Reality: Augmented Reality, Mixed Re-
ality, Virtual Reality, created by the respective technology and dependent
on the performance of corresponding devices (e.g., VR headsets)

+ Realism/Intensity and Quality of the representation of physical reality
(pure fantasy world, abstract, photorealistic/digital twin)

o Interactivity/Intensity and Quality of interaction with the virtual world
(no interaction to high interaction (Social VR))

« (A)Synchronicity/degree of temporal presence (Asynchronous, de-
layed, real-time presence)

. «Sociality/degree of interaction and quality with other users (none to
audio-visual and haptic interactions)

« Authenticity/degree of coherence and credibility of the immersive
experience

Relatively new application areas for immersive virtual experiences include,
among others, trading virtual goods (primarily NFTs) and real-world prod-
ucts, virtual workplaces, sports, culture, education, therapy, tourism, urban
planning, media, and Social Virtual Reality.

With the promise of more intense experiences in immersive environ-
ments, comes the risk that these experiences may not only be positive
but can also—intended or not—have negative individual and societal con-
sequences. Clearly, harassment and hate speech in the Metaverse can have
particularly severe effects. In particular, real-time verbal communication
and new non-verbal expression possibilities through avatars challenge exist-
ing (partially precarious) methods of dealing with archived toxic content
in terms of regulation, law enforcement, and counter-speech. This applies
both to law enforcement and the implementation of community standards,
as well as to specific services aimed at supporting affected individuals.

State of Research

The founding and development of the Metaverse, as well as democracy-
related questions, are explored in literature, particularly from the perspec-
tives of ethics (Slater et al., 2020), responsibility and sustainability (Mo-
ro-Visconti, 2022), inclusion and diversity (Zallio & Clarkson, 2022), cli-
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mate consequences (Palak et al., 2023), and regulation (Rosenberg, 2022).
Dwivedi et al. (2023) use the term "Darkverse” to summarize the darker
sides of the Metaverse — such as the threat to privacy, diminished reality,
identity theft, invasive advertising, misinformation, propaganda, phishing,
financial crime, terrorist activities, abuse, pornography, social inclusion,
mental health, sexual harassment, and unintended negative consequences
of the Metaverse. Some publications formulate critical positions and con-
cerns about a new dimension of digital surveillance capitalism, raising the
issue of data privacy (e.g., Bojic, 2022; Anderson & Rainie, 2022) or warn-
ing about scenarios of violent radicalization (Bajwa, 2022). Hine (2023)
highlights critical challenges associated with content moderation in the
Metaverse, particularly emphasizing the complex cross-border moderation
conflicts arising from inconsistent international standards. The author ar-
gues that without clear global regulatory frameworks for acceptable content
norms, the Metaverse may emerge as a significant new frontier for disputes
over freedom of expression, amplifying existing tensions around digital
governance and online speech.

The new density of data that can be collected through immersive tech-
nologies extends beyond haptic motion information, eye-tracking, micro-
reactions in facial expressions, voice analysis, to camera-based capture
of information about the physical spaces in which users are located. Ger-
man-language publications addressing the Metaverse have also increased
significantly since Mark Zuckerberg's announcement (e.g., Biichel & Klos,
2022). However, empirical reports, case studies, or analytical discussions
of dimensions, social and democratic consequences of aspects of the Meta-
verse are still rare internationally, and empirical analyses of the impact on
democratic culture are virtually nonexistent.

In an analysis for the Stiftung Zukunft Berlin and the Foundation Meta-
verse Europe, Hermann (2022) highlights the "Lock-In Effect” (p. 3) of
a centralized Metaverse as a challenge. Negative effects already known
from social media could be amplified in the Metaverse, particularly fake
news and filter bubbles, hate speech and polarization, biases and discrim-
ination, mental health, consumer and data privacy, surveillance, control,
censorship, and targeted advertising (ibid., p. 4). A privately-run Metaverse
appears problematic for fundamental rights, political public spheres, as well
as democratic procedures and processes (ibid., p. 5). Therefore, long-term
European structures and companies should be established, and democratic
processes and regulations should be defined and adapted at the European
level. Nehring (2023), in a policy paper for the Konrad Adenauer Foun-
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dation, points to the necessity of regulation and law enforcement in the
Metaverse and warns that disinformation in new virtual communication
spaces will appear more realistic and intense, thus becoming even more
dangerous—especially through deepfakes. He therefore recommends early
media literacy regarding these new spaces.

Artificial intelligence represents key technology for the Metaverse in both
industrial and social segments, such as for interactions with Al-supported
avatars and environmental elements, personalized advertising, recognizing
behavioral patterns, regulation, when it comes to combating hate messages
and disinformation, and in automated worldbuilding. It is only with the
support of Al that virtual environments can be designed on a large scale
with a high degree of authenticity and realism, for example, using the
Unreal graphics engine. Artificial Intelligence (AI) is rapidly shaping the
development of the social consumer Metaverse, creating not only promis-
ing democratic potential but also significant risks for democratic culture
(Quent, 2024).

Four key areas of AI application in immersive spaces are identified and
analyzed: (1) content generation, including deepfake and misinformation
scenarios; (2) moderation and regulation, examining the challenges of
Al-driven content control; (3) avatars and interactions, highlighting risks
of deception and manipulation through virtual personas; and (4) data col-
lection and personalization, outlining potential abuses via micro-targeting
and emotional profiling. Without strong ethical guidelines, transparency,
and regulatory oversight, Al applications in the Metaverse could intensify
political polarization, hate speech, and radicalization—posing a significant
threat to democratic norms.

Journey Through the Metaverse

It is surprising to find a lack of ethnographic and democracy-related em-
pirical studies in immersive virtual environments, given that there are mul-
ti-year experiences with individual technologies and application contexts.
This is particularly true for the context of electronic games, gaming studies,
and especially for Metaverse-like games such as Second Life (Boellstorf,
2015) or Minecraft (Nebel et al., 2015). The relatively well-researched sand-
box game Minecraft, for example, was used by 140 million players monthly
in 2021 (Bergert, 2021). Viral communities have formed around the game
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on YouTube and Twitch. The game is also used in historical and political
education, and with the "uncensored library" by Reporters Without Bor-
ders, users from different countries can access texts that are banned in their
home country.®

The ADL (2022) notes that discrimination and far-right ideologies are
increasing in online games - including in immersive environments like
Fortnite or Roblox. For example, on Roblox, user-generated environments
can not only enhance creativity, collaboration, or self-efficacy experiences
but can also motivate group-based hostility and far-right extremism. This
includes environments with social Darwinist quests such as running over
homeless people. Also, Nazi concentration camps and (right-wing) terrorist
attacks have been recreated and reenacted in the app, according to research
by Prinz (2024), even though this violates the community standards.

Weimann and Dimant (2023) identify significant potential for terrorist
exploitation of the Metaverse, characterizing it as a versatile toolbox for
extremist activities. They outline how virtual immersive spaces might facili-
tate indoctrination and recruitment, the covert planning and coordination
of attacks, sophisticated virtual training scenarios, and the dissemination
of disinformation. Moreover, they express concerns about the financing
of terrorism through virtual economies and cryptocurrencies within the
Metaverse. To mitigate these risks, the authors stress the importance of fos-
tering robust public-private partnerships (PPP) to establish comprehensive
countermeasures.

Psychological effects of VR/XR technologies are well-researched, and
these technologies have been successfully used for supporting psychother-
apies for several years, particularly for treating anxiety disorders. The
potential of Virtual Reality (VR), especially for the therapy of anxiety
disorders and depression, promoting empathy through perspective-taking,
and fostering participation and cultural inclusion, has also been explored
(e.g., Herrera et al., 2018; van Loon et al., 2018). VR technologies can help
develop empathy for marginalized social groups and reduce mechanisms
of devaluation. For education in general, immersive learning offers new
opportunities (e.g., Frehlich, 2020).

Hinduja and Patchin (2024) conducted an extensive quantitative study
exploring risks and negative experiences among adolescents engaging with
immersive virtual environments in the Metaverse. Drawing on survey data
from a nationally representative sample of adolescents aged 13-17 in the

5 https://www.uncensoredlibrary.com/de [07.07.2023].
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United States, the authors found that within one year, nearly half (44.1 %)
of young users experienced hate speech or discriminatory slurs, while
more than a third reported cyberbullying (37.6 %) and general harass-
ment (35 %). Additionally, the study documented significant occurrences
of trolling (43.3 %), malicious obstruction or restriction of movement with-
in virtual spaces (31.6 %), threats of violence (29.5 %), doxing (18.2 %),
catfishing (22.8 %), and exposure to unwanted sexual or violent content
(20.8 %). The research identified important gender differences: while boys
and girls faced similar levels of hate speech, harassment, and bullying, girls
were significantly more likely to experience sexual harassment, grooming,
or being targeted specifically due to their gender. Consequently, girls em-
ployed adaptive strategies such as selecting avatars less likely to attract ha-
rassment and utilizing platform-based protective tools to maintain distance
from potentially abusive avatars. Hinduja and Patchin also emphasize the
increasing importance of Al-based solutions, which are being deployed to
automatically detect and mitigate toxic behaviors, underlining the relevance
of algorithmic safeguards for youth safety in the Metaverse.

McIntosh and Allen (2024) explore the emerging challenges policymak-
ers face concerning harassment in the Metaverse, emphasizing the criti-
cal need for governmental engagement in developing effective regulatory
frameworks. They highlight that policymakers worldwide are actively eval-
uating whether existing laws adequately address the novel harms occurring
within immersive virtual environments or if new legislative categories are
required. In particular, the authors advocate recognizing a distinct catego-
ry of harm associated with abusive behaviors and interactions uniquely
enabled by the immersive and embodied nature of the Metaverse.

Dimensions of Democratic Culture in the Metaverse

Table 1 heuristically summarizes relevant questions about democratic cul-
ture, as well as opportunities and risks concerning the development of
the Metaverse. Due to space constraints, the individual aspects cannot
be elaborated in detail. Overall, on the individual level, there are many
opportunities, especially through educational and perspective-shifting ap-
proaches, new freedoms in developing individual identities, virtual self-ef-
ficacy experiences, and the potential to gain recognition and status in the
Metaverse. It is important to note that on the individual level, all three
dimensions of the known digital divide are effective: 1) unequal access (e.g.,
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when acquiring hardware/headsets), 2) unequal use (e.g., entertainment vs.
education), and 3) unequal outcomes (e.g., socially valuable professional
connections) (Matzat & Van Ingen, 2020).

On the micro and meso levels, the Metaverse offers enabling, experien-
tial, and resonant spaces for interpersonal communication, small groups,
as well as for orthodox (particularly those around the economic, socio-cul-
tural, and political mainstream) and heterodox communities. A distinction
should be made between positive forms of participation and what is known

as dark participation (Quandt, 2018).

Rights of avatars,
recognition and ad-
vancement, identity
design, security, well-
being, hate, manip-
ulation, inclusion
and diversity, partici-
pation opportunities,
effects of immersion
on individuals.

Level Questions in the Opportunities Risks (Darkverse)
Context of Demo-
cratic Culture
Individual Level | Users as consumers | Overcoming barri- Digital divide, da-
(Avatars/Users) | or individuals? ers and boundaries | ta misuse, manip-

(physical, psycholog-
ical, social, cultur-

al, economic, iden-
tity), engagement,
participation, reso-
nance/effectiveness
experiences, perspec-
tive change, educa-
tion and informa-
tion, belonging, edu-
tainment, self-effica-

cy.

ulation, isolation,
disinformation, dis-
crimination, hate,
harassment and dig-
ital violence, desen-
sitization and dehu-
manization, radical-
ization

Micro Level
(Communities &
Social Interac-
tions)

How integrative and
participatory are the
communities?

Voting, activism, or-
ganization, (transfor-
mative) participation
in platforms and soci-
ety, solidarity

Dark participa-
tion/toxic and rad-
icalizing communi-
ties, polarization,
tribalism, and silo
thinking

Meso Level
(Immersive En-
vironments with
Various Techno-
logical Founda-
tions)

How integrative and
participatory are the
communities?

(Political) education
& edutainment, value
communication, pro-
motion of diversity,
inclusion, and partic-
ipation through de-
sign

Data misuse, digi-
tal divide, manip-
ulation, structural
discrimination, cy-
berattacks
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Level

Questions in the
Context of Demo-
cratic Culture

Opportunities

Risks (Darkverse)

Macro Level
(Metaverse as a
Universe of Vari-
ous Connected
Immersive Virtu-
al Environ-
ments)

Ownership, gover-
nance, ethics, data
protection, interoper-
ability, design, regu-
lation

(Political) education
& edutainment, value
communication, pro-
motion of diversity,
inclusion, and partic-
ipation through de-
sign

Digital surveillance
capitalism, monop-
olization and con-
trol of platforms,
cyber attacks, un-
equal distribution
of wealth and pow-

er, manipulation
through disinforma-
tion, undermining
of state order, loss
of social and re-
gional ties, rise

of populist and na-
tionalist counter-re-
actions, new fears
and fear narratives
(e.g., in connec-
tion with transhu-
manism), loss of
shared reality

Table I: Questions of Democratic Culture in the Metaverse at the Individual,
Macro, Meso, and Micro Levels

While democratic participation includes aspects such as promoting en-
gagement, empathy, solidarity, knowledge, critical public discourse, and
(co-)creative collaboration, dark participation, as described by Kowert
(2020) in the gaming context, particularly includes hate speech, (sexual)
harassment, trolling, griefing, doxxing, fake news, cheating, trash talking,
contrary play, and inappropriate role-playing. The latter aspects pose
unique challenges to avatar-based environments that distinguish them from
traditional social media.

On a macro level, the risks to democracy, as identified in literature and
expert discussions, are particularly striking. A significant issue is the one-
sided control and decision-making power of these technologies by globally
operating private companies. Concerns include data protection, the disso-
lution of social communities and shared realities, and new possibilities for
manipulation—especially in connection with artificial intelligence.
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Furthermore, nationalist and conspiracy-theorist actors criticize the in-
creasing fusion of real and virtual realities under the term “posthumanism”,
claiming that global liberal elites aim to gain total control over humanity
and ultimately destroy the essence of being human (Dilger, 2022). Techno-
logical change may therefore lead to further political polarization, partic-
ularly between (right-wing) nationalist and populist movements and the
socio-cultural and technological development of globalized capitalism.

The Metaverse is likely to accelerate individualization and the formation
of sub-communities within digital environments. This is evident in the
nearly unlimited possibilities for avatar customization and the formation of
subcultural peer groups. Companies, through the design of virtual environ-
ments, can shape frameworks for defining normality, while democratically
legitimized national and supranational institutions may lose significance
and influence. The potential profits of corporations stand against unpre-
dictable social consequences.

In this schematic comparison, it is important to recognize the inter-
dependencies between the levels—the dynamics and directions of these
interactions require future research. Communities and individual content
creators can actively shape the development of immersive digital environ-
ments—even through protests or strikes. Through co-creative collabora-
tion, social virtual environments are in a constant state of change and
expansion, for example, through modifications or updates.

Approaches towards participation are visible but occasionally appear
precarious or even counterproductive. Beyond the risk of pseudo-partici-
patory processes, the design of participation mechanisms in immersive
digital environments can also reinforce undemocratic, plutocratic develop-
ments. For instance, on the platform Decentraland, users can vote on the
development and governance of this virtual world. However, voting power
depends on the amount of digital currency (MANA tokens) a user holds
(Decentraland, n.d.). This means that wealthier users have more influence,
violating the democratic principle of “one person, one vote”, a fundamental
aspect of electoral equality. This structure mirrors dystopian visions such as
those depicted in Snow Crash.

To counter this, Shapiro and Talmon (2022) propose a theoretical
framework and architectural blueprint for a “grassroots democratic Meta-
verse, conceptualized as an interconnected network of autonomous digi-
tal communities that are collectively owned, operated, and governed by
users themselves. Central to their approach is ensuring democratic equal-
ity through mechanisms designed to resist "sybil attacks"—the deceptive
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creation of multiple false identities aimed at distorting democratic pro-
cesses. The authors contrast their proposed democratic Decentralized Au-
tonomous Organizations (DAOs) with existing, often plutocratic, DAO
models. They advocate for DAOs built around digitally verified identities,
democratic rather than monetary governance (rejecting the principle of
"one coin, one vote"), and transparent, user-driven constitutional processes
capable of democratically adapting every component, including underlying
protocols. Their vision emphasizes fostering digital social movements, co-
operatives, and political entities grounded in authentic democratic partici-
pation, highlighting a roadmap for a resilient, equitable Metaverse. On the
other hand, Ebner (2024) sees dangers from extremist use of DAOs.

The Metaverse could even reduce political polarization: Shelley, Schmidt,
and Ette (2025) discuss the potential role of the Metaverse in addressing
political polarization, drawing particularly on the arguments proposed by
Bruno Magées. According to this perspective, immersive and compelling
experiences within virtual environments may enable individuals to explore
and live out their ideological beliefs without imposing these views on
others in the physical world. The authors suggest that by facilitating diverse
and personalized realities, the Metaverse could decrease individuals' drive
to enforce a shared version of reality, potentially leading to more peaceful
coexistence and reduced societal polarization.

Discussion

The overview shows that the emergence of the Metaverse may amplify
existing challenges to democratic culture yet simultaneously reveals signifi-
cant opportunities for fostering participation and democratic engagement.
While individual and interpersonal levels offer substantial potential for
identity development, empowerment, and overcoming traditional social
barriers, critical risks become particularly evident at the societal and macro
levels. Notably, the dominance of major technology corporations in con-
trolling both infrastructural and normative frameworks within the Meta-
verse poses substantial challenges to democratic principles, emphasizing
the urgent need for effective governance and regulation.

At the same time, core concepts such as "democratic culture”" require
further theoretical clarification and precise operationalization for the Meta-
verse. The lack of robust theoretical grounding generates ambiguity, lim-
iting analytical precision and practical applicability. Moreover, despite
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references to dystopian narratives and existing literature, there remains
a notable gap in empirically grounded research. Specifically, systematic
investigations into how social inequalities might be reproduced or trans-
formed through immersive digital spaces remain sparse. Empirical scrutiny
is equally lacking regarding the actual practices and mechanisms of politi-
cal participation within virtual environments. Therefore, future research
must prioritize methodologically robust empirical inquiries to clarify how
digital inequalities persist or evolve and to empirically measure democratic
engagement in immersive contexts. Interdisciplinary collaboration among
researchers, policymakers, and civil society actors is necessary to develop
comprehensive insights and effective strategies that safeguard democratic
structures and maximize positive potentials in shaping the future of safe
immersive digital environments.
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A Theory of Immersive Democracy

Autonomy, Participation, and Agency in a Digitalized Society

Lenn Blaschke

"The miracle that saves the world, the realm of human affairs, from its
normal, natural ruin is ultimately the fact of natality, in which the faculty of
action is ontologically rooted. It is, in other words, the birth of new men and

the new beginning, the action they are capable of by virtue of being born.“

Hannah Arendt (Vita activa, 1958)

A Theory of Immersive Democracy'

Immersive Democracy refers to a political and social practice that does not
understand democratic participation solely as a rational-discursive process
but explicitly integrates the affective, embodied, and existential dimensions
of participation. This perspective builds on Hannah Arendt's concept of
natality — the human capacity to bring something fundamentally new into
the world.

According to Arendt, democracy should be seen less as a static condition
and more as a dynamic space of political action, where people experience
themselves collectively and create political realities through joint action.
Immersive Democracy can also be understood as a space of collective
beginnings, where citizens actively engage in political processes through
sensory-emotional experiences, technological mediation, and symbolic or-
ders.

The symbolic order, a concept from Jacques Lacan's psychoanalysis, of-
fers an important framework for understanding how political subjectivation
might occur within the context of Immersive Democracy. Lacan describes
the symbolic order as a dense network of language, norms, and social
rules that structure human thought, emotion, and behavior. By entering

1 This text was created with the support of an AI language model (ChatGPT 40) and
subsequently revised by the author. Thanks to: Prof. Dr. Matthias Quent, Alina Monig
and Radikale Tochter.
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this order — for instance, through language acquisition — the individual
becomes embedded in social reality and begins to perceive themselve as
part of broader social contexts (Widmer, 2018, p. 43).

In Immersive Democracy, this symbolic order is not understood as a
rigid set of rules but rather as a dynamic structure that enables affective and
symbolic experiences of political participation. Yet this is precisely where
a key challenge emerges: How can it be ensured that the symbolic order,
which mediates political experiences, does not function solely in an affir-
mative or manipulative way, but instead unfolds emancipatory potential?

Put differently: Can Lacan's symbolic order truly function democratically
in digital spaces, or does it risk being deformed by algorithmic selection
and capitalist interests?

Immersive Democracy goes beyond purely deliberative or representative
models by emphasizing the active design of environments that affectively
engage individuals and connect their being-in-the-world with political ac-
tions. While deliberative models understand political processes as being
based on consultation and thorough consideration (Bundeszentrale fiir
politische Bildung, n.d.), immersion in this context does not merely refer to
immersion in virtual or media-based experience spaces. Rather, it signifies
the active embodiment of democratic principles in everyday life, allowing
political action to be experienced as a creative, processual enactment of
natality.

In an era where digital technologies increasingly shape the perception of
reality, Immersive Democracy raises the question of how affective mechan-
isms and immersion-enhancing structures can be employed not merely for
manipulation but for emancipatory self-empowerment. By emphasizing the
concept of natality — the human potential to change the world through the
new — it offers a perspective that envisions democratic processes as open,
emergent, and radically participatory spaces of experience.

I The Foundation: Immersion and Democracy as Lived Reality

The term immersion originates from the Latin word immergere, meaning
"to dive in" or "to be embedded.” In its original sense, it refers to the physical
act of submersion in a substance — such as diving into water or during
ritual baptisms. In a figurative sense, however, immersion describes not only
a physical state but also a mental, emotional, or social absorption/embed-
dedness in a particular environment, reality, or structure.
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In media and cultural studies, immersion is described as a state in which
individuals become so deeply engaged in an environment or experience
that the boundary between their own self and external reality becomes
blurred. This can be triggered by narrative fiction, audiovisual media,
performative art, or social dynamics. In immersive environments, the per-
ceiving individual no longer feels like a detached observer but rather as
an active part of the unfolding events — whether in a novel, a theatrical
performance, a virtual reality experience, or a social movement (Schiitz,
2015, p. 7).

This definition of immersion highlights that individuals can be involved
in experiences not only cognitively but also affectively and physically. Peo-
ple experience reality not solely through abstract reflection but also through
an embodied being-in-the-world shaped by emotions, sensory perceptions,
and social interactions. Applying immersion to democratic practice opens
the possibility of understanding political participation not exclusively as a
rational-deliberative or representative process, but as a holistic, affective,
and embodied reality.

An Immersive Democracy would thus not merely be a space for debate
but, above all, a space of sensory-emotional, collective experience in which
democratic self-empowerment becomes tangibly perceptible. At the same
time, however, this expansion reveals fundamental challenges — particu-
larly the question of whether affective involvement genuinely promotes
democratic emancipation or rather heightens the risk of affective manipula-
tion.

Especially in digital environments, which are heavily shaped by commer-
cial and technological infrastructures, there is a risk that immersive experi-
ence spaces may not provide the anticipated autonomy but instead create
new dependencies. Consequently, for Immersive Democracy, the critical
question arises regarding the independence and freedom of the platforms
on which immersion takes place, and how these spaces must be consciously
and critically designed to unfold democratic potential without succumbing
to manipulative practices.

2 Connection to Natality in Hannah Arendts Thought
In The Human Condition (1958), Hannah Arendt introduces the concept of

natality as a fundamental characteristic of human existence. While philoso-
phers — from Plato to Heidegger — have often emphasized mortality as the
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central feature of human existence in ontology, focusing on the awareness
of finitude and life’s orientation toward death, Arendt offers an alternative
perspective: Human existence is not primarily defined by its mortality but
by the potential to initiate something new.

This capacity is linked to the fact of birth — every human life begins
with a unique entry into the world and carries with it the possibility of
creating something original (Arendt, 2020, pp. 25-26).

Natality thus represents an expression of existential openness that dis-
tinguishes the human condition. Humans are not only born into existing
structures but also possess the ability to change these structures through
their actions. For Arendt, this potential to bring something new into the
world constitutes the essence of political action.

While labor and work in Arendt's thought are often characterized by
repetition and purpose-driven activity, action is the realm in which individ-
uals reveal themselves as unique beings and, through their interaction with
others, contribute to shaping a shared world (Arendt, p. 23-24).

Natality is therefore not merely a biological concept but also a political
category: it points to the possibility of creating a world that is not defined
solely by repetition, but by unpredictable, creative, and collective action.
For Arendt, politics is thus not merely the administration of what already
exists but rather a space of appearance, where individuals constitute them-
selves through action and actively shape the conditions of their world.

Politics as a Space of Appearance for New Beginnings

For Arendt, democracy is not merely an institutional order based on repre-
sentation and legality but rather a vibrant space of political practice. She
criticizes modern mass societies and bureaucracies for restricting opportu-
nities for political action and reducing people to passive spectators rather
than recognizing them as active co-creators of their shared world (Arendt,
1974, p. 198).

A vibrant democracy must therefore be more than a system of elections,
rules, and procedures — it must be a space where political natality can gen-
uinely be lived. This occurs not merely through casting votes or managing
what already exists, but through collective, public action that creates new
realities. The world is not simply "administered"; rather, it is continuously
renewed through human action (Arendt, 2020, pp. 42ff).
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Here, the close connection between natality and democracy becomes
evident: Democracy is not a stable order but an ongoing process of emer-
gence and becoming. It is not a finalized state but a field of possibility
in which people continuously discover new political forms and modes of
expression.

However, this raises an important theoretical question that Arendt her-
self does not directly address: How can this existential openness and the
creative potential of new beginnings be meaningfully translated into digi-
tal, immersive environments? This presents a potential tension, as Arendt
primarily conceived political spaces as physical, real spaces of encounter,
where individuals experience and engage with one another in embodied
presence.

Transposing this concept to digital environments therefore raises the
question of whether and to what extent the concept of natality can be
authentically realized in digital contexts, or whether immersive democratic
spaces may instead represent a mere simulation of new beginnings — one
that, rather than opening up new possibilities for action, may in fact prove
alienating.

It thus remains uncertain whether Arendt's concept can be straightfor-
wardly transferred to immersive practice spaces, or whether this very
translation into digital and affectively designed platforms requires a critical
reassessment.

3 Affects, Affectivity, and Immersive Power
Affects as Political Forces: Expanding the Rational Citizen Concept

A central aspect of Immersive Democracy is its affectivity. While traditional
democratic theories often assume a rational image of the citizen — for
example, in John Rawls' liberal theories (1971), which conceive justice
as a rationally calculated principle, or in Jiirgen Habermas' deliberative
democracy (1981), which emphasizes democratic decision-making primar-
ily through rational argumentation and discursive processes — practice
clearly shows that political processes are not driven solely by rational
reflection but are equally shaped by affective, emotional, and situational
dynamics.

This classical conception of democracy is largely based on the assump-
tion that political decisions are primarily the result of rational deliberations,
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arguments, and discursive processes. Yet, as previously highlighted, political
reality is often far more complex: Political movements, social protests, and
mobilizations frequently arise not primarily from argumentative processes
but from intense affective experiences.

Voting decisions and political engagement are often driven by emotional
states and moods, such as a deep sense of injustice, outrage, fear, or hope
(cf. Frevert, 2022). These affective dimensions of political practice are pre-
cisely what lie at the heart of Immersive Democracy, which acknowledges
and shapes political processes as affective and physically experienced reali-
ties.

Immersive Democracy draws a key conclusion from this insight: it seeks
to promote political participation not only as a rational-deliberative process
but also by actively incorporating the affective and emotional dimensions of
democratic engagement. Rather than viewing affective forces as irrational
or disruptive, Immersive Democracy deliberately asks how democracy can
be designed when affective involvement is recognized as a productive com-
ponent of political processes.

However, this requires careful theoretical reflection on the role and po-
tential of affects, as explored particularly in Affect Theory.

Affect Theory: Affects as Pre-Reflective Forces in Politics

The significance of affects in political processes can be explained through
Affect Theory, which builds on the works of Baruch de Spinoza, Gilles
Deleuze, and Brian Massumi. In this framework, affects are not merely
individual emotions or subjective feelings; rather, they are interpersonal
(trans-individual) and bodily forces that emerge prior to conscious reflec-
tion. They move between bodies and subjects before these impulses are
processed cognitively or linguistically (Miihlhoff, 2018, pp. 14f).

Spinoza describes affects as the capacity of bodies to be affected and to
affect others. Affects arise within relational dynamics and are not isolated
states of closed-off individuals but expressions of the causal interconnected-
ness of all things. In social and political contexts, they can be amplified,
altered, or channeled (Mithlhoff, 2018, pp. 20f).

Massumi emphasizes that affects manifest on a pre-reflective level —
they often operate before conscious opinion formation and shape how
people perceive and respond to political events (Massumi, 1995, pp. 83—
109). An example of this is visual or narrative staging in politics, which
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impacts audiences not primarily through arguments but through feelings of
fear, anger, or hope. A populist politician, for instance, may not require a
coherent political agenda if they succeed in mobilizing followers through
affective stimulation, evoking states of outrage, pride, or fear (Massumi,
2010, pp. 105f).

This demonstrates that democracy inherently encompasses both discur-
sive-rational and affective dimensions. Precisely this insight underscores the
need to critically reflect on the role of affects within Immersive Democracy,
taking into account both their potential and the possible risks they may
entail.

4 The Role of Mediality and Digital Structures
From Physical to Digital Democracy: A Shift in Spaces of Experience

Historically, democracy has often been understood as a space of collective,
rational, and physically experienced encounters. From the ancient Greek
agora — a village gathering place where festivals, assemblies, and markets
took place, serving as a central institution of the polis (Hocker, 2008, pp.
2-4) — to modern parliaments or street demonstrations, political action
has always been closely tied to embodied co-presence.

In an increasingly digitalized world, however, this democratic space is
undergoing a fundamental transformation: Political participation is shifting
more and more into virtual, algorithmically structured spaces, which has
direct implications for how people perceive, experience, and shape political
reality.

Digital media offer new opportunities for expanded and location-inde-
pendent participation; at the same time, however, they carry the risk of
strategically channeling affects, amplifying opinions through algorithms, or
even rendering critical discourses invisible. This presents a key challenge
for Immersive Democracy: How can digital spaces be designed to enable
affective engagement without manipulating political processes or endanger-
ing democratic autonomy through algorithmic or commercial interests?

In particular, this raises the question of whether the affective and reso-
nant dimension that is evident in physical political action can be authen-
tically experienced on digital platforms — or whether what emerges is
instead a simulation that ultimately limits or distorts political participation.
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Digital Technologies as Mechanisms for Shaping Political Experience

The proliferation of digital technologies such as Virtual Reality (VR), Aug-
mented Reality (AR), social media, and algorithmically curated platforms
not only expands political spaces of experience but also significantly shapes
and influences them. This development produces two parallel and interwo-
ven effects:

On the one hand, digital platforms enable new forms of political par-
ticipation by allowing people to connect across national borders, engage
in deliberative processes, and collaboratively shape political decisions in
virtual spaces.

On the other hand, these new political spaces are subject to control and
regulation that is far from neutral; instead, they are shaped by platforms, al-
gorithms, and economic interests. In her analysis of surveillance capitalism,
Shoshana Zuboft (2019) has demonstrated that digital technologies are not
merely neutral communication tools. Rather, through data extraction, algo-
rithmic control, and personalized manipulation, they actively steer affects
and perceptions in targeted ways (Zuboft, 2019).

Platform capitalism has thus created a new form of political power:
While classical democratic systems were based on deliberative negotiation
and public discourse, today's political debates are increasingly shaped by
algorithmic selection and commercial interests. Who sees which informa-
tion, which topics are made visible, and which remain hidden is no longer
determined solely by political institutions but is now heavily influenced by
technological infrastructures.

This development leads to a paradoxical situation: On the one hand,
digitalization has indeed made democratic processes more accessible, inter-
active, and diverse. On the other hand, these very processes are often invisi-
bly influenced by commercial, political, or ideological interests, potentially
endangering fundamental democratic values such as autonomy and trans-
parency.

A striking example of digital technologies’ influence on political pro-
cesses is the Facebook-Cambridge Analytica data scandal. In 2018, it was
revealed that the British consulting firm Cambridge Analytica had, without
users’ knowledge or consent, harvested personal data from up to 87 million
Facebook profiles. These data were used to analyze voter behavior and
target political advertisements, notably during the 2016 U.S. presidential
election and the Brexit referendum (AP News, 2025).
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This incident highlights how digital platforms and the data they collect
can be used to influence political decision-making processes, often without
the knowledge or consent of the individuals affected. It raises critical ques-
tions about transparency, ethical responsibility, and the regulation of digital
technologies in political contexts.

Despite the revelations and ensuing criticism, similar practices have per-
sisted, underscoring the need for stricter data protection laws and greater
oversight of the use of personal data in political campaigns (Wikipedia,
2025).

Immersive Democracy as an Alternative: Designing Digital Spaces
Democratically

Immersive Democracy raises the question of how digital structures can be
employed not for control or passive consumption but as active democratic
spaces of experience. The aim is to understand digital technologies not
merely as channels for political communication but as spaces of experi-
ence and spaces of appearance, where people can engage with democracy
affectively, bodily, and interactively. This approach envisions digital envi-
ronments that foster democratic engagement as something that can be felt,
embodied, and collectively shaped.

One possible strategy for achieving this lies in the creation of interactive
citizen forums that are designed not to generate algorithmic attention but
to enable genuine political participation. Such platforms open up new
forms of democratic decision-making by encouraging deeper political en-
gagement and collective deliberation. Rather than relying on social media
platforms shaped by engagement algorithms and clickbait logic, these fo-
rums provide dedicated spaces that focus on meaningful discourse and
thoughtful exchange. Examples of such initiatives can be found in platforms
like Decidim, an open-source tool developed by the city of Barcelona to
involve citizens in political decision-making processes (Decidim, n.d.);
vIaiwan, a digital platform used by the Taiwanese government to conduct
public debates on legislative proposals (vTaiwan, n.d.); and LiquidFeed-
back, a deliberative online tool employed by the Piraten Partei in Germany
that applies principles of liquid democracy (LiquidFeedback, n.d.). Each of
these platforms illustrates how digital spaces can be intentionally designed
to foster political participation in ways that are immersive, affective, and
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interactive, rather than reinforcing passive consumption or manipulative
practices.

Immersive Simulations: Experiencing Political Processes through Narra-
tive and Interactive Design
Immersive Democracy explores how political processes can be made tangi-
ble through narrative and interactive simulations. Rather than conveying
political education solely through texts or debates, immersive simulations
invite people into dynamic experiential spaces where they can engage with
different perspectives — whether through role-playing, interactive story-
telling formats, or multisensory stagings.

Examples of this approach include Democracy (Positech Games, n.d.),
a political simulation game in which players assume the role of a head of
government and must make political decisions, and 100 % City (Rimini
Protokoll, n.d.) by the research and theater collective Rimini Protokoll.
Using documentary methods, Rimini Protokoll makes political structures
tangible by bringing 100 representative citizens on stage to demonstrate
democracy in action. Such formats foster empathy, reflection, and active
political participation by engaging individuals not just intellectually but
also emotionally and physically.

Participatory Digital Narratives: Engaging Citizens in Shaping Political
Processes
Participatory digital narratives empower citizens to actively shape political
processes rather than merely consuming them passively. Through interac-
tive digital storytelling, complex social issues can be experienced from
multiple perspectives, fostering deeper understanding and encouraging
stronger engagement. An example of this approach is the INDCOR project,
which explores how interactive digital narratives can be used to address
societal challenges such as racism, war, and disinformation (INDCOR,
n.d.).

The goal of these approaches is to extend the affective and embodied
dimension of democracy into (digital) spaces. While traditional political
participation often relies on rational argumentation and text-based commu-
nication, immersive (digital) environments can convey political experience
through bodily involvement, emotional resonance, and symbolic spaces
for action. By engaging people on multiple sensory and emotional levels,
these formats aim to deepen participation and foster a more experiential
understanding of democracy.

Despite the potential of these immersive democratic approaches, some
fundamental limitations and risks must be critically considered. In partic-
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ular, the issue of the digital divide poses a significant challenge: Not all
citizens have equal access to the necessary technologies or possess sufficient
digital literacy to effectively participate in immersive formats of political
engagement. As a result, rather than reducing existing social and economic
inequalities, these disparities could potentially be reinforced.

Beyond issues of accessibility, a critical challenge lies in the question of
the actual autonomy and independence of the platforms being used. Even
open-source projects like Decidim are potentially reliant on technological
infrastructures that may themselves be subject to commercial or political
interests. The very possibility of natality in the sense described by Hannah
Arendt — the freedom to initiate something new and radically reshape po-
litical spaces — could be restricted in digital environments if platforms and
technologies are influenced by external actors or if algorithmic mechanisms
subtly regulate user behavior.

Another significant limitation concerns the sustainability and long-term
impact of immersive political experiences. While immersive simulations
and participatory narratives can indeed stimulate empathy and political
interest in the short term, it remains uncertain whether they can consistent-
ly strengthen political action over time or whether they risk becoming tem-
porary, affective experiences without lasting engagement. These aspects re-
quire ongoing reflection and critical examination to ensure that Immersive
Democracy does not become a superficial experience but instead fosters
enduring democratic self-empowerment.

5 The Transition from Subject to Community: Socio-Psychological Aspects
The Political Subject Between Autonomy and Embeddedness

A central aspect of Immersive Democracy is the question of how the
political subject is shaped and how it moves within a collective political
space of experience. While classical democratic theories often conceive
of the subject as a rational, autonomous entity, social-psychological and
philosophical theories demonstrate that identity and political action are
always embedded in social, symbolic, and affective structures.

The French theorists Jacques Lacan and Michel Foucault have made
significant contributions to understanding the subject not as a closed,
sovereign unit, but as a product of social relations and discursive power
structures.
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In his psychoanalysis, Lacan describes the subject as a being that is
always situated within a web of language, symbols, and imaginary self-im-
ages. The subject does not perceive itself as an isolated individual but
always in relation to others — whether within the symbolic order of lan-
guage or through affective relationships with an Other. Political subjectivity,
therefore, is not simply given; rather, it emerges through a process of
identification and differentiation within a symbolic structure (Pagel, 2012,
pp- 30f).

Foucault, in turn, describes the subject as shaped by power relations
and discursive structures. Political identities do not arise from individual
rationality but are produced through the conditions established by social
institutions, norms, and rules (Breite, 2023, pp. 33f). Subjectivity is thus
not autonomous but is formed by social dispositifs and mechanisms of
governmentality, which not only regulate individuals but also guide them
toward self-governance (Breite, p. 35).

These perspectives are crucial for Immersive Democracy because they
reveal that political participation is not solely a matter of rational will for-
mation but is also shaped by affective, discursive, and symbolic practices.
People participate in democracy not just as individuals but always as part of
social spaces in which they are positioned through experiences, affects, and
power relations.

Immersive Democracy as the Design of Resonance Spaces

If political identity is understood not as isolated autonomy but as a relation-
al practice, Immersive Democracy must ask how political spaces can be
designed to engage people not only rationally but also affectively and phys-
ically. Hartmut Rosa’s concept of resonance offers a particularly valuable
framework in this regard. Resonance describes a vibrant relationship with
the world in which individuals do not merely absorb information but are
affectively moved and experience themselves as capable agents within their
surroundings. In this understanding, democratic practice can be designed
in a way that citizens no longer perceive themselves merely as passive
listeners or spectators of political processes but actively recognize their own
involvement and agency (Rosa, 2019, pp. 362-380).

Immersive Democracy builds on this idea by asking how political experi-
ences can shift from being passively consumed to being actively co-created.
The focus here is particularly on designing political processes in ways that
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are not only intellectually comprehensible but also sensually and emotion-
ally accessible. The goal is to create symbolic and affective spaces that
genuinely empower people to act politically. Resonance in this sense is not
merely an emotional reaction but rather a dynamic relationship between
the subject and the political environment — one in which political agency
emerges. A space of political resonance enables individuals to perceive
themselves not as passive recipients of political measures but as active co-
creators, whose emotions, bodies, and perceptions are integral to political
processes.

Politics as Embodied Experience

Immersive Democracy must therefore go beyond classical participation
models and understand engagement not only as a cognitive act but explic-
itly as an embodied experience. This requires consistently conceptualizing
political subjectivation as a process: individuals are not born as "ready-
made" citizens but develop their political identity through experience,
perception, and action. Democratic participation thus unfolds not only
through the expression of opinions but also through symbolic actions,
collective experiences, and affective involvement.

Political processes are therefore never purely rational reflections; they
are always also embodied by presence, social interaction, and sensory ex-
perience, as seen in demonstrations, assemblies, protests, or performative
political actions. These forms of political participation extend beyond mere
argumentation and use the body as a medium of politics.

Ultimately, this means that political spaces should not be conceived sole-
ly as neutral arenas for discourse but intentionally designed as affectively
charged experiential worlds in which people do not merely understand
democracy but directly experience and live it. Only in such spaces can
political power structures be immediately recognized, critically questioned,
and actively transformed.

From Subject to Community - Immersive Democracy as Collective
Practice

Immersive Democracy departs from the classical notion of the isolated, ra-
tionally acting political subject and instead conceives political identity as a
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processual, affective, and socially embedded formation. In this understand-
ing, democracy is not merely a space for purely rational decision-making
processes but an embodied, interactive, and affectively experienced practice
in which individuals directly perceive themselves as part of a community.

Central to this perspective is the transition from the individual subject
to collective experience: democracy is not primarily a mechanism of indi-
vidual will-formation but a resonance space in which people perceive them-
selves as active political agents through their relationships with others and
collectively create political reality through affective, bodily, and symbolic
practices.

Immersive Democracy thus opens up a perspective that extends signifi-
cantly beyond deliberative and representative models of democracy. It envi-
sions democracy not only as a discursive or institutionalized practice but
as a vibrant field of communal experience that makes political participation
tangible in affective, embodied, and collective ways.

6 An Example of Immersive Democracy: Radikale Tochter and Action Art

The preceding theoretical reflections on Immersive Democracy — partic-
ularly regarding natality (Arendt), the symbolic order (Lacan), and reso-
nance (Rosa) — demonstrate that political participation encompasses far
more than rational argumentation or institutionalized procedures. In order
for political processes to enable genuine participation, they must be affec-
tively and physically tangible. A concrete example that embodies these
theoretical concepts can be found in the action art workshops of Radikale
Tochter (Radikale Tochter, n.d.).

Radikale Téchter employ methods of action art to facilitate political par-
ticipation within immersive experiential spaces. Their workshops consist of
performative, artistic, and activist interventions in which participants not
only discuss political situations theoretically but also experience them di-
rectly on an affective and bodily level. During the workshops, participants
independently develop their own action art concepts on issues that are per-
sonally meaningful to them. These concepts are then collaboratively trans-
lated into staged political interventions, where participants address political
crises, make collective decisions, or develop performative forms of protest.
Through the independent and creative development of such immersive
scenarios, participants gain direct insight into how power structures, social
dynamics, and affects can shape and influence political realities.
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A central element of the workshops is the intentional integration of
digital media and spaces. Digital research plays a crucial role: participants
explore their political topics not only through analog sources but also via
digital archives, online research, and social media. This digital investigation
is not merely supplementary but often essential to the substantive depth
of their work. Here, a clear connection to Immersive Democracy becomes
visible — a model that understands both analog and digital spaces as equal
sites of political insight and participation.

Moreover, the workshops deliberately incorporate digital media such as
smartphones, social media, AI-powered tools, and other digital platforms
into their creative processes. These digital tools function as stages, means of
communication, or symbolic elements within the performative enactments,
enabling participants to convey their political messages in innovative ways.

A particularly innovative concept within the workshops is the method of
“Digital Stages.” In this approach, digital spaces are explicitly understood as
arenas for political action art. Participants are encouraged to design their
political interventions with digital publics in mind, thereby opening up new
spaces for political participation. Many of the action art concepts developed
in the Radikale Téchter workshops intentionally use digital platforms to
generate visibility and mobilize political concerns.

This creative engagement with both digital and analog spaces illustrates
the versatility with which Immersive Democracy can be shaped. By active-
ly integrating digital media into immersive experiences, Radikale Tochter
expand the traditional notion of action art to include a digital dimension,
while simultaneously fostering initiative and self-efficacy among partici-
pants.

The approach of Radikale Téchter exemplifies what Immersive Democra-
cy might look like in practice: through methods rooted in action art, they
succeed in raising awareness for political processes, involving participants
emotionally, and making it directly tangible that they themselves can be
powerful agents within democracy. This suggests considerable democratic
potential, as political experience is not merely consumed but actively co-
created.

At the same time, it is important to critically reflect on whether and
to what extent these workshops truly foster sustainable political change.
While action art can create experiences that are immediate and emotional-
ly powerful, it remains unclear how lasting and impactful the resulting
political insights and impulses for action are. Can action art methods
lead to long-term democratic subjectivation and resonance, or do these
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experiences ultimately remain confined to the short-lived moment of per-
formance? Furthermore, it is worth questioning whether affective and im-
mersive strategies may unintentionally become manipulative — particularly
when political content is primarily aestheticized and rendered consumable.

Radikale Téchter thus reveal both the potential and the limits of Immer-
sive Democracy: they create vibrant spaces of political experience while
also highlighting the challenges associated with affective, symbolic, and
immersive methods. Especially the integration of digital spaces opens new
opportunities for activating political engagement and strengthening partic-
ipants’ sense of empowerment — yet it also carries the risk that political
processes may become flattened in the aesthetics of digital media and
devolve into symbolic activism without long-term political impact.

7 Concluding Reflections and Discussion of Limitations

Immersive Democracy, by integrating affective, embodied, and symbolic
experiences, offers a promising and expanded understanding of democratic
practice—one that goes well beyond deliberative and representative mod-
els. By drawing on the human capacity for natality as conceptualized by
Hannah Arendt and the idea of resonance as developed by Hartmut Rosa,
it provides theoretical foundations for reimagining political spaces as radi-
cally participatory. It emphasizes that political participation should not be
understood solely as a cognitive act but also as an affective and bodily
experience.

At the same time, significant theoretical and practical challenges emerge
that must not be underestimated. A central area of tension lies in the
transferability of these theoretical concepts to digital and immersive spaces
of experience. Rosa’s concept of resonance, which describes a vibrant,
responsive relationship with the world, may encounter limitations in digital
contexts. The critical question remains whether immersive experiences can
truly generate authentic resonance, or whether they risk producing a sense
of alienation by simulating participation and agency rather than enabling
them.

The appropriation of Jacques Lacan’s concept of the symbolic order
also raises critical questions: If political subjectivity is always embedded
in social and discursive structures, one must ask to what extent digital,
immersive structures can truly be autonomous and emancipatory — or
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whether they inevitably reproduce symbolic orders that reinforce existing
power relations and dependencies.

Another essential aspect concerns the technological and social infrastruc-
ture of immersive democratic forms. Digital platforms are often shaped
by commercial and algorithmic logics, increasing the risk that political
experiences may be affectively manipulated rather than fostering genuine
participation. In light of existing social and digital divides, it also remains
uncertain whether immersive democratic formats are truly accessible to all,
or whether they might even exacerbate existing inequalities.

The action art workshops by Radikale Téchter vividly illustrate both the
potential and the limitations of an immersive democratic practice. Their
workshops, centered on performative and aesthetic interventions, make po-
litical participation directly tangible. However, it remains an open question
whether — and how — they genuinely strengthen long-term political agen-
cy, or whether their impact is more temporary and episodic. This question
marks a crucial task for future theoretical and empirical research.

It must also be acknowledged that Radikale Tochter represent just one
example among many possible forms of immersive democratic practice. To
develop a broader understanding of Immersive Democracy, it would be
necessary to extend its principles with additional approaches and ideas —
such as Philip Dingeldey’s proposals for the establishment of a citizens’
chamber (Dingeldey, 2025), or other concepts that emphasize autonomy,
participation, and agency.

Ultimately, Immersive Democracy revolves around the core democratic
goals of autonomy, participation, and empowerment. The various theoret-
ical and practical challenges that emerge from this show that Immersive
Democracy must not be understood as a fixed or finalized concept. Rather,
it should be regarded as an open field of theoretical reflection and practical
experimentation — one in which the affective, symbolic, and technological
dimensions of democratic practice must be continuously reconfigured, crit-
ically examined, and empirically evaluated.
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A Safe Space for Everyone — A Plea for a Democratic and
Participative Metaverse

Octavia Madeira & Georg Plattner

Malevolent Actors in the Metaverse

The vision of a metaverse presented by Meta CEO Mark Zuckerberg in
October 2021 was a watershed moment for society and for the tech world.
Although the concept of a second digital life, including a digital identity, is
neither new nor exclusive to Meta (see, for example, Second Life), this was
the first time that almost all the possible functionalities of the metaverse
had been presented up to that point. Here, there is a special emphasis on
immersion via virtual reality which, as an extension of today’s Internet
applications, is meant to give users a completely new sense of participation
and let them experience the metaverse in a multimodal and multi-sensory
way. The presentation of the vision also focused on technological perme-
ability, on the diffusion of social media in all areas of human life and
therefore on the displacement of social media as a purely entertainment
platform.

Should the metaverse turn out to be as Zuckerberg and other proponents
envision it, this would mean a radical transformation of social interaction
with the digital space, and also a radical change in our everyday lives. Shop-
ping could increasingly shift to the metaverse as an immersive experience,
sports classes could take place in a virtual environment and virtual church
services could be held with believers from all over the world. The world
of work has already permanently changed, partly due to the coronavirus
pandemic - and we could soon move from working from home to working
in the meta-office.

But these innovations will not only change our everyday lives - they
will also cause extremism and radicalisation to strike out in new directions
and transform to adapt to new environments. Extremists use technologies
that are cheap, readily available, easy to use and widely accessible for
their purposes, like propaganda, communication and recruitment. Using
technology for a function other than that intended by the developers with
the intention of doing harm to others is an inherently creative process.
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Cropley, Kaufman and Cropley (2008) call this “malevolent creativity”.
They define it as a form of creativity that “is deemed necessary by some
society, group, or individual to fulfil goals they regard as desirable, but
has serious negative consequences for some other group, these negative
consequences being fully intended by the first group” (p. 106). We describe
actors who display malevolent creativity (such as extremists or spreaders of
fake news) as malevolent actors.

In the past, malevolent actors were very creative especially when it came
to realigning their own organisation and distributing their own ideology.
The digital revolution has equipped them with an unprecedented number
of tools with which to further their cause: from (encrypted and instant)
mass communication for propaganda and recruitment to alternative instru-
ments for financing operations and logistics through to new means of
destruction and terror. Recent technological advances have opened up a
wide range of new opportunities for malevolent actors. For example, Web
2.0, the rise of social media and the availability of nearly all content on the
Internet have enabled these actors to easily connect with other like-minded
individuals and form almost entirely closed communities that reinforce
their own views.

Research into the metaverse as the successor to social media and the
mobile Internet can provide important insights into how malevolent actors
could creatively use the metaverse. While we generally agree with Joe Whit-
taker and others (Whittaker, 2022; Valentini, Lorusso & Stephan, 2020)
that distinguishing between offline and online radicalisation does not make
sense from an analytical perspective, the way in which malevolent actors
currently use social media could give an idea of the metaverse of the future.

It is generally recognised that malevolent actors (with different ideo-
logical backgrounds) began to make use of the Internet and its possibilities
at an early stage (Feldman, 2020; Fisher, 2015; Stewart, 2021; Lehmann &
Schréder, 2021). They used new technologies in creative ways in order to
evade monitoring and detection and also to improve their own operations.
As an anonymous place of countless possibilities where one can find a
wealth of information tailored to one’s own interests, the Internet is a gold
mine for extremists (Bertram, 2016, p. 232).

While research on the radicalisation patterns of convicted jihadi terror-
ists has shown that offline networks played a much greater role in their
radicalisation than online networks (Hamid & Ariza, 2022), other research
indicates that the Internet has a more important role for right-wing extrem-
ists. This applies especially to the planning of their attacks and actions (von
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Behr et al., 2013; Gill et al., 2017). “The Internet is largely a facilitative tool
that affords greater opportunities for violent radicalization and attack plan-
ning. Nevertheless, radicalization and attack planning are not dependent
on the Internet [...]” (Gill et al. 2017, p. 113).

Social media has been used by malevolent groups to create, target and
distribute self- generated content without the traditional processes of vet-
ting used by traditional media companies and while avoiding policing and
censorship from nation states (Droogan et al., 2018, p. 171). Furthermore,
social media has also become an instrument of social interaction for those
who are already radicalised and those whom they want to convince or who
are interested in their activities (Conway, 2017).

The introduction of the metaverse could further reinforce this momen-
tum. By further bridging the gap between offline and online, it could be
even more difficult to maintain the distinction between the two spheres of
radicalisation (and extremism and terrorism). At present, offline networks
provide familiarity and a close environment and are more likely to evade
security services than online extremists (Hamid & Ariza, 2022). The future
metaverse could bring together these advantages of the offline world in an
extensive and immersive digital experience. Combined with the advantages
of the online world - instant mass communication and propaganda - the
metaverse could become an even bigger game-changer than the Internet
and social media were.

The Metaverse as a Democratic Space

The metaverse is still in the early stages of development and has a long way
to go before it reaches a certain stage of maturity in which promises, and
actual functionalities are implemented. It is already apparent that the risks
of the metaverse are comparable to those of social media and, in the past,
a response often came too late. Freedom and security will probably be the
decisive variables in this technology of the future, which makes engaging
with malevolent actors all the more crucial (Neuberger, 2023). In the initial
phase of the metaverse, it is already becoming clear that malevolent actors
are finding fertile ground - as illustrated, for example, by incidents of
sexual harassment that have occurred in the current test versions of the
metaverse (Bazu, 2021; Bovermann, 2022; Diaz, 2022; Wiederhold, 2022).
How can these developments be tackled? How can they be prevented
before they cause harm? It will be important to ensure the democratic
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involvement of actors and marginalised groups in decision-making and de-
velopment processes. While this would now be a genuinely reactive process
in the case of social media, the developers of the metaverse still could build
beneficial structures. Democratisation of social media is desirable from a
sociopolitical perspective because it is a powerful tool due to its widespread
use and its economic and cultural importance. This power should be demo-
cratically legitimised and controlled (Engelmann et al., 2020). However,
democratic safeguarding should not follow a party-political pattern.

In the development of the metaverse, social media should be informative
in various ways — from the creativity with which malevolent actors use new
media and technologies (see above) through to the democratic involvement
of users. Social media operators have already tried to take account of the
aspect of participation:

« META conceived the idea of an Oversight Board! in 2018 as a body
whose independent judgement could help the company make tough con-
tent decisions. This board is committed to being independent, accessible,
and transparent. META has granted it the authority to decide whether
content should be allowed or removed.

« Twitter has been advised by a Trust and Safety Council in the past. This
consisted of various NGOs and researchers who advised the company on
online security issues. Elon Musk dissolved the Council after taking over
the company (The Associated Press, 2022).

« On its YouTube video platform, Google has introduced the Priority Flag-
ger Programme?. This enables NGOs and public authorities to use highly
effective tools to report content that violates the Community Guidelines.
This flagged content is then reviewed by moderators as a priority. How-
ever, the deletion criteria are the same as for any other reports. The
programme was revised by YouTube in 2021, which led to major criticism
from the community (Meineck, 2021).

In general, there seems to be a worrying trend on social media to cut
back on these participative models of moderation and security in favour of
artificial intelligence (AI) applications (Gorwa et al., 2020; Llansé, 2020).
However, Al solutions cannot and should not replace the involvement of
civil society in decision-making processes and questions of democratic
culture, not least because Al-supported content moderation solutions are

1 https://www.oversightboard.com/.
2 https://support.google.com/youtube/answer/7554338%hl=de.
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still prone to error and lack transparency (Gillespie, 2020; Gorwa et al.,
2020).

Encouraging Participation and Democratic Involvement

In social media research and particularly in platform governance research,
important approaches can be found that may help to enable a democrat-
ic and inclusive metaverse. In addition to essential cooperation between
operators and governmental and non-governmental actors on issues of
transparency and research, there is an emphasis on actively strengthening
democratic actors and narratives (Bundtzen & Schwieter, 2023; Engelmann
et al., 2020; Rau et al., 2022).

This strategy is crucial to ensure that a state’s repressive apparatus is
actually only used as a measure of last resort to stop malevolent actors.
Democratic argument and discourse must be possible in an inclusive meta-
verse without people constantly having to fear repression and restriction.
Instead, platform operators can also take steps in the metaverse to con-
sciously and actively promote democratic actors and narratives and thus
build democratic resilience in the metaverse.

Here too, the metaverse can take inspiration from existing approaches
in the social media field, such as YouTube’s trusted flagging programme.
Democratic actors, e.g. NGOs and government organisations, specialising
in areas such as hate speech, group-focused enmity or strengthening
democracy could have access to special reporting tools. They could also
be given extended powers to contextualise questionable content.

However, as well as reinforcing democratic narratives, the democratisa-
tion of the platform itself is a crucial factor for inclusivity. Involving users in
decision-making and design processes can have enormous added value for
a platform that is interested in democratic interaction. Marginalised groups
and their representatives know exactly where hate and harassment may be
lurking in the digital space. By involving such stakeholders at an early stage,
some of the mistakes that were made on social media could be minimised
from the outset.

In political practice, mini publics have already proved effective as an
instrument of user participation (Escobar & Elstub, 2017; Smith & Setild,
2018). Mini publics are groups of (randomly or systematically) selected
citizens who work together over an extended period to examine socially
relevant issues, with the inclusion of external sources, e.g., scientific exper-
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tise. Topics are examined, discussed and assessed from a broad range of
perspectives, and the resulting recommendations are forwarded to political
decision-makers (Escobar & Elstub, 2017; Pek et al., 2023). One example of
this is the virtual citizens” assembly in Germany. In June 2022, its members
debated the consequences of using artificial intelligence (Buergerrat.de,
2022). These types of assemblies allow platform-specific topics to be dis-
cussed with the aim of ensuring that decision making is more democratic.

Although quite controversial (see above), platform councils can also
develop potential for promoting democracy if they are able to operate inde-
pendently, objectively and transparently (Haggart & Keller, 2021; Rau et al.,
2022). To ensure this, platform councils of this type could be based on the
press and broadcasting councils that are already established in Germany,
in line with the recommendations of Kettemann and Fertmann (2021). It
should be noted, however, that responsibilities (geographical, practical),
participants (citizens, experts, NGOs, political decision-makers), and not
least powers (quasi-judicial, advisory) must be part of the social discourse
and cannot yet be conclusively clarified (Cowls et al., 2022; Kettemann
& Fertmann, 2021). Furthermore, such councils could boost public confi-
dence - the more diverse and transparent their line-up is and the more
publicly visible the effects of their recommendations are.

Finally, the aim must also be to strengthen media literacy and policy
competence by means of various training opportunities. These should be
designed in such a way that individuals who are not (or no longer) associ-
ated with the education system are also able to benefit from them. Here
it is vital to provide the necessary tools for dealing with fake news, other
manipulated or extremist content and hate speech on the Internet. One
example to mention is the Good Gaming - Well Played Democracy project
directed by the Amadeu Antonio Foundation, which aims to raise the
gaming community’s awareness of extremist content, among other things.

In addition, it must be noted that building a democratic metaverse is not
solely a task for citizens. The creation of a digital twin in the sense of a
well-fortified democracy is also important. However, according to Rau et
al. (2022), this does not exclusively mean the use of repressive measures
such as deletion or suppression of problematic content (see, for example,
Bellanova & De Goede, 2022) but also, coupled with this, the strengthening
of democratic actors, e.g. through algorithmically increased visibility. In

3 https://www.amadeu-antonio-stiftung.de/projekte/good-gaming-well-played-democr

acy/.

64



https://www.amadeu-antonio-stiftung.de/projekte/good-gaming-well-played-democracy
https://doi.org/10.5771/9783748948117
https://www.inlibra.com/de/agb
https://creativecommons.org/licenses/by/4.0/
https://www.amadeu-antonio-stiftung.de/projekte/good-gaming-well-played-democracy

A Safe Space for Everyone — A Plea for a Democratic and Participative Metaverse

this context, the empowerment of marginalised democratic actor groups
becomes especially important to adequately represent social diversity. They
are properly trained to recognise problematic content at an early stage, for
example, and can thus also be consulted for advice (Rau et al., 2022). The
use of counter speech could also be another strategy for tackling extremist
content in the metaverse (Clever et al., 2022; Hangartner et al., 2021; Kunst
et al., 2021; Morten et al., 2020). The term (digital) counter speech refers
to comments or other content posted as a response to hate speech in order
to minimise and weaken the impact of it or to support potential victims
(Ernst et al., 2022; Garland et al., 2022). In this regard, studies have shown
that counter speech can be an effective means of tackling extremist content
and reducing it effectively (Garland et al., 2022; Hangartner et al., 2021).
In the context of newer technological complexes, e.g. Al, consideration
is currently being given to implementing counter speech automatically in
certain circumstances, although final concepts and responsibilities are still
the subject of intensive discussion (Clever et al., 2022).

In addition to participatory methods, legislation can also be used to
prevent extremist content. In Germany, the dissemination of unconstitu-
tional symbols and signs is forbidden, and perpetrators can be prosecuted.
Germany’s Network Enforcement Act (Netzwerkdurchsetzungsgesetz, Net-
zDG) also provides a legal framework for dealing with hate crime on social
media. Accordingly, the Terrorist Content Online Regulation (European
Union, 2021) requires platform operators offering services in the EU to
remove or block reported terrorist content within one hour. Recent results
of extremism research indicate, however, that so-called legal but harmful
content is already proving to be a major challenge and is likely to be of
significance in the metaverse as well (Jiang et al., 2021; Rau et al., 2022).
This includes, for example, digital content that may have a subtle radicalis-
ing effect but is not unlawful. However, it should be noted in this regard
that content moderation must comply with the constitutional principle of
free speech. Consequently, it is to be assumed that the ongoing discussion
on the relationship between freedom and security will also significantly
influence the design of the metaverse and will, or must, be the result of a
negotiation process involving society as a whole in order to guarantee the
democratic dimension.
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Discussion

If the immersiveness of the metaverse lives up to Mark Zuckerberg’s vision,
it is very likely to have a huge impact on our everyday lives and on social
interaction. This immersiveness would mean that the operators of the
metaverse (or metaverses) would need to deal intensively with questions
of democratisation. Not only would the state probably play a (yet to be de-
fined) role in a metaverse, but its users must also be enabled to participate
democratically in it. This would help to make the platform inclusive and as
safe as possible from malevolent actors.

Building on the social media research of recent decades, there are many
common points of reference which can support and steer the design of a
democratic metaverse. As mentioned above, the metaverse is still at an early
stage of development. However, given the rapid pace of advancement, it
is vital to support this process, stay on the ball and take an active role in
discussions. A multi-perspective approach from all stakeholders involved is
also relevant to ensuring a balance between security and freedom for all
users. The possibilities outlined here for building a metaverse present some
solutions for implementing democratic pillars. In summary, the following
solutions should be deployed by platform operators:

« early implementation of methods for user participation, e.g. mini-publics
or independent platform councils

« strengthening of democratic actors and inclusion of marginalised groups

o reference to existing scientific research findings on social media, hate
speech and (digital) extremism, as well as open cooperation with re-
search institutions

« offer of educational opportunities in cooperation with democratic actors

Final and concrete implementation is still currently the subject of lively
discussion. However, the status of the early development phase of the
metaverse is encouraging active participation, which is also reflected in
this Immersive Democracy Project and can be understood as an invitation
to this process. Participation is not a panacea for the dangers lurking in
the digital space. But it is an important source of support that can help to
empower marginalised groups or individuals in specific ways and thus give
them the tools to work together with operators against discrimination and
hate in the metaverse. Now is the time to develop these tools and to make
sure that a future metaverse is as safe and secure as possible for everyone.
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Navigating Democratic Challenges in the Age of Metaverses

Jean-Frangois Lucas, Jessica Galissaire ¢ Henri Isaac

The Metaverse is an opportunity to bring together "all the questions sur-
rounding the development of digital technology in the years ahead" (LINC,
2023, pp. 25), in particular "all of the digital world's usual ethical issues:
network neutrality, protection of personal data, digital identity, online ha-
rassment, addiction, isolation, and also exclusion” (Basdevant et al., pp. 81).

This ecosystem of interconnected, immersive digital worlds, while
promising unparalleled opportunities for innovation and engagement, also
embodies critical democratic concerns. As digital spaces become more im-
mersive and ubiquitous, the traditional boundaries between what’s virtual
and what’s real are getting blurred, raising complex questions about gover-
nance, participation, and individual rights. The concept of the "Metaverse"
suggests an ideal of fully interoperable and synchronized digital spaces;
however, the reality often presents a constellation of "metaverses" managed
by private corporations, public authorities, or other stakeholders. This frag-
mentation brings with it the risk of reproducing, or even intensifying, the
governance limitations seen in contemporary digital platforms, such as
the monopolistic control exerted by a few dominant players. For example,
centralised governance models, typical of many current digital platforms,
can impose restrictions on user autonomy, transparency, and democratic
engagement. These concerns are compounded by the rapid regionalisation
of digital spaces, as seen in the diverging regulatory frameworks of the
European Union, the United States, and China, suggesting that democratic
principles in the Metaverse will be inherently context-dependent and highly
variable.

This chapter aims to examine some democratic challenges posed by the
emergent Metaverse. It is structured into three sections. The first section
explores the concept of the Metaverse, distinguishing between its idealised
form as a single, interconnected space and the reality of multiple, fragment-
ed "metaverses" governed by varied and often conflicting interests. The
second section delves into the governance implications of these metavers-
es, drawing parallels with the existing digital platforms ecosystem and
highlighting risks associated with centralised control. Finally, the chapter
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outlines some stages of a roadmap for the promotion of democratic gov-
ernance in metaverses, including recommendations for multi-stakeholder
processes, user representation, and agile regulatory frameworks that can
adapt to evolving technological contexts. Through this analysis, the chapter
contributes to ongoing debates on ensuring that the Metaverse can develop
as an inclusive, democratic digital space, responsive to the needs and rights
of its diverse user base.

I The "Metaverse" as a Concept, Metaverses as Embodiments

The “Metaverse” has a multitude of definitions, both in scientific literature
and in the media. While "the concept of the ‘“virtual world’ underlying
the Metaverse has been assimilated by the public [in particular] thanks to
the imaginary universe deployed in the entertainment industries, [...] its
definition is still unclear to consumers, who do not grasp its significance or
the scope of its use" (Galienni & Truphéme, 2023, pp. 116).

The Metaverse embodies the idea of a universe of interoperable digital
worlds and environments, enabling an unlimited number of people to
enjoy immersive, collective, and synchronised experiences. It's a concept,
an ideal, that seems hardly feasible today. In this respect, it is interesting to
draw a distinction between "the abstract concept of the Metaverse 'with a
capital M' (as we refer to the Internet 'with a capital letter'), which describes
a concept of immersion, [and] metaverses in lower case. The term meta-
verse in lower case is used to describe instantiations or implementations
of the Metaverse principles. In other words, the Metaverse concept holds
within it a multitude of possibilities, services, and spaces, which are open,
to a greater or lesser extent, and which will hereafter be referred to as
'metaverses’ with a lower-case 'm” (Basdevant et al., 2022, pp. 9). The use
of the term “metaverse” reflects the reality of today's digital worlds and
simulated universes: they are diverse, heterogeneous and plural.

We can therefore assume that there will not be just one large Metaverse,
but rather several metaverses, each constituting a sort of galaxy of worlds
governed by large companies, public authorities, and various communities,
or even users. As a result, “some leaders, like Tim Sweeney, are convinced
that, in the end, each company will have to run its own virtual world,
both as individual planets and as stakeholders in the main virtual world
platforms, such as Fortnite and Minecraft. As Sweeney put it, in the same
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way that, a few decades ago, every company created its website, and then,
after a while, every company created a Facebook page'” (Ball, 2023, pp. 56).

Moreover, adds the author, "over the past 15 years, what we call 'the
internet' has become increasingly regionalised. All countries use the inter-
net Protocol suite, but each market's platforms, services, technologies, and
agreements have diverged, in part due to the emergence of non-American
tech giants. [...] If the metaverse is to play a greater role in human society
and the workplace, then it is likely that its emergence will also lead to more
and stronger regional players” (Ball, 2023, pp. 322). This perspective needs
to be taken seriously, at a time when the European Commission, as well
as countries such as the United Kingdom and China, among many others,
are communicating about projects and strategies linked to the development
of their own Metaverse; even if these are often “digital” strategies that are
closer to industrial digital twins (industrial metaverses) than to the concept
of Metaverse that we have just described. The lack of a consensual and
shared definition is a primary obstacle to the existence of a democratic
debate on this object.

2 The Platforms Legacy

The debate about the democratic nature of metaverses is part of an ongoing
debate about digital platforms. These often intense and polemical debates
have highlighted the weak democratic nature of digital platforms. Social
networks and other types of platforms, such as user-generated content plat-
forms or electronic marketplaces, are characterised by a very undemocratic
governance. As the Metaverse seeks to articulate these different logics in a
single immersive space, it is to be feared that it will simply reproduce the
current governance mechanisms without really amending them. Most of
the existing platforms operate on a centralised model.

Centralised platforms rely on a single authority for decision-making. De-
cision rights lie with a single person or an entity representing the platform
owner (Baldwin & Woodard, 2009). Centralised platforms typically exhibit
no or very little transparency. Since transparency and user participation
are related to platform control and commercialisation, centralised platforms
do not provide the platform user with information on what governance
processes take place and why (Staykova & Damsgaard, 2015). Although
certain units within the company may be involved and, therefore, be given
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access to information, this does not account for all units and participants of
a platform.

Furthermore, platforms with centralised governance mechanisms rely on
strict participation regulations and poor accessibility. Centralised platform
governance is typically accompanied by strict participation boundaries,
resulting in a low level of accessibility. Working on or improving the plat-
form is, therefore, only possible based on a working order being given
by the governing entity, or by another organisational unit. For instance,
developers who want to cooperate or improve the platform have neither the
possibility to get information about the areas to be developed nor the code
available (Trang et al., 2014).

The main source of trust in centralised platforms are established Terms
and Conditions, enforced by the platform management. These Terms and
Conditions are the basis for dispute resolution. They specify in which
cases and in which way the company has to settle disputes between its
users (Parker & Van Alstyne, 2017). In short, trust is based on top-down
processes and mechanisms (Sollner et al., 2016).

Finally, incentives for engagement in platform improvement focus on
order-based improvements of the platform with no or low (pecuniary)
incentives. Related to the accessibility dimension, central authorities might
give monetary incentives to users who contribute to developing the plat-
form.

As it stands, there is a strong fear that metaverses will only replicate
the centralised platform model. Meta's Horizon Worlds, for instance, illus-
trates a continuity from digital platforms’ centralised model. It is therefore
fundamental that the regulation of metaverses provides a framework that
constrains their governance, particularly on the issue of users' rights over
these spaces and the transparency of the rules governing them.

3 Some Governance Principles to Promote Democratic Spaces in Metaverses

Towards More Harmonised Criminal Law Frameworks

In today's democracies, legal frameworks exist to protect individuals from
criminal offences and harmful behaviour, both in the physical world and
online. The EU Charter of Fundamental Rights and the French Penal
Code, for example, apply to the Metaverse (as they apply to the internet
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in general). In France, cyberbullying is considered an offence, in the same
way as moral or sexual harassment, and is punishable under article 222-33—
2-2 of the Penal Code. Furthermore, there are some standards that apply
to everyone, both online and offline, and which form the basis of democra-
cies: fundamental rights. In fact, they constitute the highest standards that
apply to metaverses. At supranational level, several texts are dedicated to the
fundamental rights that are likely to be impacted by the mass adoption of
virtual worlds.

Despite the existence of such a framework, it can be difficult, in the age
of the Metaverse and social networking platforms, to clearly define criminal
offences and therefore to counter them. How can harassment be defined in
an immersive virtual space? Can rape take place in the Metaverse? Should
a distinction be made between private and public spaces? How can the per-
petrators of criminal offences and harmful behaviour be held accountable?
How can such behaviour be proven, and victims compensated? It is all
quite unclear.

Moreover, there are major gaps in this regard in our legal systems, start-
ing with the lack of definitions. For example, it is still difficult to establish
a common legal definition of what is illegal. At European level, there is
no harmonised definition of "hate speech’, for instance. Prior to 15 March
2017, and the coming into force of the Counter-Terrorism Directive, even
“terrorism” did not have a common definition across EU Member States.
Nor is there a harmonised Penal Code in Europe - each Member State has
its own. What constitutes illegal content or behaviour therefore varies from
country to country. In Denmark and Germany, for example, Holocaust
denial is not punishable by law, whereas it is in France. Therefore, how
can we identify and fight against illegal behaviour in the Metaverse? Illegal
according to whom? Illegal where? This remains an open question.

One key example of how this lack of common definition can be an obsta-
cle to the prevention and punishment of illegal behaviour in the Metaverse
is the criminalisation of virtual rape, which has been under discussion for
over thirty years and is well documented?. In France, under Article 222-23
of the Penal Code, "[a]ny act of sexual penetration, whatever its nature,

1 These include: the 1948 Universal Declaration of Human Rights; the European Con-
vention for the Protection of Human Rights and Fundamental Freedoms, enforced
by the European Court of Human Rights, which is based in Strasbourg; the Charter
of Fundamental Rights of the European Union, which has been enforceable by the
Member States since 2009: any citizen can refer to it if their rights are not respected.

2 On this subject, see for example: Horne, 2023.

75



https://doi.org/10.5771/9783748948117
https://www.inlibra.com/de/agb
https://creativecommons.org/licenses/by/4.0/

Jean-Frangois Lucas, Jessica Galissaire & Henri Isaac

committed against another person by violence, coercion, threat, or surprise
is rape”. For rape to be considered a criminal offence, there must be physical
contact. In other words, in France, rape is not currently recognised as such
in the cyberspace, as it is not a physical space in which there can be a physi-
cal penetration. However, at a time when the boundaries between physical
online experiences and physical offline experiences are becoming increas-
ingly blurred, we should keep a close eye on developments in immersive
technologies and how people feel about them. Some legal adjustments may
indeed be needed.

Despite the lack of common definitions for key concepts such as “hate”
or “rape”, efforts are being undertaken by European legislators to come
up with a shared framework of what is “illegal” or “harmful” online. For
instance, the EU's Digital Services Act (DSA)? is based on the principle that
what is illegal offline is also illegal online. It lays down a series of rules
to make digital platforms more accountable and to combat the spread of
illegal or harmful content or products: racist attacks, child pornography,
disinformation, the sale of drugs or counterfeit goods, etc. The aim is
to better protect European internet users and their fundamental rights
(freedom of expression, consumer protection, etc.) and to strengthen the
democratic control and supervision of the very large platforms and reduce
their systemic risks (manipulation of information, etc.). It's a first (and big)
step, but it doesn't solve the problem of harmonising laws from the point
of view of freedom of expression at international level, for example (which
is probably a utopia). Thus, we urge the new European Parliament and
Commission to make legal consistency and enforceability a priority in the
coming years. The possible advent of the Metaverse appears to be a perfect
laboratory in this respect.

A Collective Approach

Multi-Stakeholder Processes

At the start of 2022, the European Commission took up the subject of
metaverses and virtual worlds, to analyse if there was a need to regulate
their development and, if so, the potential role of regulators in doing so. In

3 European Commission, “The Digital Services Act”: https://commission.europa.eu/strat
egy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-act_en
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line with this, the President of the European Commission, Ursula von der
Leyen, announced the launch of an initiative on virtual worlds in 2023, as
part of the "A Europe fit for the digital age™ programme.

Questions are being raised as to whether the existing legal framework is
sufficient to protect users from certain practices that could be detrimental
to them in metaverses, to protect their rights in these spaces, and to guaran-
tee an "open, secure, trustworthy, fair, and inclusive digital environment™
as called for by the European executive. But we must also question how this
framework is being decided. Who formalises these frameworks? In what
way? According to what criteria? What role do users play in decision-mak-
ing processes?

In this regard, we recommend a multi-stakeholder approach, bringing
together metaverse operators, terminal suppliers, users, the relevant regula-
tory authorities, legislators, researchers and civil society, in order to have a
holistic and structured approach to Metaverse governance.

Thierry Breton, former European Commissioner for the Internal Mar-
ket, was calling for the launch, “similarly to the European Bauhaus”, of
“a creative and interdisciplinary movement, aiming to develop standards,
increase interoperability, maximising impact with the help of IT experts,
regulatory experts citizens' organisations and youth” (European Commis-
sion, 2022). With this in mind, between February and April 2023 the
European Commission convened a “European citizens' panel on virtual
worlds”. Bringing together 140 citizens from the 27 Member States, the
panel published 23 recommendations on the values and actions needed to
create attractive and equitable European virtual worlds. These recommen-
dations are now feeding into the Commission's work on virtual worlds and
tomorrow's internet.

In our report “Governing the Metaverse and tomorrow’s internet”, we
propose the development of experimental multi-stakeholder processes (e.g.
via regulatory sandboxes and policy prototyping), in order to analyse the
relevance of the existing legal framework in relation to the Metaverse, and

4 This work culminated in the presentation, on 11 July 2023, of a strategy to "place the
EU at the forefront of Web 4.0 and virtual worlds" See: European Commission. (2023).
Towards the next technological transition: Commission presents EU strategy to lead on
Web 4.0 and virtual worlds. https://ec.europa.eu/commission/presscorner/detail/en/
ip_23_3718

5 European Commission. (2023). Towards the next technological transition: Commis-
sion presents EU strategy to lead on Web 4.0 and virtual worlds. https://ec.europa.eu/c
ommission/presscorner/detail/en/ip_23_3718
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put forward recommendations relating to the technical operationalisation
of concepts such as privacy, the protection of personal data, or the preven-
tion of cyber-bullying.

Involving Users in Content Moderation

Users of digital platforms contribute significantly to the creation of value on
these platforms (Renaissance Numérique, 2020a). Therefore, they should
be integrated in their regulation. One way to do this would be to impose
user representation in their governance and decision-making bodies. The
role of a user-representative body should focus on several elements: the
definition of moderation rules and their evolution, the definition of a col-
laborative platform-specific approach to moderation, and the development
of a moderation culture specific to each platform (Renaissance Numérique,
2020b).

For metaverses, like for platforms, content moderation requires defining
the right balance and processes, hand in hand with public authorities, civil
society and the end users. The notion of value co-creation is inherent to
platforms that host content generated by their users. The same will apply
to metaverses. This substantial input from end-users should be reflected in
the moderation efforts of metaverses, for example by encouraging online
service providers to involve users in the moderation of content and be-
haviour, and more generally in the regulation of metaverses. However, this
requires the establishment of real discursive processes between platforms
and their users, and cannot be limited to the outsourcing of moderation
tasks (Renaissance Numérique, 2020c).

An Agile Approach

Without wiping the slate clean of existing restrictive legal frameworks,
which are necessary, the challenge is to simultaneously establish multi-
stakeholder mechanisms that are as agile as possible, with feedback loops to
adapt to technologies as they evolve. This aspect is all the more important
with regard to the Metaverse, as the underlying technologies are not yet ful-
ly mature, and the uses to which they will be put, and therefore the business
models that will be linked to them, remain largely undefined. In this sense,
we propose to put in place agile, multi-stakeholder governance mechanisms
to structure every person’s right and duty in tomorrow's internet. The new
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European Commission should encourage and develop the implementation
of this kind of approach at European level.

A Holistic Approach

It is also highly likely that the responsibilities of the various players in-
volved in the governance of the Metaverse will evolve. Nowadays, in the
Web 2.0 era, we are faced with highly centralised systems. It is technically
the online services providers, also known as "intermediaries’, via their
moderation and Trust & Safety policies, and via their Terms & Conditions,
who decide, within the limits set by the law, what is acceptable or not on
their platforms. However, the Metaverse is not destined to become a space
controlled solely by a few dominant players. On the contrary, a multitude
of metaverses and hence owners of immersive spaces should be able to
emerge.

In Meta’s Horizon Worlds, for example, a third-party company could cre-
ate its own space, in which it sets its own rules. As is the case in immersive
worlds that have been in use for several decades now, such as Second Life,
there would be several layers of responsibilities and rules: a technical layer,
covering what the source code allows or does not allow in terms of actions;
a layer managed by the operator of the metaverse; a layer managed by the
owner of the specific world in that metaverse; and above all that, the law
(Lucas, 2013).

The ambition of a collective, agile, holistic approach should be to move
towards a more effective allocation of responsibilities across various layers,
so that they can be implemented more effectively. Renaissance Numérique
encourages the new European Commission to embrace this approach and
to facilitate the establishment of agile, multi-stakeholder governance mech-
anisms to organise the rights and duties of all stakeholders in tomorrow's
internet.

3 Conclusion
The rise of the Metaverse encapsulates a unique convergence of social,
economic, environmental, cognitive, ethical, and legal considerations that

define today’s digital era. As it takes root in our existing digital landscape,
the Metaverse compels us to reimagine how we want to communicate,
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connect, learn, entertain, and trade in a more immersive and interactive
internet. Rather than merely replicating past models, it offers us an un-
precedented chance to craft an internet that is more egalitarian, inclusive,
ethical, and sustainable—one that aligns with the aspirations of a responsi-
ble, democratic society.

The governance of the Metaverse calls for a multi-stakeholder approach
that prioritises agility, transparency, and inclusivity. This would empow-
er not only institutions and corporations but also individual users and
citizens, facilitating a collective re-evaluation of our shared values. Legal
frameworks currently provide baseline protections against harmful conduct
in digital environments, yet inconsistencies remain, especially at the inter-
national level. Harmonising these definitions and aligning policies with the
realities of immersive experiences is essential to ensure users’ safety and
rights across borders.

However, the rapid evolution of metaverse technologies, driven by in-
tense competition and undefined business models, poses the risk of recre-
ating the centralised, platform-dominated structures of the past. To avoid
this, alternative governance mechanisms must be considered, such as de-
centralised models enabled by blockchain or emerging cooperative frame-
works, that could uphold users’ rights and trust without relying solely on a
central authority.

As we face these challenges, the Metaverse should be viewed not only
as a technological innovation but as an opportunity to redefine digital
governance and rethink the ways we interact socially online. By treating
the Metaverse as a living, evolving project, we can build a digital future
that reflects the democratic values we strive for, setting the stage for a
truly inclusive, participatory, and resilient internet. The journey is complex,
but the potential to shape a Metaverse that serves society as a whole is a
compelling invitation to reimagine the foundations of our digital lives.
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Hate Speech in the Metaverse

Esen K. Tiitiincii ¢ Danielle Shanley

Hate speech, as defined by the United Nations (UN), refers to any form of
communication, gesture, or conduct that may incite violence, discrimina-
tion, hostility, or prejudicial action against individuals or groups based on
attributes such as race, ethnicity, religion, gender, sexual orientation, or oth-
er characteristics. It encompasses expressions that demean, dehumanize, or
stereotype individuals or communities, perpetuating harmful stereotypes
and promoting intolerance (UN, n.d.).

Despite this definition appearing relatively clear and concise, defining
hate speech is no easy task. Any attempt at defining hate speech effectively
has to try to strike a balance between safeguarding freedom of expression
- as a fundamental human right - and protecting individuals and groups
from harm. This is further complicated given the fact that different individ-
uals may perceive the same speech act differently, and what one person
considers offensive or harmful, another may view as a legitimate expres-
sion of opinion. The subjective nature of determining whether specific
expressions cross the line into hate speech makes it challenging to establish
universally applicable definitions.

Despite these definitional difficulties, it is crucial to engage with the
topic, especially in online settings like the metaverse. As we learned from
early research into virtual worlds, what happens within these worlds can
shape the values that influence individuals’ real-world lives, and vice versa.
For example, writing in the early 1990s, Christine Ward Gailey argued that
video games reflect dominant cultural values in society, reinforcing and
promoting behaviors that align with the dominant ideology (Gailey, 1993).
In essence, commercially successful games often replicate and reinforce the
values and activities associated with prevailing societal norms.

Biases in Virtual Worlds

As a result, it is perhaps unsurprising that the portrayal of different social
groups in the virtual worlds of video games tends to reflect existing biases
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held by individuals in the real world, including sexism and racism. For
example, the gender stereotyping of video game characters’ appearances,
where women are often depicted as thin with large breasts and emphasized
sexual features (a trend epitomized by the character Lara Croft in the
Tomb Raider series) and men are often portrayed with muscular physiques
and aggressive attitudes, has been well documented. Psychological studies
among adolescents and college students indicate that exposure to these
stereotypical portrayals can desensitize individuals to real-world sexism,
making instances of sexism seem less shocking, potentially perpetuating
harmful beliefs such as “rape myths” that blame victims of sexual assault
(Breuer et al., 2015).

Of course, sexism in video games is not only an issue when it comes to
content. User behavior, particularly within multiplayer online games, is also
often deeply problematic. For example, female players are often targeted
and harassed and have to develop their own coping mechanisms and strate-
gies in order to safeguard themselves against undesirable behavior.

Racist imagery has also been a persistent issue in video games since the
early 1990s. Games like Duke Nukem 3D and Shadow Warrior exemplify
how troubling racial stereotypes have shaped the narratives of video games.
Duke Nukem 3D’s storyline revolves around eugenic panic concerning race
mixing between invading aliens and white women in a future Los Angeles
depicted as mono-ethnic. The main character embarks on a mission to
stop the alien invaders in order to preserve the genetic purity of the hu-
man species. In Shadow Warrior meanwhile, the protagonist’s stereotypical
and generic “Asian” identity is accompanied by a skill set portrayed as
biologically determined, perpetuating ideas about the character’s perceived
deficient masculinity (Weise, 2021).

Sexist and Racist Ideas Have Real World Consequences

The sexist and racist ideas and representations depicted in video games
can transcend the virtual world and have real-world consequences. Psycho-
logical research suggests that playing violent video games can increase eth-
nocentrism and trigger heightened aggression when individuals encounter
someone who is different from themselves (Ewoldsen et al., 2012). Despite
activists like Anita Sarkeesian taking up these issues within the gaming

84



https://doi.org/10.5771/9783748948117
https://www.inlibra.com/de/agb
https://creativecommons.org/licenses/by/4.0/

Hate Speech in the Metaverse

industry,' hate and discriminatory attitudes within video games have be-
come normalized over time, which is likely to influence the design and
development of other virtual worlds too. In 2022, media outlets were quick
to notice the metaverse’s “groping problem”, which only goes to show how
important it is that we address and challenge these issues in order to create
inclusive and safe online environments.

Hate Speech on Social VR

On social VR platforms, such as VRChat, AltSpace, and Meta Horizons,
hate speech often takes similar forms to that of more traditional social
media. Users can engage in discriminatory or offensive behavior targeting
individuals or groups based on their characteristics or identities.

« Racist or derogatory remarks: Users may verbally express racial slurs,
engage in racial stereotyping, or make discriminatory comments based
on a person’s race or ethnicity.

« Homophobic or transphobic behavior: Hate speech can manifest as ver-
bal harassment, bullying, or exclusion, targeting individuals based on
their sexual orientation or gender identity.

+ Religious or cultural intolerance: Users may engage in hate speech by
expressing discriminatory attitudes or insulting remarks against specific
religions or cultural groups.

« Cyberbullying and harassment: Like traditional social media, social VR
platforms can become spaces for targeted harassment, where individuals
are subjected to online bullying, threats, or offensive behavior.

While there are important lessons to be learned from how these forms
of behavior take place on social media, there are a number of important
differences between them and social VR platforms, particularly given their
immersive nature.

Social VR platforms introduce additional elements to user experiences,
which can affect the nature and extent of hate speech, bullying, and dis-
crimination. These platforms offer users the opportunity to embody avatars
and engage in more immersive interactions. As a result, new or different
forms of behavior may emerge. Some examples of this are:

1 Feminist Frequency (2013). Damsel in Distress: Part 1 - Tropes vs Women in Video
Games. Online: https://youtu.be/X6p5AZp7r_Q (Accessed on June 27th 2023).
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« Nonverbal expressions: Hate speech can extend beyond verbal commu-
nication. Users can utilize avatars to engage in offensive or discrimina-
tory gestures, actions, or visual representations, which can amplify the
impact of hate speech.

« Spatial proximity and presence: In VR environments, users can physical-
ly navigate and interact with others in close proximity. This physical
presence can intensify the emotional impact of hate speech, leading to
increased feelings of harassment or discrimination.

« Immersive experiences and anonymity: The immersive nature of VR can
provide a heightened sense of anonymity and disinhibition, potentially
leading to more extreme or offensive behavior compared to traditional
social media platforms.

Mitigating Hate Speech on Social VR

To mitigate the negative impact of hate speech in social VR platforms, it is
important for platform providers to prioritize proactive moderation, estab-
lish clear community standards, and promote user empowerment through
reporting tools and educational initiatives. Collaborative efforts involving
platform developers, users, and relevant stakeholders can help create safe
and welcoming virtual environments where users can freely express them-
selves without fear of harassment or discrimination.

Recent literature on technology ethics emphasizes the value of deliber-
ative engagement for shaping technological development.? These works
widely - both implicitly and explicitly - draw on concepts of “deep democ-
racy” (Buhmann and Fieseler, 2021, p. 101475) by highlighting the epistemic
potential of open engagement processes. Broadly speaking, this literature
proposes that innovators, as proactive participants of a wider public debate
and discourse, can contribute to responsible processes of innovation. So
essentially, the goal is to harness the potential of different forms of engage-
ment in order to help find optimal solutions.

Around 2010, the term “Responsible Innovation” (RI) became a popular
way of talking about responsibility-related issues for academics and poli-
cy-makers alike. It is used to refer to a way of organizing research and
innovation so that its impacts are safe, equitable, and aligned with societal
needs.

2 See, for example, several articles published in the Journal of Responsible Innovation
and the Journal of Responsible Technology.
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New and emerging technologies, like AI and VR, are going to shape our
future in powerful new ways. As we can already see, the result of this is
that we will need to confront new questions about risks, ethics, justice, and
equity. Responsible innovation essentially provides us with the concepts
and practices that are required to address these sorts of questions, helping
us to think about things like hype, scale, power, and inclusion in research
and innovation.

Drawing on the work of Buhmann and Fieseler, responsible innovation
can be seen as encompassing three main dimensions (which are often
reflected by the public discourse surrounding new and emerging technolo-
gies). First, the responsibility to avoid harm, which refers, for example, to
risk management approaches supposed to control for potentially harmful
consequences. Second, the responsibility to do good, which refers to the
improvement of living conditions, such as are set out in the sustainable
development goals. Finally, governance responsibility, which refers to the
responsibility to create and support global governance structures that can
facilitate the former two responsibilities (Ibid).

Examples of the sorts of tools and concepts that fall under the umbrella
of responsible innovation are:

o Value Sensitive Design: A framework for exploring stakeholder’s values
in order to then translate those values into operational design criteria,
through iterative conceptual, empirical, and technical investigations.
VSD asks questions such as: What values to include in design? How
to make these values bear on the design process? How to make choices
and trade-offs between conflicting values? How to verify whether the
designed system embodies the intended values?

« Scenario Planning Workshops: Narratives, or scenarios, are essentially
hypothetical sequences of events constructed for focusing attention on
causal processes and decision points. In this sense, the development of
scenarios can be used for learning and deliberation, producing decision-
making processes that are based on the involvement and interaction of
different stakeholders.

+ Envisioning Cards: Combines both VSD and scenario planning, the
Envisioning Cards are built upon a set of envisioning criteria that are
intended to raise awareness of long-term and systemic issues in design.
Cards provide prompts for thinking through various implications and
value tensions and can be used within workshops or team meetings to
trigger discussion and reflection.
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It is ultimately in and through these sorts of approaches to technology
development that we can try to confront and mitigate potential harms, such
as hate speech and bias, before they become locked in.

Discussion

With regards to social VR applications, we can already see the emergence
of several key issues that need to be addressed sooner rather than later.
For example, managing user behavior in online platforms presents a seri-
ous challenge, due to the fragmented domain area and multiple systems
involved. Each platform may have its own rules and guidelines, leading to
conflicting values and standards. Furthermore, enforcing age restrictions
becomes difficult, as users can misrepresent their age or simply bypass
the restriction. Another issue is that the speed of development and deploy-
ment in the digital space often outpaces the ability to implement effective
moderation measures. It is also difficult to legally mandate industry-wide
standards, making it hard to establish consistent guidelines for content
regulation. Testing these platforms under real-world conditions is also com-
plicated, as the virtual environment is still relatively uncharted territory.
In light of these factors, we must ensure that virtual worlds are developed
responsibly, which will require continuous adaptation and collaboration
between platform developers, users, and regulatory bodies.

Until now, efforts to combat hate speech have largely involved fostering
dialogue, promoting education, and encouraging media literacy to enhance
understanding, empathy, and respect among individuals and communities.
In the case of the development of the metaverse, collaborations between
governments, civil society organizations, and technology companies will
also play a crucial role in developing guidelines, policies, and tools to
address hate speech effectively while respecting diverse perspectives and
cultural sensitivities.

It is important to acknowledge that while social VR platforms undoubt-
edly offer opportunities for socialization and creativity, they also face sig-
nificant challenges ahead when it comes to addressing hate speech, bully-
ing, and discrimination. As discussed, moderating content and enforcing
policies are both complex tasks due to the dynamic and immersive nature
of VR environments. However, drawing upon ideas and concepts from
responsible innovation, implementing reporting mechanisms, educating
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users, and developing community guidelines all can and more importantly
should play a role in fostering inclusive and respectful virtual communities.
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Decentralized Autonomous Organisations (DAOS) in the
Metaverse: The Future of Extremist Organisation?

Julia Ebner

The transition from Web 2.0 to Web 3.0 is likely to leverage the latest
technological advances including AI, machine learning and blockchain
technology. This might not only bring about a new interplay of the physical,
virtual and augmented reality but could also fundamentally change the
ways in which corporate entities, social communities and political move-
ments organise themselves.

Decentralisation is a key property of the Metaverse. Policies, legal con-
tracts and financial transactions that were traditionally the domain of
governments, courts and banks might be replaced with smart contracts
and financial transactions in blockchain. Cryptocurrencies can be used
as a new medium of exchange outside of established banking systems,
while non-fungible token (NFT) might serve as unique digital identifiers
to certify ownership and authenticity. Taken together, these new forms
of self-governance could lead to the explosion of so-called Decentralized
Autonomous Organisations (DAOs) in the Metaverse.

Decentralized Autonomous Organisations (DAOs) are digital entities
that are collaboratively governed without central leadership and operate
based on blockchain (Jentzsch, 2016). As such, DAOs allow internet users
to establish their own organisational structures, which no longer require
the involvement of a third party in financial transactions and rulemaking.
DAOs allow online communities to simplify their transactions and use a
community-based approach to establish rules (World Economic Forum,
2023). However, as this study will explore, they might also give rise to new
threats emerging from decentralised extremist mobilisation, pose a risk to
minority rights, challenge the rule of law, and disrupt institutions that are
currently considered fundamental pillars of our democratic systems.
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Research Aim and Methods

The aim of this chapter is to explore potential ways in which DAOs could
be exploited by extremist and anti-democratic actors. To what extent are
extremist movements incentivised and able to make use of such new forms
of self-governance? What are the types of threats that might emerge from
anti-democratic or anti-minority DAOs?

To make progress on these research questions, the chapter reviews ex-
isting literature and summarises the findings from expert interviews and
digital ethnographic research. More specifically, qualitative interviews were
carried out with two leading experts on DAOs, a manual review of roughly
350 existing DAOs was performed, and exploratory digital ethnographic
research was carried out across the extremist fringe platforms Odysee,
Bitchute and Gab as well as the encrypted apps Telegram and Discord.!

The chapter will first provide an overview of DAOs, their relationship
with the Metaverse and current use cases. It will then assess potential
areas of misuse before providing an outlook of future trends, including key
challenges and opportunities, and ideas for future research areas.

DAOs and the Metaverse

The next iteration of the internet, the Metaverse, is inherently tied to
decentralised forms of communication, collaboration and finance. The
metaverse is built on blockchain technology. Researchers have pointed out
that collective governance and decentralised finance will likely be a key
characteristic of the Metaverse (Chao et al., 2022; Goldberg & Schar, 2023;
Tole & Aisyahrani, 2023). Ownership over an asset or “a piece of land” in
the Metaverse would be governed by NFTs (Laeeq, 2022).

The World Economic Forum described DAOs as “an experiment to
reimagine how we connect, collaborate and create” (World Economic
Forum, 2023, p. 27). DAOs operate differently from traditional organisa-
tions in their allocation of resources, coordination of activities and deci-
sion-making processes. Code-driven and community-oriented structures
allow stakeholders to be directly involved in governance and operations
via voting systems (World Economic Forum, 2023). Decentraland is the

1 All quoted and referenced primary source content was documented and archived in the
form of screenshots and can be made available to fellow researchers upon request.
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first large-scale virtual world based on the architecture and premises of a
DAO. With the aim of distributing power among its participating users,
it operates on the Ethereum blockchain. The “residents” of Decentraland
can initiate policy updates based on decentralised voting systems that are
embedded in Decentraland DAO governance structure (Goldberg & Schir,
2023, p. 3).

There is an active ongoing debate about the legal status of DAOs. Propo-
nents of DAOs have argued that smart contracts are self-executing codes on
blockchain that can operate independently of legal systems. They point to
lower transaction costs and reduce the need for intermediaries. However,
more skeptical commentators have suggested that DAOs should be owned
and/or operated by humans (Jentzsch, 2016, Mondoh et al., 2022). A more
detailed discussion of existing efforts to regulate DAOs can be found in the
final section of this chapter.

To date, research into DAOs and the Metaverse remains scarce. However,
in recent years there has been a notable rise in publications that investigate
the trends and implications of DAOs for various sectors. For example,
Chao et al. (2022) discuss the advantages and disadvantages of DAOs for
non-profit organisations. While they argue that DAOs provide a “strong
democratic system”, they also caution that they “are not subject to legal,
physical, or economic constraints” and are therefore capable of operating
“outside the control of a single central authority or a single governing body”
(Chao et al., 2022).

Mondoh et al. (2022) discuss whether DAOs might be the future of
corporate governance, while Goldberg and Schér (2023) write that DAOs
could disrupt the monopoly market structures in the technology sector.
Their assessment is that “open standards and blockchain-based governance
are a necessary but not a sufficient condition for a decentralized and neu-
tral platform” (Goldberg & Schir, 2023). Meanwhile, Tole and Aiyahrani
(2023) predict that the Metaverse and DAOs have the potential to revo-
lutionise the education system. Through DAOs, they claim, “technology
courses, certificates, and more can become automated and authenticated on
the blockchain” (Tole & Aisyahrani, 2023, p. 1). DAOs could provide the
basis for what they call “Metaversity”, whereby the necessary infrastructure
is provided for decentralised learning centers that have incentive structures
and tailored courses in place (Tole & Aisyahrani, 2023, p. 3).

Most recently, computer scientists provided an in-depth analysis of the
genesis and evolution of DAOs, as well as their classification and ethical im-
plications (Amhaz et al., 2024). Another large-scale study published in 2024
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argued that DAOs “resemble early online communities”, in particular open-
source projects. The authors assessed the impact of several DAO properties,
including voting mechanisms, on levels of decentralization (Sharma et
al., 2024). Moreover, the United Kingdom’s Law Commission published a
scoping paper on DAOs, discussing the legal characterization of DAOs,
liability of participants as well as questions around financial regulation and
tax (HM Law Commission, 2024).

Current Use of DAOs

The current DAO ecosystem is highly diverse and growing at a fast pace.
By December 2024, DAOs collectively manage over 40 billion dollars and
count more than 11 million token holders across at least 13,000 entities
(DeepDAO, 2024). DAOs exist across a range of industries such as finance,
philanthropy and politics. A manual review of the 356 DAOs listed on the
website Decentralist.com at the time of the analysis (July 2023), illustrates
the highly diverse nature and purpose of DAOs. The descriptions and stip-
ulated mission statements include social, activist, investment, gaming, me-
dia and collector aims (Decentralist, 2023). Some DAOs are clearly satirical
in nature, including the Café DAO which aims “to replace Starbucks”, the
Doge DAO which wants to “make the Doge meme the most recognizable
piece of art in the world” and the Hair DAO, “a decentralised asset manager
solving hair loss”.

By 2023, DAOs have primarily attracted entrepreneurs, libertarians,
activists, pranksters and hobbyists. However, there are also activist and
political DAOs. For example, Decentralist.com lists DAOs that are tied to
the climate movement and Black Lives Matter community as well as social
justice and anti-banking DAOs that want to tackle social inequality. Figure 1
provides an overview of the most common DAOs found on Decentralist:
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Figure I: Overview of most common existing DAOs

While the review of existing DAOs did not identify any openly anti-demo-
cratic or anti-minority DAOs, some DAOs made use of alt-right codes
and conspiracy myth references, or expressed support for far-right populist
leaders. For example, the “Redacted Club DAO” claimed to be a secret
network with the aim of “slaying” the “evil Meta Lizard King”. The official
Discord chat of the “Redacted Club DAO”, which counted 850 members
at the time of analysis, contained Pepe the Frog memes and references to
“evil lizards” and “good rabbits”. Another DAO, which was not listed on
Decentralist, was called “Free Trump DAO”. Its Twitter account described
it as being “for Patriots” and serving as “a powerful tool that fights for free-
dom and liberty around the world.” Its Telegram channel, which counted
474 members, was filled with Trump-glorifying memes, MAGA symbols
and announcements such as “We’re supporting Trump. Bring back Trump”.
There was also the “Trump DAO - the 47t U.S. President”, which claimed
to want to “raise money through the crypto to support Trump for 2024”.
The aim was to shape political campaigns by fundraising and giving com-
plete anonymity to people who want to support Trump.

Extremist Incentives to Exploit DAOs

This sub-chapter used ethnographic research in extremist forums and
chat groups to assess their conversations about DAOs. The analysis was
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performed on the far-right fringe platforms Bitchute, Odysee and Gab as
well as the encrypted apps Discord and Telegram. An exploratory discourse
analysis was used, as the volume of content that is specifically focused
on DAO:s is still limited in extremist communities and therefore does not
provide enough data points for statistical analysis.

A total of 85 pieces of content were identified across the analysed far-
right fringe platforms, 46 on Odysee, 23 on Bitchute and 16 on Gab. Addi-
tionally, 100+ channels related to DAOs were detected on Telegram and
Discord, including far-right extremist channels. While many of the posts on
Odysee, Bitchute and Gab simply explain the characteristics and advantages
of DAOs and how they might shape the Web 3.0, some of the detected
conversations also reveal that there is much appetite for decentralised alter-
native forms of collaboration, communication and crowdfunding. Broadly
speaking, the intent of far-right activists to use DAOs can be divided into
two overarching types of incentives: practical and ideological motivations.

Important practical reasons are that DAOs can help users to circumvent
monitoring, regulatory mechanisms and traditional institutions. For exam-
ple, extremists may view them as useful to escape surveillance by security
services, avoid perceived censorship by tech firms and find an alternative
to frozen bank accounts. Many extremist and even terrorist movements
already created their own cryptocurrencies and make use of anonymous
bitcoin wallets. In particular, non-transparent cryptocurrencies such as
Monero served extremists whose bank accounts have been frozen. Jihadists
used cryptocurrencies as early as 2016 to fund violent activities (Irwin &
Milad, 2016). In 2019, Treasury Secretary Steve Mnuchin warned that cryp-
tocurrencies pose a national security threat, allowing malicious actors to
fund criminal activities (Rappaport & Popper, 2019). While decentralised
finance is already a trend among extremists, a shift to entirely decentralised
forms of self-governance could be the next step (Krishnan, 2020). For ex-
ample, Gab users highlighted that DAOs can help organisations to “unlock
their full potential and usher in a new era of decentralized governance”
The post continued: “Embrace the power of automation and embark on
a journey of efficient and transparent decision-making within your DAO?”
Another one shared that DAOs may not be “capable of being subject to
sanctions”.

There are also ideological incentives that might lead extremists to use
DAO:s for their purposes. In particular, fundamental distrust in the estab-
lishment means that DAOs can be an appealing alternative. Users who
believe that the “deep state” or the “global Jewish elites” control everything
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from governments and big tech to the global banking system might prefer
to set up their own technological, financial and logistical networks. For
example, QAnon-related groups on Telegram were discussing the future of
decentralized finance and how this might be an escape route to evade the
U.S. federal banking system. DAOs also fit ultra-libertarian utopian visions
of online worlds that are entirely unregulated, in which speech and actions
are “truly free”. “FREEDOM Meta-DAO” declared in its mission statement
on Discord: “We believe in freedom of speech, privacy, and protection
from cancel-culture bullying. Using a DAO as a service platform, we bring
society together as a whole by removing borders and adaptation blockages”
Finally, some users may be motivated by the outlook of creating their own
digital state that operates based on their own rules, values and ideologies.

Practical Incentives Ideological Incentives

Safe haven from surveillance by se- | Conspiracy myths about the estab-
curity services or journalists lishment and financial institutions

Escape route from social media re- | Ultra-libertarianism and desire for
moval policies unlimited free speech

Financial solution to frozen bank | Creation of digital state or corpora-
accounts tion according to own rules

Table I: Overview of practical and ideological incentives

Most of the posts about DAOs on far-right websites were positive, however
there were also a few warnings among the analysed pieces of content. For
example, one user on Gab wrote that “though Blockchain technologies
make traditional authoritarianism less likely, they make a new kind of au-
thoritarianism, born of decentralized autonomous organizations (DAOs),
more likely” The user continued: “By design and accident, DAOs will tend
to develop into the computational equivalents of eusocial colony animals
such as ants, bees, and termites. Once formed into such superorganisms,
DAOs will exhibit emergent behaviors like swarming and collective intelli-
gence”” Indeed, the user pointed out that one of the risks is that “humans
venturing into the DAOs’ native habitat would then find themselves forced
to live under the arbitrary will of not another human, but instead of a vast,
mysterious hoard of nonhuman, and perhaps inhuman, entities”
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Extremist Capabilities to Exploit DAOs

In this section, an analysis of potential areas for exploitation was performed
based on a review of literature and interviews with two leading technology
experts. The first interviewee was Carl Miller, the Director of the Centre
for the Analysis of Social Media (CASM) at the think tank Demos who
has long warned of potential threats emerging from the misuse of DAOs.
The second interviewee was Christoph Jentzsch, a leading developer of the
blockchain Ethereum and head behind “The DAO”, which became one of
the largest crowdfunding campaigns in history, raising over $150 million
after launching in April 2016 via token sale, but was hacked soon later.

This sub-chapter addresses questions such as: Could trolling armies
start cooperating via DAOs to launch election interference campaigns?
What happens if anti-minority groups establish their own digital states
in which they impose their own governing structures? Finally, how might
terrorists leverage DAOs to fund and plot criminal activities and violent
attacks?

DAOs can be used by movements to further their social, political and
criminal objectives. Three potential threats were identified related to ex-
tremist and terrorist use of DAOs: 1.) influence campaigns, 2.) radicalisa-
tion of sympathisers, and 3.) attacks on political opponents. In all three
potential threat areas, DAOs can be exploited in at least three ways on a tac-
tical level: a.) by coordination and planning activities, b.) by crowdfunding
and purchasing activities, and c.) by radicalisation and training activities.
As such, they could change the nature of rebellion movements as well as
their relative position of power, effectiveness and resilience to governmental
countermeasures (Krishnan, 2020). Figures 2 and 3 summarise the poten-
tial threats as well as potential tactical exploitation areas associated with the
use of DAOs by extremists and terrorists:
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Radicalisation
of
sympathisers

Figure 2: Overview of potential threats

Figure 3: Overview of potential tactical areas for exploitation

Crowdfunding
and
purchasing
activites

1 Influence Campaigns

One risk is that DAOs might be used in the future to carry out large-scale
influence and election interference campaigns. Carl Miller told me that
“beyond the speculative activities around crypto and NFTs, the deeper
simmering experimentation around governance provided more fundamen-
tal challenges to the state and security” DAOs allow extremist groups to
engage in deliberative and collective governance and decision-making in
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ways where, according to Carl, it is a.) very unclear who is doing it, and
b) hard for statutory security agencies to do anything about it. “As we
gear up for the next U.S. presidential election, we might see DAOs being
used for election campaigns,” he warns. For example, Trump DAO could
incentivise people to donate and participate in campaigns. “One could
imagine a campaign being funded by tens of thousands of dark wallets that
do not have clear links to real-world identities” Would this be recognised as
electoral campaigning? Carl noted that the regulatory space in U.S. current-
ly regulates at wallet level, not at DAO levels. However, these wallets can
be fully anonymous. “There are already crypto-based gig sites where small
jobs can be done anonymously based on crypto remuneration,” Carl said.
“In the future we might see gig workers being paid to run disinformation
campaigns or stage protests.”

2 Radicalisation of Sympathisers

Another risk is that DAOs could facilitate radicalisation efforts undertaken
by extremist groups. Carl noted that “the basic problem of extremists is that
they are being denied the conventional, easiest ways of reaching people”.
For example, they find it hard to rent halls, to have Facebook groups,
to raise money or get the word out. He continued “You could easily see
a world where there are protocol-based alternatives or replacements for
conventional organizational structures”, allowing extremist movements to
surmount collective action problems, create international coalitions and
fundraise for their activities.

Extremist movements could potentially even create their own digital
states, for example in the form of digital white ethnostates or cyber
caliphates. In 2022, the former chief technology officer at Coinbase Balaji
Srinivasan described in his book The Network State how DAOs could soon
give rise to new forms of digital statehood. Any group of online users could
decide to start their own country, with their own laws, social services and
financial transactions (Srinivasan, 2022).

3 Attacking Political Opponents

Finally, DAOs might also serve as safe havens for the planning and plotting
of violent terrorist attacks and cybercrimes. The circumvention of govern-
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ment regulation and monitoring activities could make them particularly
useful for violent extremist and criminal organisations. Moreover, white na-
tionalist movements have long been advocating for decentralised structures
and so-called “leaderless resistance” (Michael, 2012; Malone et al., 2022).
Increasingly, jihadist organisations such as Islamic State and Al Qaeda have
adopted similarly decentralised models of leadership. Researchers have
argued that leaderless organisations are more resilient to disruptions and
interventions than hierarchical organisations. They compared hierarchical
organisations to spiders who will die when you cut off their head, while the
equated leaderless organisations with starfish whose legs will regrow when
you cut them off (Brafman & Beckstrom, pp. 19-29).

According to Christoph Jentzsch, the most notable difference between
DAOs and traditional forms of organisations is that, unlike associations
or co-operatives, DAOs cannot be outlawed and their assets or bank ac-
counts cannot be frozen. “If you can get organised without relying on
traditional infrastructure, this also means that you won't be controlled by
traditional institutions. It would be difficult to intervene on a statutory
level”. Jentzsch argues that cash already provides an alternative route for
clandestine groups to fundraise, hold or spend money. Yet, DAOs might
make it easier to conduct international, anonymous operations.

DAOs could give rise to new forms of the dark market. It might even
be possible for DAOs to facilitate an anonymous assassination market
(Krishnan, 2020). Carl noted that there would probably be law enforcement
responses to terrorist plots and other serious criminal activities, which
could include “a mix of infiltration and subversion, and perhaps direct cy-
ber offensive activity” DAOs would be resilient in some ways because they
are decentralised and rely on smart contracts. However, they might also
be more vulnerable to hacking offenses. “It’s difficult for creators to know
when they are safe from a hacking attack due to their complex structures,’
Carl explained.

Conclusions, Future Research and Challenges on the Horizon

DAOs bring both a range of challenges and opportunities for democrat-
ic culture in cyberspace. Advocates of DAOs have argued that these
blockchain-based forms of self-governance promise enhanced security,
transparency and trust and reduce transaction costs arising through inter-
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mediaries. Meanwhile, this chapter has explored some of the key challenges
and risk areas for national security and democracy.

The potential exploitation of DAOs for extremist or criminal purposes
has not received enough attention in the research and policy communities.
This chapter identified a range of ways in which DAOs might be misused
by extremist movements in the future, which could challenge the rule of
law, pose a threat to minority groups, and disrupt institutions that are cur-
rently considered fundamental pillars of democratic systems. More specifi-
cally, the study explored how extremist movements might tap into DAOs to
plan, coordinate and launch influence and interference operations, radicali-
sation campaigns and violent attacks.

Risks associated with the misuse of DAOs for extremist and criminal
purposes has not been on the radar of global policymakers. Many govern-
ments have started to develop or pass legal frameworks to regulate AL
However, few countries or regions have even recognised the existence of
DAOs or considered regulating them. Technology expert Carl Miller said
that “even though DAOs behave like companies, they are not registered as
legal entities”. As of 2024, there are only a few exceptions: The U.S. States
Wyoming, Utah, Vermont and Tennessee, as well as Switzerland, Estonia,
Malta, Gibraltar, and the Republic of the Marshall Islands have passed laws
to legally recognise DAO:s.

This chapter understands the potential risk areas of DAOs in the Meta-
verse. While this study focused on non-state actors, exploring emerging
threats from hostile state actors might be another important area for future
research. Studies could also use experimental methods and interviews with
policymakers and law enforcement to map the threats landscape. “DAOs
can be used by anyone: by charities, investment funds, but yes, they
can also be used by terrorist organisations,” Christoph Jentzsch argues.
However, he believes that the positive cases of use significantly outweigh
the negative ones. Future studies should investigate both the potential
opportunities and challenges related to collective decision-making and
self-governance, diversity and the protection of minorities, radicalisation
and extremism in decentralized communities in the Metaverse. The positive
ways in which DAOs can shape future democratic culture are just as poorly
understood as the negative impact they could have on politics and society.
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Narrative, Creative - Immersive? The Immersive Potential of
Right-Wing Extremist Communication on Social Media

Sandra Kero & Josephine B. Schmitt

Introduction

Social media platforms like Instagram or TikTok are popular tools of
right-wing actors. As political outsiders, they exploit the opportunities that
social media offers to establish themselves as independent voices outside
journalistic media for the purpose of orchestrating their narratives, chan-
nelling their political opinions and ideological attitudes and recruiting new
members (Fielitz & Marcks, 2020; Rau et al., 2022; Schmitt, Harles, et al.,
2020; Schwarz, 2020). On Instagram, right-wing groups deliberately rely
on creators, lifestyle and a connection to nature to make their ideology
more easily digestible (Echtermann et al., 2020). As a result, ideological
content is not only subtly presented - often, the corresponding ideological
perspectives are explicitly stated (Kero, 2023). But also TikTok, which is
particularly popular among young users (mpfs, 2022), has become increas-
ingly important as a platform for the far-right to interact with target groups
that have not yet formed firm political views (pre:bunk, 2023; Hohner
et al., 2024). The range of content provided is broad here too: alongside
supposedly humorous and musical content, there is also material from AfD
politicians who showcase their beliefs. Extreme right-wing ideas are made
accessible through normalisation strategies, e.g. pseudo-scientific misinfor-
mation and emotionalisation (Miiller, 2022).

Social media platforms not only give everyone the opportunity to en-
ter the public political discourse — the disseminated content also allows
boundaries between political information, entertainment and social issues
to become blurred. At the same time, various functions of social media
facilitate users’ immersive experiences — something that far-right extremists
in particular can benefit from in their communication practices.

This article aims to contextualise the immersiveness of extreme right-
wing content on social media and present selected immersive mechanisms
within these environments as examples. On the basis of this, preventive
measures are identified.
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What Do we Understand by Immersion?

Immersion essentially means being deeply absorbed or engrossed in a
particular environment, activity or experience (Murray, 1998). Immersion is
often mentioned as a feature of digital technologies such as virtual reality
(VR) or augmented reality (AR), or in the gaming industry (Miihlhoff
& Schiitz, 2019; Nilsson et al., 2016). From a media theory and media
psychology perspective, the term primarily describes the state of dissolution
of physical and fictitious boundaries, i.e. users’ subjective experiences of
plunging into an imaginary world or narrative environment and being
emotionally involved in it (e.g. E. Brown & Cairns, 2004; Haywood &
Cairns, 2006). This is usually associated with a strong feeling of presence
in which perception and attention are focused on the specific immersive
content. Conversely, attention to time and (real) space decreases for the
period of immersion (Cairns et al., 2014; Curran, 2018). Immersive envi-
ronments and mechanisms can encourage engagement and learning (Dede,
2009), but can also promote the ideological effect of content among users
(Braddock & Dillard, 2016).

Moving away from an understanding of the term that is limited to a
technically or culturally versed or psychological phenomenon, Miihlhoff
and Schiitz (2019) consider immersion from an affect theory and social
theory perspective. Here, immersion is described as a dynamic interaction
between (non)human individuals and between them and their environ-
ment, i.e. as “a specific mode of emotional and affective involvement in
a current or mediatised social event” (p. 20). Affects are spontaneous,
instinctive reactions that can be influenced both individually and socially
and which shape a person’s behaviour (Strick, 2021, among others). The
design of certain (media) environments can influence affective reactions in
specific ways and thus also modulate power relations and social dynamics
(Mithlhoff & Schiitz, 2019). In this sense, certain immersion offerings can
help to control and regulate behaviour, thus creating “immersive power” (p.
30). Immersion can therefore be considered a form of situational influence
exerted on the thoughts and feelings of the individual. It represents an
indirect exercise of power that arises without hierarchies and through social
contexts.

Immersion is considered in a wide range of scientific disciplines (e.g.
psychology, computer science, cognitive science, design); therefore, the
synonyms and closely related concepts are just as diverse. The literature
thus includes terms such as presence, flow, involvement and engagement,
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which describe similar phenomena (e.g. Curran, 2018; Nilsson et al., 2016).
To describe psychological immersion in the context of the reception of nar-
rative media content, the term transportation is used in media psychology
and communication science research (e.g. Moyer-Gusé, 2008). Immersion
as a subjective experience of users is not limited to a specific medium or
technology. Learning situations, books, films and social media content can
therefore also have an immersive effect, as well as computer games or VR
applications.

Against the backdrop of this integrated understanding of the term, we
focus in this article on immersive mechanisms in and through social media
and their content. We are therefore primarily concerned with the social and
psychological dimension of immersiveness.

Immersive Mechanisms in Social Media

Social media can contribute to immersive mechanisms and effects in var-
ious ways. With an understanding of immersion from a media theory
and media psychology perspective, these experiences relate to the constant
presence of smartphones and, with them, social media applications in our
everyday lives, resulting in a merging of virtual, physical and social spaces.
Users’ emotional involvement is also intensified through the primary type
of use of social media platforms - such as direct sharing of everyday expe-
riences, interests and opinions - and the (psychological) connection with
individual producers of this content, hereinafter referred to as creators, and
their posts. From a social theory perspective, a power structure is created
here in which affective dynamics can be used in a targeted way to influence
the behaviour, attitudes and perceptions of individuals.

In the following, we aim to take a closer look at the underlying mechan-
isms in order to thoroughly examine the immersive potential of social me-
dia in the communication of extreme right-wing creators. A distinction is
made between two contexts: the platform environment as an environment
of social events, and the interaction between individuals and content in this
environment.

Presenting the Persona and the Story

In the competition for the undivided attention of users, various far-right
extremists are also taking to social media. The amount of extreme right-
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wing content has been steadily increasing for years (e.g. Munger & Phillips,
2022). Opinions are becoming things that can be sold. Social media mar-
keting strategies are being used to attract and retain the attention of users
(Cotter, 2019) and shape opinions in line with right-wing ideology. How a
particular media persona is presented and the way in which the stories are
told play a crucial role when it comes to the immersiveness and impact of
the content provided.

Several creators and influencers have emerged from the far-right scene
in recent years. They are an essential prerequisite for reaching users, espe-
cially those who are otherwise not interested in political content. Generally
speaking, influencers are previously unknown social media users who be-
come well-known personalities through careful self-promotion and regular
posting of content on social media, and who cover a range of topics on their
channels (Bauer, 2016).

Female activists in particular use popular social media platforms to
present extreme right-wing ideology to a wide audience in a personal and
emotive way through recipes, beauty tips and inspiring landscape photos
(Ayyadi, 2021; Echtermann et al., 2020; Kero, 2023); the boundaries be-
tween entertainment, lifestyle and politics are fluid. The creators act as role
models (Zimmermann et al., 2022), are opinion leaders as regards content
that threatens democracy (Harff et al., 2022), can attract users to content
and channels, and encourage interaction via personal connections (Leite et
al., 2022). The greater the trustworthiness and centrality of the creators, the
more the recipients report immersive experiences with the media offering
(Jung & Im, 2021).
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Coming out beim
Familienessen Teil 2 &%

JA_Deutschland - 2022-1-19

#comingout Teil 2 § @
#konservativ #rechts #AfD ... mehr

Figure 1: TikTok channel Figure 2: The youth organisation of the
“victoria” — a mix AfD - classified as an extremist
of nature, homeland group that threatens the
and historical scenes constitution — posts satirical

clips on TikTok

Above all, it is the communicative presentation styles of the content pro-
ducers that let recipients really immerse themselves in their everyday world.
They tell stories of nature, homeland and a sovereign German people, and
provide simple answers to complex political questions. Concepts of enemies
as those responsible for social problems are soon found and quickly identi-
fied based on supposedly distinct characteristics (see Figure 1). Through
their narratives, they not only engage to create identity and meaning, but
also offer recipients a strong group that provides interested individuals
with a framework and (political) orientation. Formats with an emphasis
on humour, pop culture and youth culture are used to make content easy
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to digest and build recipients’ loyalty to channels and creators (Schmitt,
Harles, et al., 2020, see also Figure 2). The network of right-wing actors
on social media is dense; they refer to each other’s stories and narratives
- including across platforms (Chadwick & Stanyer, 2022). An apparent
consistency of narratives, i.e. the same story is told by several actors, makes
a story appear even more credible.

Mechanisms of Narrative Persuasion Are Used for Specific Purposes

Research in the fields of media psychology and communication science
identifies three mechanisms that make stories convincing and thus make
right-wing extremist communication particularly immersive and effective:
transportation, identification and parasocial interactions (e.g. Braddock,
2020).

Transportation describes the process whereby; in order to understand
the narrative presented in a story, people must shift their attention from
the real world around them to the world constructed in the narrative.
Ideally, because of this psychological immersion, they lose their awareness
of the real world and completely immerse themselves in the fictional world
(Braddock, 2020). More engagement with the narrative world means less
questioning of persuasive information (Igartua & Cachén-Ramoén, 2023;
Moyer-Gusé, 2008).

Identification means the adoption of the media character’s viewpoint
or perspective by recipients. This happens, for example, where the media
figure is perceived as particularly similar.

Parasocial interaction is a psychological process in which media users
like and/or trust a media figure so much that they feel as if they are
connected to them. Where this happens over a longer period, e.g. several
videos or articles, it is also called a parasocial relationship. A parasocial
interaction or relationship with a media figure reduces users’ reactance to
the content presented and the desire to object to content. This facilitates the
adoption of beliefs, attitudes and behaviours (Braddock, 2020).

Through narrative storytelling, the direct presentation of everyday situa-
tions, self-disclosure and directly addressing recipients, right-wing creators
can increase the level of their authenticity and reinforce parasocial rela-
tionships with their followers. The more socially attractive a media figure
is perceived to be (Masuda et al., 2022) and the greater the recipients’
identification with the media figure (Eyal & Dailey, 2012), the stronger the
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parasocial relationship. Social media creators offer young users in particu-
lar great potential for identification by presenting themselves as similar to
them and approachable (Farivar & Wang, 2022; Schouten et al., 2020). An
example of this is the account belonging to Freya Rosi, a young, right-wing
creator. With tips on beauty, baking and cooking, and photos of nature,
she orchestrates the image of an approachable, traditional young far-right
supporter who loves her homeland (a detailed analysis of the account is
also found in Résch, 2023). A particularly close and enduring parasocial
relationship with social media protagonists can even lead to addiction-like
behaviours among users (de Bérail et al., 2019). In other words: users have
difficulty escaping the fictional world manufactured by the social media
creators — in this context their content has a highly immersive effect.

4 freyarosi Folgen

Qv W

Gefallt 710 Mal

freyarosi So kannst du als junge Frau traditioneller
leben ¥ ... mehr

Alle 33 Kommentare ansehen

lea_princess_84 Vor allem deinen letzten Punkt

finde ich sehr wichtig, denn das ist es, was
einem Sinn und Antrieb gibt.

Figure 3: Screenshots of Freya Rosi’s Instagram account. With tips on beauty,
baking and cooking and photos of nature, the creator orchestrates the
image of an approachable, traditional young far-right supporter who
loves her homeland. A detailed analysis of the presentation strategies
can also be found in Résch, 2023

Self-disclosure by creators can lead to a higher level of parasocial interac-
tions and relationships among followers via the feeling of social presence,
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i.e. perceiving the media figure as a natural person (Kim et al., 2019; Kim &
Song, 2016), and to greater engagement with and commitment to commu-
nicators and their content (Osei-Frimpong & McLean, 2018). In turn, the
feeling of social presence makes it less likely that people will check the truth
of information (Jun et al., 2017). This is particularly problematic when
dealing with extreme right-wing content, e.g. disinformation or conspiracy
theories.

Emotionalisation of Content

In the context of their communication, radicalised communicators talk
about fears, uncertainties and developmental tasks; they also use emotion-
alising content and images to make their content relatable and convince fol-
lowers of their world view (Frischlich, 2021; Frischlich et al., 2021; Schmitt,
Harles, et al., 2020; Schneider et al., 2019). In the so-called post-truth era,
emotions, as well as perceived truths, are becoming a key manipulation
tool of extreme right-wing creators. An experimental study by Lillie and
colleagues (2021) indicates that narrative content which triggers fear among
recipients leads to more flow experiences - i.e. the complete absorption
of users in the reception of the content — and encourages behavioural
intentions; on the other hand, fear reduces the willingness to contradict
content. This makes it appear more convincing.

The development of social media into platforms for creating, publishing
and interacting with (audio-)visual content supports the communication
and effect of this sort of content. In particular, (audio-)visual content is
suitable for conveying emotional messages (Houwer & Hermans, 1994) and
thus generating corresponding emotional responses. In turn, this affects
information processing, as the brain pays more attention to processing the
emotional reaction than to the information (Yang et al., 2023). Tritt et al.
(2016) found that politically conservative people appear to respond more
easily to emotional stimuli than liberals.

The immersive effects outlined so far may result in followers becoming
more intensely involved in the world portrayed by creators, forging a deep-
er emotional bond and identifying more strongly with the content present-
ed (Feng et al., 2021; Hu et al., 2020; Slater & Rouner, 2002; Wunderlich,
2023).
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The Role of Platform Functions

Time plays an important role on social media. Users’ attention must be
captured quickly to attract them to the platform. It is fair to assume
that immersive effects of communication on social media are intensified
through the design and functional logic of the platforms. Platform-specific
algorithms and dark patterns play a special role here.

Algorithms Determine Relevance and Importance

In addition to highlighting the relevance and importance of certain content,
algorithms encourage the emotional involvement of users by preferentially
showing them content that they or similar users potentially prefer. This is
designed to attract users to the platform and content and retain them for
as long as possible; it is part of the platforms’ business model. In this way,
platforms let users plunge deeper and deeper into the virtual worlds. This
makes them an immersive and effective recruitment tool. The algorithmic
selection and sorting of content depends on various factors including the
type of content, its placement, the language used, the degree of networking
between those disseminating it and the responses from users (Peters &
Puschmann, 2017).

Commercial platforms prioritise posts that trigger emotional reactions,
polarise opinions or promote intensive communication between members
(Grandinetti & Bruinsma, 2023; Huszar et al., 2022; Morris, 2021). In
particular, visual presentation modes such as photos, videos and memes
trigger affective emotions and reactions among recipients and draw them in
(Maschewski & Nosthoft, 2019). Algorithmic networking provides technical
reinforcement of users’ emotional connection and involvement with the
content. This also applies to contact with anti-democratic content. Studies
suggest that social media algorithms can facilitate the spread of extreme
right-wing activities (Whittaker et al., 2021; Yesilada & Lewandowsky,
2022) - sometimes similar keywords are enough, as with unproblematic
content (Schmitt et al., 2018). In particular, people who are interested in
niche topics (e.g. conspiracy theories) (Ledwich et al., 2022), and who
follow platform recommendations for longer (M. A. Brown et al., 2022)
are manoeuvred into corresponding filter bubbles by the algorithms. At the
same time, however, most users are shown moderate content (M. A. Brown
et al., 2022; Ledwich et al., 2022).
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In recent years, TikTok has faced scrutiny particularly because of its
strong algorithmic control. This makes it even more likely that users will
unintentionally encounter radicalised content (Weimann & Masri, 2021). In
addition, the stream of content continues to run if users do not actively in-
terrupt it, thus creating a much more immersive experience on the platform
compared to other social media (Su, Zhou, Gong, et al., 2021; Su, Zhou,
Wang, et al., 2021). Sometimes the platform is even said to have addictive
potential due to its functions (e.g., Qin et al., 2022). It is difficult to break
away from, and this poses a great danger for users, especially given the
increase in extremist communication on TikTok.

Dark Patterns as Mechanisms to Enhance Immersion

Dark patterns also play a role in discussions around the immersive effect of
social media. These describe platforms’ design decisions that use deceptive
or manipulative tactics to keep users on the platforms and encourage them
to make (uninformed) usage decisions (Gray et al., 2023). On social media,
dark patterns are primarily aimed at retaining users’ attention for long
periods, ensuring excessive and immersive use of the platforms and getting
users to perform actions (e.g. likes). Examples of dark patterns are: activity
notifications, the major challenge on Facebook of really logging out of the
platform or even deleting an account, or the often counter-intuitive colours
of cookie notifications which mean that users accept all of them, including
unnecessary ones. Nearly all popular platforms and applications have dark
patterns; many users do not notice them (Bongard-Blanchy et al., 2021;
Di Geronimo et al., 2020). Creators also aim to influence user behaviour
through dark patterns. For example, they manipulate popularity metrics
(e.g. likes, number of followers) and images to try to artificially boost their
credibility and generate attention for their content (Luo et al., 2022).

What Is an Effective Preventive Response?

The immersiveness of extremist social media communication poses a ma-
jor challenge in terms of preventive measures. This relates to the many
different levels that must be considered in this context. In the following,
the preventive measures are specified at a) content level, b) platform level
and ¢) media level. To clearly define the measures from the users’ point of
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view, we will use the three prevention levels of awareness, reflection and
empowerment (Schmitt, Ernst, et al., 2020). Awareness includes a general
consideration or a general awareness (e.g. of one’s own usage behaviour,
extremist narratives, platform functioning), while reflection refers to criti-
cal reflection on content and the functioning of the media. Empowerment,
however, means the ability of recipients to position themselves as regards
certain media content or functions and be capable of acting.

At content level (a) awareness must be raised about extremist content
and its specific digital forms of communication and representation on
social media. This is therefore about creating awareness of how right-wing
extremist creators communicate in order to gain the attention of social
media users, generate interest in their narratives and ultimately motivate
people to act in accordance with the far-right world view (Schmitt, Ernst,
et al.,, 2020). Furthermore, users should be enabled to take a critical stance
as regards extremist content so they can position themselves accordingly
in social discourse. This positioning does not only have to take place in
the context of political discussions - the fact of reporting content to the
platform itself or to one of the common reporting platforms (e.g. Jugend-
schutz.net) also indicates a stance. As well as a strong ability to take a
critical view of media, it is particularly important here to have historic, in-
tercultural and political knowledge. Tolerance of ambiguity, which enables
people to tolerate complex and possibly contradictory information, is also
important.

Platform-related prevention measures (b) should enable users to be
aware, understand and reflect on algorithmic functional logic (e.g. what
am I being shown and why?) and raise awareness of the mechanisms of
action of the platform design (e.g. how is content being shown to me? How
is that affecting my actions?) (Di Geronimo et al., 2020; Silva et al., 2022;
Taylor & Brisini, 2023). For a school context, there is, for example, the
second learning package in the CONTRA lesson series (Ernst et al., 2020)
which has been explicitly designed to facilitate the ability to criticise media
with regard to algorithms.

On the platform side, it is important to create transparency around algo-
rithms. Disclosure of the platform design, such as clarifying the functional
logic of the recommendation algorithm, can help people identify dark pat-
terns — and thus also understand the potential spread dynamics of extremist
messages and counteract these (Rau et al., 2022). In a social media context,
dark patterns have been relatively poorly researched to date (Mildner et
al., 2023). In this field, information from research activities is provided, for
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example, by the Dark Pattern Detection Project, which also enables users to
report dark patterns.

Political regulatory measures, such as those in the Network Enforcement
Act (NetzDG) and the Digital Services Act (DSA), can also help as regards
the disclosure of platform design and require transparency reports to be
provided, for example. With a view to potential new virtual media environ-
ments — such as the metaverse - it is essential to enforce transparency rules
and consider new forms of design. In what circumstances does the virtual
interaction take place? How are the digital activity spaces designed? What
criteria are used for the visual representation of the actors, e.g., avatars, and
how inclusive is their design?

On the media level (c), it is crucial to raise users’ awareness of their own
media behaviour and encourage them to reflect on it. Among other things,
this involves questions about the time spent using certain applications
(e.g. how long have I spent on TikTok today?) and also the type of use!
(e.g. what content and mechanisms are drawing me in?). Help could be
provided by apps that set time limits or send warnings about the usage
times of other apps or block them (e.g. StayFree or Forest). The digital
well-being function, which can measure the usage time of individual apps,
is already established in various smartphone brands.

Summary and Outlook

The statements above illustrate the levels on which the social media com-
munication of far-right creators can have an immersive effect from a social
and psychological perspective. This occurs both as a result of the commu-
nication styles they choose and through the platforms themselves. When
these are combined, a parallel world is created - a metaverse - that attracts
users in a variety of ways and can therefore have an effect.

From a research perspective, several unanswered questions arise. For
example, TikTok, as an extremely popular platform, should be examined
more thoroughly regarding its immersive potential. The new possibilities
offered by Al-based image generation tools also raise questions about the
effect and immersiveness of synthetic imagery produced by extremist com-
municators. The topic of gaming and right-wing extremism has also gained
a lot more attention in recent years (e.g. Amadeu Antonio Stiftung, 2022;

1 Tools such as Dataskop can show TikTok use.
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Schlegel, no date; Schlegel, 2021). Becoming absorbed in virtual worlds is
a key motivation for gamers (for an overview see, for example, Cairns et
al., 2014). Currently, there are few reliable findings regarding exactly how
far-right actors use gaming for their own purposes, what role avatars, 3D
worlds and VR play here and what impact this can have in the context
of radicalisation processes. However, some initial findings are available on
how interactive games and VR can be used for prevention purposes (e.g.
Bachen et al., 2015; Dishon & Kafai, 2022). Through a fun and immersive
approach, more abstract topics like politics and democracy - including
their controversial aspects — can be explored in an engaging and coopera-
tive way. This makes it possible for people to take different points of view
and learn and practise interactions that are also relevant in everyday life.
Games can also promote knowledge, empathy and critical thinking. This
potential should be explored more fully by researchers and those working
in prevention. Although we have outlined a selection of considerations
for the prevention of immersive extremist communication, those in the
field of prevention are asked to address the various facets of immersive-
ness in greater detail and possibly use comparable mechanisms for their
own goals, taking into account Germany’s prohibition on overwhelming
students (Uberwiiltigungsverbot) (bpb, 2011; for criticism of the Beutelsbach
Consensus see also Widmaier & Zorn, 2016).
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Platform Design, User Creativity, and Aesthetic Governance in
Social VR

Arne Vogelgesang

Introduction

While the term “metaverse” is often employed to gesticulate towards a
larger paradigm of digitized sociality, immersive applications of virtual
reality technology (VR)!, commonly represented as humanoid figures com-
muning in 3D-generated landscapes, are central to its vision. Currently, it
is so-called Social VR (SVR) platforms that most approximate this vision
socially and aesthetically and therefore allow for an evaluation of current
practices and possible trajectories of digital embodiment as a basis of
“metaversed” online cultures. The following text is not a thorough empirical
investigation of existing SVR platform culture, but an exemplary sketch of
parts of the landscape delineating the conditions and possible effects of
aesthetic governance in VR.

The purpose of this overview is to close a gap in the discussion about
SVR and future “metaverse” spaces at large. In terms of structural and aes-
thetic design choices, the main focus of inquiry has been on usability and
safety — the latter arguably because of extensive bad experience with and
public discourse on forms of digital(ized) violence in online virtual spaces.
Less attention has been given to the powerful interplay of emerging SVR
platforms’ reliance on user creativity and their control over the conditions
and limits of this creative labor. Thinking of this only in terms of “content
creation” analog to the current social media platform paradigm risks miss-
ing an important factor: Other than in non-VR virtual social spaces, where
users produce social meaning by co-creating and co-consuming the media
environment they then come to metaphorically inhabit, in VR physically
experienced habitation is a central issue right from the start. The “content”
SVR communities produce is first and foremost the virtual bodies their

1 In this text, the term “VR” denotes technologically mediated immersive digital 3D
environments, while the word “virtual” may in a wider sense also refer to other
non-physical/online spaces, communities, practices, or phenomena.
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members are present through and present themselves as, and the virtual
spaces they sensually experience these bodies in. Controlling what such
bodies and spaces can do and look like also means profoundly controlling
the scope of users’ embodied experience. The emergence of digital aesthetic
governance over embodiment is what this text is meant to draw attention
to.

Since the development and deployment of the Oculus Rift started the
consumer VR mainstreaming phase around 2013, numerous social worlds
and platforms centering the technology have been created. From weblogger
Ryan Schultz’s more than 160 entries long list of VR-capable social virtual
worlds (Schultz, 2024), only a few have garnered a 4-or-more-digit user
count, however. The two most prominent ones as of 2024 are Rec Room
and VRChat. A comparison of these two protagonists helps understand
how different concepts of aesthetic worldbuilding and user creation can
influence community development in terms of culture and politics — which
is crucial when thinking about what “immersive democracy” might mean
or come to be.

This text is divided into several parts. After a general introduction to
Social VR, I will give an overview of the genesis and characteristics of the
two chosen platforms. This overview is followed by a rough description
of the communities that have formed on each platform during the past
years. The concluding part will discuss aesthetic governance as a process
of negotiation between design paradigms and community culture(s). For
my descriptions, I largely rely on observations during unstructured pre-
liminary field research on various SVR platforms 2020-2022. Full-fledged
ethnographic research through participatory observation on Social VR is
still lacking, but I have taken into account some literature using qualitative
methods like interviews (Freeman et al., 2020; McVeigh-Schultz et al., 2019;
Shriram & Schwartz, 2017), guided group walkthroughs (Liu & Steed, 2021)
or social media discourse analysis (Zheng et al., 2022), as well as primary
and secondary online sources.

Social VR

Social VR platforms are “immersive systems that prioritize and focus on the
in-environment communication” (Liu & Steed, 2021). In earlier decades,
such systems have been discussed as “collaborative social environments”
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(CVEs), but the arrival of mass consumer VR hardware has shifted termi-
nology (Jonas et al., 2019). SVR practice can be described as embodied so-
cial role-playing within a system of connected and confined virtual spaces
inhabited by avatars? tethered® to human users. The terms “space”, “room”,
“world” or sometimes “map” are often used interchangeably when talking
about places inside SVR. In this text, I follow that mode of usage and
reserve the term “platform” for speaking about the whole system of spaces,
the infrastructure of which is most often run and owned by one company.
While in a general sense, socializing in virtual networked environments has
been a foundational element in digital culture for decades, it is the possibil-
ity of first-person embodiment through VR technology that makes Social
VR distinct, introducing the bodily effects of place illusion and presence
(Slater, 2009; Slater et al., 2009) into digital socialization.

Most, though not all, SVR platforms focus on meeting and connecting
with strangers and have implemented functions to build user networks, like
friends lists or groups. Users communicate verbally via microphone and/or
non-verbally with their avatar bodies, be it via live VR body tracking or
through prerecorded movements. Other established means of social online
communication like emojis and written chat are common as well, though
less central to the experience. Almost all SVR platforms allow usage without
a dedicated head-mounted device (HMD) to lower entrance barriers and
enable user growth - in fact, the majority of people using the bigger SVR
platforms currently are non-VR users, because VR hardware is still relative-
ly pricey, quick to become technically obsolete, and of limited everyday
utility. Nevertheless, since immersive VR usage is core to the platforms’
appeal and affordances, most insight can be gained from concentrating on
this part of the user experience.

Due to technical limitations, a single room on an SVR platform can
currently usually host no more than about 50 people simultaneously,
which structurally encourages the dynamic creation and dissolving of social
groups. Virtual rooms can be instanced multiple times in different social
states: public, private, open only for friends, through invitation, or only for
people using a specific link or token. Since digital assets can be copied,
uniqueness in virtual environments is a rare good. Consequently, it has -

2 For a closer look at avatars within SVR see Kolesnichenko et al. (2019).

3 Turkle (2006) discusses the psycho-social implications of such “tethering” with respect
to mobile phones in a way that might be even more relevant for virtual and mixed
reality.
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like presence — become decoupled from (virtual) materiality to mainly exist
as a transient psycho-social fact: as an experience. But before discussing
this, I will first delineate the properties of the two platforms examined here.

Rec Room
History and Availability

In the spring of 2016, a group of six men - partly Microsoft employees who
had formerly worked on the mixed reality device HoloLens — founded the
company Against Gravity to release Rec Room. The application was market-
ed as a “virtual reality social club where you play active games against com-
petitors from all around the world™* and featured different virtual spaces for
users to play and socialize in. Rec Room’s name refers to its central social
metaphor, which is also the source of its unified aesthetics: “a prototypical
rec[reation] center from the year 1987” (McVeigh-Schultz et al., 2019). Most
of the provided games were and are indeed competitive, but over the years
simulations of typical physical sports games like dodgeball were surpassed
in popularity by more martial ones like laser tag, embedding the common
“first-person shooter” experience of online gaming into the social sandbox.
Rec Room was initially released to meet the market entry of the new
HTC Vive HMD, while also being available for the Oculus Rift and expand-
ing availability to Playstation 4's VR system in late 2016. Since then, the
platform has become accessible to a fairly large number® of devices and
operating systems: Windows PC desktops (either as a downloadable stan-
dalone application or via the digital distribution platform Steam), SteamVR
compatible as well as Oculus Rift and (Meta) Quest HMDs®, mobile iOS

4 Cited from the original press release accompanying the application’s launch, archived
under https://web.archive.org/web/20160620140618/http://www.againstgrav.com/pr
ess [accessed 2024, September 23].

5 “Fairly large” should be understood in comparison to other SVR apps. While technical-
ly, browser-based platforms like the recently discontinued Mozilla Hubs are accessible
from any device with a compatible browser and thus have the lowest threshold for
entry and widest possible adoption, in practice companies controlling access to VR
applications via their stores have been reluctant to include and sometimes actively
excluded WebXR compatible browsers, to the effect of restricting access to non-propri-
etary platforms.

6 Support for Quest 1 devices was discontinued in the first half of 2023 when Meta
deprecated the relevant SDK.
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and Android devices, Xbox and PlayStation. Like most SVR applications,
the platform so far does not support Linux and macOS desktop devices.

Economy and Adoption

Likely due to its founders already being well-connected in the industry,
Against Gravity started with substantial seed funding from multi-billion-
dollar venture capital firm Sequoia Capital in 2016 and was able to raise
investments to almost $300 million until late 2021 - the bulk of which
poured into the firm during the Covid-19 pandemic’. The company has
since changed its name to Rec Room Inc. Like almost all current SVR plat-
forms (and most social media platforms more generally), Rec Room is free
to use, with some advanced features only accessible to paying customers.
An in-game economy of tokens to spend on virtual items and clothing
was included from the start, and custom creations of users made with the
platform tools can be traded via those tokens inside the app’s ecosystem. In
2020, the ability to purchase tokens with “real” money for an exchange rate
set by the company was added, as well as a monthly subscription feature
called “Rec Room Plus” that allows creators of in-game assets to cash
out their earnings after reaching a threshold of 250,000 tokens (currently
converting to $100). On the virtualization side of economics, room creators
can also create their own sub-currencies, which may then be traded against
Rec Room tokens?, allowing for a potentially unlimited number of virtual
micro-economies. The company calls its meta economy “Community Com-
merce” — a term that has gained popularity in recent years with TikTok’s
growing success — and promotes it to users as a potential way of “making a
sustainable income™.

On its website, Rec Room boasts more than 100 million lifetime users.
While an impressive figure, this amount does not reflect the number of
people actually using the platform, since it includes abandoned, multiple,
and otherwise inactive accounts. Occasionally, the company publishes
numbers of its monthly active user count (MAU) at peak times. In 2022,
this number was reported as 3 million accounts that had logged into the

7 Numbers cited from https://www.crunchbase.com/organization/against-gravity/comp
anyfinancials [accessed 2023, December 5].

8 See https://recroom.com/roomcurrencies [accessed 2024, September 23].

9 Cited from https://blog.recroom.com/posts/2021/10/12/community-commerce-report
[accessed 2024, September 23].
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platform at any given time over the course of a month (Au, 2022b). Meant
to demonstrate growing adoption, this number still does not convey much
information about the amount of time people spend on the platform and
what they actually do there. Independent numbers are not available and
would be hard to obtain from the outside without access to a usage data
API, because users are spread over thousands of rooms at any given time.

Aesthetic Concept

Rec Room’s visual concept is a virtual youth nostalgia - not only regarding
the choice of its metaphorical location but also in the sense that most of
its users are too young to have any personal memories of a US college
or university recreation center in 1987. The virtual spaces provided by the
platform itself, called “Rec Room Originals”, are dominated by warm col-
ors and rounded shapes creating a family-friendly'® nostalgic vibe. Simple
materials and “low-poly”™ 3D objects ensure fluid rendering and interoper-
ability across different devices and add to the overall retro aesthetics!?.

Fluid playability on mobile devices is also a major reason for the styl-
ized humanoid user avatars on the platform, which for the longest time
did not feature any legs'®. Platform users are represented through torsos
floating above ground, with aligned but unconnected hands and heads.
These avatars, called “floating beans”, can be customized individually inside
the app with regard to their facial features, hairstyle, skin color, gender

10 For these and the following descriptions, compare McVeigh-Schultz et al. (2019), who
have interviewed Rec Room designers about their aesthetic and functional decisions.

11 The number of simple geometric polygons a 3D object consists of correlates with the
computational power needed for its visual rendering. Since technological advance-
ment in graphics computation is accompanied by a drive for higher fidelity 3D
realism, simpler “low poly[gon]” aesthetics have become associated with a nostalgic
vibe.

12 YouTuber Retr0's video “The Evolution of Rec Room (Release, 2016 and 2017)” gives
an impression of the aesthetic development, but also consistency over the years
([Retr0], 2021).

13 Most consumer VR hardware only provides movement tracking of three points —
head and hands. Leg movement and positioning usually have to be inferred computa-
tionally. The company describes the rationale of the original avatar design in a blog
post as follows: “We avoided showing untracked legs and arms because it could break
the feeling of presence; we kept facial features cute and minimal to avoid the uncanny
valley effect; and we chose simplicity over visual detail so the game ran smoothly”
(https://blog.recroom.com/posts/avatars) [accessed 2024, September 23].
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attributes, clothing, and accessories. Stylized mouths with animations syn-
chronized to the user’s microphone input make social interactions feel
more “alive” and have been designed to predominantly convey friendly fa-
cial expressions. This design decision is a form of aesthetic nudging towards
a more “positive” social atmosphere where, as one Rec Room developer put
it, “everyone looks happy all the time” (McVeigh-Schultz et al., 2019).

Besides the “Rec Room Original” spaces/games developed by the compa-
ny itself, users can build their own rooms from an assortment of basic 3D
elements and materials, as well as design custom avatar “costumes” and
thereby body shapes. This is done with an in-game tool called “Maker Pen”
- a stylized hot-glue pistol — and a visual scripting system called “Circuits”
for interactive functionalities like buttons, dynamic architecture, collision
detection, or scoring systems. In 2023, an additional development kit called
“Rec Room Studio” was rolled out in beta state and made accessible to a
small portion of the user base. The kit allows the import of environments
and elements created with the game engine Unity3D, thereby significantly
expanding the 3D design options. If widely adopted, this is likely to break
up the fairly unified aesthetics of Rec Room in the future. Rec Room Studio
is on the one hand targeting companies that want to be present on the
platform with their corporate visual designs. On the other hand, it can
also be understood as a reaction to the success of Rec Room’s direct com-
petitor VRChat, which follows a different logic of aesthetic creation and has
spawned a culturally much more influential creator community.

VRChat
History and Availability

VRChat was released by software engineer Graham Gaylor for the then-new
Oculus Rift HMD in early 2014. Alongside the later discontinued platform
Riftmax, the app quickly assembled a small community of VR enthusiasts
using it for socializing, exploration, development, and discussion in the
early years of consumer VR. At the point of release, VRChat was in a
very basic state, and it has retained the status of being an “early access”
product in development until now. Its core functionality was, and still is,

14 A paragraph on the feature webpage addresses readers that “are a company or brand”
(https://recroom.com/studio) [accessed 2024, September 23].
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the hosting and mediating of networked virtual co-presence through 3D
avatars, leaving most everything else to its users. Contrary to Rec Room,
VRChat never had a unified aesthetic design concept: user-created content
is hugely important to the platform and has been the main reason for its
popularity.

Like most SVR platforms, VRChat does not limit accessibility exclusively
to users with VR hardware. Desktop clients for Windows and macOS were
deployed early, though the latter was discontinued in the first half of 2016
when support for the newly released HTC Vive HMD via SteamVR was
added. Direct client downloads from the VRChat homepage were phased
out in the following years in favor of distribution through the different app
stores tied to the disjunct and competing VR hardware device ecosystems.
Most importantly, a combined PC desktop and VR version accessible via
the Steam software platform’s early access program in mid-2017 drew in a
lot of users who approached the application from a video-gaming perspec-
tive. There is no native support for Linux or macOS. The beta version of
a mobile app for Android was released in December 2023 but has so far
found less adoption than the mobile versions of direct competitors like Rec
Room or Roblox.

Economy and Adoption

Since its inception, the initial two-person LLC (Gaylor teamed up with pro-
grammer and game designer Jesse Joudrey shortly after the initial release
to launch the company) has evolved into a business with several dozen
reported full-time employees. VRChat Inc. has been financed through sev-
eral funding rounds with about $95 million™. To the author’s knowledge,
the company has never disclosed revenue or valuation figures or even a
business model. The application is largely free to use, with a subscription
service called “VRChat Plus” offering exclusive or early access to select fea-
tures, but the revenue from subscriptions is unlikely to support a significant
part of the cost of infrastructure, support, and development. The latest —
and by far largest - funding round in 2021, providing the company with an
$80 million backing led by US venture investment firm Anthos Capital, was
linked in a company blog post on behalf of the “VRChat Team & Investors”

15 Numbers from https://www.crunchbase.com/organization/vrchat/company_financi
als [accessed 2023, December 5].
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to the ambition of further growing the user base and implementing a “cre-
ator-driven economy” ([Tupper], 2021b), i.e. mechanisms allowing users to
pay each other inside the platform. Such a payment infrastructure similar
to the Rec Room “Community Commerce” would enable the company
to profit off transaction fees that have so far been taken in by external
platforms like Booth, Gumroad, or Patreon, which have become hosts to the
community’s lively informal content market economy (Au, 2021).

Similarly to Rec Room Inc., the company is not interested in making
its adoption and usage data fully transparent. Instead, it occasionally pub-
lishes new record highs of concurrent users, i.e. the maximum number of
accounts logged in simultaneously at a select moment. Those were reported
to be about 40,000 on New Year's Eve 2020 ([Tupper], 2021a) and more
than twice that number one year later (Au, 2022a). There is, though, a com-
munity-driven documentation of VRChat’s API that runs a comprehensive
usage dashboard allowing continuous insight!®. Generally, VRChaf’s total
user base is often assumed to be lower than that of Rec Room but with a
higher percentage of actual VR hardware users due to its advanced motion
tracking support. Steam usage statistics of PC desktop and VR users usually
rank VRChat significantly higher than Rec Room!, but do not represent
mobile or any other users not connecting via the service, the former being a
significant part of Rec Room users according to the company’s.

On the technological side, VRChat supports more advanced VR hard-
ware technology than most of its competitors, like up to 11-point full-body
tracking'®, and features a generous scripting API. Despite prominent claims
that “legs are hard™ in VR, VRChat avatars have long been able to ac-
commodate not only legs with inverse kinematics and tracking but also

16 See https://metrics.vrchat.community [accessed 2024, September 23].

17 For atleast the last year, the Steam user count for VRChat has been roughly 20 times the
one of Rec Room as per https://steamdb.info/charts/?category=53&select=1&compare
=438100%2C471710 [accessed 2024, September 23].

18 A Rec Room representative reported in 2022 that “at this point VR is a pretty low
percentage of our monthly players” and then referred to the bulk of users coming
from various ecosystems not represented on Steam (Lang, 2022).

19 Tracking accuracy of a user’s physical body can be increased by adding more capture
points at the feet or between key joints like hips, knees, or elbows. VRChat supports
tracking devices that interface with Valve’s optical “lighthouse” system but can also be
expanded by solutions compatible with SteamVR’s protocols. See https://docs.vrchat.
com/docs/full-body-tracking [accessed 2023, December 5] and compare FN 13.

20 “Seriously, legs are hard” was famously proclaimed by Meta’s Mark Zuckerberg at
the “Meta Connect VR” conference in 2022 when announcing full-body avatars for
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dynamically moving tails/hair/costume parts, advanced custom shaders,
prerecorded movement animations and a wide range of avatar sizes. This
has led to the platform garnering a power-user base of people willing and
able to invest in VR hardware allowing for higher degrees of embodiment.
Consequently, users with VR hardware and “deskie” users without it can
have very different experiences when using the platform, which sometimes
leads to differing social behavior and contributes to cultural stratification
along hardware ownership lines.

Aesthetic Concept

VRChat's significant informal community content market, with users sell-
ing, trading, and commissioning avatars and virtual rooms among each
other, is a result of its aesthetic production paradigm. The platform has en-
couraged and relied on user-created content pretty much from the start by
providing a software development kit (SDK) plugging into the free-to-use
Unity3D game engine. Early on, VRChat founder Graham Gaylor expressed
his belief that custom content creation was key to evolving metaverse appli-
cations, as it had been for social web platforms?' - virtual environments
and avatars being the equivalent of user-generated text and image content
on “web 2.0” social media. Like with these previous platforms, Social VR’s
appeal and worth would come to depend on its users’ creative labor.

The “look and feel” as well as the social dynamics on VRChat today are a
direct consequence of the decision to have almost all content generated?? by
users. The first VRChat application had been quickly assembled in Unity3D
by Gaylor, using a scene from the Unity Asset Store and a simple humanoid
(male) avatar as readymades for testing the functionality of networked
VR, Since there were no aesthetic guidelines but only technical limita-
tions, interested users soon began experimenting with possibilities and lim-

Horizon Worlds, followed by the erroneous statement “[...] which is why other virtual
reality systems don’t have them either” (Hern, 2022).

21 See Thompson (2014) at minutes 17:22 & 48:56.

22 “Generated” may at the most basic not mean much more than “uploaded” — “steal-
ing“/copying content from other creators is not uncommon, although frowned upon
in the community if it is outside the scope of fan art. See e.g. the sentiment expressed
by one interviewee of Quent and Vogl (2025) in this book.

23 An impression can be gained from the release thread on Reddit and links to the first
run’s documentation in the comments: https://www.reddit.com/r/oculus/comments/
Ivcbwk/vrchat_v01_released/ [accessed 2024, October 19].
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itations for creating avatars and spaces. An influx of “very online” users in
the following years brought recreations of video games, pop-culture figures,
and memes. Since the knowledge threshold and learning curve for user
creation in 3D spaces is significantly higher than on “classical” social media,
with a wider gap between content production and social practice, avatars
in particular have become a desirable commodity on VRChat - a kind of
social trading good in the community, sometimes spreading very fast and
creating memetic phenomena spilling into the wider online culture. Over
time, VRChat users thus developed a deliberate aesthetic eclecticism that
made the platform increasingly attractive for content creators on video and
streaming platforms like YouTube and Twitch, who became part of the
developing informal cultural economy.

Virtual Communities

VRChat's eclecticism and avatar affordances have become a breeding
ground for distinctive and overlapping communities around identities and
practices with a high emphasis on embodied aesthetics. It is beyond the
scope of this text to describe these communities in detail. They notably
include

« along-standing club/party scene as well as a dedicated dance community
holding competitions supported by full-body tracking gear, both mainly
focused on, but not limited to, e-girl & e-boy avatar styles,

« atransgender community using the affordances of virtual morphological
freedom?* and sharing advice on gendered body movement and voice
training through socializing as well as workshops and community events,

o a virtual furry community enjoying the low entry threshold of VR
avatars as opposed to the high prices of physical fursuits, with the last

24 “Morphological Freedom” is an idea from transhumanist enhancement discourse. In
the present context, compare founder of the VRChat “Trans Academy” Tizzy in an
interview with VTuber Phia: “In 2016, when I was looking to have facial feminization
surgery, I brought a screenshot of my second life avatar because it was the person that
I felt the most comfortable and happy as. That might seem a little bit taboo now but
I think that as Social VR and the metaverse become more of an integral part of our
society in the future, we're going to see a lot more people prototyping their identity
in these spaces and embracing the idea of having morphological freedom” (Bollinger,
2023).
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convention on the platform according to the organizers having had more
than 21,000 participants?,

« a diverse role-playing community with different game worlds and stories
as well as meta-role-playing troupes with high mobility on the platform
like the “Loli Police Department”,

- and a meme community that strongly influenced the platform’s public
image because of its attractiveness to live streamers.

The latter’s appeal to underage users and people close to online trolling and
“shitposting” culture and their often dominating and abrasive behavior in
public VRChat rooms has driven other local communities to largely avoid
public worlds and rely on non-public rooms and invitation mechanics,
operating their own events and social spaces somewhat shielded from the
platform’s wider ecosystem. This dynamic has begun to create something
akin to a VRChat society, where interest groups negotiate their sometimes
aligned, sometimes conflicting interests through different channels and
carve out virtual space for themselves.

VRChat is also frequently referred to as having been instrumental in
developing distinct virtual socio-physical practices and conventions: “head-
patting” as a gesture of affection, silent rooms where users can doze or
sleep while wearing their HMDs, and a growing number of users engaging
in erotic role-play (ERP) in VR. The latter has been met with concern
by longer-term users because it amplifies or contributes to a growing sexu-
alization of avatars?® and exacerbates existing disputes about the status of
minors on the platform.

All these practices and their exemplary sub-communities share a strong
connection with corporeality, at least and foremost for users of dedicated
VR hardware. They are about negotiating and transforming the relationship
of physical bodies, self-images, and forms of expressive movement on the
one hand to the possibilities of virtual bodies, self-images, and mediated
relationships on the other - tethering and expanding embodiment. Thanks
to its advanced body tracking support VRChat has become one of few plat-

25 https://furality.org/ [accessed 2024, September 23].

26 Arguably, sexualization is part of the complex intercultural history of anime aesthetics
at large, so this tendency was prevalent in a community relying heavily on those
aesthetics for their avatars and virtual cross-dressing practices pretty much from the
start. It only seems to have become problematic for this community when combined
and thus increasingly identified with publicly performed socio-sexual practices — an
example of the differential value judgments at play in communities forming around
visual representations of bodies, identities, and desire.
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forms that can accommodate the aesthetic realization of this relationship
with and desire for virtual embodiment, where “physical bodies [are] the
immediate and sole interface between [users] and their avatars” (Freeman
et al., 2020).

The relatively large degree of technical freedom in the creation especially
of avatars has also given VRChat a long history of hacks and so-called
“crashers” — code-based modifications that can be employed as a weapon to
freeze or kick other users out of the game, sometimes in quite elaborate and
aesthetically overwhelming ways. Especially crashers weaponizing shader
code combine the affective experience of being forcefully ejected from a
(virtual) social reality with an intense aesthetic overload likely to provoke
strong physical reactions in HMD users: they not only crash the software,
but they also attack the sensory system of its corporeal users, forcing them
to embody the severance of their own tethering.

Like avatars in general, such crashers have long been traded among
VRChat users, be it for offensive or defensive purposes. The technical affor-
dances allowing for such virtual weapons as well as the comparably weak
content moderation on the platform have made many community members
somewhat resilient to attacks, insults, flaming, etc., making them regard
harassment as an annoying, yet not truly avoidable social phenomenon at
least in public worlds. The danger of being attacked or insulted is seen as
a trade-off for the power of forming, defining, and developing community
and community aesthetics “from the ground up”. The aesthetic sandbox
is a social sandbox as well, where too many preventive restrictions are
undesired even by users experiencing harassment, “as they might prevent
the open dialogues that drew users to the technology in the first place”
(Shriram & Schwartz, 2017).

Contrastingly, Rec Room communities, with their limitations in avatar
design, have developed less around virtual corporeality and more around
competitive playful practices. Many users are heavily invested in the games
the platform offers — not least because especially the “Rec Room Original”
PvP games like paintball or laser tag work well from a vsports?’ perspective.
But there is also a creative community focused on building worlds and
costumes or painting in Rec Room, as well as sub-communities based on
such aesthetic creation, like for (military) role-playing or pop-cultural fan-

27 While the term “vsports” seems to be not in use yet, it makes a lot of sense to
distinguish virtual sports activities with their emphasis on whole body movement
from egaming/esports that require more isolated hand-eye coordination.
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doms. For creators, being confined by the narrower aesthetic limits of the
platform is a creative challenge balanced by the entanglement of attention
and token economy. Lastly, like in VRChat, there are also identity-centered
communities/servers for LGBTQ or furry users on Rec Room, although
they appear to be less prominent. Generally, most users seem to follow the
central metaphor and conceptual idea of Rec Room as a “social club” around
sports activities, and also partake in the regular special events the company
designs around tasks and token/item collection, which also try to build and
develop a narrative around the fictional platform universe.

When, in 2023, Rec Room announced the upcoming integration of full-
body avatars (i.e. bodies with legs) and single-finger movement, a signifi-
cant portion of users seemed rather wary of such changes?8. Especially
longer-time users seem to identify with the stylized aesthetics of the plat-
form and take a rather conservative stance towards changing the simplified
look. When discussing such changes, users regularly invoke VRChat as the
aesthetic negative to their appreciation of Rec Room, emphatically describ-
ing the dread they feel when confronted with VRChat’s radical aesthetic
inconsistency of avatars and worlds. In contrast, it seems they specifically
value the stable and defined aesthetic normality across the Rec Room uni-
verse, for it allows them to concentrate on the core activities of gaming
and socializing. In response, the company places a lot of emphasis on
explaining upcoming changes in terms of aesthetic consistency. A recent
developer blog post on the full-body avatar feature, while praising the
aesthetic change of “adding noses, eyebrows, fingers, arms, legs, and feet” as
“more ways for all of us to make money”, ended with a section titled “Our
Commitment to the Floating Bean Avatars™.

Governance

As the introduction already made clear, I assume a connection between
aesthetic and social regulation of Social VR platforms. If that connection
existed as a correlation - however complicated by the fuzziness of cultural
processes —, then we would assume spending time in Rec Room to be

28 For an exemplary discussion among Rec Room users that focuses on the aesthetics of
single fingers, see https://www.reddit.com/r/RecRoom/comments/143hytj/what_are_
your_opinions_on_rec_room_having_hand/ [accessed 2024, September 23].

29 https://blog.recroom.com/posts/avatardeepdive [accessed 2024, September 23].
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an experience significantly less likely to be disruptive or stressful. Indeed,
the platform is not only aesthetically and economically more coherent,
it also has more developed moderation/policing features than VRChat. A
system of appointing and rewarding community moderators, a third-party
algorithm constantly surveilling users’ speech for forbidden words*’, and
features like an embodied gesture for quickly blocking other users in threat-
ening situations speak of user safety being considered on a variety of levels.
It is no wonder then that in the academic literature on Social VR, Rec Room
is being discussed more prominently and also more positively than VRChat
when it comes to questions of safety and harassment®, with the latter plat-
form usually being characterized as a form of “wild west” (McVeigh-Schultz
et al., 2019) “known for non-normative social interactions” (Zheng et al.,
2022).

While this is intuitively plausible, there might also be some bias at play.
Academic research on Social VR, when more than pure literature review,
has so far concentrated on design features, and on harassment as a potential
design problem. Skimming through papers and their methodologies shows
that researchers spend surprisingly little time actively using the platforms
they write about®. There is a serious lack of ethnographies about and on
SVR that would enable outsiders to learn how those platforms’ users make
sense of and navigate the social space(s) they inhabit and, for the most
part, create. Harassment is one part of this social space and users respond
to it within the frame of the general community politics, explicit policies,
and tacit rules of their specific platform - their response is part of the
“attendant literacies, interaction conventions, and common practices that
exist in a feedback loop between the (top-down) designed affordances of
various online social platforms and the (bottom-up) practices of virtually
embodied players seeking to communicate” (Tanenbaum et al., 2020).

30 See company blog posts at https://recroom.zendesk.com/hc/en-us/articles/44199026
50135-Applying-for-Moderator-Volunteer-Mod and https://blog.recroom.com/posts/
voice-moderation-updates [accessed 2024, September 23].

31 One literature review conspicuously lists VRChat as “known for harassment and
unpredictable social encounters” in a long table of otherwise neutral or even adver-
tisement-like descriptions of different platforms’ functionalities/USPs (Handley et al.,
2022).

32 In addition, Rec Room company staff seem to be much more accessible for interviews
with researchers, which also leads to a certain representational bias.
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In fact, hate speech is as much a problem in both Rec Room and VRChat
as bullying of certain user groups like e.g. furries® is — despite the different
grades of moderation and implementation of safety features. On both plat-
forms, it does not take long to encounter nazi roleplaying or discriminatory
talk. On both platforms, sexual harassment is a problem evolving from its
already prevalent and well-described occurrences in virtual social spaces
in the wider sense into the new embodiment and immersion affordances
of VR technology - a problem made even more pressing by the significant
presence of minors. Additionally, underage users themselves form, on both
platforms, a group that many older members see more as annoying than
as vulnerable, denigrating them as “squeakers” for especially younger boys’
high-pitched frequent yelling.

As has often been established for all sorts of virtual environments, such
social problems will keep appearing and shape-shifting in online spaces
as long as they exist in the so-called “real world”. While design-relevant,
they are not design-solvable problems. “[I]ntensified old concerns in the
new world” (Zheng et al., 2022), they now appear in a context with new
conditions and possible complications. This new context is on the one hand
defined by the intensified bodily experience of interactions in virtual reality,
which as a “social” medium paradoxically also bears the characteristics
of disembodied online interactions — with the consequence of “less bound-
aries [...] that can rule and determine what are reasonable, psychologically
safe and permissible ways for other people to behave around self and how
self will respond when someone steps outside those limits” (Zheng et al.,
2022). But this context on the other hand also carries the vectors and effects
of the platforms’ differing creative/aesthetic paradigms. How can those
paradigms be described when thinking about governance in these new and
ambiguous spaces of virtual embodiment and embodied virtuality?

Of the two example platforms regarded in this text, Rec Room seems
to fit the top-down model of a benevolent ruler. “Rooms are behavior”,
as one of its developers put it in an interview (McVeigh-Schultz et al.,
2019), and the company retains relatively much control over the social
cues they allow virtual spaces to give users on their platform. Communi-
tization takes place around competitive playful activities, mediated by a
ubiquitous gamified economy and within a unifying aesthetic atmosphere

33 Searching for “furries rec room” on YouTube yields plenty of videos with titles like

“trolling furries on rec room”, “Killing furries in Rec Room”, “Making furries cry in

Rec Room”, “Infiltrating Furry Rec Room Servers” etc.
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regulating the expressions users are able and allowed to perform. It is, in
short, a virtual model of happy capitalism. On a platform of thousands of
parallel and synchronous bounded virtual rooms, centralized control over
the conditions of social experience within these rooms hedges boundary
testing experiments as much as violations of the social contract. In that,
Rec Room policy follows Blackwell et al’s recommendation that “designers
could directly influence the norms of individual communities and groups
through design ,nudges”™ (Blackwell et al., 2019) - a socio-aesthetic technol-
ogy of governance that has implications far beyond the scope of dealing
with harassment. This is ever more true because Rec Room’s vision of “de-
mocratization” has from its inception been linked closely to monetization
through community commerce3*: it is at its core an economic experiment.
In consequence, community politics “on the ground” appear to develop
between the poles of an aesthetic conservatism shying from “too much”
diversity and a growing consciousness about the stratification effects and
exploits of the platform’s token economy?>.

In contrast, VRChat’s focus on embodiment effects and a very liberal
user-driven asset production ecology have given birth to a multiplicity
of partly overlapping, partly averse sub-communities that have made the
platform something like the Reddit of VR. In an equally liberal low-moder-
ation environment, many members of those communities have developed
platform-specific resilience against equally platform-specific threats. The
lively and sometimes unhinged creativity of community members has influ-
enced the pop-cultural image of Social VR more than existing research
has acknowledged, and VRChat communities politicize mainly around the
conditions for this appeal — especially when they find them endangered.
The company was forced to acknowledge this in mid-2022 when users
became enraged about a new anti-cheat function that was meant to prevent
tampering with the client software but effectively barred an entire modding

34 Rec Room’s General Partner at main investor Sequoia Capital describes the platform’s
vision of building community around games “both for fun and to earn money” in
a blog post like this: “Rec Room’s vision is to democratize access for anyone to
create [...]. The team is also excited to launch P2P monetization to enable creators to
monetize their own creations — enabling the new side hustle for kids” (Zhan, 2020).

35 Community Vtuber BVR proposed a system of upper, middle, and lower classes de-
pending on users’ token wealth in a video titled “Why is Everything SO EXPENSIVE
in Rec Room?” ([BVR], 2022), assigning content creators to the wealthiest class. Road
to VR editor Scott Hayden pointed to the risk of “gambling, money laundering, and
other illicit behavior” within Rec Room in 2020 already (Hayden, 2020).
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community that had also taken responsibility for providing users with
impaired eyesight or hearing access to the platform; a rage that manifested
in large scale review bombing®® and numerous active and creative users
leaving for smaller competitors like Neos VR or Chillout VR.

While methodically robust ethnographic research is yet to be desired,
it seems plausible that the less safe and less regulated environment of VR-
Chat has led to a higher degree and valuation of self-governance amongst
most of the platform’s multiple communities¥”. This form of community
self-governance aims at protecting the peer group against the dangers of the
platform’s evolving social ecosystem. As a consequence, it tends to produce
entry barriers and exclusion mechanics around sub-communities. There is
a “dark social” VR space on the platform consisting of disparate systems
of non-public rooms only accessible through invitations from community
members who control the health and safety of their virtual social spaces. If
this tendency becomes too strong, neglect of the open social space between
sub-communities — the “metaverse” equivalent to the democratic concept
of public space — might become a problem for social reproduction as
well as for user and company growth at large, because it is those liminal
communal rooms where onboarding of new users commonly happens but
which can only sustain the platform’s appeal when they are lively social
spaces themselves.

Both differing platform cultures and models of governance thus provide
starting points for thinking about how democratic structures might develop
and be stabilized in virtual worlds employing VR technology. While the two
platforms’ development trajectories seem to converge — Rec Room open-
ing up aesthetically with a new Unity3D SDK, VRChat working towards
integrated community commerce -, it remains to be seen what role their
different community cultures will play in said conversion. This is of interest
especially because whatever social technologies are developed in Social VR
in the strict sense, they will have wider implications for an increasingly
virtualized social reality at large as envisioned by “metaverse” evangelists: If

36 Thousands of furious reviews by users temporarily lowered VRChat’s Steam rating to
“mostly negative”, prompting gaming and technology magazines to conjure apocalyp-
tic imagery of the platform “being absolutely nuked into the ground” (Taylor, 2022).

37 Common theory about the effects of VR technology, like place/plausibility illusion
(Slater, 2009) and body ownership illusion (Slater et al., 2010), indicates higher
vulnerability of immersed players, but this seems to be balanced at least for highly
invested users by the desire to experience those very effects and thus accept higher
social risk.
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VR technology finds more users, SVR ecology will likely become the model
of further digital community politics to come.

New forms of governing through design have been conceptualized for
urban planning (Ghertner, 2015) or (social) media studies (A. Elias et al.,
2017) before, but they become even more relevant when and where the
virtual production of space, bodies, and sociality merge. Reflecting on the
structural role of possibilities and limits of aesthetic creation in VR, of
how it forms the basis for making sense of, representing and sensually
experiencing bodies and worlds, of its entanglement with economic flows
and the production of social order acknowledges the intuition that “the
affordances that designers and other practitioners deem important will
inevitably shape an extensive portion of human social interactions today
and in the future” (Kolesnichenko et al., 2019). Design decisions for social
worlds are always political decisions, and aesthetic governance is an impor-
tant part of intersectional affective biopolitics in a mediatized world.

If we regard the current two largest SVR platforms as for how their
different paradigms of worldbuilding and aesthetic creation relate to demo-
cratic culture, we cannot ignore the fact that both platforms are proprietary
infrastructures run by competing private companies — spawning and har-
boring social communities is their mode of redeeming the venture capital
invested in them. It is the economic allure of the “metaverse” that redesign-
ing and virtualizing the social might allow increased extraction of value
from the very basic human need of being with others. Both platforms are
examples of possible pathways towards the likely conflictual realization of
this goal, while also affording new ways of relating to and mediating the
complexities of corporeal existence. These pathways differ from the start -
one beginning as an integrated business concept with thoughtful planning,
the other as an experiment growing out of a VR tech enthusiast community
trying and often struggling to keep up with its own development -, but
whether they also lead to different outcomes depends on the politics nego-
tiated between the respective companies and their users. Even more and
most importantly, it depends on whether this provider-client relationship
can evolve into something resembling democratic citizenship, instead of
just being the virtual model for the ongoing real-world transformation of
citizens into customers.

Paradoxically, while Rec Room takes on the “classical” role of a governing
state much more than VRChat - setting and enforcing social policies, con-
trolling the economic infrastructure, regulating the possible and impossible
relations of what is “normal” and what is not, ensuring fairly equal access
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for different (hardware) populations -, its users seem to regard it more as
a regular online game provider than those of VRChat treat “their” platform.
This might for one be because the libertarian plurality of VRChat indeed
resembles the current image of a neoliberal (post)democracy more than
the “all fun and games” uniformity of Rec Room does, from its unregulated
laissez-faire economy and identity-based cultures down to the rituals of
partaking in mass demonstrations (like the review bombing mentioned
earlier) or performing the disgruntled citizen alienated from “the powers
that be”. The more powerful element charging this relationship, though,
might be the higher grade of embodiment afforded by the platform, tether-
ing its core user base much more intensely to the experience of having a
second body living a second social life in a second reality. Many invested
VRChat users choose the platform not primarily for leisure or monetary
gain, but because it allows them to realize themselves — to become, and
to become with others. If the claim to diversity and plurality of current
(liberal) democracies is to be taken seriously, then this indicates that these
concepts will need to mean more in SVR than just choosing the skin color
and gender attributes of an otherwise standardized 3D comic character or
even embodying a “realistic” 3D scanned copy of ones own physical body:
it rather means the ability and possibility to access the “morphological
freedom” the technology promises in the first place.

On another note, the economic aspects of this freedom have only begun
being tested. Who controls the infrastructures facilitating the production
and trade of virtual bodies? What does body ownership in VR mean not
as a psychological effect, but as a social question stretching between the
communicative practice of fast-swapping dozens of freely copyable avatars
during a single conversation on the one hand and identifying with a
unique virtual body, demanding structural protection of its integrity and
uniqueness, on the other hand? Who will profit off the existence of virtual
bodies to start with? Will certain ways of looking be valued and prized
higher than others, as is true for much of the physical world, or will beauty
and its valorization become subject to a radical re-negotiation amongst
bodies-as-humans, bodies-as-animals, bodies-as-objects, bodies-as-rooms
and other yet unimaginable forms of being or being-experienced?
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Companies invested in building a “metaverse” extending or even sup-
planting the “real world” as the primary realm of the social®® are quick
to acknowledge that platforms that “enable anybody to create and share
their own social virtual worlds [...] shouldn’t be built privately, but rather
alongside a passionate community who can help shape the future”. While
it stands to reason that platforms are eager to enlist their users’ labor for
building their virtual realities — especially when they do not have to pay
for them for their work -, it is yet another question who will own these
realities. The more the actual fabric of a platform consists of the results of
its users’ creative labor, the more contested this question will and should be.
Asking for the distribution and implementation of aesthetic governance can
give us hints on how it could or should be answered.
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Unpixelated Hate? Lessons from VR Gaming for a Digital Civil
Society

Mick Prinz

Introduction

In Germany, over half of 6-69-year-olds play computer and video games
(Game - Verband der deutschen Games-Branche e. V., 2023). While many
game titles are increasingly breaking stereotypes, some video games incor-
porate anti-democratic narratives and promote discrimination in their plots
and character design. It is not just the game settings that have political
implications, but also the gaming communities that are becoming increas-
ingly political. Discussions on topics such as Black Lives Matter (GameStar
Redaktion, 2022), the invasion of Ukraine, or the situation in the Middle
East are also taking place in in-game chats and on gaming platforms. These
debates are often characterized by toxic arguments and discrimination
against marginalized positions — a climate that anti-democratic actors ex-
ploit. Gaming spaces with poor moderation are used to spread misanthrop-
ic narratives, intimidate people, and strive for international networking.
Players experience toxic agitation on gaming platforms such as Twitch,
Steam, or Roblox, as well as in in-game spaces, voice or text chats, and
virtual realities. The intensity of hate and discrimination varies within
immersive gaming realities.

In this article's first step, the nature of video game culture will be ex-
amined, and a definition of immersive gaming realities will be provided.
Various examples will be outlined, and the cornerstones of VR gaming
will be traced. The topic of dark participation and toxicity in video game
contexts will then take center stage. Different levels of discrimination will
be outlined, and examples of reactionary agitation within different gaming
communities will be discussed. The extreme right in existing immersive
realities will also be the focus. Three forms of instrumentalization will
be examined here: networking, mobilization, and the ‘'meta-politics’ of the
extreme right in video game contexts. These examples emphasize the chal-
lenges that metaverse-like structures face and the tasks they will have to
deal with in the future. The text introduces the idea that immersive realities
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have great potential for promoting democratic values. Both titles created
for entertainment purposes and serious games (games with an educational
focus) are discussed here. These types of video games can effectively convey
values through virtual realities. The passage concludes with a summary of
the lessons and challenges for designing metaverse-like structures based on
the cultural aspect of gaming.

What do we Mean by Immersive Realities in Video Games?

The term ,immersion® initially refers to being fully immersed in a specific
environment or setting (Murray, 1998). Digital technologies such as virtual
reality, augmented reality (AR), mixed reality (XR), and the entire ecosys-
tem of digital games are all categorized as immersive realities (Miihlhoft
& Schiitz, 2019; Nilsson et al., 2016). Video games often contain elements
of immersive realities. They have a virtual environment that is partially
disconnected from the physical world but can still be based on reality.
A prime example of this is the popular game Minecraft, which has over
180 million users each month in 2023 (Redaktion G-Portal, 2023). Play-
ers can create and design entire worlds, establish ecosystems, and work
towards cooperative or competitive goals. Along with countless fictional
worlds, Minecraft also has servers where players can recreate real German
cities, while elsewhere, digital depictions of Nobel Peace Prize winners
educate players on basic democratic values (Diedrich, 2022). Additionally,
the project ,,Reporters Without Borders® created the ,Uncensored Library”
in a digital Minecraft environment to showcase works that are banned
in autocratic regimes. Thanks to the free accessibility of Minecraft's immer-
sive reality, progressive literature remains accessible even in dictatorships
(Redaktion Reporter ohne Grenzen e. V., 2023).
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Figure 1: Screenshot of the Saudi Arabia section in the "Uncensored Library”
(source: Reporters Without Borders, 2023)

Another important aspect of immersive realities can be seen in video
games: avatarization. Players often have the opportunity to take on the
role of a fictional character, create their own storyline, or follow a prede-
fined narrative. Designing a unique character is also a central component,
particularly in (online) role-playing games. Many modern titles implement
a wide range of options for customizing your own digital image closely to
real-life conditions if desired. Titles such as the space role-playing game
“Starfield” allow for a free choice of pronouns, while other examples such
as the fantasy role-playing game “Baldur's Gate 3” allow players to choose
their voice, gender attribution, and external characteristics independently.
While many players welcome these diversity options, allowing players to
correctly integrate their own identities into a game, other gamers react with
reactionary rejection and toxic criticism (Seng, 2023).

It is also noticeable that many online video games enable multi-layered
interaction options with other entities. One example of this is the escapist
simulation game ,, Animal Crossing: New Horizons”. A game mechanic here
makes it possible to visit neighboring islands of other players. In addition to
social interaction opportunities, a visit can also be economically motivated.
Different islands mean potentially different beet prices — a rare commodity
for which prices vary daily and are different on different players' islands.
The focus here is less on social motives and more on the capitalist maxi-
mization of one's own money within the game cosmos (Zeitz, 2020). In
addition to these obvious forms of interaction dictated by the game, Animal
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Crossing has also attracted attention through political protest. Players join
forces and demonstrate in favor of a free Hong Kong, the anti-racist Black
Lives Matter movement, or against toxic corporate structures in gaming
companies (Mack, 2020).

Figure 2: Black Lives Matter protest in The Sims 4 (source: BlackSimsMatter,
2020)

Digital protests with references to real-life conflicts take place in immersive
realities in many places, while other titles focus on co-operative or com-
petitive scenarios. Potential characteristics of an immersive gaming reality
therefore include the creation of separate ecosystems, the ability to live
through fictional or realistic scenarios with an avatar, shaping stories, and
interacting with other players.

Gaming and the Changing Relationship with Virtual Reality

Debates about the use of VR technology are nothing new. Decades before
Mark Zuckerberg and Meta publicized the idea of a metaverse-like, digital
parallel world, the first attempts at VR were already being made in the game
industry. In the 1980s, projects tried their hand at the first VR versions, but
the VR arcade machines suitable for the masses were not created until 1991
by the company "W-Industries" (Redaktion TechMonitor, 1991). Based on
the Amiga 3000, W-Industries presented the one-kilogram arcade machine.
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Two years later, the SEGA VR was announced, which was reminiscent of
today's VR glasses for the first time (Bezmalinovic, 2017). However, due
to immense production costs caused by expensive motion sensors and the
then still unsolvable problem of motion sickness, SEGA's VR goggles were
never released. In the years that followed, there were repeated attempts to
use VR-like technology in the gaming world, such as Nintendo's "Virtual
Boy" in 1995 (Norman, 2013). Ultimately, however, insufficient processors,
low frame rates, high latency, high production costs, and extensive reports
of eye and headaches put a stop to these first steps in VR gaming.

It was not until 2012 that the newly founded company "Oculus VR"
once again attempted to integrate VR into the gaming market. The VR
goggles "Oculus Rift" were financed via crowdfunding (Harris, 2019). Meta
discovered the potential of the VR market and bought Oculus VR. Many
other companies, such as HTC and Microsoft, signalled their interest and
tried their hand at their own VR hardware. Once again, the virtual reality
boom failed to materialize, with VR headsets from various manufacturers
selling too poorly. This was mainly due to the lack of major game titles
that would have justified a purchase for gamers. It wasn't until "Meta Quest"
and "Meta Quest 2" and games such as the rhythm lightsaber game "Beat
Saber" (2018) and "Half-Life-Alyx" (2020) that VR technology achieved
higher sales figures and the interest of many video gamers. However, there
is currently disagreement in the gaming community. With the PlayStation
VR2 released by Sony, the company is demonstrating how powerful current
video game hardware is, and high-resolution titles such as "Horizon Call of
the Mountain" are impressing the trade press and gaming public. However,
there is still no broad catalogue of games for the VR glasses from Sony,
Meta, or Apple that would anchor the technology more firmly among
gamers. As of 2023, VR remains a niche in gaming culture that is perceived
by the broad mass of gamers but is far from being favored by them.

Dark Participation, Toxicity and Gaming

Despite the current scepticism towards VR hardware, immersive realities
and virtual reality have long been an integral part of gaming culture.
Video gamers are usually part of various gaming communities that form
around different genres, influencers, or game titles. The majority of gamers
have already experienced hate in gaming spaces — whether in-game chats,
on platforms, or through private messages. According to the "Hate is no
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Game" study by the Anti-Defamation League, 77 % of over-18s have experi-
enced hate speech in video game contexts. Alarmingly, even 20 % of adult
gamers have encountered right-wing extremists within their communities.
Primarily, female gamers, non-white gamers, Jewish gamers, and parts of
the LGBTQIA+ community are affected by hate in gaming. These groups
are defamed because they belong to specific groups (e.g. Jews or African
Americans) (Anti-Defamation League, 2022).

"Dark participation” or toxic behavior primarily excludes marginalized
groups from various fields of interaction in immersive realities. The term
"dark participation" encompasses insults, hate speech, sexual harassment,
discriminatory profiles/nicknames, doxxing, and the spread of disinforma-
tion. In gaming practice, there are various levels at which dark participa-
tion becomes visible. Firstly, there is the "in-game" level. Whether via text
message or voice chat, almost every online video game must deal with
insulting, patronizing, and even misanthropic statements within player
communication. Studios and game makers try to reduce hate speech with
moderation tools and word filters, but toxic gamers adapt systems and
circumvent restrictions, for example with leetspeak (i.e. mixing letters and
similar-looking numbers). For example, many e-athletes and gamers report
on toxic everyday life in the video game "League of Legends" (Gogoll, 2021)
or female gamers report sexism in the voice chat of the shooter "Valorant”
(eSports-Redaktion, 2021). VR video games, in particular, harbor the risk
of ableist, racist, or misogynistic discrimination reaching those affected
unfiltered. There are examples of "Among Us VR" or VR sports games in
which, for example, the N-word is uttered by an avatar in the immediate
vicinity. It is not just gaming experiences, but also misanthropy that is made
more immersive by VR glasses (MayoMonkey Bowblax!, 2022).

Another level at which dark participation in gaming takes place is the
platform level. Toxic communication is also noticeable on various gaming
platforms outside of the actual game. For example, when Black Lives Matter
(BLM) is discussed on Steam, a platform popular with PC gamers. In
addition to solidarity with George Floyd and the BLM movement, gamers
reproduce racism and spread disinformation (Amadeu Antonio Founda-
tion, 2022). Elsewhere, toxic gamers postulate that diversity in video games
leads to a boycott and that political attitudes must be kept out of normative
works.

1 Content warning about racism.
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Horizon Forbidden West:
Burning Shores (PS5)

Release Date: April 19,2023

Metascore User Score
24 reviews 302 ratings

Stop! Also isn't your game rated T for teen
Guerrilla!? Have some shame!! You're
teaching under age kids to become
homosexual now? You're sick!! Collapse

Figure 3: Toxic user review of the Horizon Forbidden West expansion on
Metacritic. The narrative: Children are "homosexualized" by the
game story (source: Metacritic, 2023)

The comments on the game "Starfield,’ where players can freely choose
pronouns for their avatars, are characterized by such subjective criticism
(Steam, 2023a). Other interactive platforms like Twitch are also not safe
spaces for marginalized groups. Apart from discrimination in livestream
chats, there are countless talk shows where far-right opinions are given a
platform (Belltower.News, 2021).

Immersive Realities and the Far Right

Dark participation is gaining ground in various areas of the gaming world
with little resistance. This is largely due to players ignoring problematic
content and reporting functions being underutilized. In addition, platform
operators are inconsistent and lacking in their moderation efforts. As a
result, extreme right-wing actors are also active in immersive realities,
alongside toxic voices. There are three ways in which the extreme right
utilizes immersive realities.

The first is networking (1) within digital worlds. In the online mode
of the popular action game "Grand Theft Auto V' users can create their
own avatars. On their own role-playing servers, players establish their own
objectives and follow a daily routine. Within the digital world, players who
follow the SHAEF conspiracy narrative also gather. In GTA Online, they
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even go on digital patrol. SHAEF refers to the "Supreme Headquarters
Allied Expeditionary Force," a term used by supporters of this conspira-
cy theory claiming that Germany is an occupied state, a "BRD GmbH"
(De:hate, 2021). The platform Roblox allows players to create their own
mini games/"experiences’ and offer them for free download, but it also
features numerous right-wing extremist worlds and experiences. On one
map, players can assume the role of an SS officer and march through a
fictionalized 1940s Berlin, greeting others with the Hitler salute. In other
areas, players navigate through an extermination camp where the Shoah is
trivialized. Digital avatars can also participate in target practice on swastika
emblems. Known for its popularity among 9-12-year-olds, Roblox has over
200 million active users. Many of the far-right "experiences" can be found
with just a few clicks (Prinz, 2023). Another title on Steam, however, is
more subtle. The description states that "[game name] is a truly immersive
and uncensored social experience where you can engage with like-minded
people in a mutually constructive way" At first glance, this may sound
promising. However, the game allows for the expression of any political
opinion in a digital environment. It incorporates symbols from the Cana-
dian Covid-19 protest movement and the "QANON" conspiracy ideology
(Steam, 2023). This use of immersive realities as alternative spaces for inter-
action is a tactic employed by extreme right-wing actors to build their own
world of experience with like-minded individuals, without encountering
resistance.

This is also connected to another motivation: gaming and immersive
realities are seen as part of a cultural struggle for the right, known as
"metapolitics” (2). The "new right" considers "metapolitics” as a strategy for
shifting social discourse to the right by occupying pre-political spaces. In
practice, this can involve the dissemination of right-wing extremist symbols
and codes or the glorification of extreme right-wing actors within immer-
sive gaming realities and on video game platforms. For instance, there are
numerous profiles on Steam that use the far-right slogan "Read Siege", in-
spired by the instructions for "race war" and "leaderless resistance” followed
by the right-wing terrorist group "Atomwaffen Division" (Ayyadi, 2020).
The perpetrators of Christchurch, Halle and Buffalo were also praised on
Steam through their profile pictures and descriptions (Gensing, 2020).
Roblox even had its own video game worlds where players could assume
the role of right-wing terrorists and re-enact these attacks. For example, one
downloadable experience allows players to play as the right-wing extremist
from Buffalo and replay the attack on the "Tops" supermarket.
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Figure 4: Right-wing extremist "experience” on Roblox. Here, players can
re-enact the Buffalo attack (source: Roblox, 2023)

The attacks in Christchurch and Halle were available on the platform until
the moderators reacted months later (Graf & Marx 2022). The far right pri-
marily uses gaming areas where they can create and design their own con-
tent. Sandbox-like game concepts such as "Roblox" and "Minecraft" are used
here, as well as the workshop area of Steam. Modifications (mods) for exist-
ing games can be developed here. This includes mods in which players can
play as the Waffen SS, a legitimate faction in "Company of Heroes', or select
Adolf Hitler as head of state in "Civilization VI" (Steam, 2023b). Therefore,
it primarily utilizes existing gaming infrastructures in which right-wing
extremists push their "meta-politics”. Occasionally, neo-Nazis also try to de-
velop their own propaganda games, such as a right-wing developer studio
belonging to the ,Identitdre Bewegung”. In this game, players can choose
a cadre figure from the so-called "new right" and fight against right-wing
enemies as Martin Sellner or Alexander "Malenki" Kleine in a dystopian
2D pixel platformer (Jugendschutz.net, 2020). Developing independent VR
games does not seem to be a priority for right-wing extremist groups.

The final motive for the extreme right to use immersive gaming spaces
is mobilization (3). Extreme right-wing actors use gaming evenings or
patriotic video game tournaments to appeal to potentially interested parties
and reactivate their own in-group. Roblox's immersive realities have been
used to target young people. Young players were invited to join right-wing
extremist groups and motivated to participate in joint shooting exercises
(Vollbild, 2023). Elsewhere, merchandise from conspiracy ideology influ-
encers is distributed in the game "Second Life". Player avatars act as digital
billboards for disinformation. Right-wing extremist groups also appear in
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existing VR games like "VRChat" to spread and provoke inhumane narra-
tives, but also to arouse interest. For example, players in Ku Klux Klan
outfits have appeared in the VRChat game and given racist monologues
(ScaryToaster, 2022).

Figure 5: Screenshot from VR Chat. A person in a KKK outfit harassed other
players (source: VRChat, 2022)

It is clear that the far right uses various areas of immersive realities to
spread racist and anti-Semitic ideological elements, (re)mobilize people,
and network at the same time. Creating their own avatars, implementing
gestures, and creating their own immersive realities (such as in the Roblox
sandbox or Minecraft) harbors potential dangers. As a result, parts of the
digital world are becoming places where those affected by discrimination,
in particular, cannot move freely and safely.

Democracy in VR and Immersive Realities?

Gaming culture highlights the challenges faced by immersive realities and
metaverse-like spaces. At the same time, experiences from various video
game communities emphasize that digital worlds harbor democratic poten-
tial. More and more video games convey a canon of values that emphasize
plurality and tolerance. This also applies to video games that primarily
serve entertainment purposes and have a commercial interest. For example,
the game "The Last of Us 2" implements a queer love triangle and deals
with experiences of discrimination against trans people. "Spider Man 2,
on the other hand, depicts anti-racist and diverse narratives in its setting,
while modern role-playing games, such as "Baldur's Gate 3", break with
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binary gender stereotypes in the character editor (Hart, 2022). Elsewhere,
the action game "Assassin’s Creed Mirage" provides insights into Islamic
beliefs. So-called "serious games’, i.e. video games with educational claims,
are also significantly more immersive than the static educational games of
the early 2000s. "The Darkest Files', for example, is a historical investigation
and courtroom game. Players are part of Fritz Bauer's team of public prose-
cutors and have to bring Nazi perpetrators to justice (Steam, 2023c). The
game "Hidden Codes" by the Anne Frank Educational Centre, on the other
hand, provides information about current right-wing extremist symbolism.
Thanks to a classroom version, the title can be used in school lessons
without much effort (Bildungsstitte Anne Frank, 2023). Democratic values
can thus be played and experienced.

Democratic movements are also articulated within immersive realities.
For example, hundreds of players come together every year in the world of
Tyria in the online role-playing game Guild Wars 2 to organize a protest
march for the LGBQIA+ community. In addition to its symbolic effect,
donations were also collected for initiatives that take a stand against misan-
thropy (Guild Wars 2 Forum, 2023). Elsewhere, players in the worlds of
"The Sims" and "Animal Crossing" show their solidarity with the Black Lives
Matter movement by designing cosmetic clothing with BLM lettering and
highlighting everyday racism and discrimination in digital demonstrations
(Grayson, 2020). In response to the Russian invasion of Ukraine, players
in the world of "The Elder Scrolls Online" took a stand and organized
a march for peace for those affected in Ukraine (Marasigan, 2022). Demo-
cratic protests are no longer a rarity, especially in online video games
where gamers create their own avatars and organize themselves into player
communities.
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Figure 6: Pride Parade in the game Guild Wars 2; once a year, players
organize a solidarity demonstration for the LGBQIA+ community
(source: Guild Wars 2, 2022)

Within VR worlds, on the other hand, there are only a few pilot projects
that promote greater awareness of discrimination. On one hand, this is
due to the limited distribution of VR headsets compared to other gaming
hardware. On the other hand, it is also due to the educational and didactic
challenges that immersive experiences in VR worlds present. The depiction
of discriminatory and hateful statements in virtual realities can be traumat-
ic, especially for those affected, due to the immersion. The "Debug" project
therefore accompanies users in their VR experience away from the headset.
Players are followed in VR by a swarm of mosquitoes that continuously
utter racist stigmas. Debug conveys the omnipresence of everyday racism
for those affected and the intensity of stigmatization (Prinz, 2022). In the
title "1,000 Cut Journey", on the other hand, players experience different life
cycles and perspectives of a POC protagonist. Whether during disciplinary
measures in the classroom, as a teenager by the police, or as a young adult
through discrimination in the workplace — racism runs through the life of
the character (Games for Change, 2022).

Another VR experience entitled "I Am A Man" makes the history of the
American civil rights movement of African Americans tangible. The VR
presentation aims to provide personal understanding of the struggles of
marginalized groups. The title uses historical film footage, photographs,
and voice recordings of actual participants in the civil rights movement. "I
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Am a Man" sees itself as an interactive documentary experience to provide a
deeper awareness of anti-racist struggles (Meta, 2018).

Figure 7: Screenshot of the VR game "I AM A MAN" (source: Meta, 2018)

Virtual realities cannot fully depict the suffering and pain of those affected.
However, they attempt to make the perspectives of those affected accessible
to those who have not yet had to deal with discrimination from privileged
perspectives or who simply did not want to. They can also generate a sense
of closeness and tangibility to historical events through the integration of
historical sources and make processes more tangible.

Conclusion and Appeal for an Democratic Civil Society

The experiences of immersive realities and VR experiences in the context
of gaming culture highlight opportunities, possibilities, and challenges that
future metaverse-like ecosystems will face. Extreme right-wing actors utilize
various segments of immersive reality, while democratic movements also
make use of these spaces. In conclusion, clear recommendations for partici-
pation in future virtual realities are formulated.

o 1) Avatarisation: If VR spaces allow users to create and design their own
avatar, diversity options must be considered. An editor that only thinks
in terms of binary gender models or ignores skin or hair types excludes
broad sections of society. It is also important to ensure that discriminato-
ry and/or criminally relevant symbolism cannot be reproduced.

o« 2) Moderation of inhuman content: In addition to comprehensive re-
porting and notification functions, proactive moderation is necessary
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to identify hateful symbolism and recognize anti-democratic narratives.
It is also important to make it more difficult for extremist groups to
participate in VR. Anti-hate language programs are already being tested
in video game rooms and criminal content should ideally be recognized
in its early stages.

« 3) Promote democratic participation: Immersive realities can be used
to draw attention to problematic aspects in the analog world and to
show solidarity with those affected. Ideally, VR spaces should provide
an infrastructure that not only enables but also promotes democratic
participation. For example, through moderated discussion forums, lec-
tures, or workshops in immersive realities. Positive examples such as the
"Uncensored Library" (Minecraft) should be made accessible to users.

« 4) Protect marginalized groups/security settings: The so-called "metapol-
itics" and mobilization attempts in games such as Roblox or VRChat
make it clear that extreme right-wing actors use immersive realities
strategically. People affected by discrimination in particular, but also all
other users, must be able to make comprehensive security settings and be
informed about them. It should be possible to mute text and voice chats,
hide gestures, and activate a security area around your own avatar. This
is essential to guarantee physical proximity if desired.

In order to ensure democratic participation and not exclude marginalized
positions, these four points are a minimum requirement for immersive
realities.

The article emphasized the potential of VR spaces and digital worlds for
a progressive understanding of values. At the same time, there are many
pitfalls and anti-democratic endeavors that need to be taken into account
in the potential technology of tomorrow. The problem becomes particularly
clear with increasingly realistic graphics in immersive realities: if right-wing
terrorist attacks, such as those in Christchurch or Halle, switch from a static
block Roblox graphic to a hyper-realistic guise, the pull effect for extremist
actors will increase. Developers, companies, authorities, and digital civil
society must all play their part in a democratic metaverse. The lessons
learned from game culture should not be forgotten.
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Identity and Safety in Social VR: Findings from an Experimental
Avatar-Based Interview Study

Matthias Quent & Sara Lisa Vogl!

Introduction

Virtual Reality (VR) has evolved in recent years from a niche technology
to a widely adopted medium with numerous applications. The modern
use of the term VR was coined by the computer scientist Jaron Lanier in
the 1980s (LaValle, 2020, p. 5). According to Steven M. LaValle, “The most
important idea of VR is that the user’s perception of reality has been altered
through engineering, rather than whether the environment they believe
they are in seems more 'real ' or 'virtual. A perceptual illusion has been engi-
neered. (LaValle, 2020, p. 6) This immersive technology enables users to
enter worlds vastly different from their physical surroundings, opening new
dimensions of experience and interaction. Applications of VR systems range
from video games and immersive cinema to telepresence (e.g. Google's
Street View) and educational settings (LaValle, 2020, pp. 9-22).

Among the most significant and increasingly relevant applications of VR
systems are Social VR platforms. Social VR refers to virtual reality platforms
that emphasize interpersonal interactions, enabling users to meet, commu-
nicate, and engage in shared activities within virtual environments. One
of the most popular and pioneering platforms in this domain is VRChat.
Gaining broader popularity since its public release in 2017, VRChat offers
a diverse array of user-generated worlds and avatars, allowing participants
to interact in an almost limitless range of settings. Beyond real-time voice
and text-based conversations, users can partake in activities such as games,
karaoke, movie nights, and educational sessions. As of 2023, VRChat has
over four million registered users, exemplifying the growing appeal of vir-
tual spaces for social connection and collaborative experiences. Users can
access the platform via PC, VR headsets and a mobile app on smartphones.
High-quality VR experiences require VR headsets connected to powerful
computers. The technology is particularly useful for displaying high-quali-

1 With assistance of Lilly Walter.
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ty, high-resolution avatars. The visual level of detail can be reduced through
software settings. Fully immersive experiences require expensive hardware.
Arne Vogelgesang highlights, that ,Social VR as a practice can be un-
derstood as embodied social role-playing in a system of networked and
bounded virtual 3D spaces inhabited by avatars connected to human users.”
(Vogelgesang, 2024, pp. 1-2) Krell and Wettmann (2023) explore corporeal
interactions within the Social VR platform VRChat, emphasizing that users
experience intense bodily closeness and intimacy despite spatial separation.
Central to their analysis is the concept of "body synchronization’, which
describes the alignment of physical movements with virtual avatars, lead-
ing to the simultaneous perception of physical and digital embodiment
in a "coextensive space.' This hybrid embodiment results in phenomena
such as "phantom sense, where virtual touches trigger physical sensations.
Routine interactions such as hugging, head-patting, and dancing, as well
as intimate sexual practices (Erotic Roleplay, ERP), illustrate how mediated
corporeality facilitates strong affective and social bonds. The authors argue
for a theoretical expansion of interaction theory, stressing that mediatised
situations should be understood as situated on a continuum of interactional
intensity and corporeal involvement, approaching physical co-presence.
While VRChat offers vast opportunities for creativity and social interaction,
it also presents significant challenges. Sabri et al. (2023) discuss these issues
in their study 'Challenges of Moderating Social Virtual Reality' highlighting
the difficulties associated with moderating such platforms. The anonymity
and deep immersion provided by VR can foster both positive and negative
behaviors, posing a challenge for moderators who must ensure a safe and
enjoyable environment without stifling user freedom and creativity. These
challenges range from combating harassment and abuse to enforcing age
restrictions and ensuring privacy. These challenges are not unique to VR-
Chat but reflect broader societal concerns about immersive technologies.
Matthias Quent (2023) highlights in his analysis of democratic cultures
in the 'next Internet’ that while VR offers significant opportunities at an
individual level, it also confronts major social challenges especially at a
social level (Quent, 2023, p. 30). He sees immersive technologies like VR
as offering significant opportunities, such as supporting psychotherapy
for anxiety and depression, fostering empathy and inclusion through per-
spective-taking, and enabling innovative educational experiences. However,
they also pose risks, as seen in platforms like Roblox, where user-generat-
ed content can promote discrimination, far-right ideologies, and group-fo-
cused enmity, violating community standards (Quent, 2023, p. 38). A study
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by Hinduja and Patchin (2024) investigates risks and harms experienced
by adolescents within metaverse and social VR environments. Based on
a representative survey of 5.005 US adolescents aged 13-17, the authors
examine the prevalence of various negative experiences, including bully-
ing, hate speech, sexual harassment, and grooming. Their findings reveal
notable gender differences, with girls being more frequently targeted for
sexual harassment and predatory behaviors, primarily due to their gender.
Despite the availability of safety mechanisms within VR platforms, these are
underutilized, although girls employ them slightly more than boys.

Reference to the Metaverse

The "Metaverse" refers to a collective virtual shared space. It is a vision
of a fully immersive digital universe that people can inhabit, work, play,
and socialize in, akin to a massive, interconnected digital society. Platforms
like VRChat and other Social VR experiences serve as early indicators
or prototypes of what the metaverse might look like in the future. They
allow users to transcend physical limitations, enabling them to interact with
others in a virtual universe with diverse worlds and activities. In VRChat,
for instance, the idea of user-generated content—wherein participants can
create their own avatars, design their worlds, and curate their experiences—
aligns closely with the broader metaverse vision. Current social VR plat-
forms pave the way for a comprehensive and integrated digital ecosystem,
where physical and virtual worlds become increasingly interconnected. As
technologies advance and more platforms emerge, the vision of a unified
metaverse becomes progressively tangible, with current social VR platforms
serving as its foundational building blocks and environments for learning
and experimentation.

Research Design and Data Collection Methods

As part of our experimental research, we aimed to find out why people
use Social VR, what experiences they have had there, particularly regarding
aspects of identity, safety, and hate speech, and how they protect themselves
from harassment. Questions asked in the interviews conducted inside the
social VR platform VRChat included aspects of gender, harassment, hate
speech, and safety.
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To approach these questions, we conducted four qualitative guided inter-
views as avatars in VRChat in autumn 2023. The anonymized participants
come from different countries and were recruited as a self-selected sample
from the virtual network of VR designer Sara Lisa Vogl. The interviews
were transcribed, coded according to the key questions and analyzed.
The results of this explorative pilot research are limited and cannot be
generalized. However, they provide first-hand insights into user behavior
and experiences in Social VR and thus fill an empirical gap in the primari-
ly theoretical and technological research literature. Further research with
more interviewees in virtual worlds can build on this. Through the unique
ability of VR to completely alter appearances and virtual embodiment, the
interviewees can show up in various identities that are unrelated to their
real-life bodies and identities regarding age, gender and abilities.

Key Findings from the Interviews
Social VR Usage

To gain insights into the patterns and diversity of VR usage among our
participants, and how they relate to their identity and safety issues inside
and outside of VR, we asked interviewees when and for what purpose
they have been using Social VR. Duration of usage between participants
is 2-5 years in Social VR, mainly VRChat. For some of the participants,
the experience of Social VR is an alternative to real-life social interaction,
while still performing shared activities and feeling connected to friends.
Especially for self-described introverts, meetings in Social VR have the
benefit of added layers of control over the environment. People can adjust
the number of users visible to them as well as colors and audio of virtual
worlds and avatars. They can also completely blend out other users they do
not want to see or interact with. They describe how they can adjust their VR
experience to their preferences and avoid having to be exposed to people
or situations they have difficulties coping with: “I do not need to interact
with people that I don't want to, and having that extra bit of control over
the situation is just amazing for me, especially because I'm an introvert.”
Additionally, they value the control VRChat offers over their social envi-
ronment. They can adjust the volume of individual users, hide overly bright
avatars, or block individuals they do not wish to interact with. They further
highlight that in VRChat, people get to know each other mainly based on
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their personality instead of their physical appearance. This aspect helps
overcome insecurities related to physical appearance, boosting confidence
by focusing interactions on the personality projected through the virtual
avatar.

For example, Interviewee 2 discusses using VRChat as a means of coping
with social anxiety. They explain that the social interaction within VRChat
functions as a form of training in a controlled environment where positive
feedback encourages them to engage in social exchanges. Interviewee 3 uses
Virtual Reality primarily to detach from the stresses of reality and to relax.
They express satisfaction with this approach as it allows them to meet new
people, establish friendships, and practice their English skills.

Gender-Identity and Embodiment of Diverse Genders

Another aim of our research was exploring how the interviewees experi-
enced and expressed their gender identity in Social VR. We asked them
about their gender identity in real life and how it matched or differed from
their virtual avatar appearance and gender identification. We also inquired
about their feelings of embodiment and agency in Social VR, and how they
were perceived and interacted with by other users. Through this set of ques-
tions, we expected to gain insights into the challenges and opportunities of
fundamentally free and fluid gender expression and embodiment in Social
VR, as well as if and how the according experience relates to their real-life
identity and gender expression.

Interviewees describe voice characteristics as the main element of gender
identification by other users in VR. They also report that, similarly to
reality, some people do not respect their chosen pronouns: “Of course
you've run into some people that don't respect that, but you'll run into that
anywhere, unfortunately” One Interviewee states that their pronouns and
gender identification in VR change with the Avatar they wear and the way
they present in VR: “In VR I usually go with the avatar, so when I am a
female, I prefer people use she. When I am a male, I prefer he, and when I
am an object so like a lamp or stuff like that, it doesn't matter.”

This differs from their real life, where they represent their birth gender
and use corresponding pronouns only: “No, it's something I just used to do
in VRChat - in real life I am not into this stuff and people call me for what
is it”
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Experienced Harassment or Hate Speech

Harassment — especially sexual harassment — as well as anti-Semitic, racist,
transphobic hate comments, or extremist content not only have harmful
individual and societal consequences but can also lead people to avoid
certain virtual platforms and spaces. Protecting users from harassment and
creating an inclusive, human dignity-oriented culture is also particularly
important in immersive virtual environments, especially since it must be
assumed that the intense experiences through embodiment and virtual
reality are experienced more intensively by users than in text-based media.
Few studies or figures are yet available on the spread of hate messages in
immersive environments, partly because the platform providers (so far) -
unlike the particularly large social media platforms — are not obliged to
provide public and transparent information on measures against hate. Due
to real-time presence, real-time verbal communication, and the absence of
recordings, the documentation of hate messages in Social VR is particularly
difficult. In the interviews, respondents reported varying degrees of experi-
ence with harassment or hate speech in VR.

One interviewee observes “definitely a lot of racism in this game, like in
a lot of unfiltered language that is very racist or just offensive to people
and genders and all that stuff. It's very offensive." This can be encountered
by users in very normal situations. Influenced by political discourse in
the world, the interviewee observes mostly hate-filled messages against the
LGTBIQ+ community: "Hateful comments and stuff towards the entirety
of LGBTQ [community]. [...] Because it's become pretty prominent outside
of VR Chat as well [...]7”

In Social VR, harassment and hatred can be found primarily in certain
groups or spaces. The manner or characteristics to which the experienced
hate messages refer are closely related to the virtual appearance as an avatar,
so that the user is attacked for their avatar. However, the user relates this
to personal identity and does not say “[..] my avatar was attacked for
being a furry” but "I've been hated on for being a furry:. This speaks to a
great deal of identification with the avatar and that attacks are perceived
personally, rather than as avatar related. In addition, there is gender-based
discrimination: "I've been hated on for being a female!" and the association
of both characteristics with weight-based discrimination: "I've been hated
on for being a female furry because apparently that immediately makes you
500 pounds.' In such situations, the user makes short work of it: "It's just
the block button and then you don't need to talk to those people anymore.'
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This raises the question of whether avatars and sub-communities in virtual
realities give rise to new forms of digital hate communities that are directed
against certain classes of avatar identities.

Experiences of harassment are reported by one user mainly in public
spaces, which they therefore avoid and their own circle of friends in VR:
"Harassment typically comes in whenever I go to public worlds [...] that's
one of the main reasons why I don't go to public worlds anymore.'

Most notably, the interviewee experiences harassment in verbal form be-
cause the user has hidden other avatars by default in the settings: "It's most-
ly speech, especially because I personally have everyone's avatars turned oft
by default, and then I have to manually go in and show people's avatars.
However, there are also particular glitches related to the specific implemen-
tation of the embodiment in the metaverse. For example, offensive images
can be used as avatars or high-resolution avatars can cause the hardware
to crash due to overload. The user protects themselves against this by
disabling avatars by default.

The statements reveal the high technical level of the early VR experts,
who developed various tricks to deal with unintended, sometimes mali-
cious interventions in the environments. This addresses key technological
challenges to the goal of photorealistic real-time presences or highly au-
thentic avatars: The consumer hardware available today is predominantly
not yet capable of achieving this reliably. The varying quality of technologi-
cal equipment can lead to this being used to the disadvantage of people -
consciously or unconsciously — with less powerful hardware — a new form
of digital divide in immersive environments. For the development of inno-
vative technologies on the one hand and the establishment of interoperabil-
ity on the other, this represents a major challenge that is directly relevant to
users' sense of security and stability in immersive virtual environments.

Overall, the interviewees agree that while social media and VRChat share
some certain similarities regarding harassment, the immersive nature of
VRChat intensifies negative interactions, making them feel more personal
and intrusive, requiring more proactive measures to manage and mitigate.
The small survey indicates that harassment in VRChat is particularly preva-
lent in public spaces, prompting users to seek refuge in private groups.
Common forms of misconduct include verbal harassment and technical
exploits, with users frequently needing advanced technical skills to protect
themselves. The digital divide exacerbates this issue, with less powerful
hardware leaving users vulnerable.
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Although VRChat provides various protective mechanisms, their effec-
tiveness remains limited. Users adopt personal strategies, such as avoiding
public spaces and employing advanced blocking techniques, to enhance
their safety and cultivate a more positive experience in virtual environ-
ments.

Blocking as a Personal and Structural Security Strategy

We specifically examined how the interviewees used and perceived the
blocking system in VRChat. We asked them about the number and char-
acteristics of people they had blocked, the reasons, outcomes, and the
challenges and drawbacks they experienced. Through further investigation
of this popular, but profoundly different to real-life protection mechanism,
we aim to gain insights into the role and impact of blocking as a personal
and structural security strategy in Social VR.

One interviewee states, "I don't think there's really any counter speech, it's
just a straighter blocking"" The person observes varying levels of sensitivity
in dealing with hate speech and in utilizing the blocking function. The
interviewee makes a direct comparison to traditional social media, noting
that in VR chat there is "[...] definitely not as much censorship in chat
as there is on social media [..] But via chat, it's probably the worst. The
difference is that you have to be unlucky enough to end up in the same
room as those people, whereas with social media, everyone has access to
it." Subsequently, the technical barrier to accessing Social VR still provides
some protection from being flooded with hate messages compared to tradi-
tional social media. At the same time, the interviewee points out that such
negative content has a more intense effect in Social VR and requires more
active countermeasures: "It's just like I feel like via chat is worse in person
[...] But I'd say via chat is way more in your face about and then social
media is." Regarding their view of potentially getting blocked by other users,
they stated: “I mean, I don't know if I've ever been blocked. It doesn't tell
you like when you do. Honestly, it doesn't make a difference to me”

Another person reports about their experiences with blocking as some-
thing that can be confusing and even hurtful:

“So, I have gotten blocked before [..] for absolutely no reason at all. I know
I didn't do anything or say anything hurtful. [...] And when I get blocked,
if its from a random person [...] sometimes I'll just laugh it off and I'll
be like, OK, whatever. They have their reason. Now, if it's someone that's
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a friend who has blocked me before, I'll feel kind of hurt and I'll be like,
well, what did I do? What did I do to hurt you? What can I do to make this
better?”

One interviewee describes how the blocking feature affects the visibility of
avatars of users:

“The biggest thing is that if you block someone, it blocks it for you, but not

for everyone else in the instance. So, I've run into things where I blocked
someone and then like the poor person standing next to me didn't want
to block them for whatever reason. And then they started harassing the
person next to me trying to get them to talk to me [...]”

Overall, the Interviewees describe blocking as a commonly used tool for
managing harassment in VRChat, however, its effectiveness is limited to the
user who initiates the block. But the feature can lead to social complications
and emotional reactions, depending on the context and the nature of the
relationship between users.

Potential Legal Consequences of Actions in Social VR

A central focus of our study was to examine the legal implications of user
actions in Social VR, specifically within VRChat. This is a challenging
topic because anonymity remains still highly valued by most users, and
currently, no Social VR platform implements a mandatory legal identity
verification system. We asked users about their awareness and opinions
regarding existing and emerging laws applicable to Social VR platforms to
understand the challenges and opportunities of legal governance in these
environments. We also explored their perspectives on ethical and moral
concerns arising from Social VR usage, including issues related to identity,
impersonation, consent, and harassment.

One interviewee suggests that there should be certain crimes that are
relevant to be prosecuted in the metaverse and ruled out at the user’s physi-
cal location. Specifically, they highlight that avatar theft and unauthorized
appropriation of 3D files as major yet unprosecuted issues, emphasizing:
“Now when it comes to the stealing avatars [...] that is a breach of copyright.
You are stealing somebody's intellectual property”

Another interviewee sees the safety of minors and the presence of
pedophiles on VRChat as the most urgent issues to be tackled on both
platform and policy side:

175



https://doi.org/10.5771/9783748948117
https://www.inlibra.com/de/agb
https://creativecommons.org/licenses/by/4.0/

Matthias Quent & Sara Lisa Vogl

“Yes, there are so many pedophiles in this game it is actually ridiculous.
[...] And they will kind of prowl upon anyone who has some sort of need or
wanting for attention, regardless of age. And there are a lot of really social,
angsty teenagers in this game aged like 13 to 17, [...] some of these guys
or girls are really like just sinking their teeth into because they can give
them attention that they need in exchange for [...] certain types of like child
pornography and like abuse towards minors happening on the platform.”

The interviewees highlighting critical issues such as harassment, avatar
theft, and the presence of pedophiles within VRChat. They emphasize
the necessity for legal accountability concerning criminal activities in VR,
stressing the importance of protecting minors and managing intellectual
property rights within the platform.

What Should Policy Makers, Regulators or Designers Know about VR
Experiences Like VRChat?

The final question of our study aimed to gather recommendations and in-
sights for policymakers, regulators or designers who are interested in or re-
sponsible for Social VR experiences such as VRChat. We asked participants
about their expectations and suggestions for enhancing the quality, safety
and accessibility of these platforms. Interviewees highlighted several critical
issues related to user safety, policy implications, and social inclusion. One
participant expressed significant concerns about minors' vulnerability to
sexual exploitation by pedophilic users, as well as potential legal repercus-
sions for adults inadvertently interacting with minors. They underline the
practical challenges of prosecuting online crimes due to the anonymity and
inadequate identification mechanisms prevalent on these platforms.

One interviewee advocated the introduction of mandatory identity ver-
ification measures, such as digital ID checks and security recordings, to
effectively hold users accountable and facilitate the legal prosecution for
online offenses. At the same time, they emphasized the necessity of ensur-
ing cost-free verification processes to prevent the exclusion of economically
disadvantaged individuals or users from low-income countries, thus foster-
ing equitable access and social inclusion. Another interviewee stressed the
necessity for policymakers and regulatory authorities to gain direct, immer-
sive experiences with Social VR platforms to create informed, user-centric
regulatory frameworks. Additionally, this participant pointed out that the
heightened sense of immersion characteristic of virtual environments in-
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tensifies the urgency for comprehensive safety regulations and policy inter-
ventions, acknowledging that virtual interactions carry tangible emotional
and psychological impacts for users behind virtual avatars. Interviewees
recommended that policymakers and platform designers enhance safety
features within Social VR, such as implementing effective vote-kick sys-
tems, strengthening protection for minors, and considering mandatory ID
verification for improved user accountability. VRChat has now implement-
ed an age verification system through IDs, at least for VRC+ users. The
interviewees emphasized the necessity for policymakers to gain first-hand
experience to better understand the platform's dynamics and stressed the
importance of making security measures accessible to all users, regardless
of their economic situation. Additionally, they emphasized the importance
of parental supervision to safeguard children from inappropriate content
and interactions. They also highlight the unique benefits of VR for improv-
ing social interaction skills, particularly for introverts, due to the controlled
environment and customizable features available. Furthermore, they advo-
cated higher age ratings for Social VR spaces given the elevated immersion
and potential risks, suggesting that regulatory framework should be adjust-
ed to the advanced nature of VR technology.

Discussion

The experimental study is limited by the relatively small sample size of
only four participants. Additionally, the sample is restricted in terms of age
and gender diversity, although it includes male, female, and diverse gender
identities. Geographically, participants represent predominantly the United
States and Europe, further limiting the generalizability of the findings.
Despite these limitations, the study provides first-hand information and
experiences from users and demonstrates that it is relatively straightforward
to conduct avatar-based interviews as a researcher in the metaverse. This
is especially true when following a community-based approach involving
gatekeepers in virtual communities.

Experiencing and expressing personalities independently of physical
bodies gives users the opportunity to experiment with social interactions
and learn more about them. Friendships, relationships and Smalltalk with
strangers are embraced in VR for various reasons, such as users’ location
or social anxiety. While anonymity in online spaces has significantly impact
users’ behavior positively and negatively, protective mechanisms are still
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underdeveloped, buggy and not the main priorities for platforms. Ensuring
minors ‘safety through robust identity verification emerges as the most
pressing area requiring improvement.

Key concerns include limited understanding among policy-, law- and
decision makers regarding the immersive dimension of Social VR. Users
emphasize the uniquely immersive nature of VR and its profound social
implications, such as fostering friendships, relationships and personal de-
velopment through prolonged interaction in digital environments.

The surveys clearly indicate that Social VR allows users to experience
and express personalities independently of their physical bodies, facilitat-
ing experimentation and learning about social interactions. Friendships,
relationships, and casual interactions with strangers are highly valued,
especially by those geographically isolated or socially anxious. Social VR
offers opportunities such as global social interactions with like-minded
people, geographical logistical and environmental independence, acceler-
ated learning and collaboration through high levels of immersion, and
creative self-expression through interactive tools and accessible audiences.
Nonetheless, the medium faces challenges, such as fraud and harassment
enabled by anonymity, the particularly dangerous nature of harassment
due to VR's immersive quality, and the risks posed by anonymity and insuf-
ficient age verification, which exposes minors to age-inappropriate behavior
and abuse. Subsequent research could explore socializing in VR compared
to physical reality and its impacts on users across different age groups and
gender identities.
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Chances and Limits of Immersive Environments for Anti-
Discrimination and (Historical-)Political Education

Deborah Schnabel

The digitalization of the public sphere puts political educators under con-
siderable pressure. With every new technology and app, a new forum
emerges that can become a problem for anti-democratic agitation but also
offers the opportunity to make democracy education better for more peo-
ple. Racism, anti-Semitism, and other threats to democracy are present in
all areas of life, and they are quickly conquering the new digital worlds.
With every new space, democracy is also renegotiated, and political educa-
tion is called upon to intervene in this negotiation.

Immersive environments (IE) offer potential to reach more people at
a lower threshold and with a different degree of involvement. There is
great interest from the entire field of political education to become effect-
ive in these new worlds. It may even be possible to preserve important
testimonies and witnesses of history by recreating them in virtual realities.
Therefore, it is primarily historical-political education, memorial sites, and
museums that are launching projects despite the insufficiently explored
possibilities of immersive environments.

Especially memorials feel the pressure to make places of remembrance
alive, and of course, especially in the field of Shoah Education: the last
eyewitnesses are leaving us. First-hand accounts will no longer be possible.
Many actors in political education see Immersive User as a possibility
to reconstruct the authenticity of a contemporary witness encounter. For
example, there is the Anne Frank House in Amsterdam, whose digital VR
exhibition allows a tour of the family’s hiding place. There is also the
app “Inside Auschwitz”, developed by WDR, which combines the accounts
of three eyewitnesses with a virtual visit to the memorial (Planet Schule,
2022). Additionally, there is the project “Dimensions in Testimony” by the
USC Shoah Foundation (USC SF), which lets eyewitnesses speak to us
as Al-based holograms (Dimensions in Testimony, n.d.). There are also
the first projects in which students “travel back” in the metaverse to key
moments in Black history (Education in the Metaverse, 2023). What all
actors in the field have in common is that they perceive the new possibilities
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of IE as very important, sometimes invest a lot in the field, have high
expectations of the possibilities, but at the same time deal with them rather
restrictively. For example, the VR Anne Frank House has no protagonists
at all, but instead presents the hiding place furnished, in contrast to the
physical exhibition. Other applications only allow certain characters, who
usually have a bystander role. Behind this lies the still unanswered question
of how to unite the possibilities of new technology with the principles of
political education. It will depend on the quality of the answers whether
IE will become suitable for widespread use in democracy education and
history teaching.

No matter how it is approached, IE will come up against limits — techno-
logical ones (which I will address later), but often also educational-theoreti-
cal ones: Is “artificial authenticity” even possible? Does it make pedagogical
sense? Or is an immediacy that cannot be reconstructed being fetishized
here?

How Realistic Can Remembering Be?

The limits of immersion are often discussed in such applications, a debate
that is older than IE. In memorial education, long before the Internet, there
was a debate about how deep the experience of the visitors should go. The
main issue was whether such an experience should be accompanied or
unaccompanied. In German-speaking contexts, the so-called Beutelsbach
Consensus was used as a guideline, which emphasizes the prohibition of
overpowering, the requirement of controversy, and student orientation.
It is difficult to apply Beutelsbach to IE, as such environments usually
overwhelm from their very game logic. In the USA, however, the focus
is often on “empathy education”, the development of compassion and un-
derstanding, often with methods that are quite “overwhelming” (Besand
et al., 2019). The problem of “artificial authenticity”, which can lead to
distancing or empathy, is obvious: history can potentially be distorted. A
purely imagined image of the past emerges that is neither congruent with
historical knowledge nor with the victims’ world of experience.

Apart from the inherent pedagogical risks of the technology, the con-
troversy also goes to the content. The biggest point of contention is the
possibility for non-victims to play victims of racism or anti-Semitism in
IE. What some may view as an opportunity for empathy and a change
of perspective can be seen by others as insensitive, cultural appropriation,
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false alignment of perpetrators and victims, violation of the prohibition of
overwhelming and a potential trigger for (transgenerational) trauma. Com-
plex feature compositions are truncated and cannot be explored in depth,
especially when, for example, a typical VR session usually does not exceed
one hour. The socio-political effect on the dominant society must also
not be underestimated: Memory-political problematics and exoneration
narratives can be reinforced if the descendants of the perpetrators can feel
even more strongly as part of the persecuted through IE.

The balance of distance and empathy that political education has to
maintain in IE could be understood as a kind of variant of the “uncan-
ny valley” effect — at a certain level of reality of the simulation it be-
comes strange, “creepy”. The mentioned example of the WDR app “Inside
Auschwitz” illustrates how difficult this balancing act is. On the one hand,
it deliberately tries to eliminate the distance: “The users should consciously
not take a distanced position but explore the memorial site as if they were
visiting it on foot” (Nédgel & Stegmaier, 2019). On the other hand, the app’s
producers warn against too much closeness and even recommend not using
VR glasses in a school context, as the lack of distance can disturb students.!

It appears that applications are better accepted when they use alienation
effects, creating a mixed space that is not real, but not completely fictional
either. It is not about identification, but rather sympathy. This seems to
apply to the medIEm as a whole: while VR/AR are still niche products,
MMORPGS?, for example, are functioning excellently as a mass medIEm.
Here, it often appears to be the artificiality of the environment that makes
it possible to deal with it confidently. There is never any doubt that one
is not in reality; an avatar that does not resemble the user enables greater
identification than the clinical perfection of VR/AR, which often does not
enable the user to experience their body at all, as when looking down with
VR goggles, one does not see their body, but the floor.

It seems almost impossible to consider every potential user and every
possible multiple concern. Can’t we operate similarly to our everyday
experience — with limited knowledge, but with room to learn? Our daily

1 “The stories told by the witnesses and the images from the camp can be challenging for
sensitive students or young people with their own experience of war and flight. It can
help to watch the videos with a little more distance (for example, over the shoulder of a
classmate holding the tablet). In addition, it is advisable not to use headphones or VR
(Planet Schule, 2022).

2 Massively Multiplayer Online Role-Playing Games, online video game worlds with
many thousands of users.
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behaviour is also based on limited knowledge, yet we are getting very far
here as well.

Educational science findings on the pedagogical impact of IE are still
manageable: mixed results were found for “Anne Frank House VR” com-
pared to desktop learning — while identification with those involved was
stronger, at the same time less content was absorbed (Mulders, 2023).
Learning dynamics are complex and require more intensive research.

Metaverse and Beyond

Certainly, the best-known IE application is Mark Zuckerberg’s “Horizon
Worlds”, widely known simply as “Metaverse™ — known both in terms of
ambition and for negative headlines. What is less important for our field
is whether “the Metaverse, i.e., Horizon Worlds has been successful, but
it is uncertain whether a similar platform for IE applications could be
successful. Civic education must prepare for the possibility that such a
platform could become a mass medI[Em. Comparisons can be drawn with
the failed “Second Life” platform.

The same questions that apply to social media also apply to the meta-
verse: Who leads the discourse? Who dominates? Do discriminated people
feel safe in the metaverse? The higher degree of reality of IE puts the classic
problems of social media into sharper focus. There is still little research
on whether IE has an even greater potential for radicalization than social
media already does. Heuristically, it is probably safe to assume a similar
threat level as social media. Furthermore, adaptive and reactive content in
IE will increasingly be produced by Als, as human content development

3 The term “metaverse” in the narrower sense is theoretically meant to encompass all
immersive environments and their interconnection — in this sense, “the metaverse”
does not yet exist, but individual IEs Horizon Worlds, Minecraft, etc. do. ChatGPT
offers the following definition of the metaverse (prompt: write a scientific definition
of the metaverse): ,The Metaverse is a comprehensive, large-scale virtual environment
that integrates multiple interconnected digital spaces, facilitating seamless interactions,
communication, and collaboration among users, who are represented by digital repre-
sentations known as avatars. This virtual framework merges aspects of virtual reality,
augmented reality, and interconnected networks to create an immersive and persistent
ecosystem for users, with wide-ranging applications spanning entertainment, social in-
teraction, education, commerce, and various other domains. By transcending physical
limitations and geographical boundaries, the Metaverse fosters novel opportunities for
creative expression, innovation, and interaction in the digital realm.*
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cannot keep up with the demand for these demanding environments -
this is also the view of a contribution by the World Economic Forum,
for example (AI Is Shaping the Metaverse, 2023). In this scenario, it is
conceivable that Al language models could create personalized worlds that
essentially affirm users’ attitudes, reinforce them in problematic attitudes,
force ideological cocooning effects, and drive them into radicalization tun-
nels. The already low inhibition threshold in the metaverse would do the
rest.* These structural aspects of Al racism could have an exponential effect
in immersive environments: Racist echo chambers in virtual worlds would
inevitably leak outward, shaping society - and in turn serving as a source of
Al content generators.

The likelihood of this scenario also depends on the people who develop
the metaverse. They would need to be diversity- and discrimination-sensi-
tive from recruitment through beta testing in all areas of work. Experience
has shown that this cannot be achieved through decree, but through the
active participation of the people involved. The question of who uses the
metaverse and why has not yet been answered. What inhibitions might exist
for certain parts of society to use the Metaverse? Why might this be the
case? Do corporations like Meta actively counteract such tendencies? What
is being done to provide representation and protection? How do Meta and
Co. prevent right-wing infiltration, as can also be observed on other digital
platforms that operate more in the niche?

Political Education in the Metaverse

Apart from these questions, this task arises in our field of action: How
should civic education respond to these and similar questions? In our
opinion, the question should not be whether political education should
now “invest in the metaverse” Such a generalist approach is doomed to fail.
However, it should be experimented with - the metaverse should be seen as
software in which concrete, limited settings are tried out. Thus, the maxim
should not be “We’re putting our whole memorial into the Metaverse,” but
rather, “This specific exhibition can (also) be visited in the Metaverse.”

4 cf. only Yinka Bokinni: A barrage of assault, racism and rape jokes: my nightmare trip
into the metaverse. (25.04.22.) URL: https://www.theguardian.com/tv-and-radio/2022
/apr/25/a-barrage-of-assault-racism-and-jokes-my-nightmare-trip-into-the-metaverse
(12.09.23)
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The potential of such steps can already be observed today, for example
in Minecraft. For example, a library of black literature was saved not only
to Meta’s “Horizon Worlds” but also to a Minecraft server. One explanation
for Minecraft’s success could be found in the “uncanny valley;” as it does
not try to imitate reality. There is currently a project underway to transfer
the Yad Vashem memorial to Minecraft (Yad Vashem Comes to Minecraft,
2023), as well as private projects that strive to reflect the Holocaust on
the platform (Jcirque25, 2020). However, this should not hide the fact that
Minecratt is also used by the opposite side: users often point out servers on
which Nazis glorify Nazi atrocities.

Excursus: Al Discrimination and Justice

The increasing importance of Al in various environments is platform-inde-
pendent and requires its own analysis. The language used to discuss “artifi-
cial intelligence” promises a revolution in all aspects of life, from the world
of work and macroeconomics to literature and art. At the same time, a
promise of justice based on procedural rationality and the absolute neutral-
ity of the algorithm is being made. Exclusions resulting from misanthropic
attitudes can thus be avoided automatically - the assessment is made on the
basis of an alleged objectivity that cannot be achieved by humans.

In fact, the publicly known language models, first and foremost ChatG-
PT, do not seem to be suitable for reproducing discriminatory language -
ChatGPT in particular stands out here for its robust ethical framework.
ChatGPT strongly opposes racism and discrimination. All attempts to use
the software to produce racist texts are supposed to fail theoretically already
in the approach (although this can be circumvented with the appropriate
Prompts). It should not be forgotten that there are projects that specifically
train language models to combat misanthropy, such as the international
research project “Decoding Antisemitism™.

At the same time, there are increasing reports that structural racism is
being reinforced by intelligent image recognition software. The algorithm
bases its decisions on patterns it finds in society and evaluates non-white
people differently than white people. This means that racism is avoided on
a linguistic level, while it is further perpetuated, automated, and industrial-
ized on an operational level, usually without transparency for those affect-

5 https://decoding-antisemitism.eu/ (12.09.23).
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ed. If Al is used to make decisions about credit and housing allocation, job
applications, and social forecasts in the future, the problems are foreseeable.
Unlike human decisions, the apparent objectivity of the machine still makes
it immune to criticism.

The framework conditions of the Al industry also need to be critically ex-
amined - for example, the underpaid Kenyan workers whose performance
was essential for the success of ChatGPT (Perigo, 2023). On an economic
level, AI reproduces capitalism instead of critically questioning it, and this
is done along racial distinctions. Who owns the systems? Who is allowed
to market their services, and who benefits from the increased productivity?
Who owns Al art, whose creation is inspired by the names of famous
artists? Who can work in this new AI world, whose job may be replaced by
automation, and whose life may be managed by AI? All indications suggest
that those affected by racism will not receive positive answers to these ques-
tions, and that the negative effects of the revolution will disproportionately
affect them.

Furthermore, the implications for antisemitism should not be underesti-
mated. Already, the portrayal of Jewish people is subject to a historical bias
- image-creation programs draw primarily on historical representations
and images of ultra-Orthodox groups. As a result, Jewish people, who
today participate in modern life as a matter of course, are absent from the
collective imagination.

Last but not least, Artificial Intelligence (AI) systems can already be used
to generate an endless stream of fake news, deep fakes, and conspiracy
theory content — with a plausibility and apparent authenticity that current
conspiracy ideologues can only dream of. Likely, the effects of this will be
felt particularly strongly by Jewish people.

All these questions arise with increased urgency when Al is not just a
nice toy within Information Units (IEs) but is instead constitutive of them.
How will educational IEs change when they no longer present content that
is prefabricated by humans, but instead AI dynamically generates such con-
tent? What will happen when Al-based avatars target users and radicalize
or intimidate them with personalized propaganda? Where is the control?
And how can automated patterns of reproduction of anti-human attitudes
be interrupted?

This requires asking questions that naturally point to the need for further
exploration. Beyond the field of IE in civic education, namely: what condi-
tions for success do we need for a discrimination-sensitive Al ethics? How
can Al be taught to recognize power asymmetries? Here, limits become
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apparent that are already inherent in the current way of working of AI - it is
fundamentally reproducing.

A Counter-Model: IE as Lived Utopia

Perhaps it is not expedient to reconstruct stories of persecution and experi-
ences of discrimination for political education in IE. Perhaps it would make
sense to simulate worlds in IE in which a certain utopian hope has become
real. Instead of putting learners into a pedagogical capsule with certain
preconceived content and learning goals, they could independently explore
worlds that have already been liberated. The learning effect would arise pre-
cisely from the absence of a context of violence that is now commonplace.

An example of this is the everyday simulation game “The Sims” (released
in 2000) and its role in promoting homosexual/queer emancipation. In this
PC game, queer relationships could be experienced for the first time in
a mainstream title without it being a constant theme. Many queer people
today report having experienced queer representation and empowerment
for the first time simply because of the possibility that was not imposed or
used as a teaching tool but was explored and motivated intrinsically.

Perhaps political education for IE should take a similar approach: pro-
vide a concrete utopia that can be explored, with possibilities users can
experiment freely — and in the process reduce fears and prejudices. The
virtual world should be a model for reality, not the other way around.

This approach would possibly have the advantage of avoiding the numer-
ous pitfalls mentioned above that threaten political education in IE from
the outset. The boundaries of the user experience would also have to be
drawn less tightly; there would be less need for pedagogical guidelines, and
less top-down control overall.
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Police Handling of Hate Crime: A Pilot Project to Use VR
Technology for Professional Development in Sensitizing Police
Officers to the Experiences of Victims of Bias Crime in Hamburg

Eva Grofs, Ulrike Zdhringer ¢ Anabel Taefi

Immersive technologies, such as virtual reality-based training, offer new
opportunities for experience-based learning. Learners can immerse them-
selves in virtual or fictional worlds, making the experience feel real and
allowing them to fully participate in it. These technologies also have great
potential for basic and advanced police training in various subject areas,
particularly in addressing bias crime, which is the focus here. The quality
of police interactions with minority communities can greatly impact the
level of trust these communities have in both the police and the state.
Trust in institutions is an important measure of the quality of a democratic
society, as it is intertwined with diversity and participation. This article
demonstrates the potential benefits of immersive technologies in helping
the police handle victims of bias-motivated crimes, which are often targeted
at members of minority communities. Improving the professionalism of the
police in this manner is a crucial step in building trust within minority
communities and strengthening democratic resilience. The article then
moves on to discuss a pilot project carried out at the Hochschule der
Akademie der Polizei Hamburg, using virtual reality technology, and the
initial evaluation results.

I Bias Crime and How the Police Handle them in Germany!
Bias-based acts? and hate crimes are major issues when it comes to pro-

moting diversity and inclusivity in many European countries. These acts
specifically target individuals based on their social group membership

1 This section builds on an earlier publication by the first author (Grof3 & Hafele, 2021)
and contains text fragments that have already been published there.

2 From a criminological perspective, the term bias crime is more appropriate than hate
crime, especially as the acts are an expression of group-related devaluation and dis-
crimination (group-focused misanthropy) or negative prejudices against social groups
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and are based on protected characteristics, such as skin color, religious
beliefs, or sexual orientation, under constitutional law (GrofS & Hifele,
2021). The concept of bias crime (BC) is closely linked to the concept of
group-focused enmity (Gruppenbezogene Menschenfeindlichkeit, GMF)
(Heitmeyer, 2002), both of which revolve around the prejudiced belief
in the inequality of different population groups (ideology of inequality)
(Heitmeyer, 2002; Zick, Kiipper & Heitmeyer, 2009; Zick, Wolf, Kiipper,
Davidov, Schmidt & Heitmeyer, 2008). This inequality can manifest in
discriminatory attacks and hostile acts, such as racism, anti-Semitism, or
transphobia. Therefore, the concept of bias crime theoretically covers the
territory where prejudiced attitudes turn into concrete actions (Zick &
Kiipper, 2021). Although GMF and bias crime share a similar foundation,
they are not identical. GMF focuses on attitudes, while bias crime deals
with actions. In her study, Krieg (2022) was able to empirically prove
the theoretical connection between GMF attitudes and the commission
of discriminatory behavior, with a representative sample of students (N=
2824). What makes bias-motivated crime especially concerning is that, ac-
cording to the logic of GMF, victims are not just targeted as individuals but
also because of their group membership, either actual or perceived. These
crimes not only harm the direct victim but also send a threatening message
to the entire group to which the victim belongs (Grofy & Hifele, 2021;
Williams, 2021), making them damaging on a wider scale and threatening
to democracy.

Since 2001, the police have officially recorded these crimes as "hate
crimes" (Lang, 2014, p. 54). This includes crimes directed against a person
or group of people due to their political stance, attitude and/or commit-
ment, nationality, ethnicity, skin color, religious affiliation, ideology, or
social status, physical and/or mental disability and/or impairment, gen-
der/sexual identity, sexual orientation, or physical appearance (BKA, 2023).
These acts can be directly committed against a person or group of persons,
an institution, or an object/thing associated with one of the aforementioned
social groups (actual or perceived affiliation), or against any target in con-
nection with the perpetrator's biases (BKA, 2023b). In Germany, as well
as other European countries, there was a significant increase in officially
reported hate crimes between 2014 and 2018 (Riaz et al., 2021). For the

that are linked to social structures of power and oppression, see also Fuchs, 2021, p.
270.
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year 2022, 11,520 offenses were recorded in Germany, representing a 10 %
increase from the previous year (2021) (BMI & BKA, 2023, p. 10). The few
available studies on the unreported cases of bias crime in Germany indicate
a very high number of unreported cases, ranging from 50 % to 90 % (e.g.
Church & Coester, 2021; Frohlich, 20213; Grof$ et al., 2019).

Just like the GMF concept, the BC concept and its reporting in Germany
is continuously evolving to reflect social debates and developments. Since
2017, the new version of the police recording system includes “"gender/sexual
identity, sexual orientation” instead of the restrictive "sexual orientation"
category, explicitly including trans* individuals in the police counts. In
addition, the category of "race” was removed from the police recording
system, and "physical and/or mental impairment" was added in 2017 (Grof3
& Hafele, 2021). Since 2017, law enforcement authorities have also been
required to consider the perspective of the victim, among other aspects,
when assessing the circumstances of the crime (Klefiner, 2018, p. 35).

Although the German police counting system is theoretically well-posi-
tioned, there are indications of quality gaps in the recording and perception
of bias-motivated crime in police practice (e.g. Kleffner, 2018: 36; Haber-
mann & Singelnstein, 2018; Grof$ & Hafele, 2021). There are significant
differences in the statistics between those recorded by the police and those
reported by independent counseling centers, suggesting an underestimation
of bias crime based on police counts (e.g. Lang, 2015). For instance, special-
ized counseling centers registered approximately one third more acts of
right-wing violence in 2017 than law enforcement agencies and offices for
the protection of the constitution. When considering homicides linked to
right-wing and racist violence as subcategories of the BC, the discrepancy
between civil society and security authority counts is particularly signifi-
cant, as noted in a comprehensive study of right-wing political homicides
in Berlin from 1990 to 2008 (Feldmann et al., 2018). There could be various
reasons for this high discrepancy. Errors in the initial recording by the
police can lead to distortions. In addition, although some cases are reported
to victim support services, they are not reported to the police. In a recent
study?, it was found that the most common reasons for not reporting
bias-motivated crime were fear that it wouldn't make a difference, that the
police wouldn't be able to solve the case, and concern about not being

3 https://stadt.muenchen.de/dam/jcr:c19e83da-eca8-48b0-920e-e6e37791d4e7/Kurzfassu
ng_DRUCK _final.pdf.
4 Grof3, E., Héfele, J. & Peter S. (i.E.). Kernbefundebericht zum Projekt HateTown.
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taken seriously. These frequently cited reasons suggest a lack of trust in the
police by those affected. Empirical evidence also supports this assumption,
as victims of bias-motivated crime have been shown to have the least
trust in the police compared to victims of non-bias-motivated crime and
non-victims. This lack of trust is likely a key reason for the high estimated
level of unreported crime in Europe.

Existing research in Germany confirms that many victims of bias crime
feel that they are not taken seriously enough by the police or are treated
inappropriately. This may be due to a lack of empathy, understanding, and
proper training for police officers in dealing with bias crime. Unfortunately,
this is not unique to Germany and is also seen in an international compari-
son. In 2018, the Greater Manchester Police (GMP) in England attempted
to improve police officers' sensitivity and professionalism towards those
affected by implementing virtual reality training. This is where the VR
headset-based training, aptly named "Affinity", comes into play.

2 Research Objective and Methods of the Pilot Project: Sensitize Police
Officers to the Experiences of Victims of Bias Crime

This virtual reality-based training, developed in cooperation with Moth-
er Mountain Productions CIC (MMP) and Greater Manchester Police
(GMP), allows officers to experience bias crime in a virtual setting by
putting them in the role of victims in an immersive> environment. Real-life
stories of individuals who have faced anti-Semitism, trans-hostility, and
attacks as people with disabilities are recreated using 3D technology and
experienced through virtual goggles. The goal is to help officers understand
how their initial reactions and language can affect victims and recognize
stereotypes and justifications used by perpetrators in these types of crimes.
The purpose of the training is to establish a connection and empathy with
victims, in order to build trust in the police and increase reporting rates.
Data collected so far® has shown that VR training has a significant and
long-term effectiveness in changing attitudes and behavior among police
officers, and also reinforces these changes among those who have already
been sensitized.

5 "Immersive" means "to dive into" or "to immerse oneself in something" and refers to the
effect that occurs in the consumer when they "dive into" the virtual or fictional world
and it feels as if the experience is real and they are actually part of it.

6 MMP & GMP, 2023.
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As part of the "Immersive Democracy Project, a quasi-experimental
VR-based affinity training was conducted on August 21 and 22, 2023 at
the Hochschule der Akademie der Polizei Hamburg in the Department of
Sociology for future police officers.® The VR experience included original
scenarios developed in collaboration with the GMP. The students were
shown three English-language films where they experienced discrimina-
tion as victims of different marginalized groups, such as anti-Semitism,
transphobia, and assault on a visually impaired person. The participants
also experienced being questioned by the police after the incident from
the perspective of the victim. The films were accompanied by re-enacted
interviews with the actual victims describing their experiences during the
assault and with the police.

The response patterns of the participating police students were measured
through scenario-based questions designed to assess empathy before and
after using the VR goggles as part of the Affinity project.® The results of
the quasi-experimental'® study on the changes in the participants' attitudes
towards victims of bias-motivated crimes are presented in the following
section.

7 The projekt ,Die immersive Demokratie“ is part of the European Metaverse Research
Network with members in the Netherlands, Poland, Spain, Italy, Sweden and France.
The aim is to conduct research that demonstrates both the liberalizing and highly
beneficial opportunities of the metaverse idea as well as the potential risks and chal-
lenges associated with it. Further information on the project can be found at https:/
/www.metaverse-forschung.de/en/about-the-project/ [17.10.2023], the European
Metaverse Research Network is presented at https://www.metaverse-research-networ
k.info [17.10.2023].

8 This was followed by a one-day expert workshop with representatives from the
police, academia, victim protection organizations, police students and teachers.

9 Specifically, the "Toronto Empathy Questionnaire (TEQ)’, a measurement method
developed by Spreng et al. (2009), was used in the scenario-related development of
the question formulation. It is a one-dimensional, concise and valid instrument for
assessing empathy. As empathy itself counts as a comparatively stable characteristic,
related behavioral and scenario-related questions were formulated that are suitable
for a before-and-after measurement.

10 In addition to the lack of randomization of the experimental group, no parallel
control group could be investigated; the experimental element in the setting is there-
fore exclusively the treatment and the before-after measurement of the dependent
variables.
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3 Results

25 third-semester students from the police protection program, who were
not randomly selected, took part in the pilot project. Out of them, 21
students completed the closed questionnaire before and after the VR appli-
cation. The quantitative analysis is based on these 21 cases, and is not repre-
sentative of the entire population of police students at the Hochschule der
Akademie der Polizei Hamburg. Also, no control group was included in the
study, and the lack of randomization only allows for a weak quasi-experi-
mental design. Despite these methodological limitations, the comparison
of the response patterns in the dependent variables before and after the
VR application provides initial insights into the changes in the attitudes
of the police students towards victims of bias-motivated crimes and the
prevalence of such crimes.

Figure 1 shows the difference in the response patterns of the 21 students
before and after the application to the statement: "Hate crime should be a
priority in police work.

Difference in Count of Responses to Question 1 in Baseline and Baseline Repeat
3

Difference in Count

-1

-2

Strongly Agree
Ag
Disagree

Answer

Figure I: The difference in response patterns of the 21 students before and
after the VR application to the statement: "Hate crime should be a
priority in police work.”
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Among the 21 cases, a strong agreement on the importance of prioritizing
hate crimes in police work was clearly seen, with three cases showing an
increase in agreement, while the other two categories showing a decrease.
This suggests that the students became more attuned to the issue of hate
crimes after the VR application.

The statement, "Victims of hate crime should be more resilient and able
to deal with the situation without reporting it to the police, lost overall
agreement among students after the VR application. However, the rejection
of this statement increased (see Figure 2), indicating a higher sensitivity
towards victims of bias-motivated crime.

Difference in Count of Responses to Question 3 in Baseline and Baseline Repeat
2
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Figure 2: Difference in the response pattern of 21 students before and after
the VR application to the following statement: "Victims of hate
crime should be more resilient and able to deal with the situation
without reporting it to the police.”

The statement following the VR application gained approval: "I believe that
my way of interacting with a victim of a bias crime can influence that
person's ability to deal with what has happened.’ (see Figure 3).
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Difference in Count of Responses to Question 5 in Baseline and Baseline Repeat
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Figure 3: Difference in the response pattern of 21 students before and after
the VR application to the following statement: "I believe that my
way of interacting with a victim of a bias-motivated crime can
influence that person's ability to deal with what has happened.”

As intended, this result indicates an increased sensitivity towards one's own
behavior as a police officer as a result of the VR application, and therefore,
an increased reflection on one's own behavior in the investigated situations.
It can be assumed that the VR application leads to an increased sense of
self-efficacy as a police officer when dealing with the sensitivities of victims
of bias-motivated crime.

The change in the response behavior of the 21 students to the following
statement points in a very similar direction: "The way I deal with a victim
has the potential to improve the victim's experience.’ (see Figure 4).
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Difference in Count of Responses to Question 7 in Baseline and Baseline Repeat
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Figure 4: Difference in the response pattern of 21 students before and after

the VR application to the following statement: "The way I deal with
a victim has the potential to improve the victim's experience.”

Overall, the collected quantitative data indicate an effect of the VR applica-
tion in the intended direction for the Hamburg students, similar to what
MMP and GMP found in their study of police officers from Manchester
after 3 years (MMP & GMP, 2023).

In a qualitative design, the students were asked to reflect on their experi-

ence with the Affinity application and to share their thoughts and feelings.
Many participants had a positive experience, as shown in the following
examples:

"It felt like I was there myself"

"I was directly engaged.”

"] paid more attention compared to a movie, where I usually look away
and get distracted.”

"This made it easier to understand how people feel”

"This method is a good way to gather people's points of view, which is
important when they come into contact with the police. I immediately
felt a tension that I'm sure those affected also feel, as they know it could
happen again.”
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4 Summary and Outlook

Hate crimes and bias-based crimes do not only affect individual victims,
but also have a broader impact on corresponding social subgroups and the
quality of democracy as a whole. Studies show that victims of hate crimes
often do not report them to the police due to low trust. It must be in
the interest of the police to undergo appropriate training and education to
ensure that vulnerable victims, such as those affected by hate crimes, feel
comfortable turning to the police for support. This could also help address
the issue of unreported cases in this area.

To address this, the virtual reality-based training program "Affinity" was
developed by MMP in collaboration with Greater Manchester Police. This
training allows police officers, including trainees, to experience real-life
stories of bias crime in an immersive environment. They can take on the
perspective of the victims and witness the effects of verbal and non-verbal
communication through the reactions of the interviewing officers. Addi-
tionally, they learn about stereotypical justifications associated with these
acts, which helps them better identify and classify them. The training also
aims to improve empathy among police officers. Initial data from England
shows that this training has a high and lasting effectiveness on changes in
attitude and behavior among police officers and reinforces the sensitivity of
those already aware of the issues associated with bias crime.

Similarly, results from a pilot project at the Hochschule der Akademie
der Polizei Hamburg with 25 police students also show the effectiveness of
this training. The students strongly agreed that hate crime is a priority for
police work, and their perceived resilience decreased while their awareness
of their responsibility as police officers in dealing with hate crime increased.
After the VR experience, they were also more likely to believe that their
interactions with victims of bias crime can influence how they handle the
crime and how they perceive and evaluate it in general. Thus, overall,
a positive effect was also evident among police students in Hamburg -
although the group of individuals tested was very small due to the pilot
nature of the project, and thus the results cannot be generalized.

It should be noted that a simulated VR experience cannot truly replicate
the perspective of those affected by bias crime and racism. However, other
methods used in police training, such as role-playing or training with col-
leagues, have similar limitations, if not worse. The disconnection from the
environment that occurs in the VR experience, due to the combination of
3D glasses and headphones, results in participants experiencing the simula-
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tion more intensely compared to other training courses. This was reflected
in the comments of the students immediately after the VR experience.

Overall, this suggests that VR training in immersive environments holds
promise in sensitizing police officers to dealing with victims of hate crime.
The increased sensitivity of police officers may also lead to greater trust
in the police and a higher likelihood of crime reporting by victims. In
Germany, where different training concepts are used for prospective police
officers compared to England, further research is necessary to assess the ef-
fectiveness of VR-based training with larger groups, using control group de-
signs and longitudinal approaches. Additionally, scenarios designed specifi-
cally for Germany, including language, clothing, and environment, should
be developed to make the experience as realistic as possible.
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Real Participation in Virtual Environments: Navigating Public
Participation in the Metaverse

Jonas Fegert

The Evolution of the Metaverse: Opportunities Beyond the Hype?

In 2021, Meta Platforms unveiled its ambitious vision for the metaverse,
sparking a polarized debate about the future of digital environments (Dola-
ta & Schwabe, 2023). Alongside this vision, the company announced its
rebranding from Facebook to Meta, a move that underscored its commit-
ment to virtual environments. This rebranding signaled to stakeholders that
Meta’s founder was serious about reshaping the digital landscape.

The timing of this shift was notable. At the time, Facebook was grappling
with criticism surrounding its platforms, particularly Instagram, impact on
mental health and societal polarization. During these challenges, Meta’s
rebranding seemed to serve as a strategic move to redirect public and
industry attention. The announcement ignited a wave of excitement, with
journalists and technology enthusiasts engaging in extensive debates about
the potential of immersive systems.

Four years later, the reality appears more complex. Meta has already let
go of some of the developers originally hired to bring this vision of the
metaverse to life (Heath, 2024). While this might cast some doubt on the
company's long-term commitment, it’s undeniable that immersive environ-
ments are here to stay. In particular, the commercial sector has embraced
the metaverse as a new frontier for advertising and selling products.

Yet, beyond its commercial potential, the metaverse offers intriguing pos-
sibilities for non-commercial applications. How might this digital sphere
be harnessed for societal benefit? Could virtual environments facilitate
meaningful public participation, allowing users to contribute as citizens
and shape their physical surroundings through virtual engagement?

This article explores the current state of public participation in the meta-
verse and envisions how these virtual spaces could serve as platforms for
civic engagement and societal contributions.

Meta did not coin the term "metaverse, nor did it invent immersive
environments. The term was first introduced by author Neal Stephenson
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in his 1992 science fiction novel Snow Crash (Stephenson, 1992), where
the vision of an enhanced virtual world gradually becomes reality. The
metaverse, as conceived today, represents a hypothetical, immersive, and
interactive virtual space, envisioned as the next generation of the Internet
(Dwivedi et al., 2022; Xi et al., 2023). Multiple virtual worlds exist today,
operated by various platforms under the collective label of the metaverse.
These environments consist of virtual spaces, objects, and entities, accessi-
ble through a wide range of devices. Thereby, the metaverse is more than
a single technology; it represents a vision of a seamless, interconnected
digital world where the boundaries between reality and virtuality blur,
enabling new forms of social interaction, commerce, and entertainment
(Dwivedi et al., 2022). The term "XR" (extended reality) encompasses all
immersive technologies that aim to expand human perception of reality,
including augmented reality (AR) and virtual reality (VR), and everything
in between (Xi et al., 2023). As Dwivedi et al. (2022) note, immersion in the
metaverse can be achieved through either AR or VR, though simultaneous
use of both remains a challenge. However, rapid advancements in AR and
VR hardware suggest that mixed-reality formats may become more preva-
lent.

Innovations like Apple's Vision Pro, which seamlessly blends the physical
and digital worlds, exemplify how hardware is advancing. Although Meta
succeeded in bringing the term "metaverse" into mainstream discourse,
the development of XR technologies and platform infrastructure has been
more challenging than anticipated. The initial wave of hype has diminished
(Robinson, 2023), but the long-term potential of the metaverse remains.
Nevertheless, the road to widespread adoption will be more complex than
many expected.

This period of hardware and software development presents an opportu-
nity to rethink how the metaverse can and should be used. The debates
surrounding the metaverse today are reminiscent of discussions about early
online social networks like Facebook and Twitter, now X, in the 2010s.
Social media initially sparked great expectations, particularly regarding
its potential for deliberative discourse, as seen during the Arab Spring
(Wolfsfeld et al., 2013). Over time, however, online social networks have
also revealed significant challenges, including the spread of hate speech,
misinformation and disinformation. In the platform economy, mechanisms
like network effects and microtargeting put advertisers — not users — as
the primary customers at the center (Weinhardt et al., 2024). Data-driven
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platforms offer advertisers new opportunities for personalized sales, and
this has, to a large extent, also driven expectations around the metaverse.

Much of the research into immersive systems has focused on commercial
applications. However, to avoid repeating the mistakes made with online
social networks, it is essential to consider how the metaverse could be
designed for civil society and political use. Early discussions should explore
how democratic entities — governments, cities, and local communities -
might engage in these new virtual spaces. One promising application is the
use of immersive systems for public participation, such as urban planning.
The demand for digital participation has grown in recent years, partly
due to the COVID-19 pandemic (United Nations, 2020). Therefore, the
potential for combining these participation tools with immersive systems in
a metaverse context will be explored in the following discussion.

The Current State of Immersive Participation

Back in the 1990s, Lombard and Ditton (1997) found that telepresence
and immersion could significantly enhance users' engagement and sense
of involvement. This finding has profound implications for using XR tech-
nologies in public participation. A technology capable of generating excite-
ment and captivating users in video game contexts seems highly relevant to
public participation.

(Digital) Participation

In Reconstructing Democracy (2020), Taylor, Nanz, and Taylor emphasize
the importance of local participation, giving citizens the opportunity to
voice their concerns, even in representative democracies. Particularly in
times of major transformation, such as in the energy or mobility sectors, the
authors underscore the necessity of including citizens in decision-making
processes. The village of Langenegg in Austria provides a positive example
of this. Faced with population decline, the local authority engaged citizens
in envisioning the region’s future. This long-term consultation process not
only made the village more attractive to residents but also had a positive
impact on population growth, contrary to initial forecasts (Statistik Austria,
2021; Taylor et al., 2020).

In contrast, public participation is often discussed in the context of prob-
lematic cases, where participation is initiated to resolve conflicts stemming

205



https://doi.org/10.5771/9783748948117
https://www.inlibra.com/de/agb
https://creativecommons.org/licenses/by/4.0/

Jonas Fegert

from democratic deficits. A prime example is the controversy surrounding
the Stuttgart 21 infrastructure project, which involved rebuilding Stuttgart's
main railway station. After the partial demolition of the station began in
2010, protests emerged, and the conflict was only resolved through a public
participation process and referendum. This case highlights the importance
of early public involvement in construction planning, as the lack of trans-
parency had led to widespread confusion and frustration (Brettschneider,
2013), failure to communicate the project’s details, such as construction
plans, to local citizens damaged trust in politicians and local authorities
(Thaa, 2013).

Despite the lessons learned from Stuttgart 21, public participation pro-
cesses are still frequently criticized for being costly, time-consuming, and
complex. However, the knowledge gap between project initiators and af-
fected citizens necessitates more accessible approaches. Since the 2010s,
platforms like Consul, Liquid Democracy, LiquidFeedback, CitizenLab (Go
Vocal), and Zebralog have emerged to facilitate digital citizen participation
(Fegert, 2022), also known as e-participation (Macintosh, 2004). These
platforms offer modular systems — some open-source - to streamline partic-
ipation and voting procedures through digital platforms. Their relatively
low cost and simplicity in implementation make them attractive compared
to traditional outreach methods (Spirakis et al., 2010).

These digital tools remain niche, but the Pirate Party’s use of Liquid-
Feedback for internal organization and the COVID-19 pandemic, which
forced political parties in Germany and other countries to adopt digital
platforms for party member participation, helped bring e-participation into
the mainstream. However, studies by Rottinghaus and Escher (2020) and
Novo Véazquez and Vicente (2019) show that prior political interest and
personal relevance remain the key motivators for digital public participa-
tion. Additionally, gender-specific differences in e-participation have been
observed, with male citizens being more likely to engage (Kim & Lee, 2019).
Usability issues are cited as barriers to broader adoption, with e-participa-
tion platforms lacking user-friendliness (Fegert et al., 2021).

Given these challenges, there is a need to explore new approaches to
digital participation that motivate users and make participation more ac-
cessible. The think tank Democracy Technologies predicts that the digital
public participation market will grow from €100 million in 2022 to €300
million by 2027 (Democracy Technologies, 2023). As cities and local au-
thorities begin to embrace online participation processes, the challenge lies
in designing technologies that align with user preferences.
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Digital Participation with Immersive Systems

To effectively enable public participation in local decision-making, it is es-
sential to create intuitive visualizations and user-friendly feedback mechan-
isms. Immersive systems have the potential to greatly enhance participation
platforms. Although no current e-participation platforms fully integrate im-
mersive systems, their potential has been explored extensively, especially in
industrial and commercial contexts. Research from these fields offers valu-
able insights that can be applied to public participation. For instance, Suh
and Lee (2005) demonstrated that VR enhances users’ knowledge about
products, a finding that can be adapted to public participation contexts.

Funded by the Federal Ministry of Research, Technology and Space
(BMFTR), the FZI Research Center for Information Technology has been
developing and testing immersive participation applications through two
projects: Take Part (2018-2021) and VIRTUS (2021-2024). These projects
aim to design and evaluate the potential of immersive systems in public
participation while engaging citizens and urban planners in the develop-
ment process. Early prototypes were refined through various studies, with
the goal of providing e-participation platform operators, cities, and local
authorities with insights into immersive participation's potential.

In a qualitative interview study conducted in 2018 (n=27), we found
significant interest among stakeholders in using immersive systems for
public participation (Fegert et al., 2020). The majority of participants saw
digital technologies as a valuable complement to traditional public partici-
pation, with two-thirds expressing a preference for 3D visualizations over
traditional architectural plans. Our research demonstrated that immersive
technologies, such as VR and AR, could help reduce the knowledge gap
between citizens and experts in public construction projects.

A field study (n=339) from 2019 further supported these findings, show-
ing that immersive systems, particularly VR, significantly enhanced partici-
pants' spatial understanding of building sites and urban planning. While
both AR and VR improved engagement, VR outperformed AR in helping
users visualize and comprehend spatial relationships (Fegert, 2022).

The studies also identified design principles for immersive participation
platforms, which include: (1) Accessibility: ensuring the platform is easy
to navigate and compatible with various devices; (2) Information Quality:
leveraging appropriate visualization formats tailored to the strengths of dif-
ferent technologies; (3) Motivation: engaging users through incentives like
badges or gameful design elements; (4) Transparency: communicating the
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participation process clearly, also in immersive environments; and (5) Data
Protection and Sovereignty: ensuring user anonymity and safeguarding
sensitive data, such as eye-tracking data.

Figure 1: Public participation with immersive systems at an urban planning
project in the city of Karlsruhe; 2021 within the research project
Take Part

Following Meta Platforms' 2021 announcement, public interest in immer-
sive systems surged, prompting a reassessment of their relevance to public
participation within the VIRTUS research project. In early 2022, a qualita-
tive interview study (n=14) explored stakeholders' knowledge and concerns
regarding the metaverse. The study revealed that most participants had
limited awareness of the metaverse, with those familiar mostly learning
about it through media reports on Facebook's rebranding. While respon-
dents saw potential in its use for e-commerce and gaming, they were skepti-
cal about its application for civic participation, expressing concerns about
alienation from reality and trust in platform operators. There were also
fears of manipulation, a digital divide, and exclusion of individuals with vi-
sual impairments. However, some saw opportunities for engaging younger
generations and modeling cities through digital twins. Overall, respondents
reacted cautiously to the idea of the metaverse as a participation platform,
with concerns primarily focused on the trustworthiness of the platform
operator.

In contrast to these positive findings, a 2023 study found that the de-
sign elements of virtual participation platforms significantly influence the
literacies users acquire during their engagement. The study argues that a
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more nuanced evaluation of XR tools is necessary to ensure meaningful
participation in urban planning processes (Stein, 2024).

In addition to government-funded research projects, student initiatives
have creatively explored simpler implementations of immersive participa-
tion tools. For example, in 2020, Paulina Porten developed Augmented
Participation, a tool that combines voice messages with immersive pre-
sentations, demonstrating innovative possibilities for enhancing citizen en-
gagement.

Was st dein erster Eindruck | Was st dein erster Eindruck

von den Entwurfen? von den Entwarfen? !

Schau nach oben

Figure 2: Augmented Participation application (Paulina Porten, 2020)

Looking ahead, research on the use of immersive systems in the metaverse
for public participation offers exciting possibilities for the future of digital
engagement, particularly in urban planning. However, the current state
seems far from being market-ready and thus not easily integrable into meta-
verse environments. As a result, the implementation of immersive partici-
pation in the metaverse remains a concept that is still far from widespread
realization - lagging even further behind the mainstream adoption of the
metaverse itself.

Conclusion: Opportunities and Challenges of Public Participation in the
Metaverse
The current state of research indicates that while immersive technologies

hold promise for digital public participation, they have yet to be integrated
into existing software systems. Their use can greatly motivate public en-
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gagement and enhance spatial visualization during participation processes.
However, since such processes are typically initiated at the municipal or
city level — where the digitization of administrative units, particularly in
Germany, is lagging - it is unlikely that the metaverse will play a significant
role in public participation within the next five years. While immersive
technologies may be utilized in certain areas, e-participation platforms are
unlikely to be early immersive systems due to their limited financial and
staffing resources, particularly in development.

In contrast, small yet wealthy countries like Saudi Arabia are already
focusing on digital twins, and it is more likely that these nations will ex-
plore digital twins in the metaverse as prestige projects, experimenting with
participation initiatives. However, local contexts suggest that these partici-
pation efforts would not occur in democratic environments. It remains to
be seen whether real citizen participation will be desired in such projects,
or if simulated behavior, powered by generative Al - such as generative
agents and memory streams (Park et al., 2023) - will increasingly be used
as a substitute. This possibility should be closely monitored to ensure
that democratic participation remains a priority if these generative agents
become integrated into digital twins or the metaverse.

A more pertinent question is: What are the actual valuable applications
for citizen participation in the metaverse? The most feasible applications
may be for smaller, non-representative processes. For example, involving
diaspora communities in the planning of memorial sites, regardless of their
current location, could be a meaningful use case. Another promising sce-
nario is participative meetings within citizens” councils, which have grown
in importance in recent years, including at the federal level. The personal
interactions central to these councils could translate well to the metaverse,
where real-time interactions occur through avatars.

Despite this potential, several challenges remain in enabling citizen par-
ticipation in the metaverse. These include high hardware costs, hardware
performance limitations (such as short battery life and sensitivity to light),
and the need for interconnectivity and interoperability of platforms and
hardware standards. These practical issues present obstacles to designing
inclusive participation processes in the metaverse. As noted earlier, skepti-
cism toward platform operators also hinders adoption. Furthermore, the
tension between the desire for personal interaction through avatars and the
need for anonymity in participation processes remains unresolved.

Nonetheless, it is crucial to explore how the metaverse could comple-
ment existing democratic procedures and analogue participation formats.
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The potential to clearly visualize complex subjects and facilitate gatherings
across various locations offers a unique opportunity. This presents a chal-
lenge for e-participation platform operators, metaverse developers, and
researchers: they must consider how to design metaverse spaces that enable
democratic participation. The mistakes made with online social networks
- where content moderation and the prevalence of hate speech depend
largely on the platforms' willingness to act — could be reimagined for the
metaverse, provided there is sufficient interest from public entities in creat-
ing alternative participatory virtual environments. Ideally, the metaverse
will become a space for democratic experimentation and inclusion, rather
than a fertile ground for exclusion and hate.
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EU Platform Regulation and its Implications for the Metaverse:
An Analysis of DSA, DMA, and Related Legal Acts

Martin Miiller & Matthias C. Kettemann

1 Introduction?

In recent years, the European Union (EU) has significantly changed its
attitude towards digital tools and technologies, platforms, services and mar-
kets. After years of adopting a more liberal stance, it has now strengthened
its regulatory measures to meet the challenges of digitization. A decisive
moment was the adoption of the General Data Protection Regulation
(GDPR)? in 2016, which marked the beginning of a series of new regula-
tions that have already been adopted as part of the Commission's strategy "A
Europe Fit for the Digital Age" (European Commission, n.d). Against this
background, the question arises as to whether these regulatory approaches
already have implications for metaverses. The following article will first
summarize the individual legal acts and then show the connections to the
metaverse.

2 Legal Acts of European Platform Regulation

A total of five legal acts can be assigned to platform regulation of the
EU (Steinrotter et al., 2025), but due to reasons of space only the Digital

1 This chapter that has been published in a longer version as Miiller & Kettemann, ‘§ 7
Plattformregulierung’ in Steege/Chibanguza (eds.), Metaverse. Rechtshandbuch, pp.
135-147 and has been translated and significantly updated for this volume. All online
sources were retrieved on 31 July 2025 last.

2 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons regarding the processing of personal data and
on the free movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation), OJ L 119, L.
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Services Act (DSA)? and the Digital Markets Act (DMA)* will be examined
in detail. The other three acts, namely the Data Governance Act (DGA)>,
Data Act® and the Artificial Intelligence Act (AI Act”) will not be described
in detail but their applicability to the Metaverse will briefly be analyzed in
the second part of this article.

2.1 Regulating the Social Power of Platforms: Digital Services Act (DSA)

The DSA is an EU regulation that came into force in November 2022.
The DSA and the DMA, which were co-negotiated at the same time, aim
to create a safer digital space in which the fundamental rights of users of
digital services are protected and to create a level playing field to promote
innovation, growth and competitiveness in the European single market.
The DSA partially replaces the e-Commerce Directive® and further de-
velops it through new due diligence obligations and the establishment of
more uniform supervision throughout the Union, but retains the tradition-
ally innovation-friendly liability regime (and the basic exemption from lia-
bility for third-party content if actual knowledge is lacking). The aim of the
e-Commerce Directive was to create a legal framework that facilitates the
free movement of intermediary services within the EU in order to promote
innovation and e-commerce. The DSA now calls on digital platforms in

3 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 Octo-
ber 2022 on an internal market for digital services and amending Directive 2000/31/EC
(Digital Services Act), O] L 277, 1.

4 Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14
September 2022 on contestable and fair markets in the digital sector and amending
Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act), OJ L 265, 1.

5 Regulation (EU) 2022/868 of the European Parliament and of the Council of 30 May
2022 on European data governance and amending Regulation (EU) 2018/1724 (Data
Governance Act), OJ L 152, 1.

6 Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 De-
cember 2023 on harmonised rules on fair access to and use of data and amending
Regulation (EU) 2017/2394 and Directive (EU) 2020/1828 (Data Act).

7 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June
2024 laying down harmonised rules on artificial intelligence and amending Regulations
(EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU)
2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU)
2020/1828 (Artificial Intelligence Act).

8 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000
on certain legal aspects of information society services, in particular electronic com-
merce, in the Internal Market ('Directive on electronic commerce'). OJ L 178, 1.
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particular as responsible actors in the fight against specific illegal content
and formulates important procedural, transparency and compliance obliga-
tions (Gerdemann & Spindler, 2023, p. 3).

2.2 Regulating the Economic Power of Platforms: Digital Markets Act
(DMA)

The DMA seeks to limit the economic power of "Big Tech" platforms in
digital markets. Although the competition law provisions at EU law (namely
Articles 101 and 102 of the Treaty on the Functioning of the European
Union, TFEU) and member state level apply to digital platforms also, they
have been described as "too little, too late" in recent years. The justification
for this is particularly evident in the long duration of proceedings by
the European Commission against platforms that have not been able to
improve competition in the market (Podszun et al., 2021, p. 60f.). The
DMA moves from the so-called ex-post approach (i.e. that fines or other
measures can only be imposed after a violation has been determined by the
authorities) of classic competition law to an ex-ante approach and contains
a total of 21 different due diligence obligations that are considered harmful
to competition in digital markets. These due diligence obligations do not
apply to all online platforms, but only to those designated as gatekeepers
by the European Commission. For these general requirements, specific
thresholds follow in Article 3 (2) DMA, all of which are fulfilled by the
well-known Big Tech companies.

3 Applicability of the Legal Acts to Existing Metaverses
3.1 Applicability of Platform Regulation Acts for Metaverses

a) Application of the DSA

In the case of an offer for users in the Union, metaverses fall within the
scope of the DSA due to the marketplace principle, even if they do not have
an establishment in the Union. From a factual point of view, metaverses are
to be regarded as hosting services in the tripartite division of intermediary
services: In order to represent the virtual world and interact with it, the
operators must store information of the users on their behalf, so that the
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requirements of Art.3 lit.g no. iii DSA for hosting services are met. Not
directly relevant, but as an indication for the classification under hosting
services, is also the fact that in most cases the design of the metaverses is
technically and with regard to the applicable rules in the hands of their
operators.

A special case is represented by completely decentralised metaverses.
There is a lack of a hosting service that operates the metaverse, but there
are several operators. Because the DSA continues the concept of the e-Com-
merce Directive, it will have to be assumed that the DSA cannot be applied
here. This is also supported by the fact that there are no provisions for
separate responsibilities, as is the case in Art.26 GDPR, for example.” At
the moment, however, no market-ready metaverse can be seen that does
not allow attribution to a hosting service, so these considerations do not yet
have any practical relevance.

At the heart of the DSA are due diligence obligations standardised in
Chapter III, which initially affect all intermediary services and then indi-
vidual regimes for all hosting services and then the even more specialised
online platforms and very large online platforms and online search engines.
Only if these obligations are complied with do the exclusions of liability
now standardised in detail by Art. 4-6 DSA apply (previously Art. 12-15 e-
Commerce Directive implemented in member states’ kaw). In this respect,
Art.1 para. 2 lit.a DSA correctly speaks of a "conditional exemption from
liability".

Since metaverses fall under the definition of hosting services, the
question arises as to whether they also meet the requirements for online
platforms as special hosting services. According to the legal definition of
Art. 3 lit.i DSA, the decisive factor here is that, in addition to the storage
of users' information, "public dissemination" takes place, which does not
constitute a secondary function. Based on the reshaped understanding of
‘communication to the public" within the meaning of Section 15 (2) UrhG,
Article 3 (k) of the DSA is based on the fact that a "provision of information
to a potentially unlimited number of third parties” takes place; unlike
the UrhG, it is about information that is provided on behalf of users. In
metaverses, this data can be found, for example in the generally accessible
design of the avatar by individual users or in the transfer of virtual items

9 With reference to metaverses Kaulartz/Schmid/Miiller-Eising, RDi 2022, 521 para. 39.
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via NFTs. This means that metaverses are online platforms within the
meaning of the DSA.1

First of all, metaverse operators must comply with the provisions of
Art.11-15 DSA, which apply to all intermediation services. Here, further
obligations are now being introduced compared to the e-Commerce Direc-
tive: For example, contact points for authorities, the commission and users
must be kept available (Art.11, 12 DSA) In the absence of establishment
in the European Union, a legal representative in the European Union
must be appointed in accordance with Article 13 of the DSA. Finally, the
general terms and conditions of all intermediary services must meet certain
requirements (Art. 14 DSA). Finally, the transparency obligation for content
moderation under Art. 15 DSA should be mentioned. According to the legal
definition of Art. 3 lit. t DSA, this refers to how intermediary services deal
with illegal content. As hosting services, providers of metaverses must also
comply with the obligations of Art.16-18 DSA and contain the provisions
on the precise design of notification and remediation procedures for illegal
content and the obligation for providers to report serious crimes to law
enforcement or judicial authorities if they become aware of them.

In their function as online platforms, the provisions of Art.19-28 DSA
apply. For smaller providers of metaverses, reference should be made at this
point to the provisions of Art. 19 para. 1 subpara. 1 DSA within the meaning
of Recommendation 2003/361/EC, which limits the regime of obligations
for online platforms to Art. 24 para. 3 DSA (Kraul, 2023); however, with the
exception that these are not very large online platforms (= an average of
45 million active users in the Union and corresponding designation by the
Commission, Art. 33 paras. 1, 4 DSA). Articles 19-28 of the DSA contain
a variety of different obligations, such as the establishment of an internal
complaint management system (Art.20 DSA), other transparency obliga-
tions, including with regard to advertising and the use of recommendation
systems (Art. 24, 26 et seq. DSA) or the online protection of minors (Art. 28
DSA). If metaverses are platforms that allow the conclusion of distance
contracts, in other words online trading platforms, the provisions on the
traceability of traders (Art.30 DSA) or on the information of consumers
under Art. 32 DSA must be followed."! Here, too, exceptions apply to micro
and small enterprises, Art.29 para. 1 DSA. Since the distinction between

10 Using the term, Kaulartz et al., RDi 2022, 521 para. 56, but without apparent further
classification under the requirements of the DSA.
11 Kraul, Das neue Recht der digitalen Dienste, § 4 marginal no. 178.
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online platforms and very large online platforms is based solely on the
number of active users, it may also be possible in the future to apply the
obligations of very large online platforms regulated in Art. 33-43 DSA.

b) Application of the DMA

For the application of the DMA to metaverses, there is no designation
of metaverses as central platform services — regardless of the variable pre-
requisites of influence on the internal market and the consolidated and
lasting position with a view to the future. Part of the ex-ante approach
now being pursued is the possibility for the Commission to designate new
services by means of a market investigation under Art.19 DMA and thus
avoid (quasi-)monopolistic digital markets for future platform services.
Since this is an essential part of the DMA, an adjustment of the list of
central platform services that can be justified on the basis of Art.290 para.
1 subpara. 2 TFEU cannot be carried out by the Commission itself by
means of a delegated act (Art. 288 TFEU), but by means of an adaptation of
the DMA via the ordinary legislative process (Schmidt & Hiibener, 2023).
The DMA is therefore not currently applicable to metaverses, but with
the corresponding advancement of technology, the adaptation of the list
of central platform services appears to be a suitable instrument to prevent
market failure.

c) Applicability of the Other Provisions of Platform Regulation

The other provisions of platform regulation also do not directly address
metaverses, but are applicable to them in view of their technology-open
foundations. Among the two data-related legal acts, the planned provisions
of the Data Act may be particularly relevant for operators of metaverses:
Since access to the metaverse will already be partially, but even more so
in the future, linked to the use of AR/VR glasses, the regulation on the
"horizontal right" to hand over user data to data holders in the case of IoT
devices will be relevant. It also seems possible that the interoperability reg-
ulations can ensure a certain standardization of data formats in metaverses.
The provisions on the interoperability of data only apply to data intermedi-
ation services (Art. 26 paras. 3, 4 in conjunction with Art. 29 Data Act) and
operators of data rooms pursuant to Art.28 et seq. Data Act. However, if
these services have the success predicted by the Commission (European
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Commission, n.d),”? large parts of the digital economy, such as operators
of metaverses, will use data switching services and data spaces in the near
future and will therefore inevitably have to follow the standardisation of
these services.

In the area of the AI Regulation, individual metaverses will not be able
to do without AI (Paal 2022, p.194), even if metaverses are once again not
directly accessible to regulation. Based on the named risk classes, operators
of metaverses will design the use of their algorithms in a legally compliant
manner.

3.2 Platform Regulation and "Private Orders" of the Metaverse

The statutory requirements already mentioned to general terms and condi-
tions or the "private regulations" of the operators of metaverses are chang-
ing due to new provisions in the legal acts of platform regulation.

First and foremost is Art.14 DSA, which deals with the general terms
and conditions of platforms. In addition to the minimum requirements for
the content of the GTC described in Art.14 para. 1 DSA, Art.14 para. 4
DSA now requires that the interests of users must be taken into account
in the moderation of content and in complaints handled by platforms. The
users of fundamental rights, such as the fundamental right to freedom of
expression, are explicitly mentioned here. Contrary to the previous case law
of the Federal Court of Justice, this is a direct, "horizontal" fundamental
rights binding of the platforms, regardless of their size (Spindler, 2021, p.
545 (551); Quintais et al., 2022.)

A further influence on private orders can be shown on the basis of the
FRAND conditions, which can be found in Art. 6 para. 6, 12 DMA, Art. 6
para. 2 DGA and Art. 8 para. 1 Data Act. The overarching goal of these
provisions, which are similar in content, can be seen in the fact that they
shape access to "data treasures’ in the same way and do not make them
dependent on the position of power of the data holders - currently initially
platforms, and in the future possibly also operators of metaverses. In the
broadest sense, these requirements can be understood as safeguarding the
fundamental rights of users, primarily their freedom of contract, which

12 European Commission, European Data Strategy, https://commission.europa.eu/stra
tegy-and-policy/priorities-2019-2024/europe-fit-digital-age/european-data-strategy
_de (last accessed July 31, 2025).
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is protected in terms of fundamental and human rights, for example by
the general freedom of action under Article 2.1 of the German Basic Law
(BVerfGE 95, p. 267 (303f)), the freedom of occupation or the freedom to
conduct a business (Article 12 of the German Basic Law, Article 15 of the
Charter of Fundamental Rights) or guarantees of property in Article 14 of
the German Basic Law or Article 1 of the 1st Additional Protocol to the
ECHRE is protected. In the context of practical concordance, this justifies
the encroachment on the fundamental rights of the service holders.

4 Conclusion

In addition to the "normative power" of platforms, the Union legal acts
on platform regulation also regulate (Mendelsohn, 2021, p. 857 (857f);
Kettemann, 2020) the factors that justify the success of platforms with data
and its algorithmic evaluation. With regard to metaverses, it can be seen
that the legal acts are open to future digital developments and are already
determining the design. Specifically, in the near future, the operators of
metaverses will have to comply with the extensive due diligence obligations
for online platforms within the meaning of the DSA and - provided that
the concept of the "horizontal law" of the Data Act is not comprehensively
changed - ensure that the data obtained can be made available to users. Not
relevant at the moment, but possible with appropriate economic success, is
also an application of the DMA to ensure sufficient competition between
the various operators of metaverses. This is made possible by the technolo-
gy-open design of the legal acts and the possibility of accelerated adaptation
to technological developments.
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Caroline Bock & Matthias C. Kettemann!

The metaverse — a term that is associated with many associations in both
positive and negative ways, although the one metaverse does not yet exist.
Its exact design has therefore not yet been conclusively clarified. Mark
Zuckerberg, founder and CEO of Meta, describes his vision of the meta-
verse as follows: "We will be able to do almost anything in the metaverse
that is within our imagination: meetings [acquaintances] and family, work-
ing, learning, playing, shopping, creating content — and completely new
things that we [...] not even imagine" (Facebook Connect, 2021) The aim is
thus to create a link between the digital and real worlds. It is therefore clear
that the metaverse is intended to represent a new type of internet (Europol,
2022) that will differ significantly from current internet use.

Such technological developments can have an impact on numerous areas
of life, as the existing Internet has shown with the rise of platforms. A
similar potential for change is attributed to the metaverse: Influences on the
economy, especially trade, the real estate market and in the area of financial
investments are conceivable, but also within social structures, primarily the
world of work and leisure activities (Hofler & Krolle, 2023). These can have
positive but also negative effects, such as social isolation, loss of reality or
simulated abuse. In economic terms, significant effects are already evident.
Within the virtual, blockchain-based platform "Decentralland’, land sales
are made that amount to the equivalent of several million euros (future-
zone, 2021). In addition, according to empirical research by McKinsey
& Company, approximately EUR 110 billion has already been invested in
the development of the metaverse in 2022 (McKinsey & Company, 2022).
The market volume of the metaverse is expected to be around EUR 507
billion by 2030 (statista, n.d). Therefore, from a legal point of view, the
fundamental question arises as to whether and how the law should or can
react to these technical, psychological, social and economic effects. Are

1 This paper represents a shorter translation and an update of the article Bock & Ket-
temann, Regulierung des Metaverse in Steege & Chibanguza, Metaverse Rechtshand-
buch.
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existing regulatory concepts sufficient or is a new strategy necessary? The
article will provide an overview of these.

I Definition in the Legal Sense

In order to present the legal implications of the metaverse, it is first neces-
sary to define the term in more detail. The metaverse concept originates
from science fiction literature: In his 1992 novel "Snow Crash’, author Neal
Stephenson created a world called the "Metaverse" for his characters, which
was supposed to be a safe haven for them (Kaulartz et al., 2022, p. 521f.).
The understanding of the term in the novel is thus very different from the
technical metaverse that is to be created by Mark Zuckerberg and other
digital companies, such as Animoca Brands from Hong Kong, as they
dream of linking the real and digital worlds. From a technical point of view,
the graphic online role-playing game "Habitat" by Lucasfilm Games from
1985 is considered the first metaverse (Bendel, 2021).

In the absence of an actual metaverse and the different ideas of the
developers, no uniform definition can be found. The EU Commission and
the EU Parliament have also developed their own definition: The metaverse
is defined as "immersive and constant virtual 3D world where people inter-
act through an avatar to enjoy entertainment, make purchases and carry
out transactions with crypto-assets, or work without leaving their seat"
(European Commission & Analysis and Research Team, Metaverse 2022,
p-3).

For further narrowing down, it makes sense to distinguish between the
exact characteristics of the software, the hardware and the "content” (Park
& Kim, 2022). In terms of hardware, the use, availability and development
of virtual reality (VR), mixed reality and augmented reality (AR) devices
will play an essential role (Kaulartz et al., 2022, p. 521f.), as these (glasses)
provide the connection to the virtual world. The exact technical implemen-
tation of the software can be narrowed down in two directions: On the one
hand, work is being done on platform solutions. Other companies, such as
Animoca Brands, rely on solutions that offer an open, interoperable and
decentralized infrastructure (Bendel, 2021). Within the third category of
"content’, it will depend on how the metaverse will be designed. Fantasy
worlds as well as worlds that represent a reflection of the "real" world are
conceivable here (Park & Kim, 2022).
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IL. Regulation of the Metaverse

Following the establishment of a definition, the question of which rules
the metaverse follows from a legal point of view can be considered. It
becomes clear that there is no such thing as a metaverse as such. Despite
Facebook's rebranding as "Meta Platforms, which appears to suggest an
ambition to create a unified metaverse, the actuality is divergent. As already
mentioned, various companies are developing numerous metaverses that
have individual similar features (Ball, 2020) but are nevertheless substan-
tially different from each other. Therefore, the question now arises as to
which rules apply to metaverses and whether government regulation exists
for them. It is evident that the rules as well as state regulation depend on
how the metaverses are specifically designed and which life circumstances
are concretely realized (Kaulartz et al., 2022; Miiller, 2022, 281).

It should be pointed out here that a separation of the term "rules"
(norms) must be made from the term "regulation” In legal terminology,
the term regulation means legal acts of state influence or lawmaking. Rules
do not necessarily arise from state actors, but rather arise from social rules,
such as moral and religious commands and prohibitions, conventions or
customs or customs (Riithers et al., 2022; Vesting, 2015). The necessity of
distinguishing between terms arises as they have different legal effects.? This
is important for the present case, as the metaverse is dependent on rules as
well as regulation.

1. What Rules Apply?
a) Regulatory Approaches

As of May 2025, neither the national nor the Union legislators have de-
veloped a regulatory concept for the emerging metaverses. A concrete state,
supranational or international one is therefore missing. Nevertheless, the
individual characteristics of the metaverse are subject to existing national as
well as european regulations, at least to some extent.

In relation to the design of the hardware, specifically the VR glass-
es or analogous connection objects, digital companies or manufacturers
are bound by the prevailing regulations concerning product safety. The

2 Vesting, Rechtstheorie, § 2 marginal no. 33.
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present-day placement of products on the market is primarily shaped by
Union law, meaning that manufacturers - at least within the EU - are sub-
ject to specific regulations (Weber, 2022). To illustrate this point, one may
consider the existence of general and specific legal acts, a phenomenon that
is especially evident within the domain of electrical appliances (Langner et
al., 2023). To the extent that the connection devices can still be classified
as electrical devices, these regulations apply to this feature of the metaverse.
In the meantime, broad catalogues of obligations for operators of online
marketplaces have also been established (Kapoor & Klindt, 2022), so that
these product liability regulations could also apply to operators in the
metaverse. However, this depends on the software on which the metaverse
is based, i.e. the question of whether platform solutions will prevail in the
competition. This will already ensure that the hardware does not pose any
significant risks to end users.

In addition, the characteristic of "content’, i.e. the concrete design and
use of the metaverse, is also bound to certain norms. These include, in
particular, criminal law provisions. Testing the beta version of the Meta
Horizons metaverse has revealed the first cases of potentially criminal acts
(Der Standard, 2021). From a German point of view, the basic prerequisite
for the prosecution of potentially criminal acts in the metaverse is therefore
the applicability of the German Criminal Code. Due to the territorial prin-
ciple, sovereign punitive power is limited to crimes on one's own territory
(Mills, 2006; Schmalenbach & Bast, 2017). When determining the place
of criminal offences on the internet, it is recognised that at least those
offences are subject to German criminal law that were committed against
or by a German citizen (Schonke & Schréder, 2019). In principle, this can
be transferred to the metaverse if there will be the possibility of assigning
the avatar of the metaverse to a specific real person (Kaulartz et al., 2022).
From a German point of view, the prosecution of criminal offences is only
possible to a very limited extent and excludes some cases (Beukelmann,
2012).

Finally, the question arises as to the extent to which the Digital Services
Act (DSA) and the Digital Markets Act (DMA) already enable the regu-
lation of the metaverse. DSA and DMA are two pieces of legislation adopted
by the EU as part of its digital strategy (EU Commission, n.d). The DSA
focuses on the fundamental rights of users by preventing much-discussed
phenomena such as "hate speech” and "fake news". The addressees of the
provision, namely the large digital companies, are subject to duties of care
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and other duties of action aimed at content control within the platforms
(Kettemann et al., 2021, p. 138). These include deletion obligations under
Art. 9 (1) DSA if a state authority orders actions against illegal or unlawful
content. These are to be complied with by threatening the addressees with
fines, some of which are large (Kiihling, 2021, p. 461). In addition, the
DMA standardises competition law regulations for so-called gatekeepers
who offer central platform services and hold a dominant position in the
market (Gielen & Uphues, 2021, p. 627). According to Art.2 No. 2 DSA,
gatekeepers include online search engines such as Google and social media,
such as Facebook and Instagram.3 According to Art.3 para. 1 DMA, the
central characteristics of the gatekeeper are a significant influence on the
internal market, the provision of a central platform service that serves as an
important gateway to end users for business users, and a consolidated and
lasting position of its business activity exists or it is foreseeable that it will
achieve one.

The metaverses could fall under the scope of these two legislative acts
and thus be classified as part of platform regulation (Kalbhenn, 2021; Paal,
2022 p. 194). However, this depends largely on the design of the software.
The scope of application is only opened up to providers of metaverses
that are also to be classified as intermediary services within the meaning
of the DSA or as gatekeepers within the meaning of the DMA (Kaulartz
et al., 2022, p. 5211F.). This could be relevant to the emerging metaverses.
The extent to which metaverse providers will prevail in the market with
platform-based solutions remains to be ascertained. From the perspective
of the EU legislator, it would be prudent to analyse the further development
process and consider the extent to which the target group within existing
legal acts can be adapted to encompass other types of metaverses, if neces-
sary. This appears to be a desirable course of action, as it would enable
the effective protection of users' rights against unlawful and illegal content,
while also demonstrating the limits of competition law.

b) Rule-Making by Digital Companies

It turns out that the existing regulations only marginally regulate the essen-
tial features of the metaverse, namely the hardware, software and "content”

3 The EU Commission classified six gatekeeps in September 2023 - Alphabet, Amazon,
Apple, ByteDance, Meta, Microsoft, cf. Art. 3 para. 6 DMA.
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and are strongly dependent on which metaverses will prevail on the market
and how they are specifically designed. Instead, the key players in shaping
the metaverse are the digital companies previously mentioned, given their
ability to determine the precise evolution of their metaverse without strong
legal regulation.

This phenomenon has already been demonstrated with the platform
economy (Mast, 2023, p. 287f.). Platform companies offer services in almost
every area of life and play a key role in this - also because of their technical
sovereignty (Spindler & Seidel 2022, p. 2733f.). Over time, so-called private
orders have developed through the digital companies (and due to a certain
legal and social pressure), which specify rules of conduct on the platforms.
The term is the opposite of "public order" and describes independent sets
of rules on subsystems and orders of a society that are independent of the
state.

These private orders on digital platforms, such as social media, are nowa-
days subject to technical settings but also to the guidelines that the digital
company itself has developed (Quintais et al., 2023). These rules are often
called "community guidelines" and describe the user relationships to each
other, but also the relationship between the user and the platform. Overall,
these rules are structured and very extensive. They don't just set up a few
superficial rules.

The question arises as to how these private regulations can be legally
classified and what validity they have vis-a-vis the users. The principle of
the rule of law posits that private entities, by virtue of their own authority,
cannot legislate in a binding manner without the explicit consent of the
individuals concerned (Rennert, 2009, p. 976 (p. 982ft.)). In this respect,
the platform guidelines established cannot constitute a law in the classic
sense. Rather, they are to be assigned to civil law and have a concrete effect
on the basis of a legal relationship under private law. The admissibility of
such regulations can in turn be derived from the Basic Law, specifically
the fundamental rights and orders within the legal requirements (Teubner,
2012; Mast et al., 2024). This also applies to platform companies.

It follows from what has just been said that users must agree to the
respective regulations in order for them to have legal effect vis-a-vis them in
the first place. Nowadays, the use of a platform is only possible after prior
agreement to the terms of use, which contain the Community Guidelines
(so-called opt-in procedure) (Brautigam & Riicker, 2017). This typically
results in a so-called platform usage contract (Friehe, 2020, p. 1697; OLG
Miinchen 2018, p. 3115f.; BGH 2021, p. 953 (957f.)). According to German
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law, the terms of use themselves are regularly included in the contract
as general terms and conditions in accordance with Section 305 (1) of
the German Civil Code (BGB) and do not constitute the main contract
(Spindler, 2019, p. 238 (240); Friehe, 2020, p. 1697; OLG Miinchen, 2018,
3115 (3116)). The individual clauses must stand up to judicial review by the
general terms and conditions on their own.

These types of terms of service can also play a significant role within the
metaverse, as long as they are used for the metaverse (Heet & Kalbhenn,
2021). This appears to be a probable outcome in view of a planned "mass
business" with a large number of users, especially since the virtual worlds
are also being developed by digital companies. Something else may result
from the fact that other metaverse companies do not want to offer a plat-
form solution, but want to create a decentralized virtual world. However,
it is questionable how access to these metaverses will be structured differ-
ently and to what extent the operating companies will not still have a key
position, as is the case in the context of operating a platform. If this exists,
there is a likelihood that some legal responsibility will be attributed to
the companies. In addition, it is also in the interest of these companies to
generate a positive external perception through set standards.

2. Preliminary Conclusion

The findings show that developing companies play a central role in shaping
the metaverse and most likely they are the same companies that developed
the (social) platforms. If one looks at the existing legislation, especially
at the level of EU law with regard to platforms with the DSA and the
DMA, as well as the AI Act (Paal 2022, p. 194ft.), it becomes clear that
these can at least partially apply to metaverses, but do not fully regulate
them. Rather, they should be seen as a starting point that should be used
to help determine the regulation of the metaverse as it emerges (Heet &
Kalbhenn, 2021). While digital companies are instrumental in "regulating”
the metaverse, lawmakers can exert indirect influence through legal acts
and judicial control, as described earlier.

III. Regulation in the Metaverse

It is not only the question of whether and what regulation underlies the
development of metaverses. Rather, from a legal point of view, the question
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arises as to which rules and regulatory concepts apply within the meta-
verse(s). In this context, the question of the validity of existing legal areas
in the metaverse is also raised. In the event of the implementation of the
aforementioned platform solutions, the terms of use of the platform opera-
tors will be applicable, provided that they are incorporated correctly and
demonstrate resilience to content control. In each individual case, it will
be necessary to clarify the relationship between these terms and the legal
requirements from various areas of law, including but not limited to civil
law, regulatory principles, criminal law, domiciliary rights, the protection of
minors and data protection. It is important to note that there are several
additional points of contact. For reasons of space, an example will be
discussed below to illustrate how diverse the questions are that arise within
the metaverse.

For instance, data protection issues arise within the metaverse. Given the
opportunities that the metaverses will offer, it is evident that even enabling
access to the metaverse requires significant data provision. But the use of
the metaverse will also produce a significant amount of sensitive data, such
as movement data, physical and psychological reaction data, as well as
visual and biometric data, collected by the VR or AG glasses (Paal, 2022,
p- 191; Bender-Paukens & Werry, 2023, p. 127 (128)). The data collected by
the hardware is so precise that it can permanently record and store breath,
pulse and changes in the eye (Bender-Paukens & Werry, 2023, p. 127f).

In principle, it can be assumed that the GDPR is applicable within the
metaverses. However, individual transmission difficulties are evident in the
turther application of the GDPR. This can be seen, for example, in the
fundamental question of responsibility under Art.4 (7) GDPR, which is
of particular importance in the assignment of the further catalogue of
obligations of the GDPR. Due to the large number of metaverses that
will emerge as well as the possibility of decentralized infrastructures and
interoperability, it is not possible to clearly determine a controller within
the meaning of the GDPR. The GDPR does not currently allow for a clear
interpretation, as it is not tailored to the possible specifics of the metaverse.

IV. Need for Regulation
Within the development of the metaverse, it can be seen that metaverses

that are comparable to the existing social platforms are being sought by
the majority. Nevertheless, some developers are trying to offer metaverses
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that work in a decentralized way. Regardless of which metaverses will
prevail and how exactly interoperability between different metaverses will
be designed, the operators behind them will play a major role in the design
and thus the coexistence in the metaverses. The regulation or rules of the
metaverses are therefore particularly dependent on private actors. In princi-
ple, state regulation plays a subordinate role in the structuring of private
law relationships that is relevant here (Kronke, 2020, p. 195), especially
since, as described above, the private actors themselves are obliged to set
rules which gives them a strong role of power.

The need for regulation is therefore evident. The timing is just as favor-
able. Unlike platform regulation by the EU, which only took place after the
platform operators had already achieved a dominant position in the market
and the platforms were already used by billions of people, timely regulation,
ready, could have a lasting impact on the development of metaverses. This
allows legislative limits and values to be implemented more effectively
(Kaulartz et al., 2022, p. 521 (531); Paal, 2022, p. 191). Law can thus be
given the necessary ordering and shaping character, which is particularly
necessary in situations of power asymmetry.

V. Summary and a Look into the Future

The metaverse(s) are still in the making. The exact extent and the main
players cannot yet be predicted with certainty. Even a uniform definition
cannot yet be determined from a legal point of view. For further narrowing
down, it makes sense to divide the development and potential regulation
into three areas: the software, the hardware and the content. Although there
will be differences between the individual metaverses, all types will be due
to these three areas. Such a division is therefore of particular importance
for a potential regulation of the metaverse in order to create specific norms.
Although the main players cannot be specifically named, a development as
well as the later operation of the metaverses by the large digital companies
seems likely. As part of the above-mentioned digital strategy, the EU wants
to put a stop to the negative phenomena associated with social platforms.
The same is desirable for the metaverse. From the point of view of the
EU legislator, but also of the national legislators, it is important to clarify
whether and to what extent the existing provisions of the legal acts can
be applied to the current development of metaverses and at what point a
modification is necessary.
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Against the background of the explanations made here, central chal-

lenges of regulating the metaverse as a virtual, immersive and interactive
spatial concept created by the fusion of the physical and digital worlds are:

Data protection and privacy: The metaverse collects and processes large
amounts of personal data of its users. It is important to ensure adequate
data protection and develop privacy mechanisms to prevent the misuse
of data.

Security: The metaverse opens up new opportunities for cybercrime,
fraud, and identity theft. It is crucial to implement security measures to
protect users and their digital identities.

Content regulation: The metaverse will include a variety of content cre-
ated by users, but under the terms of the platform owners. It is a chal-
lenge to develop adequate regulatory mechanisms to identify and combat
illegal or harmful content without restricting freedom of information
and expression. It will be interesting to see to what extent the experience
of algorithmic content moderation at scale can be made fruitful by the
more classic digital communication services.

Interoperability and open standards: The metaverse will consist of dif-
ferent platforms and applications. It is important to promote open
standards to enable interoperability between platforms and prevent
monopoly formation. The EU has already taken action in other areas,
such as the interoperability of messenger services.

Economic aspects: The metaverse will create new economic models and
business opportunities. It is necessary to create appropriate framework
conditions to ensure fair competition, consumer protection and the pro-
tection of intellectual property.

Digital moats: The metaverse requires a reliable internet connection and
access to tech devices. A key challenge is to ensure that the benefits of
the metaverse are accessible to all populations and that existing digital
divides are not deepened.
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