
Abkürzungsverzeichnis

AIVD Algemene Inlichtingen- en Veiligheidsdienst (niederländischer In- und

Auslandsgeheimdienst)

AMAN Israeli Directorate of Military Intelligence

APEC Asia-Pacific Economic Cooperation

APT Advanced PersistentThreat

ASEAN Association of Southeast Asian Nations

AU Afrikanische Union

AV Abhängige Variable

BIP Bruttoinlandsprodukt

BIR Bureau of Intelligence and Research (USA)

BSI Bundesamt für Sicherheit in der Informationstechnik

CCDI Central Commission for Discipline Inspection (VR China)

CEO Chief Executive Officer

CFR Council on Foreign Relations

CIA Central Intelligence Agency (USA)

CIA Confidentiality, Integrity, Availability (CIA-Triade der Informations-

sicherheit)

CISA Cybersecurity and Infrastructure Security Agency

CNITSEC China Information Technology Security Center

CNNVD Chinese National Vulnerability Database

COC Code of Conduct

CPO Causal-Process Observations

CSIS Center for Strategic and International Studies

DCID Dyadic Cyber Incident and Dispute Datasets

DHS Department of Homeland Security (USA)

DIA Defense Intelligence Agency (USA)

DNC Democratic National Committee (USA)

DoD Department of Defense (USA)

DoJ Department of Justice (USA)

DoT Department of Treasury (USA)

DSO Data-Set Observations
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12 Staatliche Cyberkonflikte

EU Europäische Union

FAPSI Federal Agency for Government Communications and Informations (Rus-

sland)

FBI Federal Bureau of Investigation

FDI Foreign Direct Investment

FSB Federalnaja sluschba besopasnosti Rossijskoi Federazii (russischer In-

landsgeheimdienst)

GRU Glawnoje Raswedywatelnoje Uprawlenije (russischer Militärgeheim-

dienst)

GSD General Staff Department (VR China)

GSP Microsoft Government Security Program

GTsST GRU’s Main Centre for Special Technologies

GUS Gemeinschaft unabhängiger Staaten

HD-CY.CON Heidelberg Cyber Conflict Dataset

HIIK Heidelberger Institut für Internationale Konfliktforschung

HUMINT Human Intelligence

IAEA International Atomic Energy Agency

ICD Intelligence-Community Directive (USA)

ICS Industrial Control Systems

ICT Information and Communication Technology

IDF Israeli Defense Forces

IMINT Imagery Intelligence

INCB Israel National Cyber Bureau

INEW Integrated Network ElectronicWarfare

IO Internationale Organisation

IOC Indicator of Compromise

IRG Iranische Revolutionsgarden

ISP Internet Service Provider

IV Intervenierende Variable

IVEP International Vulnerabilities Equities Process

JCPOA Joint Comprehensive Plan of Action

JSSD JiangsuMinistry of State Security (VR China)

KPC Kommunistische Partei Chinas

KV Konditionierende Variable

MAPP Microsoft Active Protection Program

MOSSAD Israeli Secret Intelligence Service

MPS Ministry of Public Security (VR China)

MSP Managed Service Provider

MSS Ministry of State Security (VR China)

NATO North Atlantic Treaty Organization

NCPI National Cyber Power Index

NCSA National Cyber Security Authority (Israel)

NCSC National Cyber Security Centre (Großbritannien)

NGO Non-Governmental Organization

NSA National Security Agency (USA)
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OBOR One Belt, One Road Initiative (VR China)

ODNI Office of the Director of National Intelligence (USA)

ONSI Office of National Security Intelligence (USA)

OPCW Organisation for the Prohibition of Chemical Weapons

OSF Open Society Foundation

PDD Presidential Decision Directive (USA)

PLA People’s Liberation Army (VR China)

PNAC Project for the New American Century

RBN Russian Business Network

RISS Russian Institute for Strategic Studies

SBU Sluschba bespeky Ukrajiny (Inlandsgeheimdienst der Ukraine)

SCADA Supervisory Control and Data Acquisition

SFC Structured Focussed Comparison

SHABAK Israeli General Security Service

SIGINT Signals Intelligence

SORM System of Operational-Investigatory Measures (Russland)

SOZ Shanghaier Organisation für Zusammenarbeit

SSF Strategic Support Forces (VR China)

SWR Sluschba wneschnei raswedki (russischer Auslandsnachrichtendienst)

TPP Freihandelsabkommen Trans-Pacific Partnership

TTP Tactics, Techniques and Procedures

UdSSR Union der Sozialistischen Sowjetrepubliken

UN/UNO Vereinte Nationen

USA United States of America

US CYCOM US Cyber Command

UV Unabhängige Variable

VEP Vulnerabilities Equities Process

WHO Weltgesundheitsorganisation

WTO Welthandelsorganisation
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