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‘The Wise Man Will Be Master of the Stars’.
The Use of Twitter by a Military Intelligence
Service in Wartime: The Case of the GUR

Peter Schrijver

Abstract

The impact of social media communication strategies on the public perception of (military) intel-
ligence services is a factor that cannot be overlooked. An effective communication strategy can
help to build trust, while an ineffective strategy can erode public confidence. This is relevant in
the ongoing Russia-Ukraine war, where both sides use social media to promote their perspectives
and counter each other’s narratives. Mid-2021, Ukraine’s military intelligence service, the Main
Directorate of Intelligence, commonly known as the GUR, joined the social media platform Twitter
with the message: ‘Sapiens Dominabitur Astri’ (the wise man will be master of the stars). This
chapter explores the presence of the GUR on Twitter and concentrates on how this service exploits

sensitive communications intelligence (COMINT) on its Twitter feed.

Keywords: Russia-Ukraine War, War and conflict, Digital influence operations, Communication

strategy, Coercive intelligence disclosure, Narrative superiority

1. Introduction

On February 24th, 2022, Russia began a multi-pronged invasion of Ukraine aimed at
seizing Kyiv and capturing or killing president Volodymyr Zelensky. Russia’s goals
are to overthrow and replace Ukraine’s elected government, through territorial
conquest and by subduing the entire country’s populace to its political and infor-
mational influence.” Consequently, the information environment? has received
significant attention from both Russia and Ukraine. Russia views controlling the
information environment as a crucial step toward suppressing Ukraine, hence

1 Mankoff, Russia’s War in Ukraine: Identity, History, and Conflict, 1.

2 Information environment: an environment comprised of the information itself, the individuals,
organisations and systems that receive, process and convey the information, and the cognitive, virtual
and physical space in which this occurs; “AJP-10, Allied Joint Doctrine for Strategic Communications,” 7.
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Ukraine has made significant efforts to protect this environment, e.g., by prioritis-
ing the repair of telecommunications infrastructure and by executing multi-layered
communications campaigns.3

Ukrainian activities in the information environment have been an integral
part of its response to Russia’s aggression. This effort can be tied to John R. Boyd’s
concept of moral conflict, which he explains in an article titled, ‘Discourse on
Winning and Losing.’* Boyd did not define moral in a strictly ethical sense of right
and wrong, but characterised moral conflict as a style of warfare that sought to
weaken an opponent’s confidence and cohesion. If trust is the foundation of an
adversary, then one should seek to dissolve that.5 He emphasised the importance
of non-physical factors in modern warfare, which is particularly relevant in the
context of asymmetric warfare, where weaker forces are up against stronger oppo-
nents.® Granted, Ukraine’s conventional forces have steadily acquired strength and
capability due to Western weapon deliveries and training, and the commitment
and grit of Ukraine’s military. However, the country cannot match Russia’s ability to
mobilise additional manpower. Therefore, Ukraine must also rely on psychological
operations and other irregular tactics to create confusion, demoralisation, and
disorientation among its Russian invaders and gain outside support.

To gain deeper insight into the tactics of Ukraine in the information environ-
ment, this chapter analyses the social media strategy of the Main Directorate of
Intelligence of the Ukrainian Ministry of Defense, commonly known as the GUR
(a transliterated acronym of the original Cyrillic). This military intelligence ser-
vice joined the social media platform Twitter” in 2021 with the message: ‘Sapiens
Dominabitur Astri’ (i.e. the wise man will be master of the stars).® A remarkable
aspect of the GUR’s social media presence is the service’s disclosure of raw intel-
ligence, including sensitive communications intelligence (COMINT), on its Twitter
feed as a means for interaction with outside audiences.

The distribution of intelligence to the public can be perceived as a coercive
tool, in which disclosures of intelligence are made in an effort to change strategic
judgements, decisions, or behaviour.? Coercive intelligence disclosure is about

3 “o06 Integration of the Ukrainian tech sector for civil defense By Jerry England, TRADOC G-2 - Red
Diamond Newsletters — Operational Environment and Threat Analysis Directorate.”

4 Boyd, A Discourse on Winning and Losing.

5 Brown, A New Conception of War, 114.

6 Boyd, A Discourse on Winning and Losing, 138.

7 In July 2023, the social media platform Twitter was renamed X.

8 Defence intelligence of Ukraine [@DI_Ukraine], “IlpocTo Harazyemo, 1o Sapiens dominabitur
astris & P.S. Bamre ['0/10BHe yITpaB/IHHS PO3BIAKHU UA.” https://t.co/CmDaFFZB5Q.

9 Riemer and Sobelman, “Coercive disclosure: The weaponization of public intelligence revela-
tion in international relations,” 3.
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deliberate intelligence release, rather than unauthorised or unlawful intelligence
leaks in order to accomplish a particular objective.’ One of these objectives might
be to support so-called narrative superiority, in which case the intelligence is dis-
closed in a way that strengthens the strategic communication themes or narratives
a state or organisation wants to promote."

This article focuses on the rationale behind GUR’s communication strategy on
Twitter: To what extent does this strategy align with the existing concept of coercive
intelligence disclosure? On a broader theoretical level, the article provides insight
into communication strategies of a military intelligence service during wartime,
specifically regarding the tension between secrecy and openness: disclosure of intel-
ligence is considered expensive because it generally requires giving up state secrets,
and it provides adversaries insight about the depth of knowledge an agency has."
Initially, the focus is placed on the content disseminated through the GUR’s Ukrainian-
language Twitter feed (@DI_Ukraine), which, as of September 2023, has garnered
a following of over 259,000. Particularly, the attention is drawn to the method of
distributing sensitive COMINT-related material via the GUR’s social media platform.
After this analysis, an assessment follows to determine the congruence between the
GUR’s social media strategy and the principles of coercive intelligence disclosure.

2. Researching GUR’s campaign on Twitter

About the ongoing Russia-Ukraine war, analysts noted that the use of telecom-
munications infrastructure by the Ukrainian government, specifically through
the successful incorporation of smartphones, social media, and messaging apps,
provided the Ukrainians with a significant advantage in terms of information over
the Russian invaders.’3 Nevertheless, minimal attention has been given to the role
of Ukrainian intelligence services’ use of social media.

2.1 Method

To gain insight into the recurring themes of the military intelligence service
the GUR on Twitter, a qualitative content analysis was performed, using the

10 Riemer and Sobelman, 2.

11 Dylan and Maguire, “Secret intelligence and public diplomacy in the Ukraine War,” 2022, 47.

12 Riemer and Sobelman, “Coercive disclosure: The weaponization of public intelligence revela-
tion in international relations,” 5.

13 “06 Integration of the Ukrainian tech sector for civil defense By Jerry England, TRADOC G-2 —
Red Diamond Newsletters — Operational Environment and Threat Analysis Directorate.”

https://doi.org/10. 4 inlib - Open Access - (@ 2TEY


https://doi.org/10.24415/9789400604742 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by-nc-nd/4.0/

80 PETER SCHRIJVER

web-based tool www.vicinitas.io to collect real-time and historical tweets." The
dataset consists of all 2,000+ tweets that the GUR has published on Twitter since
opening an account in June 2021 through mid-March 2023. From this database,
209 tweets containing the Ukrainian language hashtag #I'VPriepexoruieHHs (GUR-
interception) were extracted for further analysis. These specific tweets contained
audio files in which Russian military personnel communicated with colleagues or
relatives. This allowed for coding recurring themes (see paragraph 3.3) in released
COMINT-related material using reflexive thematic analysis (RTA), which combines
the possibility of inductive and deductive approaches.’s An inductive method entails
deriving meaning and identifying patterns from the information without any
predetermined ideas, meaning that there’s no anticipation of which patterns will
surface. Consequently, it permits the patterns to be dictated by the data itself. On
the other hand, the deductive approach initiates analysis based on an anticipated
set of themes already believed to exist within the data.

2.2 Tweeting before the Russian invasion of February 2022

In the content of the GUR’s Twitter feed, two distinct periods can be discerned:
the first stage is the communication strategy before the start of the Russian large-
scale invasion, and the second stage starts immediately after the Russian attack
commenced on 24th February, 2022. During the first period, the GUR disseminated
tweets on a wide range of topics, such as Ukrainian commemoration days, excerpts
of interviews that the GUR-director major-general Kyrylo Budanov gave to media,
and accomplishments and remembrances of the GUR personnel. Some remarkable
examples of the pre-invasion period include: in September 2021 the GUR proudly
tweeted that it had brought more than 700 people to safety in Kabul during the
Taliban’s takeover of Afghanistan in support of the international evacuation
mission.’® Further, closer to home, the service regularly reported on incidents
in the conflict zone where Ukrainian forces were deployed against Russian and
separatist fighters of the breakaway Luhansk and Donetsk People’s Republics (LPR,
DPR). Repeatedly, the GUR messaged on poor living conditions in these republics,
civilians who resisted compulsory military service and the corruption of Russian

14 “Vicinitas.”

15 Byrne, “A worked example of Braun and Clarke’s approach to reflexive thematic analysis,” 1396.

16 Defence intelligence of Ukraine [@di_ukraine], “uaexclusive footage from the DIU special forces
evacuation mission in Kabully Ukraine managed to achieve a staggering result and get more than 700
people out from Kabul, although we did not have our own peacekeeping contingent in Afghanistan!”
Https://T.Co/JhFpoHXPz1.
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officers.” Great pride was taken in the defence agreement with the United States in
November 2021. Head of the GUR Budanov announced on Twitter that this agree-
ment could also offer important opportunities to modernise Ukrainian intelligence
services."

Just two days before the Russian invasion in February 2022 the lighter tone
on the GUR’s Twitter account was gone. A message by Minister of Defence Oleksiy
Reznikov and Commander-in-Chief of Ukraine’s armed forces Valerii Zaluzhnyi
was placed on the GUR-account in which they stated that ‘the aggressor, due to
the determination of the Ukrainian soldiers, will not be able to take any Ukrainian
city."9 A few days later, possibly inspired by intelligence received from Western
counterparts,?® the GUR warned that the Russian Federation leadership considered
organising a terrorist attack on civilians in the DPR and LPR, which would create a
pretext for an attack, a so-called casus belli.* On the 24th February, 2022, the day of
the invasion, only a message about the availability of public shelters for air raids
was tweeted on the GUR account.??

2.3 Tweeting on the Russian invasion

At the start of the Russian invasion of Ukraine, the GUR Twitter account remained
silent for a few days. But on February 28th, 2022, the GUR tweeted a strong message
in which its content producers expressed regret for the brief silence due to a focus

17 Defence intelligence of Ukraine [@DI_Ukrainel, “!4TVPindopmye & Komaupysanus 3C Pd
TIOCHJINJIO TIpOTIaraH/ly BlicbKoBoi ciry>k6u Ha TOT /IJI0. 3 ToUaTKy »KOBTHS 36LIBIIHINCE: 3 00CATH
PpeKJIaMu P BUIIaJKH 6esIICTaBHOTO 3aTPUMaHHS Y0JIOBIKIB 3 IIPUMYIIEHHSM [I0 IIPOXOJKeHHS
BIMCHKOBOTO BUILIKOJY. 1/2 leTasbHiire.” https://cutt.ly/WRhfDRF https://t.co/UI8hDNuSry.

18 Defence intelligence of Ukraine [@DI_Ukraine], “4> BukoHaHHs paMKoBoi yrogm 31 CIITA
B 060pOHHIN cdepl BIAKPHUBAE BeJIHMKl MOXKIMBOCTI JJIs1 MOJepH13aIli yKpaiHChbKOI PO3BIAKU —
6puragHuii renepas Kuputo BynaHos JlerasnbHiire.” https://cutt.ly/ERM4CKF https://t.co/ja6xZfIWMP.

19 Defence intelligence of Ukraine [@DI_Ukraine], “!! «XTo X0u pa3 {UBHUBCS B 041 HAIITIM BOTHaM,
TOYHO 3HAaE€ — arpecopy He B3ATH aH1 KuiB, aH1 Ofiecy, aH1 XapKIB, aHl1 6y/[b gKe 1HIIIe MICTO» — CIIUIbHA
3asBa M1H1cTpa 060poHH YKpainu Onekcisa PesHikoBa Ta l'osloBHOKOMaHyBa4da 3CY Basepist 3a/Iy»KHOTO
UMTaTy IOBHICTIO F.” https://mil.gov.ua/news/2022/02/12/hto-hoch-raz-divivsya-v-ochi-nashim-voinam-
tochno-znae-agresoru-ne-vzyati-ani-kiiv-ani-odesu-ani-harkiv-ani-bud-yake-inshe-misto-spilna-zaya-
va-ministra-oboroni-ukraini-oleksiya-reznikova-ta-golovnokomanduvacha-zsu-valeriya-zaluzhnogo/
https://t.co/8TDP4wDsLF.

20 Barnes, “U.S. exposes what it says is Russian effort to fabricate pretext for invasion.”

21 Defence intelligence of Ukraine [@DI_Ukraine], “!#DIUinforms & regarding threat of commit-
ting terrorist attacks at industry facilities of the so-called #DPR and #LPR 1/5.” Https://T.Co/nAz7eDfal6.

22 Defence intelligence of Ukraine [@DI_Ukraine], “!!CIIicox yKpHUTTIB 110 BCl¥ Ykpaini ICHC
VkpaiHu omy6JIIKyBaJIl OHOBJIEHY KapTy, sIKa JOIIOMOKe 3HAHTH HaM6/ImKue 60MOOCXOBHIIIE.
rllocunanns ¢.” https://armyinform.com.ua/2022/02/24/spysok-ukryttiv-po-vsij-ukrayini/?fbclid=Ied
WAR2BqkZ16kolsHLOVsYq_Eo7ZEkG2IFXtdlgZov--dLXSCoJWP2kDfkzBrY https://t.co/1Ziuo6eXIQ.
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on targeting Russian personnel and equipment. This tweet set the stage for a new
phase in the GUR’s social media strategy.®

On March 1st, 2022, the GUR began the publication of lists with information
on Russian and Belarusian military units.?# These records included names, ranks,
birthdays, and other personal information of military personnel. According to the
GUR, the lists contained the names of military personnel who either participated in or
supported the invasion. The intelligence service sought to encourage the surrender of
enemy personnel with doxing — publishing personally identifiable information online
—and justified it by claiming those people contributed to Russia’s illegal invasion.?

In addition to demonstrating its access to Russian sources, the GUR was also seek-
ing to engage with Ukrainian and international audiences by soliciting assistance. This
became necessary due to the Russian campaign launched in the autumn of 2022, which
involved multiple waves of missile and drone strikes on Ukrainian infrastructure,
including civilian areas and critical energy infrastructure. On any typical day, dozens
of missiles and drones would be launched against Ukraine.? One of the weapons of
choice for these attacks was Iranian-made Shahed-136 drones loaded with explosives.
These drones detonated on impact and crippled energy infrastructure across Ukraine.
To stem the incoming havoc, the Ukrainian military intelligence service, the GUR,
requested the public via Twitter to provide information on the transport routes used
by Iran to deliver drones to the Russian Federation and to identify the specific persons
responsible for the supply.?’In August 2023 the GUR reported to have discovered that
the final assembling of the Shahed drones takes place in Russia.?®

23 Defence intelligence of Ukraine [@DI_Ukraine], “BeTbMHUIIaHOBHHUH YKpaiHCHKUN Hapoge,
BH6auTe HAC 3a TUMYACOBY COINAJIbHY THUIIY. BaraTo po60TH, SKIIIO BU PO3YMIETE IIPO III0 MHU...
IIpaIfroeMo y pexkKKMI 24/7, BUSHaYaeMO PO3TaITyBaHHS KUBOI CU/IM Ta TEXHIKH OKYIIaHTa, SHUIITYEMO
#ioro 6e3 >xastro! Bopora 6yze sHureHo! CiaBa VkpaiHi! CmepTs Boporam!” https://t.co/sCn8EdzYIc.

24 Defence intelligence of Ukraine [@DI_Ukraine], “#0OxynaHTuP® !! Ko)KHuUM yKpaiHelb
TIOBUHEH 3HATH ixH1 1IMeHa! Oco6oBuil ckiaz 23 Bar BKC P, sixkuii 60M6UTH VKpaiHy Ta B6UBae
MupHux rpoMagsd [ & I BiiicbKoB1 3/0unHIN 6yayTh sHUIeH! HIIKui 6yHKep He J0TIOMOKe
BOeperTuch BIZi 'HIBY 3a BOMBCTBO HAILIOTO HaceeHH:!” https://gur.gov.ua/ua/content/osobovyi-sklad-
23-vap-vks-rf.html https://t.co/lgVrgkUnzf.

25 Watts, “Ukraine symposium — doxing enemy soldiers and the law of war.”

26 Mackintosh, “Russian missile strikes pound Ukraine, knocking out power and putting entire
country under air-raid alarm.”

27 Defence intelligence of Ukraine [@DI_Ukraine], “!Gathering of information about supplying
of Iranian weapon to the RF we ask to provide any information that will help to determine logistical
routes of the supply of the Iranian weapon and to identify the specific persons responsible for the
supply @.” https://twitter.com/DI_Ukraine/status/1587795506746490881.

28 Defence Intelligence of Ukraine, “Vadym Skibitskyi: We working to find out where exactly
Russia manufactures ‘Shahed’ drones.”
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2.4 Communicating with COMINT

Besides the described direct appeal for help to the public, even more remarkable
aspects of the GUR’s communication strategy on social channels can be discerned.
This specifically pertains to the regular publication of voice files containing con-
versations between Russian military personnel amongst each other, or with their
family members or persons otherwise related. The intercepted conversations pub-
lished by the GUR are interceptions of GSM traffic through base transceiver stations
(BTS) controlled by the Ukrainians. Russian servicemen are prohibited from using
mobile phones, even on Russian territory, meaning that from a formal point of view,
Russian command should be taking measures to block this channel of leakage.?®
However, Russian soldiers, especially on the front lines, still find ways to acquire
phones, sometimes stealing them from the Ukrainian population, to call home.3°

Although the language and discourse used in the audio files indicate the audio
fragments released by the GUR are genuine intercepts, there is no guarantee
audio specialists might have modified the contents. Therefore, achieving absolute
certainty about the reliability of the intelligence material released by the GUR is
a challenging undertaking. Furthermore, the GUR only released excerpts of audio
material which it deemed suitable for release to promote public discourse on
themes suitable to its communication strategy. Nevertheless, this study presents
an analysis of crucial aspects and themes related to the strategic communication
practices of the Ukrainian military intelligence service in wartime.

The recorded conversations can be labelled as communications intelligence
(COMINT), since it entails the interception and analysis of the communications
of government officials, military personnel, and other groups or individuals. If
it becomes public knowledge that an entity has access to this information, then
that tends to mean the end of this access.3' Despite concerns over losing access to
intelligence sources, the GUR started to release tweets containing audio record-
ings of which the majority fit into three main categories: alleged Russian war
crimes, Russian disillusionment of the war including plans for desertion, and the
weakness or corruption of Russian military leadership. In the researched period
(February 2022 — March 2023) the GUR released 211 of these voice files on Twitter
and other social media channels.

First category, examples of alleged Russian war crimes: on April 2o0th, 2022,
the GUR released an audio intercept that revealed a command to kill Ukrainian
prisoners of war in the Popasyana area of Luhansk Oblast in eastern Ukraine: ‘Keep

29 “Makiivka.”
30 “The mobile network battlefield in Ukraine — Part 2 | Enea.”

31 Clark, “The protection of intelligence sources and methods.”
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the most senior among them, and let the rest go forever. Let them go forever, damn
it, so that no one will ever see them again, including relatives.’s? Ten days later, the
GUR released audio, which revealed the ‘occupiers’ stealing solar panels and com-
plaining about their losses.33 Then on May 23rd, the GUR intercepted the audio of
two soldiers from the self-proclaimed Donetsk People’s Republic (DPR) discussing
rape, extortion and looting by members of their unit.3* Later in June, an intercept
revealed the Russians captured a Ukrainian crew member of a tank, interrogated
him, and then shot him, ‘as they did not leave prisoners alive.’ss Furthermore, on
August 2nd, a Russian admitted to using phosphorus ammunition, which is pro-
hibited by the Geneva Conventions, and dismissed his father’s reminder of this
prohibition.36

The second category of released intercepts by the GUR provides a glimpse into
the disillusionment felt by Russian military personnel during the ongoing conflict in
Ukraine. On June 21st, 2022, a member of the Russian military discussed the potential
encirclement by Ukrainian forces and the poor quality of their rear units.3’ Then, on
June 27, a Russian confessed to his mother that many soldiers in his unit had given
up mentally and wished to escape the war.3® At the end of July, a Russian soldier

32 Defence intelligence of Ukraine [@DI_Ukraine], “#T'YPuepexorieHHs ! «IlneHHBIX B [TomacHO#
TIpPUKa3aHOo Y6UTH» *[0JI0BHEe YIPaBIIHHA po3BLAKK MO VKpaiHM 0OTpHMaJIo ayAl0IIepexoIIeHHs
PO3MOBH OKYIIaHTIB, B IKOMY H/le MOBa IIP0 HakKa3 BOMTH yCIX BIHCHbKOBOIIOJIOHeHUX 3CY B paifoH1
ITonacHoi (JIyraHcbKa 061.).” https://t.co/iRHoDhmKUi.

33 Defence intelligence of Ukraine [@DI_Ukraine], “#TYPrepexomienss JOKymmaHTH KpaayTh
COHsTYH1 GaTapel Ta 5KaJII0THCS Ha BeJIMKI BrpaT ¢ IlepexolieHHs 3a IIoCHIaHHsIM.” https:/youst
tube.com/watch?v=HsJoxcyiTqY https://t.co/l593ugkTeR.

3¢ Defence intelligence of Ukraine [@DI_Ukraine], “#TYPuepexorieHHs Q, 3rBajTyBaHHs,
Mapo/iepcTBO, MaCOBI 3JI0UNHHU — OKYIIAaHTH 06T0BOPIOIOTH OCTAHHI HOBUHHU B ITIIPO3/LIL * /[BOE BOSIKIB
3 Tak 3BaHOi «/IHP» MIATHLCS BpaskeHHSIMU Bl iepe61ry o/ B ixmit vactunl. @ IllepexoruieHHs 3a
nocuaHHsAM.” https://youtube.com/watch?v=z60jA-USMKY https://t.co/lumMbgmCW?7C.

35 Defence intelligence of Ukraine [@DI_Ukraine], “4T'YPrepexoruteHHs1 @ »OIHOTO B IJIEH B3SUTH
TaHKHCTa. II0TOM JJOIIPOCHIM HaxX*H M 3aCTpesIU/IN» * OKYIIaHT PO3IOBIJAE IIPO B3SITOTO B II0JIOH
TAHKICTA, SIKOTO BOHH IIICJIS JOIIUTY 3aCTPEJIH/IN, TOMY II[0 OJJHOTO-[BYX IIOJIOHEHUX B )KUBUX He
3a/IMIIa0Th. [IocHIaHHS Ha lepexoIuteHHs.” https://youtu.be/KgNM9WRzhnQ https://t.co/PelYL8Yq80.

36 Defence intelligence of Ukraine [@DI_Ukraine], “4TVPuepexomieHus: &»0, pocdop moseres»
OKyIIaHT pO3IIOBLJa€, 1[0 BOHM BUKOPHUCTOBYIOTH QocdopHl Goempumacu * baTbKo Harafias
OKYITaHTOBI, 1110 ITe 3a60poHeH0 KoHBeHINEl0, Ta OJIeKc1i BliKasaB: «Ilalla, Thl 3Haellb CKOJBKO TyT
BCETro MCI0JIb3yeM, UTO 3alIpellleHo BIIPHUHITUIIe.»” https://t.co/eatGLrIrev.

37 Defence intelligence of Ukraine [@DI_Ukraine], “#TVPrepexoruieHHsI &, «CHIOBUKH, aJIKaIIIL.
XOPpOII0ro HIY0T0 HeMae» — PALIKCT PO3IIOBIAE PO MOXK/IMBE 0TOYeHHs 3 60Ky 3CY Ta IIpo AKICTh
TUJIOBHUX IIIPO3ALIB.” https://t.co/MWoJUrZD4z2.

38 Defence intelligence of Ukraine [@DI_Ukraine], “#T'VPrepexoruienss Q, «Il0JI0BUHA B3arasl
JIYXOBHO 3/IaJIUCh B)Ke» — OKyIIaHT PO3IIOBIae MaTepl IIpo 6a’kaHHd BTeKTH 3 BIMHU.” https://t.co/
msPUoesnY2.
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compared the war in Ukraine with that in Chechnya and Afghanistan, expressing
his negative attitude towards the Russian government and military command.3° On
August 21st, a Russian military officer told his wife: ‘We have a great number of
people who refuse to fight. We should be committed to an offensive soon, but there
aren’t enough people, because everyone declined.” He hoped he would soon be
withdrawn from the conflict.4° Two days later, another Russian military officer
shared information about the refusal of officers and soldiers to advance.#

Other audio intercepts obtained by the GUR highlight the dire situation faced by
Russian soldiers on the front lines. On August 30, a Russian soldier in the Kharkiv
region reported that they were surrounded by ‘American’ forces with no water or
food left and discussed the destruction of the 7th company.4> On September 3rd, a
military officer in the Donetsk region complained: ‘we are supposed to be the infan-
try, we are the strength. And now, out of three hundred people only 72 survived, the
rest is dead.’s3 On September 4th, Russian soldiers objected about the poor supply
of new units that arrived: ‘They arrive without proper clothing, no sleepings bags,
or anything.’4#4 Furthermore, on October 1st, 2022, a military officer in a difficult
moral situation called his wife to say goodbye.45

The third and final category of GUR tweets contained examples of weak or
corrupt Russian leadership. These audio intercepts released by the GUR provide a

39 Defence intelligence of Ukraine [@DI_Ukraine], “#TYPrepexoIIeHHs Q, «YeyeHchbKa 1
adraHcbKa — ICeJIbKHU» — PALIUCT ITOPIBHIOE HUHIIIHIO BIHY 3 IToIepeiHIMU * Y0JI0BIK PO3IIOBLae
IPY>KUH1 IIPO CBOE HeraTUBHE CTAaBJIEHHS 10 POCIMchKOi Byagu 1 BIACLKOBOTO KOMaHyBaHHS.
(=)»POCTOBCHKY YaCTHHY PO3rPOMKUIM. TaM IPaKTHYHO HIUOTO HE 3aJIUINHJIOCH.»” https://t.
co/1dLVjrSyce.

4 Defence intelligence of Ukraine [@DI_Ukraine], “#T'VPmepexonaeHHs !'»Mbl V)KE BCE, V
HAC JIIOAW COAIOTCS» =PoCIMCbKHI BIMCHKOBHM PO3IOBLJA€ IIPO MacOBY BIAMOBY COJIATIB Ta
BIIeBHEHMH, 110 IX CKOPO BUBeAyTh.” https://t.co/egZEavqfTA.

41 Defence intelligence of Ukraine [@DI_Ukraine], “#TYPuepexorutenHs !! “BCE KOMAH/IOBAHUE,
BCE HAIITE, KOMAH/IMP POTHI HAIII, KOMBAT... OHU BCE OTKA3 HAIIMCAJI” PociiichbKHii
BIMCHKOBHUH UIATHCS IHQOPMAIIEIO IIPO PUITYYy BIAMOBY KOMaH/yBaHHS 1 COJIJATIB HacTyIaTH.”
https://t.co/bxVArlCaNB.

42 Defence intelligence of Ukraine [@DI_Ukraine], “#TYPuepexormaeHHs !1»Y HAC HUYE HE
OCTAJIOCH YOKE, HU BO/JbI, HU E/IbI» poC1iiCbKHH BIMCHbKOBUH, 3HaXO/[IYNCh B XapKIBCbK1I 06/1aCT1,
PO3IOoBIZIAE, 1110 iX 3CY B35LIU B KUIbIlE, Ta 06TOBOPIOE 3HUITEHHS iX 7-1 poTh.” https://t.co/oSIoxxLHNCc.

43 Defence intelligence of Ukraine [@DI_Ukraine], “!!Seventy Two Servicemen Remained
Alive from Among 300 Ones, the Rest Are Either Wounded or Killed Russian Soldier, Being in the
Donetsk Region, at a State of Alcoholic Intoxication Talks about the Losses of Personnel.” Https://T.Co/
SWbPBI7WHF.

4 Defence intelligence of Ukraine [@DI_Ukraine], “!!'Young People Have No Clothes, No Sleeping
Bags, Nothing at All Russian Soldier Told about Bad Provision of New Units, Which Enter at the
Positions.” Https://T.Co/7Qdw6sPBLI.

4 Defence intelligence of Ukraine [@DI_Ukraine].
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[g\ Defence intelligence of Ukraine &
) ar

I "WE FOUND 20 MORE OF OUR FUGITIVES AT NIGHT. THEY WALKED
CLEARLY ON THE ROAD, WE DID NOT SHOOT THEM"

A serviceman #pd talks about ©
hopes of getting out of the war 2

diy command, deserters and futile

ne

Figure 5.1: A screenshot of a social media post on the Twitter account of the GUR, which
contains an intercepted phone call in which a Russian military member complains about his
‘cowardly command’ and ‘deserters’

window into the mindset of Russian military personnel towards their leadership
during the conflict in Ukraine. On September 14th, a Russian military member in
the Kharkiv area complained about the incompetence of his superiors: ‘there is
no organization at all, I thought it was an army, but there is no army.’+¢ Similarly,
on November 28th, a military officer described his commanding officers as idiots
who were hiding themselves in the rear area, however assigned their troops
on dangerous missions: ‘there is a minefield in front of you, start an attack.’s’
On December 26th, a Russian military member near Donetsk talked about the

46 Defence intelligence of Ukraine [@DI_Ukraine], “#TVPuepexomierus !’ IVMAIJL, TYT
APMUS, A TYT HE APMHUS.A TAM IIPOCTO MOYHMJIOBO JPYT JIPYTA, /IA?” B1iiCbKOBOCIY>K60BeIlb
P® Ha XapKIBCbKOMY HaIIPAMKY PO3IIOBIZIA€ IIPO e30PraH130BaHICTh 1 HEKOMIIETeHTHICTE BJIaCHOTO
BIMCHKOBOTO KePIBHUITBA.” https://t.co/Mmiwt89OwV.

47 Defence intelligence of Ukraine [@DI_Ukraine], “#TVPnepexorieHHs !“BCE “BOEHHBIE
IIOINOVIN” 3ABUTHL. HAPO/Z VXOAUT, X BO3BPAIITAIOT. HUKTO BOEBATH HE XOYET, VKE BCE,
HAEJIMCh» BiiicbKoBOCIy>K60BeIb #pd IIpo 110TIB y KOMaH/AyBaHHI1, He6a)kaHH1 BOIOBaTH Ta
HacTaHOBaxX B TITKU “XaIllaTH BCe, 1[0 TI0TaHo JIesKuTh” & .” https://youtu.be/8tI_FK_gKKI https://t.
co/VRGQG9PQs51.
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cowardice of staff officers, deserters, and vain hope of withdrawal from the combat
zone (see Figure 5.1).48

Further audio intercepts obtained by the GUR highlighted the challenges faced
by Russian soldiers on the front lines. On January 4th, 2023, a Russian soldier talked
to his mother about the forgery of soldiers’ places of death and alcoholism.4® The
verbal attacks by late Wagner CEO Yevgeny Prigozhin in May 2023 on Twitter of
Russian military incompetence lend credence to what the GUR Twitter account
claims.5° In this context it is worth mentioning that the GUR released an intercep-
tion in January 2023 in which a Russian soldier tells his father about a shooting
incident between his unit and one of Wagner’s groups.5' This was months before
reports of tensions between Wagner and regular Russian army units started to seep
through from the Bakhmut area.5?

3. The rationale for the GUR’s disclosure of intelligence

The traditional view is that intelligence services operate covertly and discreetly
to avoid public scrutiny. Intelligence is typically perceived as an asset that gov-
ernments safeguard against exposure, fearing the loss of access to sources.s3 Then
again, as Israeli scholar Clila Magen explains, in the social media age intelligence
services face a new set of challenges, including a dramatic reduction in the ability
to control and manage information. This inherently puts pressure on intelligence

48 Defence intelligence of Ukraine [@DI_Ukraine], “#4T'YPuepexorieHHs !! «Mbl HOUBIO EIIE
20 HAIIIMX BEIVIENOB HAIIUTM. OHM YMCTO II0 ZJOPOTE HIJIM, MBI X HE CTAJIU CTPEJISITh»
BiiicbKOBOC/TY>K60BeIlb #pd po3IOBIa€ PO G0ATy3/IHMBe KOMaH/yBaHHI, Jle3ePTHUPIB 1 MapH1 Ha/ml
Ha BUBE/IEHHS 13 30HU 60oBuX mit. @ https://youtu.be/jNBtpJoj618 https://t.co/5[Jop6LRSN, Tweet,
Twitter, 26 December, 2022.

4 Defence intelligence of Ukraine [@DI_Ukraine], “#TYPrepexoruteHHs !! «CTABSIT, UYTO IIOTUB
B BEJTOPOZE, A HE B YVKPAUHE» BiiicbkoBHUH #p¢ po3I0OBIB MaTepl Ipo GasbcrdlKaIiio MICIII
3arm6esn BINCHKOBHX Ta IIPO aJIKOT0/M3M Ha rmosumsx. @.” https://youtu.be/WVhCm]JU26qw https://t.
co/8EbtCIvsLr.

50 Dmitri [@wartranslated], “ﬂExplicit Content Warning! Prizohin Films Himself in Front of a
Large Number of Corpses, and in an Unusually Aggressive Manner Puts Forward Demands to Russian
Military Leadership to Provide More Ammunition.” Https://T.Co/ZjikU2EnZM.

51 Dmitri [@wartranslated], “In This Call, a Russian Soldier Tells His Father about an Accident
with Wagner Mercenaries Where Officers Shot Mobilised Soldiers, and Discusses Rumours Such as
That 2/3rd of the Ukrainian Army Are Now Poles and Blacks.” Https://T.Co/r4PaEcA7qh.

52 Melkozerova, “Massive split in Russian military forces as Wagner vows to quit Bakhmut on
May 10.”

53 Riemer and Sobelman, “Coercive disclosure: The weaponization of public intelligence revela-
tion in international relations,” 20.
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services to respond to public enquiries.5 At the same time, intelligence services
have learned that they can be proactive and use the media to achieve their goals.5s
The disclosure policies observed in the context of the Russian invasion raise
questions about the potential use of intelligence for influencing operations.s Israeli
researchers Riemer and Sobelman argue that states can leverage intelligence as a
coercive instrument. They describe coercive intelligence disclosure as the public
disclosure of secrets or the signaling of an intention to do so, which can exploit the
vulnerabilities of other actors.5’

Riemer and Sobelman contend that coercive intelligence disclosure can achieve
three aims.5® First, it can prevent adversaries from achieving their strategic and
operational goals by interfering with their operations, forcing them to refocus their
resources, and inducing them to adapt to the reality that their secrets have been
made public. Second, by influencing their domestic communities and eroding their
political standing, it might exert indirect pressure on the targets. Third, it might
help the discloser create or support a compelling narrative that persuades other
international actors to act. This third notion is tied to the notion that the controlled
release of intelligence can help to achieve narrative superiority.5® This idea is
based on Russia’s time-tested strategy of influencing the information environment
to its advantage, during the takeover of Crimea in 2014.%° For example, narrative
superiority was gained early 2022 by British and American intelligence-led expo-
sures revealing how Russian intelligence agencies in the run-up to the invasion
exploited media assets to disseminate disinformation.® This undermined Russian
propaganda that relies on fabrication.5?

As explained, the disclosure of audio intercepts on Twitter has been an
established modus operandi by the GUR since the start of the Russian invasion in
February 2022. Applying Riemer and Sobelman’s concept of coercive intelligence
disclosure, one of the possible motives behind the GUR’s sensitive intelligence
disclosures is to compel Russia to modify its operations, thereby thwarting Russian
efforts to accomplish their objectives. Naturally, the GUR is vested in the cessation

54 Magen, “Strategic communication of Israel’s Intelligence Services: Countering new challenges
with old methods,” 272.

55 Magen, 273.

56 Dylan and Maguire, “Secret intelligence and public diplomacy in the Ukraine War,” 4 July 2022, 61.

57 Riemer and Sobelman, “Coercive disclosure: The weaponization of public intelligence revela-
tion in international relations,” 3.

5 Riemer and Sobelman, 3.

5 Riemer and Sobelman, 24.

60 Dylan and Maguire, “Secret intelligence and public diplomacy in the Ukraine War,” 4 July 2022, 47.

61 Dylan and Maguire, 47.

62 Dylan and Maguire, 47.
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of Russian operations in Ukraine and the termination of violence against civilians
and Ukrainian prisoners of war. However, Russian leadership in Moscow has yet
to issue orders to the armed forces to alter their behaviour or tactics, despite the
GUR’s dissemination of evidence on social media relating to Russian war crimes,
ineffectiveness, and declining morale.

A second possible motive for the GUR’s disclosure of intelligence on Twitter is
to sway public opinion in Russia and make its citizens demand better conduct of
the Russian military in Ukraine. Although the use of Twitter has been restricted in
Russia from time to time, Russian citizens can still approach the platform through
Virtual Private Network (VPN) connections. Further, the GUR posts similar content
on YouTube and Telegram (widely used in Russia). According to an analyst of the
National Institute of Strategic Studies (NISS) in Kyiv, the initial hope of the GUR
leadership was indeed that their reports about bad morale and disillusion of the
Russian military in Ukraine could influence public opinion in Russia. However,
after several months, the GUR leadership concluded that its social media content
was of limited influence in Russia. This was given the outright denial and disinter-
est for widely documented Russian military acts of violence against the Ukrainian
population.®

The main reason for the ongoing intelligence disclosures by the GUR is that it
helps to support a compelling narrative that persuades other states and interna-
tional organisations to act. This is the third option Riemer and Sobelman researched:
the belief that the controlled release of intelligence can help to achieve ‘narrative
superiority.” The recurrent messaging by the GUR on Russian misbhehaviour against
civilians and military personnel, low morale of Russian military personnel, and
weak leadership, ties into a wider Ukrainian government communication strategy
in which narratives like this are regularly stressed, both to international and
domestic audiences. Time and time again, Ukraine asks for international attention
and action, and tries to mobilise actors to act against alleged Russian war crimes.
The release of raw intelligence by the GUR, containing testimonies of Russian
misconduct, adds an extra layer of credibility to strategic communications not
just towards Western audiences, but also towards its own population. Ukraine
assesses there is a public relations benefit in releasing intercepted material that
embarrasses the Russian military and reveals details of Russian atrocities on the
battlefield.

63 (name known with author), Analyst National Institute Strategic Studies, Kyiv, 4 July 2023.
64 (name known with author), Analyst National Institute Strategic Studies, Kyiv.
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4. Going beyond traditional boundaries with a purpose

The release of COMINT related material, which is traditionally considered highly
classified and sensitive, by the GUR can be seen as a modern development where
very few secrets are likely to remain secret forever. Carefully selected declassified
intelligence can be used to inform the public and seize the moral high ground.5s
This is within the scope of how Riemer and Sobelman defined coercive intelligence
disclosure and narrative superiority.

To explain the specific effort of the GUR to contribute to Ukrainian narrative
superiority, it is useful to look at the concept of shame. Shame is particularly
effective when it can stimulate emotions such as anger or concerns within target
audiences.% The best way to stimulate such strong emotions is to represent themes
that are regarded as repugnant from the point of view of the target audience’s
norms, ideas and values and which can clearly be presented as direct faults of
shameful actors.5” The release of audio interceptions, that depict a negative image
of the Russian armed forces, fits this pattern. Repetitively, the GUR points out the
opponent’s corrupt leadership, logistics shortcomings and lack of respect for the
lives of its soldiers. This negative image is reinforced by reports of ill-treatment of
civilians and Ukrainian prisoners of war. In this case, shame is meant to damage
the Russian image and to exert public pressure on foreign decision makers and the
Ukrainian people, mobilising them to support or continue the resistance against
foreign invaders.

Therefore, the GUR has its analysts purposefully select chatter that is degrading
to the Russian war effort, from much larger streams of Ukrainian interception of
Russian communications. It can be inferred that audio intercepts containing infor-
mation that would give a tactical advantage to the Ukrainian military are directed
through compartmentalised channels towards the armed forces for targeting
purposes. However, material that is useful to name and shame the opponent gets
selected and prepared for release on social media channels. This is done in support
of the strategic narrative that Ukraine fights a just war against a disgraceful foreign
invader.

6 Magen, “Strategic communication of Israel’s intelligence services: Countering new challenges
with old methods,” 272.

66 Hirschberger, “External Communication in Social Media During Asymmetric Conflicts,” 25.

7 Hirschberger, 26.
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5. Reflection and concluding remarks

The practices of the GUR are part of a longstanding development in which intelli-
gence is used beyond its traditional territory of informing key decision makers and
military commanders and is integrated into information warfare. Within this infor-
mation warfare spectrum, from communication to indoctrination, information can
be used to undermine trust and amplify emotional resonance.® The GUR effort sets
a precedent in terms of quantity since their program of releasing sensitive intelli-
gence goes beyond the occasional trickle of a few documents, surveillance footage
or satellite imagery to influence an outside actor. Within a year’s time frame, the
GUR has consistently released sensitive audio intercepts on an almost daily basis.
Future research is needed to expand knowledge about the active strategic commu-
nications posture of the GUR and the Security Service of Ukraine (SBU), which is at
least as active when it comes to activities on social media.

In conclusion, the Ukrainians have employed an approach in their social media
strategies that draws upon the concept of moral conflict, as elucidated by John Boyd.
The approach by the GUR, emphasising abject Russian behaviour, aims to maintain
public opinion against the invasion in both western countries and Ukraine to gain
narrative superiority. By maintaining a strong international opinion opposing the
Russian invaders, Ukraine sustains essential support of training and weapons from
Western governments, while preserving the loyalty of the Ukrainian populace in
wartime. Both are critical for Ukraine’s survival and reflect Boyd’s concept of moral
conflict where the successful integration of material and moral imperatives are
prerequisites for victory.

Peter Schrijver

Lieutenant Colonel Peter Schrijver MA is a PhD researcher affiliated with the

Netherlands Defence Academy. His academic interests focus on Ukraine’s operations
in the information environment.
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