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Editorial

Today’s rapid technological and scientific progress has unforeseeable epistemic and
social side effects. An apt approach must take into account the complex dynamics
of social conditions and realities associated with scientific practices of knowledge
production and their implementation in technology.

The book series Technosophy, published at the “Center for Science and Thought”
(CST) of the University of Bonn, presents interdisciplinary work from philosophy,
the humanities and social sciences that contributes to wiser uses of technology, and
to interpretations of cutting-edge science, both grounded in their very ontologies
and epistemologies.

The series is edited by Markus Gabriel, Dennis Lehmkuhl, Aimee van Wynsberghe
and Ana Ilievska. Managing editors are Christiane Schifer and Jan Voosholz.

Nicholas Kluge Corréa is a postdoc researcher at Universitit Bonn. He received his
PhD in philosophy (AI ethics) from the Pontifical Catholic University of Rio Grande
do Sul (PUC-RS, Brazil) and Universitit Bonn. He holds a master’s degree in electri-
cal engineering. His thesis “Dynamic Normativity: Necessary and Sufficient Condi-
tions for Value Alignment”, was awarded the Capes Doctoral Thesis Award 2025 by
the Brazilian government. His main areas of research are Al ethics, Al safety, and
Al alignment.

Julia Maria Ménig (Dr. phil.) is a philosopher and project manager of the philo-
sophical part of the KI.NRW flagship project “Zertifizierte KI”. She holds a PhD
in philosophy from Universitit Passau. At Hochschule der Medien Stuttgart, she
developed ethics guidelines for highly automated driving. She also worked for the
European Network of Research Ethics Committees (EUREC Office) on projects con-
cerning ICT ethics and institutional ethics. She is a member of the Center for Ethics
and Humanism at the Free University of Brussels (VUB). Her main research areas
are ethics of Al ethics of technology, privacy research and Hannah Arendt.
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Series Preface

Markus Gabriel

The book series Technosophy is devoted to the conceptual transformations re-
quired to engage adequately with the technological revolutions of the present.
Among these, artificial intelligence occupies a singular position. Al systems
do not merely extend human capacities; they reshape the frameworks within
which knowledge, agency, responsibility, and normativity are understood. The
question is therefore no longer whether Al can be made more efficient, but how
its development and deployment transform the very standards by which effi-
ciency, fairness, and legitimacy are judged.

This volume addresses a dimension of the Al revolution that is both urgent
and philosophically profound: the standardization of Al ethics. As artificial in-
telligence becomes embedded in infrastructures of governance, healthcare, la-
bor markets, finance, and communication, the demand for auditing, certifica-
tion, and regulatory oversight has intensified. Yet these mechanisms are not
neutral instruments. Standards codify values. Audits operationalize concep-
tions of fairness, transparency, and accountability. Certification regimes insti-
tutionalize particular visions of trustworthiness. In this sense, the attempt to
standardize Al ethics is itselfa transformative intervention into our normative
landscape.

Technosophy brings together work from philosophy, the humanities, and
the social sciences to examine precisely such transformations. Technological
development is never purely technical. It reorganizes social relations, redis-
tributes power, and encodes assumptions about what counts as knowledge and
whose interests matter. The ethical governance of Al therefore requires more
than compliance checklists or procedural safeguards. It demands reflection on
the ontological and epistemological presuppositions embedded in algorithmic
systems and on the values that guide their evaluation.

Rapid technological progress generates epistemic and social side effects
that are often unforeseen. Al systems abstract from human practices and
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reconfigure them in statistical form. When these abstractions are reintro-
duced into social life through automated decision-making, recommendation
systems, or predictive models, they reshape the conditions under which indi-
viduals act and institutions operate. Ethical standardization must therefore
grapple with a fundamental tension: how to formalize norms without reduc-
ing them to mere technical parameters, and how to ensure that quantifiable
metrics do not eclipse qualitative dimensions of justice and responsibility.

The contributions assembled in this volume approach these questions from
multiple perspectives. They investigate auditing practices, stakeholder partic-
ipation, institutional accountability, value conflicts, and the economic dimen-
sions of AI deployment. By examining certification schemes and regulatory
frameworks, including those emerging in the European context, the volume
highlights both the promise and the limits of current governance models. The
standardization of Al ethics is shown to be neither a purely legal task nor a
purely technical one, but a deeply philosophical undertaking concerning the
institutionalization of values.

A central insight guiding this volume is that Al systems are not alien forces
imposed upon humanity from outside. They are products of human practices,
languages, and data. In this sense, they can be understood as complex self-por-
traits of contemporary societies. When we seek to audit, certify, and regulate
Al, we are not merely controlling external tools; we are negotiating how our
own sedimented norms and biases are to be reflected back into collective life.
Standardization thus becomes a site of self-interpretation.

At the same time, the rise of certification regimes and auditing infrastruc-
tures introduces new layers of mediation between technological innovation
and democratic legitimacy. Who defines the criteria of evaluation? Who audits
the auditors? How can stakeholder perspectives be meaningfully integrated
into formal procedures? These questions reveal that the governance of Al is in-
separable from broader concerns about institutional design and public trust.
Standards thatlack transparency or independence risk becoming instruments
of reputational management rather than genuine accountability.

The challenge, then, is to develop forms of ethical standardization that do
not collapse normativity into optimization. Efficiency, robustness, and scala-
bility are indispensable values in technical systems. Yet they cannot alone de-
termine what counts as a good or just application of AL Decisions about risk,
fairness, and acceptable trade-offs are ultimately political and ethical judg-
ments. The attempt to encode them into standards must remain open to con-
testation and revision.
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Markus Gabriel: Series Preface

The Technosophy series is committed to examining such tensions without
succumbing either to technological determinism or to nostalgic resistance.
Humanism, understood as a reflective engagement with the conditions of
human agency and responsibility, remains indispensable in the age of Al
The standardization of Al ethics does not mark the end of ethical reflection;
it intensifies its necessity. For as soon as norms are formalized, the question
arises whether the formalization itself is adequate, inclusive, and responsive
to evolving social realities.

By situating debates about auditing, certification, and regulation within
broader philosophical frameworks, this volume exemplifies the ambition of
Technosophy: to reconnect technological innovation with critical reflection on
meaning, value, and shared worldhood. The governance of artificial intelli-
gence is not only about controlling risk. It is about shaping the normative
infrastructures within which future societies will deliberate, decide, and
coexist.

Only by bringing philosophical analysis into sustained dialogue with tech-
nical and institutional practice can we hope to ensure that the standardization
of Al ethics strengthens, rather than undermines, democratic legitimacy and
human responsibility.
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Introduction

Nicholas Kluge Corréa, Julia Maria Mdnig

The rapid development of artificial intelligence (AI) technologies, the potential
ethical and legal issues arising from their deployment, and the legal require-
ments, including those under the European Al Act, have increased the need for
reliable, transparent, and independent auditing structures and mechanisms.
While certain technical characteristics might be easy to assess, and it might be
possible to refer to existing audits, Al technologies potentially present specific
challenges to human rights, ethical values, and constitutional democracy.

Hence, what a certification could look like is only one of the questions that
should be asked when discussing ethical certification of AL. Furthermore, how
all potentially concerned parties (stakeholders) can be included, which values
might be affected, and what this means for those actors who (rightfully) need
and want to profit from Al applications were central questions that the phi-
losophy team of the KI. NRW-flagship project , Zertifizierte KI“ (Certified AI)
investigated. Further key questions raised in the contributions and throughout
the project period include: Can ethics be standardized? Who audits the audi-
tors? How can auditing institutions be aligned with actual societal concerns?
What can an assessment look like for a specific area (e.g., human resources)?
How are law and ethics intertwined? Which contribution can philosophy pro-
vide, now that there is a European regulation on Artificial Intelligence (e.g., in
the discussion whether robots in elderly care should be considered as decep-
tive technology under the AI Act)? Finally, what role do standardization bodies
play in ensuring trustworthy AI?

Answers to these questions are presented in this book, as well as in the
project’s central outcomes: the Catalogue of General Ethical Requirements for A
Certification and the Catalogue of Field-Specific Requirements for AI Certification. The
Catalogue of General Ethical Requirements for AI Certification provides a structured
framework for trustworthy Al development, identifying overarching ethical
requirements for Al certification and outlining six ethical values: fairness,
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privacy, robustness, sustainability, transparency, and truthfulness. For each
value, the project team researched existing tools, metrics, and approaches to
help developers, programmers, and other practitioners build trustworthy Al
systems. The Catalogue of Field-Specific Requirements for AI Certification offers a list
of requirements, an ethical stakeholder analysis, and a discussion of potential
value tensions for six exemplary fields: arts, biometric profiling, industry and
critical infrastructure, law enforcement, medicine and care and social media,
a list of requirements, an ethical stakeholder analyses and a discussion of
potential value tensions.

The volume at hand collects the contributions to the final conference of the
sub-project philosophy of the KI. NRW-Flagship-Projekt “Zertifizierte KI”. The
topic “Standardization of Al Ethics: Stakeholders, Values, and Profit” offered
the opportunity to critically discuss the above-mentioned questions and cur-
rent tendencies in Al auditing and certification, and to raise ethical issues that
the current schemes might entail or overlook.

In his paper “Should AI Auditors Be Audited? Challenges and Paths for
Meta-Auditing Artificial Intelligence”, Marcelo Pasetti argues that while AI
auditing in various forms is considered necessary and desirable in the Eu-
ropean Union and other countries, it often falls short of an independent
assessment. He proposes a meta-audit to guarantee their impartiality and
objective analyses.

Chiara Marcoccia examines the challenge of connecting auditing and gov-
ernance in the case of Al for image generation. In her paper entitled “Citizens
infrastructures as a way to govern Al's power to shape our shared representa-
tions”, she proposes to leverage social sciences to address power asymmetries
in genAl auditing, and their consequences across societal levels.

Gaia Contu examines in her contribution “Social Robots in Elderly Care:
Ethics, Regulation, and Design” whether this is true and, if yes, whether, under
the European Al Act, social robots in elderly care would need to be considered
as “high risk” according to Article 6 of the Act. After discussing several other
ethically issues with Al and robotics — the (in)famous COMPAS case, the often-
quoted Amazon-algorithm for the selection of job applicants and the equally
(in)famous Dutch childcare scandal, Contu concludes, that social robots in el-
derly care are not per se deceptive and suggests therefore a framework to esti-
mate the risk posed by social robots in elderly care.

In the context of robotics for elderly care, it is being debated whether the
use of social robots constitutes deception for the persons concerned. Gaia
Contu examines in her contribution “To Be Cared For or Deceived? Opera-
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tionalizing Ethics in the Case of Elderly Care Robots under the European Al
Act” whether this claim holds and whether it can be addressed under Article 5
of the AI Act on prohibited Al practices. Drawing on considerations of the non-
neutrality of technology, illustrated by well-known cases such as COMPAS and
the often-cited Amazon recruitment algorithm, Contu concludes that ethical
considerations must be operationalized from the earliest stages of designing
robots for elderly care but that robots used in elderly care are not deceptive per
se.

Tina Lassiter and Kenneth R. Fleischmann present the findings of a study
in which they investigated what HR Professionals’ and Jobs Seekers’ perspec-
tives on “Algorithmic Audits in Human Resources” in the US are. The study
highlights substantial differences between the two stakeholder groups regard-
ing knowledge of Al use, trust in Al and HR-AI tools, and their knowledge and
opinions regarding algorithmic auditing. As specific legislation, they look into
the European Al Act and the New York City Law 144.

Finally, Maria Mensch, Adrian Seeliger, and Johannes Wellhofer offer a
practitioner’s perspective on how Standard Developing Organizations (SDOs)
might contribute to the design, deployment, and development of ethical AL
Their view from the German Standardization Organization DIN suggests
that standardization can contribute to aligning technological advancements
with societal values, ensuring responsible innovation while safeguarding
fundamental rights.

The papers in this volume were presented at the eponymous conference held
in September 2025 at the Center for Science and Thought of the University of
Bonn. The editors would like to thank those who helped to make this event
a success (on stage and behind the scenes). Thanks are also due to Chris
Wickenden, who not only enriched our conference with his art works, but
also granted us permission to use his image “Suspense of Identified Com-
panionship”, created in exchange with the Al character Preti O’'Sum, for the
cover design. The project including the publication of this volume was made
possible through the funding by the Ministerium fiir Wirtschaft, Industrie,
Klimaschutz und Energie des Landes Nordrhein-Westfalen.
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Should Al Auditors Be Audited?

Challenges and Paths for Meta-Auditing
Artificial Intelligence

Marcelo Pasetti'

Abstract: The growing use of artificial intelligence (AI) in public administration, corpo-
rate governance, and high-risk sectors such as health, justice, public safety, and credit,
which are recognized as domains that affect fundamental rights, human dignity, and
access to essential services, has intensified debates about the need for reliable, transpar-
ent, and independent algorithmic audits. Although these audits are often presented as
instruments of transparency and accountability, the article demonstrates that the cur-
rent audit ecosystem remains marked by technical deficiencies, conflicts of interest, and
insufficient oversight of the auditors themselves. Based on a qualitative and normative
approach, grounded in a documentary analysis of recent international regulations, in-
stitutional technical guidelines, and specialized scholarly literature, the study examines
the role of audits as governance mechanisms and the visks arising from regulatory cap-
ture, private self-regulation, and institutional opacity. Finally, it advocates for the cre-
ation of multilevel audit ecosystems, anchored in public or hybrid meta-audit structures,
social participation, and shared standards of integrity, transparency, and democratic le-
gitimacy.

Keywords: Algorithmic auditing; Artificial intelligence; Meta-auditing; Epistemic jus-
tice; Accountability

1 Acknowledgements —This research is part of the RAIES (Rede de Inteligéncia Artificial
Etica e Segura), supported by FAPERGS (Fundacio de Amparo 3 Pesquisa do Estado do
Rio Grande do Sul).
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Introduction

The rapid expansion of the use of Artificial Intelligence (AI) systems in public
and private sectors has generated growing concerns about the risks of algo-
rithmic bias, decision-making opacity, and structural inequality in the distri-
bution of their impacts. Al tools are already used in sensitive domains such
as recommendation systems, health, credit, and criminal justice, often with-
out adequate transparency regarding the operational criteria and responsibili-
ties involved (Bandy 2021; Mittelstadt 2016). In this context, algorithmic audits
have been consolidated as technical and regulatory mechanisms for verifying
automated systems’ compliance, fairness, and legality. However, as Jack Stilgoe
(2023) warns, public trust in Al is not based solely on technical tests; it requires
a reflexive approach to the role of auditors who hold epistemic power in eval-
uation processes. This raises broader political concerns in liberal-democratic
systems, where insufficient oversight may generate adverse effects on citizens’
rights and public accountability.

As auditing practices become institutionalized, a central question arises:
should AI auditors be audited? The growing professionalization of the sector
is illustrated by initiatives such as the Ada Lovelace Institute’s Code & Conduct:
How to Create Third-Party Auditing Regimes for Al and the development of technical
standards by the IEEE Standards Association. Even so, the scenario remains in
formation, marked by asymmetries of epistemic and political power and the
absence of structured mechanisms for supervising the auditors of algorithmic
systems themselves. As demonstrated in the empirical mapping conducted by
Costanza-Chock et al. (2022), many audits are carried out by internal teams or
contracted directly by the companies responsible for the audited systems, com-
promising the results’ impartiality. The lack of consolidated standards and ro-
bust regulation can turn audits into mere reputational validation instruments
rather than effective accountability and transparency mechanisms.

This research investigates the ecosystem of algorithmic audits with a spe-
cific focus on the lack of oversight over Al auditors, to understand the main
epistemic, regulatory, and political risks arising from the lack of institutional
accountability. Although the field of auditing is developing, this study adopts
the central hypothesis that the effectiveness of audits requires the construction
of permanent meta-audit structures capable of ensuring the integrity of the as-
sessment process through independent oversight, systematic review, and pub-
lic transparency. Without such mechanisms, audits risk reinforcing informa-
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tional inequalities and legitimizing technocratic practices without promoting
true accountability.

This debate takes on relevance in the European context, with the entry into
force of Regulation (EU) 2024/1689 (Al Act), which establishes a comprehen-
sive regulatory architecture for Al’s ethical and safe use. The regulation classi-
fies Al systems by risk level and imposes proportionate obligations, providing
for pre-market compliance assessments and post-market monitoring mech-
anisms. Although it represents an important milestone, the AI Act still lacks
clear guidelines on the supervision of auditors and on ensuring the institu-
tional integrity of notified bodies (M6kander et al. 2022). Its emphasis on inter-
nal self-assessment procedures by providers, further reduces the effectiveness
of enforcement and limits the regulatory model’s ability to prevent systemic
risks.

In this scenario, the proposal for dynamic audits is gaining strength as a
viable alternative to traditional static verification. Maughan et al. (2022) in-
troduce the concept of prediction sensitivity, aimed at continuously auditing
counterfactual fairness in deployed classifiers and detecting degradations in
fairness over time. This approach reinforces the importance of iterative and
adaptive audits, especially in systems subject to operational changes. The effec-
tiveness of this proposal, however, depends on robust institutional structures
and public policies that support regular and transparent inspection practices,
as discussed in the Ada Lovelace Institute, AI Now Institute, and Open Govern-
ment Partnership report Algorithmic Accountability for the Public Sector: Learning
from the First Wave of Policy Implementation (2021).

The methodology of this study is qualitative and analytical, based on a bib-
liographic and documentary review of recent regulatory, institutional, and sci-
entific sources, highlighting regulatory and institutional developments in the
European Union and the United States. The theoretical framework adopts the
work of Vecchione, Levy, and Barocas (2021), who interpret auditing as a his-
torical tool of social justice, aimed at accountability and the inclusion of af-
fected groups. This perspective is combined with the approach of Schiff, Kelley,
and Camacho Ibafiez (2024), whose analysis of regulatory capture, delegation,
and informational asymmetry highlights the institutional and political limits
of ethical AT auditing. The integration of these two strands, auditing as a tool of
social justice and auditing as an institution vulnerable to capture, provides the
basis for assessing both the promises and shortcomings of current audit prac-
tices. In doing so, the article situates the discussion within broader debates on
accountability, epistemic justice, and democratic governance.
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In this article, epistemic justice is understood operationally as the equi-
table distribution of informational and interpretive power in algorithmic eval-
uation processes. It is about ensuring that affected groups have real opportu-
nities to participate, challenge, and influence the criteria and results of audits,
avoiding asymmetries of voice and authority that produce systematic disad-
vantages (Costanza-Chock et al., 2022; Vecchione, Levy & Barocas, 2021; Stil-
goe, 2023).

The article is divided into two sections. The first addresses the structural
and epistemological challenges of the current Al audit ecosystem and exposes
technical, institutional, and regulatory flaws. The second section presents nor-
mative and institutional pathways for strengthening audit governance, focus-
ing on implementing meta-audits and public accountability mechanisms. The
conclusion summarizes the findings and indicates guidelines for building a
more ethical, trustworthy, and socially inclusive audit ecosystem.

The Algorithmic Audit Ecosystem and Its Structural Challenges

The growing institutionalization of algorithmic auditing as a governance tool
has revealed not only its technical potential but also the institutional and reg-
ulatory challenges that undermine its effectiveness. When proposing that Al
systems be auditable, the need for stable criteria, independence of evaluators,
and effective accountability mechanisms is assumed. As Costanza-Chock et
al. (2022) point out, although algorithmic audits have gained prominence as
accountability instruments, the field still faces the absence of consolidated
methodological standards, transparency in procedures, and effective partic-
ipation by civil society organizations. They argue that a truly robust audit
ecosystem requires technical independence, external oversight, and the ac-
tive involvement of communities potentially impacted by Al systems. Bandy
(2021) notes that, despite the growing importance of algorithmic audits, there
is still little clarity about the methods used and the criteria that determine
an effective audit, highlighting the need for greater systematization and
standardization in the field.

Costanza-Chock et al. (2022) state that the algorithmic audit ecosystem re-
mains marked by institutional fragmentation, self-regulation, and alack of de-
fined criteria regarding the qualifications of auditors and the quality standards
of the audits carried out. This framework forms an asymmetrical environment
in which accountability is limited and unequal. The disparities in epistemic
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power between private auditors and the individuals directly affected by auto-
mated decisions aggravate the lack of systemic accountability. As Vecchione,
Levy, and Barocas (2021) argue, audits can cease to fulfill their critical control
function and become instruments for legitimizing technically validated but so-
cially unjust practices.

Faced with these challenges, this section examines the technical and po-
litical functions of audits (Section 1.1) and the institutional and regulatory ob-
stacles that undermine their legitimacy (Section 1.2). Together, these analyses
clarify why the question “should AI auditors be audited?” has become central
to contemporary algorithmic governance.

Auditing as an Algorithmic Governance Tool

The rapid advance of Al technologies has created an increasing demand for in-
stitutional mechanisms that ensure their deployment is ethical, fair, and law-
ful. In this context, algorithmic auditing has been consolidated as a strategic
tool for the governance of these systems. Although there is no universally ac-
cepted definition, recent studies advocate for broadening the methodological
scope through the introduction of sociotechnical audits. According to Lam et
al. (2023), these audits evaluate algorithmic systems considering both the tech-
nical components and the impacts on users, broadening the traditional lens to
consider the continuous interaction between algorithms and people.

As described in the report Code & Conduct: How to create third-party auditing
regimes for AL by the Ada Lovelace Institute (2024), auditing is understood as a
systematic process to evaluate algorithmic systems based on explicit criteria
of compliance, performance, and responsibility. The sociotechnical approach
proposes expanding algorithmic auditing beyond the technical analysis of
computational inputs and outputs, incorporating the social, institutional, and
political contexts in which systems operate. According to Lam et al. (2023), this
audit model recognizes that algorithms do not exist in isolation but interact
with broad sociotechnical ecosystems, in which different forms of power
shape systems’ functioning and their distributive effects.

Among the main functions attributed to Al audits are: ensuring compli-
ance with legal norms, promoting public trust in automated systems, and pre-
venting algorithmic discrimination. However, there are clear limits to their ef-
fectiveness. As Schiff et al. (2024) point out, the challenges arise not from the
auditors themselves but from the structural conditions under which audits are
conducted. Because many audits are commissioned and financed directly by AI
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developers, the process becomes vulnerable to conflicts of interest, which un-
dermines professional independence and weakens the credibility of the results
in fragile regulatory contexts. Similarly, Costanza-Chock et al. (202.2) point out
that many algorithmic audits occur without sufficient transparency, making
external verification and reproducibility of results difficult. The authors note
the absence of a consolidated consensus on the criteria that define a rigorous
audit, a gap that contributes to methodological fragmentation and weakens
the reliability of auditing as an effective instrument of accountability.

These limits are intensified in the public sector, where outsourcing auto-
mated systems to private providers has become a recurring practice, especially
in sensitive areas such as policing, social benefits screening, and administra-
tive decisions. The Electronic Privacy Information Center (EPIC) report docu-
ments how delegating public functions to contractors can weaken democratic
transparency and hinder institutional accountability, especially when systems
fail or produce unfair decisions (Fergusson, 2023).

A notable example is the COMPAS recidivism algorithm in the United
States, whose risk assessment model revealed systematic racial disparities
in criminal sentencing outcomes (Angwin et al., 2016; Angwin et al., 2016b).
Similarly, the Dutch Child Benefits Scandal, examined by researchers from
the University of Groningen (Bouwmeester, 2023), exposed how an automated
fraud detection system unjustly flagged thousands of families, dispropor-
tionately those with dual nationality, resulting in severe financial and social
harm. Both cases illustrate how opaque or poorly supervised algorithmic
systems, when embedded in public administration, can perpetuate structural
discrimination and erode public trust in governmental institutions.

In this sense, algorithmic auditing transcends the technical sphere,
becoming a political mechanism that directly influences the legitimacy of
automated decisions. The absence of regulations establishing minimum inde-
pendence standards, methodological transparency, and external supervision
can turn the auditing process into an opaque formality, potentially legitimiz-
ing technically verified injustices. Stilgoe (2023) emphasizes that evaluating
Al technologies requires not only assessing their technical effectiveness but
also the public value they generate, underscoring the need for institutional
structures that safeguard democratic accountability.
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Diagnosis of Systemic Failures and Risks

The consolidation of algorithmic audits as governance instruments encoun-
ters persistent obstacles that undermine their effectiveness, impartiality, and
democratic legitimacy. These obstacles, widely documented in recent litera-
ture, can be categorized into technical, institutional, and regulatory failures.
Schiff et al. (2024) show that information asymmetries, conflicts of interest,
and a lack of methodological standardization among auditors mark the au-
dit ecosystem. Bandy (2021) points out that most studies on algorithmic au-
dits focus exclusively on quantifiable metrics, neglecting social and structural
impacts. Mokander et al. (2022) and Worsdorfer (2023) point out that the Eu-
ropean Union’s regulatory model lacks clear and effective mechanisms for su-
pervising auditors, which weakens institutional accountability. Diagnosing these
structural flaws is fundamental to supporting the debate on the need for in-
dependent and continuous meta-audit structures capable of conferring public
legitimacy on the regulatory process and preventing institutional capture phe-
nomena.

On a technical level, most audits focus on metrics such as accuracy, recall,
and statistical precision of Al systems, but neglect critical aspects related to al-
gorithmic fairness, social impact, and indirect discrimination. As Bandy (2021)
further observes, many studies on algorithmic auditing prioritize quantitative
approaches, focusing on metrics such as accuracy and unequal impact, while
neglecting broader issues of social justice and institutional context, which can
limit the identification of systematic biases.

Maughan et al. (2022) propose the concept of prediction sensitivity as a met-
ric aimed at continuously auditing counterfactual fairness in classifiers that
have already been implemented. This approach seeks to measure whether and
how the output of a system would change if the individual being evaluated be-
longed to a different social group, with all other characteristics remaining con-
stant. By allowing the detection of subtle asymmetries in treatment, even in the
explicit absence of sensitive attributes, this metric highlights the inadequacy
of one-off audits carried out only during system development. Based on this
limitation, the authors argue that algorithmic fairness should be monitored
over time, in real contexts of use, which requires an iterative and continuous
audit model. In this context, the proposal for so-called dynamic audits gains
relevance, as it prioritizes constant monitoring of the performance of systems
in operation as the most appropriate strategy for dealing with the distributive
and epistemic risks associated with adaptive classifiers.
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At the institutional level, AT audits are often conducted by companies hired
or financed by the developers or operators of the audited systems, generating
a structural conflict of interest. This economic dependence compromises the
auditors’ independence and undermines their conclusions’ credibility. Schiff
et al. (2024) warn that, without robust criteria and independent supervision,
ethical Al audits can be appropriated by organizational dynamics, serving
more as symbolic instruments than effective accountability mechanisms.
The lack of methodological standardization among auditing firms aggra-
vates this dynamic. As the Holistic Al report (2023) points out, the absence of
internationally consolidated standards for audits of large language models
(LLMs) results in divergent approaches between organizations in terms of
methodology and evaluation criteria. This disparity can jeopardize audit com-
parability and make it difficult to form a reliable and interoperable algorithmic
enforcement ecosystem.

Onaregulatorylevel, the Al Act represents a significant milestone by estab-
lishing requirements proportionate to the risk of Al systems, including obli-
gations for conformity assessment, post-market monitoring, and the desig-
nation of notified bodies. These bodies must demonstrate technical compe-
tence, independence, and impartiality. However, the regulation gives member
states a broad discretion regarding these bodies’ designation, notification, and
supervision, without providing detailed and uniform mechanisms for exter-
nal auditing or ongoing public accountability. This gap can compromise the
robustness of oversight, especially in sensitive areas. Mokander et al. (2022)
have already warned that the proposed European regulation lacks operational
guidelines on the supervision of auditors, especially about their institutional
independence, the integrity of compliance processes, and the responsibility of
notified bodies.

Even after the publication of Delegated Regulation (EU) 2024/1773 by the
European Commission, which details criteria on the organizational indepen-
dence of notified bodies, management of conflicts of interest, and documenta-
tion requirements, gaps remain about external oversight and the effective ac-
countability of these entities. The regulatory text does not establish concrete
meta-audit mechanisms or impose clear obligations of public transparency
on the audit procedures carried out, allowing these bodies to act with a wide
margin of autonomy and low exposure to institutional scrutiny. This weakness
compromises the effectiveness and legitimacy of the European Unior’s confor-
mity assessment model, especially in sensitive Al applications.
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These technical, institutional, and regulatory failures can be interpreted
through the lens of regulatory capture theory, as formulated by Stigler (1971),
which posits that regulatory bodies tend to be gradually appropriated by the
sectors they are intended to oversee. In domains characterized by high techni-
cal complexity and low transparency, such as Al auditing, this capture occurs in
diffuse and incremental ways, aligning auditors over time with the values and
narratives of the organizations they evaluate. This process undermines critical
independence and diminishes the transformative potential of audits, as also
noted by Schiff et al. (2024), who warn of the institutional absorption of corpo-
rate priorities by the evaluators themselves.

In addition to these distortions, there are the classic problems of the prin-
cipal-agent relationship, in which the public (as principal) delegates supervi-
sory functions to technically specialized agents (auditors), whose objectives
do not always converge with the collective interest, and whose actions usu-
ally occur with low visibility and little accountability (Eisenhardt, 1989). As the
report Algorithmic Accountability for the Public Sector (2021) summarizes, imple-
menting effective algorithmic accountability policies faces structural obsta-
cles, such as institutional fragmentation, the absence of common terminology
between public bodies, and the lack of clear legal incentives to support robust
and continuous supervision.

This set of factors reveals a fragile algorithmic audit ecosystem, marked
by low standardization, conflicts of interest, and the absence of independent
oversight mechanisms. The prevalence of symbolic audits and the lack of ac-
countability on the part of auditors undermine the legitimacy of the entire pro-
cess. These flaws highlight the need to audit the auditors themselves, thereby
clarifying the central question of this study: should AI auditors be audited??
Additionally, these challenges underscore the urgent need for a broader nor-
mative and institutional reconfiguration of Al auditing practices, grounded in
independence, transparency, and democratic accountability.

Institutional, Regulatory and Technical Pathways Towards
Trustworthy Audits

Considering the technical, institutional, and regulatory flaws identified in the
current algorithmic audit ecosystem, advancing beyond isolated adjustments
has become imperative. Consolidating trustworthy audits requires a compre-
hensive reconfiguration grounded in multi-level governance, articulating legal
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guidelines, internationally recognized technical standards, effective account-
ability mechanisms, and channels for informed public participation. As noted
in the Code & Conduct report by the Ada Lovelace Institute (2024), the creation
of auditable ecosystems requires not only consistent assessment methods, but
also legitimized institutional structures that are open to public scrutiny. From
this perspective, this section examines the main regulatory and institutional
frameworks currently in place, emphasizing the European context, but with
an eye on converging global initiatives.

The Al Act establishes a risk-based regulatory framework for AI sys-
tems. The regulation classifies Al systems according to risk and imposes
corresponding obligations, such as conformity assessments, notifications,
technical record keeping, and post-market monitoring. However, as discussed
in the previous section, criticism persists regarding the lack of specific mech-
anisms for supervising notified bodies and the limited external monitoring
instruments. Studies indicate that the model proposed by the AI Act still lacks
operational guidelines on how to guarantee the integrity and independence
of auditors responsible for verifying compliance (Mokander et al., 2022).
Although the regulatory text outlines technical and administrative obligations
for Al providers, it does not define specific parameters for auditing the bodies
responsible for certification, which raises doubts about the effectiveness of
regulatory control.

The literature also indicates that institutional reforms should follow
a sequenced logic. Priorities include: (i) establishing documentation and
traceability infrastructures (Ada Lovelace Institute, 2024; ISO/IEC 42001);
(ii) strengthening the independence and regulatory capacity of supervisory
authorities (Mokander et al., 2022); and (iii) developing participatory and
contestability mechanisms that redistribute epistemic power (Vecchione,
Levy & Barocas, 2021). This sequence emphasizes that governance capacity
must precede technical expansion to prevent capture and ensure meaningful
accountability.

In parallel with the European Union’s regulatory initiative, international
efforts have expanded to define technical and institutional parameters for au-
diting AI systems. Notable among these efforts is the Ada Lovelace Institute’s
Code &Conduct report (2024), the Standards Council of Canada (SCC) accredita-
tion program, the ISO/IEC 42001:2023 standard, and the initiatives of the In-
ternational Association of Algorithmic Auditors (IAAA). These initiatives con-
verge to overcome the limitations of the self-regulatory model, proposing to
adopt more robust criteria for traceability, documentation, and independent
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verification. Although at different stages of maturity, these instruments seek
to structure an audit ecosystem based on multiple layers of control and guided
by principles of public legitimacy, regulatory interoperability, and procedural
transparency.

The following sections examine the main regulatory, institutional, and
technical pathways currently available, or under development, for improv-
ing Al system audits. Section 2.1 provides a critical analysis of the AI Act
and its delegated regulations, emphasizing the structure and limitations of
independent audit mechanisms and the performance of notified bodies. Sec-
tion 2.2 discusses the concept of dynamic auditing, aimed at the continuous
monitoring of systems after implementation, and evaluates the technical and
institutional requirements necessary for its effectiveness. Finally, Section
2.3 explores the construction of collaborative ecosystems and the proposal
of meta-audit structures, drawing on international experiences involving
public participation, independent scientific research, and socio-technical
accountability mechanisms.

Regulatory Frameworks and Compliance Mechanisms

The AI Act represents the most comprehensive legislative initiative to regu-
late Al within a democratic legal framework. Its structure adopts a risk-based
approach, classifying Al systems into four categories: prohibited, high-risk,
limited-risk, and minimal-risk. Systems considered high-risk include applica-
tions in sensitive sectors such as critical infrastructure, employment relations,
administration of justice, and law enforcement, including policing, migration
control, and border management, as well as applications related to access to
essential services and benefits, including health (see Arts. 6 and 8 and Annex
I11 of Regulation (EU) 2024/1689).

For systems classified as high-risk, the AI Act requires suppliers to un-
dergo one of three conformity assessment procedures: (i) self-assessment
based on criteria defined in the Regulation and harmonized standards; (ii)
evaluation of technical documentation with the participation of a notified
body; or (iii) full certification by a notified body (Art. 43). The Regulation
also sets out strict requirements for the designation, independence, and
accountability of notified bodies (Arts. 31-34), including periodic audits and
ongoing supervision by the notifying authorities of Member States. However,
as Mokander et al. (2022) observe, gaps remain regarding independent struc-
tures capable of exercising continuous oversight over authorized auditors,
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particularly concerning methodological transparency and systematic public
accountability. The absence of meta-audit mechanisms, social participation,
or cross-audits conducted by external entities limits the capacity of the Euro-
pean model to prevent information asymmetries and institutional capture in
socially sensitive contexts.

Within the broader European Union regulatory ecosystem, the European
Commission adopted Delegated Regulation (EU) 2024/1773, which establishes
minimum criteria for the activities of notified bodies, including periodic
audits, impartiality requirements, and documentation obligations. Although
this Delegated Regulation represents progress in consolidating operational
and internal governance parameters, its mechanisms remain focused on in-
direct state supervision and do not provide for independent external audits
or public meta-audit structures. Consequently, transparency and systematic
public scrutiny of algorithmic certification processes remain limited (Euro-
pean Commission, 2024). The Al Act (Regulation (EU) 2024/1689), adopted on
13 June 2024, still lacks operational mechanisms to ensure the independence
and transparency of notified bodies, particularly regarding continuous super-
vision, methodological disclosure, and external accountability mechanisms
(Mokander et al., 2022; European Union, 2024) While the European framework
remains the most advanced legislative experiment in Al regulation, a broader
transnational field is emerging to define technical, ethical, and institutional
standards for algorithmic audits. These international initiatives seek to fill the
gaps left by national and supranational legislation, providing more detailed
assessment parameters compatible with legal and organizational contexts.
A key example is ISO/IEC 42001:2023, published in December 2023, which
defines requirements for Al management systems focused on traceability,
continuous improvement, and the integration of governance principles across
the algorithmic life cycle.

In the field of ethical standardization, IEEE has promoted guidelines
aimed at incorporating human values into the development and application
of autonomous and intelligent systems. The document Ethically Aligned Design
(2023) establishes a normative vision oriented towards human well-being,
arguing that Al design should prioritize human dignity, agency, and funda-
mental rights. This approach provides the foundation for developing the IEEE
P7000 series of standards, which seeks to operationalize ethical principles
through technical requirements, including traceability, interpretability, and
explainability of systems. Still evolving, these standards aim to expand the
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scope of algorithmic audits by integrating social and moral requirements into
technical evaluation processes.

This perspective is corroborated by the Code & Conduct report (Ada Lovelace
Institute, 2024), which proposes that Al audits be understood as sociotechni-
cal and relational processes, involving not only technical verifications, but also
ethical commitments, transparency obligations, and effective public account-
ability mechanisms.

Among the certification models under development, the program launched
in 2024 by the SCC stands out, establishing formal criteria for the accredita-
tion of entities responsible for auditing Al systems. The proposal seeks to align
local regulatory governance with international interoperability standards to
ensure greater institutional reliability. This initiative is complemented by the
work of the Canadian Standards Association (CSA), which proposes peer au-
diting and cross-certification mechanisms between independent institutions
to reduce the risks associated with self-regulation among private companies
in the sector. In both cases, the importance of subjecting certifying entities to
external and regular oversight is recognized as a condition for the legitimacy
and effectiveness of algorithmic evaluation processes.

Building on the consolidation of regulatory and technical initiatives such
as those led by the Ada Lovelace Institute, ISO, and IEEE, the International As-
sociation of Algorithmic Auditors (IAAA) has assumed a particularly relevant
role in shaping the ethical and operational guidelines of algorithmic auditing
at the global level. Adopting a sociotechnical approach, the association em-
phasizes that Al systems are not merely technical artifacts, but rather the out-
come of institutional, social, and political arrangements. From this perspec-
tive, the IAAA Code of Conduct (2024) proposes that auditors act with inde-
pendence, fairness, and responsibility, explicitly considering the distributive
effects of automated decisions and the risks of discrimination, exclusion, and
opacity. Complementarily, the JAAA AT Auditing Definitions (2024) underline
that effective audits must integrate multiple dimensions of analysis—includ-
ing transparency, accountability, interpretability, and epistemic justice—while
ensuring the active participation of communities potentially affected by algo-
rithmic systems. In doing so, the IAAA advances a comprehensive vision of au-
diting as a process that transcends the verification of codes and data, demand-
ing the scrutiny of institutional and organizational structures that sustain al-
gorithmic practices, and reinforcing the normative commitment to integrity,
contestability, and democratic governance.
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Algorithmic audits have been widely promoted as a technical solution to
the risks of artificial intelligence, but they are insufficient to ensure effective
accountability. As proposed by the AI Now Institute (2023), it is necessary to
go beyond the limits of the traditional audit model and build robust institu-
tional structures, with enforcement power and the ability to impose corrective
measures, suspensions, or sanctions when systems cause harm. Meaningful
accountability requires technical verification of compliance and the insertion
of audits into broader regulatory ecosystems, involving the active participation
of civil society and state mechanisms of public control.

This criticism converges with the proposal for epistemic justice defended
by Costanza-Chock et al. (2022), according to which audits should incorporate
participatory and community approaches. For the authors, the groups most af-
fected by technologies need an active voice in defining the audit criteria, meth-
ods, and objectives, as a condition for their social legitimacy and contextual
sensitivity. Both perspectives point to the need to transform audits into pub-
lic accountability instruments, not just technical processes conducted under
corporate logic.

In this sense, sociotechnical audits are based on continuous evalua-
tion processes, with the involvement of multiple actors and attention to the
concrete effects of systems on specific groups and contexts. Institutional
structures capable of ensuring independence, adaptability, and openness
to public scrutiny are essential for such audits to be viable. Although still
incipient in most national legislations, these practices point toward a nec-
essary transformation of algorithmic governance, one guided by democratic
legitimacy and social justice.

Dynamic Auditing and Post-Market Monitoring

While traditional audits focus on discrete and static evaluations, typically con-
ducted during the development phase or immediately prior to system deploy-
ment, the advancement of Al in dynamic and adaptive contexts requires con-
tinuous verification models. In this scenario, dynamic auditing presents itself
as a more appropriate response to new complexities by proposing iterative in-
spections that remain sensitive to transformations occurring throughout the
entire lifecycle of automated systems. As Maughan et al. (2022) argue, com-
pliance should not be treated as a final state, but as a permanent condition,
which requires constant monitoring, periodic reassessment, and updated test-
inginthe face of changes ininput data, application contexts and the Al -models
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themselves, especially in the case of adaptive systems or systems based on on-
line machine learning, understood here as algorithms that update their param-
eters with the arrival of new data, rather than “online learning” in the sense of
remote or distance education.

Dynamic auditing can be understood as the inspection that accompanies
Al systems over time. It is based on three main ideas. The first is the need to
periodically review systems, through continuous assessment cycles and up-
dates with new data. The second is the flexibility of audit methods, which must
adapt to different practical contexts and legal requirements. The third is main-
taining communication channels between auditors, developers, and affected
users, ensuring that the assessment considers diverse perspectives and real
user experiences (Maughanet al,. 2022).

Practical examples reinforce the urgency of this approach. In automated
systems used by large corporations and public agencies, neutral adjustments
to decision criteria can inadvertently generate significant distortions along
sensitive attributes such as race, gender, or geographic origin. The report by
the Electronic Privacy Information Center (Fergusson, 2023) shows that, even af-
ter declared adjustments, third-party automated systems continued to present
structural flaws, compromising equity and making it difficult to hold those in-
volved accountable.

The problem becomes particularly visible in recommendation and person-
alization systems, where rapid adaptation to user behavior amplifies infor-
mational asymmetries. Mittelstadt (2016) argues that such systems can com-
promise informational diversity and, consequently, the cognitive autonomy of
users. By filtering content based on profiles and past behavior, these systems
may create self-reinforcing informational environments, often described as
“algorithmic bubbles”, that hinder exposure to diverse perspectives and con-
strain pluralistic public debate. Although influential, this notion has also been
criticized as overly reductive, since empirical evidence for fully isolated “filter
bubbles” is mixed. Still, the underlying concern remains relevant: opaque per-
sonalization mechanisms can weaken the conditions for informed democratic
participation.

The European regulatory framework for high-risk Al systems requires ven-
dors to establish ongoing processes for monitoring system performance after
implementation, as described in the delegated regulations that complement
the AI Act. These processes include data collection, risk analysis, independent
audits, and systematic documentation. However, primary responsibility for
these activities remains with vendors, which undermines the effectiveness of

https://doi.org/10. inlibr - Open A

29


https://doi.org/10.14361/9783839478431 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by-sa/4.0/

30

Standardization of Al Ethics

the model in the absence of explicit meta-audit mechanisms or mandatory
external oversight (European Union, 2024).

This regulatory framework has been criticized for emphasizing self-reg-
ulation, especially in technically complex and socially sensitive sectors. As
Mokander et al. (2022) point out, the reliance on self-diagnosis by developers
themselves undermines the credibility of the governance model and per-
petuates structural asymmetries between the companies responsible for the
systems and the regulatory bodies. This dynamic weakens effective institu-
tional control and makes it challenging to detect failures promptly, generating
additional risks in applications with high social impact.

Institutional and technical challenges stand out among the main barriers
to the effective implementation of dynamic audits. On the one hand, many reg-
ulatory authorities lack infrastructure, qualified personnel, and timely access
to data and models, making it challenging to exercise autonomous and timely
oversight powers. On the other hand, there are structural challenges in the de-
sign of Al systems themselves, which are not always designed to be auditable
from the outset. Rastogi et al. (2023) demonstrate that, even in technically so-
phisticated environments involving large language models (LLMs), auditabil-
ity depends on providing specific tools, contextual organization of failures, and
active interaction with human auditors. The study highlights that limitations
such as the lack of interpretable logs, standardized documentation, and ade-
quate interfaces for exploring algorithmic behaviors hinder the effectiveness
of audits, especially those of a dynamic nature.

Despite recent regulatory advances, continuous audit enforcement re-
mains incipient in most jurisdictions. The Ada Lovelace Institute’s Code &
Conduct report (2024) and initiatives such as the SCC (2024) program outline
essential guidelines for the institutional structuring of independent audits.
However, both lack mandatory legal mechanisms to ensure their systematic
implementation. As the Holistic Al report (2023) warns, the lack of regulatory
standardization and mandatory requirements for dynamic audits favors an
asymmetric scenario, in which only companies with a greater reputation or
resources voluntarily adhere to good practices, compromising the regulatory
ecosystem's fairness and effectiveness.

In short, dynamic auditing represents a necessary evolution of the algo-
rithmic verification paradigm, aligned with the principles of adaptive justice,
continuous surveillance, and iterative correction. Its consolidation, however,
will depend on profound institutional reforms, strengthening oversight capa-
bilities and enforcing technical standards that make auditability a legal obli-
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gation rather than an optional choice for Al systems with significant societal
impact.

Collaborative Ecosystems and Meta-Audit Infrastructure

The evolution of the algorithmic auditing debate underscores that technical
procedures alone are insufficient to ensure legitimacy, effectiveness, and
fairness in the evaluation of Al systems. In contexts characterized by epis-
temic asymmetries, institutional inequality, and technological opacity, audits
require broader sociotechnical infrastructures capable of integrating diverse
social actors, including civil society organizations, universities, regulatory
bodies, and independent technical communities.

In this debate, sociotechnical auditing has been discussed as an alternative
approach that emphasizes the need to examine not only the technical perfor-
mance of Al systems but also the institutional, political, and social conditions
under which they operate (Lam et al., 2023).

As argued by Lam et al. (2023), sociotechnical audits seek to reveal how al-
gorithmic decisions are shaped by power dynamics and social relations, which
requires an interdisciplinary approach, with the active participation of experts
in ethics, law, engineering, and social sciences. Such an approach also poses
the challenge of including, in the audit processes, the voices and experiences of
the communities most directly affected by automated systems, especially those
historically marginalized in decision-making arenas. The research by Rastogi
et al. (2023) documents the development of AdaTest++, an audit tool that com-
bines the strengths of human auditors and generative language models. The
study demonstrates that human-LLM collaboration can enhance audit effec-
tiveness by enabling the generation of more diverse tests, the contextual orga-
nization of failures, and the iterative inspection of algorithmic behavior.

Among the most advanced proposals to institutionalize this approach, the
public or hybrid meta-audit model, advocated by the Ada Lovelace Institute
(2024), stands out. The concept of meta-audit refers to the creation of inde-
pendent mechanisms to monitor the auditors themselves, to ensure that veri-
fication processes are conducted ethically, transparently, and technically valid.
The Code &Conduct report (Ada Lovelace Institute 2024) recommends that Al au-
dit regimes establish independent and transparent structures subject to public
scrutiny, involving external actors such as civil society organizations, indepen-
dent experts, and public institutions to ensure verifiable ethical and technical
accountability.
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The European Union, through the AI Act, establishes that the conformity
assessment function falls to notified bodies, independent conformity assess-
ment organizations designated by Member States and authorized to evaluate
whether high-risk Al systems meet the requirements of the Regulation. These
entities may, under their responsibility and with the supplier’s consent, sub-
contract parts of the process or use subsidiaries, as provided for in Article 33
(European Union, 2024). This subcontracting, however, is subject to strict cri-
teria and does not constitute an institutionalized form of cooperation with ex-
ternal independent or public entities. On the other hand, Canada has advanced
toward a more distributed governance model through the SCC accreditation
program, which imposes criteria of accountability, independence, and trans-
parency on certifying entities (SCC, 2024) and proposes the creation of techni-
cal public audit centers. In turn, the CSA has promoted peer audit projects in
partnership with universities and applied research centers (CSA, 2024).

Although there is no comprehensive federal regulation on artificial intelli-
gence in the United States, several decentralized initiatives have been imple-
mented. The National Institute of Standards and Technology (NIST) developed
the AI -Risk Management Framework (Al RMF 1.0), a voluntary guide released
in January 2023, which aims to help organizations manage risks associated
with Al by promoting trustworthy and responsible systems. This framework
is structured into four main functions: Govern, Map, Measure, and Manage
(NIST, 2023). In parallel, the Federal Trade Commission (FTC) has taken steps
to ensure the responsible use of AL Per the Office of Management and Budget Mem-
orandum M-24-10, the FTC has developed a compliance plan emphasizing trans-
parency, accountability, and a focus on public benefit in using Al tools (FTC,
2024).

Among the emerging actors, the IAAA stands out, seeking to consolidate a
global ethical-normative repertoire for Al audits, promote the training of au-
ditors, and create an international public certification registry (IAAA, 2024).
Holistic Al has also contributed technical proposals on audits of large language
models, emphasizing good operational practices, the documentation of pro-
cedures, and the responsible use of metrics in complex environments (Holistic
Al 2023).

Establishing a global meta-audit infrastructure is therefore both a techni-
cal and a political imperative. It requires strengthening the institutional ca-
pacity of states and independent organizations, creating transparent and in-
teroperable protocols, and institutionalizing mechanisms for social participa-
tion in algorithmic governance. As Vecchione, Levy, and Barocas (2021) argue,
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algorithmic audits should be evaluated not only for their technical robustness
but also for their capacity to empower those affected by automated systems to
contest their outcomes, an endeavor that presupposes structures open to pub-
lic criticism and continuous review. Overcoming the closed self-regulation of
private audits is essential to building and maintaining public trust, ensuring
that Al systems operate in accordance with democratic values and fundamen-
tal rights.

Limitations

This study is based on a normative and documentary analysis and does not
include primary empirical data. The literature reviewed highlights structural
constraints that limit deeper empirical investigation, such as the lack of stan-
dardized documentation and comparable audit records (Costanza-Chock et
al., 2022), the technical opacity of systems subject to audit (Mittelstadt, 2016),
and restricted public access to models, logs, and evidence required for detailed
analysis (Fergusson, 2023). In line with Schiff, Kelley, and Camacho (2024), this
study acknowledges that the absence of interviews or fieldwork limits the ex-
amination of real audit practices and potential dynamics of institutional cap-
ture. These constraints reflect broader challenges in the emerging field of Al
audit research and should be addressed in future studies.

Conclusion

This study addressed the central question, “Should AI auditors be audited?”
Rather than a merely technical or regulatory issue, this study argues that the
question reflects deeper concerns about the power structures shaping contem-
porary algorithmic governance. The analysis has shown that, although con-
ceived as accountability instruments, Al audits often operate in ecosystems
marked by epistemic asymmetries, conflicts of interest, and opaque self-reg-
ulation.

The discussion identified structural flaws across multiple dimensions:
technical, when audits privilege quantitative metrics and neglect social im-
pacts; institutional, when auditors depend economically on those being
audited; and regulatory, due to weak external oversight mechanisms, includ-
ing the European model centered on notified bodies. Without ongoing public
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supervision, reliance on self-assessment and certification risks undermin-
ing the legitimacy and effectiveness of audits. These findings should also be
interpreted considering the methodological constraints discussed earlier,
particularly the limited availability of standardized documentation and the
opacity of systems subject to audit, which restrict the empirical visibility of
real auditing practices.

To confront these limitations, the study proposes the creation of per-
manent public or hybrid meta-audit structures grounded in transparency,
integrity, and institutional independence. Such a reconfiguration entails in-
ter-institutional cooperation among regulatory agencies, universities, civil
society organizations, and technical communities, fostering democratic forms
of supervision and contestation.

Ultimately, auditing should be understood not merely as a technical veri-
fication mechanism but as a political and epistemic practice that determines
who defines standards and interprets social effects. Ensuring independent au-
dits of auditors is therefore both a demand of epistemic justice and a demo-
cratic safeguard. Meta-audits, by institutionalizing independent and partici-
patory oversight, are essential to protect fundamental rights and reinforce the
democratic legitimacy of algorithmic governance.
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Citizens Infrastructures as a Way to Govern Al's
Power to Shape our Shared Representations
How to Make Sure Auditing Institutions Are Aligned
with Values and Societal Expectations?

Chiara Marcoccia

Abstract: The example of generative AI models (genAl) for the production of images
pointsto a serious gap in Al auditing. While genAI models deployed on digital platforms
for information and communication (ICTs) have an increasing and particularly per-
suasive influence on users’ representations of social events, groups and dynamics; users
themselves have no effective way of reclaiming power over their shared representations,
governing when and how Al can shape their vision of the world. I argue that auditing
institutions, which assess the alignment of Al systems with a set of previously defined
societal expectations, are not able to keep up with the challenge of aligning with societal
values and expectations genAl models and recommender systems that are evolving at an
incredible speed and through a non-disclosed frequency of retrainings.

In this paper the author argues that, to fill this gap, the auditing pipeline needs to lever-
age users themselves, in the form of an intermediary structure that will enable a dynamic
feedback loop to keep up with the evolving impact of recommender systems and genAl
models on ICTs, across the individual, the community and the societal level. I propose
the form of this structure by drawing from the social sciences and the concept of citizens
infrastructures. These ave an enduring structure to leverage existing citizen engagement
into the socio-technical networks that interact with and ave impacted by the deployment
of a given Al system. In this paper two examples of such infrastructures are being dis-
cussed and an argument is made for their potential to govern the power of AI over our
shared representations, before drawing the implications for how the very concept of AI
auditing needs to evolve.
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Introduction

Al-generated images are one of the most glaring failures of auditing insti-
tutions in Al governance. Companies have been cultivating artificial image
synthesis since the development of Generative Adversarial Networks (GAN)
in 2014 (Elgammal et al. 2017), but since OpenAl’s image generator DALL-E,
that generates images from text, was opened to the public in 2022 (OpenAl
2022), Al-generated images have flooded all public information and commu-
nication platforms (ICP) (Bond 2024). Presently, any internet image search
displays some kind of Al-generated images, not all of which are immediately
recognizable as such (Gangadharbatla 2022).

Yet, the public response to the large diffusion of AI-generated images is not
a positive one’. Ratings of comfortableness towards and estimated capability
of Al producing artistic images is very low compared to other areas of applica-
tion of Al technology (Schepman et al. 2020), and the appreciation of AI-gen-
erated images is much lower than that of human crafted ones (Bellaiche et al.
2023; Hong et al. 2019; Chamberlain et al. 2017). This points out a misalignment
between the industry and the public, but one that doesn't currently have a suit-
able reflection upon effective governance, as there is no adapted institution to
assess, support and address this misalignment.

However, what is at stake behind this representation, are our very own
shared representations. Indeed, ICPs where Al-generated images are taking
up more and more space actually convey social and cultural cues that influence
the construction of our shared beliefs and behaviours (Glickman et al. 2025;
Ashkinaze et al. 2024; Pappalardo et al. 2024; Hoang et al. 2023; Sirbu et al.
2019; Bail et al. 2018). Consequently, Al-generated contents themselves are
already becoming a non-neglectable factor in our perception and appreciation

1 A caveat to be introduced here, as most data available on the public’s reaction to
Al-generated images is culturally situated, and, while significant in its proportion for
the purpose of calling out on current auditing processes in Al governance, doesn’t nec-
essarily represent all attitudes around the globe equally. See for example Wu et al.
(2019) about the different perception of Al-generated art among American test sub-
jects as compared to Chinese.
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of reality, influencing our opinions (Floridi 2024), our tastes (Wu et al. 2019)
and our values (Brinkmann 2023), on a personal, interpersonal and societal
level, with the potential to shape our perception of the self, our attitude to-
wards others and our shared representations of the future, of democracy and
of social identities (Floridi et al. 2024; Burrell et al. 2023; Ovadya et al. 2023).
For such high stakes and wide-ranging consequences, we have no matching
institutional levers: we lack infrastructures to connect between the big-tech
industry, national and international regulatory instances, and the public. An
issue for which I try to suggest a workable solution in this paper.

In fact, in the first part of my paper I show that the auditing institutions
that have failed to govern the development of Al-generated images in align-
ment with societal values and expectations, have done so because of the lack of
citizen infrastructures. These can take the shape of digital platforms, commu-
nity forums, shared skills, information networks, or lived environments (Ab-
douMaliq 2004) and aim at supporting and enabling citizen-led and enduring
public engagement (Gabrys 2021). Their specificity is that they often originate
from everyday practices and in the very spaces where citizens interact (Living-
stone et al. 2010).

I make the claim that such infrastructures can be particularly well-suited
and effective for the purpose of enabling and supporting citizen engagement in
auditing institutions involved in Al governance, effectively and durably align-
ing those institutions with social values and expectations. Indeed, a successful
infrastructure connecting citizens and auditing institutions must allow gover-
nance issues to be formulated and discussed by citizens contextually, in a way
that is coherent and organic with the live perception of these issues and with
the experience-led evaluation of their consequences.

For this reason, citizens infrastructures appear as an interesting solution:
they emerge from and in turn provide structure to the living environment or
the everyday activities that are the very reason for citizens’ perceptions, valu-
ing and expectations regarding the issue at hand. For Al regulation, this em-
bedding of the infrastructure into the living experience would mean that the
infrastructure is part of the citizens’ consistent interaction with AI-generated
content, which mostly happens through ICPs. This naturally points toward a
kind of digital infrastructure, whose characteristics I outline in the last part of
my paper.

In fact, digital infrastructures have become more and more promising as
technology advances (Barns 2016), but they have an especially interesting po-
tential today to address the issue of aligning social values and expectations
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towards AI with auditing institutions. Indeed, the live context in which citi-
zens encounter Al-generated content are ICPs, and these already host commu-
nity forums, shared skills and information networks, which are the channels
through which citizens infrastructures are commonly organized and main-
tained.

Hence, a digital citizens infrastructure appears to be an interesting option
to govern Al's power to shape shared representations in alignment with social
values and societal expectations. In fact, such a digital infrastructure would
close the gap between consuming and governing Al-generated content, inso-
far as the space where Al-generated content has an impact on citizens’ life and
perception —ICPs—would also be the space where citizens can have an impact
onthe generation and diffusion of artificial content. This brings me to conclude
my paper on the idea that it is possible to counter the trend that makes out peo-
ple to be more passive as Al becomes more pervasive, and stress on the contrary
how human-Al interaction can be a chance to enhance governance, interaction
and decision-making.

The Misalignment Between Al Deployment, Societal Values
and Expectations

Over-Promising and Under-Delivering

When we look at the expectations surrounding Al, we are faced with a deep
contrast between high hopes and actual user experiences (Kinney et al. 2024).
Indeed, the computing power unlocked by AI technology opens up the poten-
tial for many promising applications in the fields of healthcare (Lamberti et al.
2019; Aung et al. 2021; Nguyen et al. 2023), business (Pathak et al. 2010; Chen
et al. 2004), government (Pi 2021), education (Tlili et al. 2023; Zawacki-Richter
2019), and justice (Westermann et al. 2024).

In fact, the machine learning technology that powers Al systems enables
them to extract patterns from huge amount of data (the so called big data)
and use them to interpret new data (LeCun et al. 2015), potentially offering
a tool to reduce human work-load (Zysman et al. 2024), support decision-
making (Turki et al. 2024; Shin et al. 2024), democratize access to knowledge
(Mehandry et al. 2025; Conryut et al. 2015) and enhance task efficiency (Autor
et al. 2024; Crafts 2021; Ernst et al. 2019).
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As a result, people expect Al technology to take up an important societal
role, improving institutions and enhancing citizens’ quality of life (Kinney et
al. 2024:1). Indeed, a global survey published in the 2025 United Nations’ Hu-
man Development Report indicates that two thirds of people across countries
expect to use Al in education, health and work within one year (UNDP 2025:
4). In fact, in the public sector, Al technology could be an opportunity to fuel
innovative public services improving services to citizen queries and enhanc-
ing predictive capability for decision-making thanks to its capacity to analyze
high-dimensional as well as unstructured data (Eggers et al. 2017).

However, when we look at current Al uses, not only do they not live up to
expectations, but they point to a deeper problem in the overall direction of the
development of this technology. On the one hand, current Al systems don't of-
fer enough transparency in their reasoning (Burrell 2016) and trustworthiness
in their sources (Castelvecchi 2016; Kaur et al. 2022) to support widespread ap-
plications in healthcare, business, government, education, and justice (Bender
et al. 2021). On the other hand, current AI deployment actually causes at least
as many (if not more) harms as benefits for citizens.

First of all, the capacity of Al to reduce human work-load is dependent on
increasing hidden (and sometimes exploitative: see Capraro et al. 2024) human
labor (Muldoon et al. 2024), such as data labelling and annotation (Acemoglu
et al. 2019). Secondly, evidence shows that current use of Al to democratize
knowledge and support decision-making actually also has a negative social im-
pact, especially on marginalized groups (Sartori et al. 2022), insofar as it repro-
duces harmful biases (Mehrabi et al. 2021), spreads misinformation (Allcott et
al. 2019) and leads to unfair decision-taking (Crawford 2021; Angwin et al. 2016;
Dastin 2018).

As a consequence, there is a mismatch between society’s high expectations
for AT’s beneficial applications and the actual possibilities offered by current
Al systems. Crucially, the problem seems to be more than just a question of
technical advancement (UNDP 2025: 48): it seems to be part of a broader mis-
alignment between societal expectations and the current direction of Al devel-
opment.

In fact, while the techno-solutionist narrative would have biased Al out-
puts be just a sign of a still underdeveloped technology to be fixed by future
refinement (Altman 2024), research shows that it’s the very development strat-
egy of Al systems that produces biased outcomes. Indeed, the datasets used
to train Al systems such as Large Language Models (LLMs) are built from data
coming with overwhelming majority from Western countries (Rahman et al.
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2024), and consequently carry a certain culturally situated value system (Atari
etal. 2025).

Moreover, training data are taken from the internet, and subsequently
reflect the over-representation of English speakers (McIntosh et al. 2024),
young people and people from developed countries among internet users
(World Bank 2018), but also the over-representation of men among the writers
of online forums used as training data, like for instance Reddit (Pew 2018) and
Wikipedia (Barera 2020).

For this reason, if we want Al systems to reflect societal values such as
inclusiveness, diversity and fairness, we can't rely on technical advancement
(Winner 2017), but we have to purposefully include such values in the devel-
opment and deployment of Al technology (UNDP 2025: 103-104; 119-121). This
paper suggests a way how. First, I propose to identify the difficulties for the
inclusion of societal values in Al development.

The Alignment Problem

The difficulty to design Al systems to reflect societal values has come to be
known as the alignment problem (Russell 2020). This consists on the one hand
in a normative and on the other hand in a technical difficulty: how to frame the
set of values that Al should be aligned with, and how to successfully incorpo-
rate them in Al systems (Gabriel 2020).

The latter is only partially a task for Al engineers to solve, for it requires we
identify what the goals of Al are, in order to identify how they can meet our own
(Kinney et al. 2024). This is not an anthropomorphization of AI, which would
attribute goals to the Al system and question its intrinsic moral values. On the
contrary, it’s about understanding the technology behind the Al system, what
it was developed for and what it can do (McCoy et al. 2023).

Indeed, the two questions are interconnected, and to successfully incorpo-
rate societal values into Al systems, we have to identify the values that an AI
system should be aligned with, given the tasks that the system has been developed
for (McCoy et al. 2023). For instance, when addressing the alignment problem
in the case of LLMs, if we take into account that the technology on which they
are based is designed to predict the next word given a context (Bender et al.
2021), we can identify what values are concerned by their computing strategies
and how they are mobilized in their behaviors (Milliére 2023), allowing us to
determine the relevant discussions and measures to be undertaken.
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This requires an understanding of Al technology that is often confined to
techno-economical niches that are not accessible to the public and sometimes
not even to regulating institutions (Qi et al. 2024; Wachter et al. 2024), which
concentrates the power over the social transformations associated with Al in
a few hands and away from citizens, fueling the misalignment (UNDP 2025:
137-139).

But solving the alignment problem also requires an assessment of citizens’
attitudes and positioning towards specific societal values and their concrete
applications in Al development (UNDP 2025: 3-4). Indeed, the alignment
problem is also a problem of operationalizing human agency within the
development and deployment of Al technology: the values with which AI is
aligned must emerge by democratic and deliberate expression of values and
expectations in order for Al to reflect societal values (Innerarity 2024).

Hence, to address the misalignment between Al and societal values and ex-
pectations we need infrastructures that are apt to bring together societal au-
diting with technical knowledge about Al development. For this reason we will
now focus on the infrastructures currently available for citizens to participate
in Al governance, to identify the gap between citizens and auditing institutions
and map the way for the development of new infrastructures.

The Problem with Current Auditing Institutions
Defining Al Auditing

Auditing Al means assessing the alignment of given Al systems with a set of
previously defined expectations (Birhane et al. 2024). Who defines these expec-
tations and whether they reflect societal values varies among different Al au-
diting institutions. These include the media, law firms, regulators, consulting
agencies and academia (Bandy 2021). The goals for which each of these stake-
holders assess Al systems differ, and, consequently, so do the standards they
define as expectations for the evaluation of the AI system (Costanza-Chock et
al. 2022).

Indeed, current auditing institutions either look to comply with manda-
tory requirements and minimize corporate liability (internal auditing), or to
identify and minimize the harms impacting users (Birhane et al. 2024). Hence
the auditing process, which could offer a means for actors developing and reg-
ulating Al to align expectations, actually offers no common ground for differ-
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ent stakeholders to exchange assessments, only entertaining the distinction in
their roles.

The implication is that the policy applications of these audits are far from
systematic (Birhane et al. 2024): Al assessments often don't lead to proactive
re-design, products recall, voluntary corporate action or broader governmen-
tal regulation; firstly, because of their heterogeneous nature (ALI 2021), and,
secondly, because of their lack of a structured articulation into the social fab-
ric around Al development (Vecchione et al. 2021).

Indeed, firstly, socio-political repercussions of Al audit are impeded by the
lack of clearly defined auditing standards (Costanza-Chock et al. 2022), for it’s
those standards that drive not only the assessment of Al systems, but also their
development. In fact, standards are ‘consensus-based and agreed-upon ways
of doing things’ (Dignum 2022), that auditing helps to define and that in Al
development translate into the minimum specification on how to carry out
a process in alignment with socially-acknowledged expectations. This means
that the standards that should be defined by auditing institutions are the same
standards that are needed to guide AI development (Raji et al. 2020).

Secondly, transformative actions dorn't come out of Al audit because the
auditing process lacks a direct involvement of the stakeholders that are most
likely to be harmed by Al systems (Costanza-Chock et al. 2022). Indeed, insti-
tutions that carry out Al auditing lack a structured articulation into the social
ramifications of Al development and deployment: the channel between tech-
developing companies and users is severed (UNDP 2025: 137-139), preventing
auditing standards to be informed by practical expectations and societal val-
ues, and limiting the active and democratic determination of these standards,
which is an essential requirement for meaningful and impactful auditing (In-
nerarity 2024).

One example of these stalling effects of auditing institutions in their cur-
rent form is the massive deployment of image-generating Al systems (Gangad-
harbatla 2022). Because impacted parties are not directly present in the elab-
oration of the auditing process, auditing institutions lack the focus and the
pervasiveness to identify and address necessary changes in the regulation and
the development of image-generating technology and translate them into au-
diting standards (Luccioni et al. 2023). Indeed, issues regarding privacy, copy-
rights and discrimination are central to a fair and trustworthy development of
image-generating Al technology (Kaur et al. 2022), but auditing institutions
are not sufficiently integrated into the societal adoption of and response to this
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technology to meaningfully and effectively mediate the dialogue between the
different stakeholders (Costanza-Chock et al. 2024).

For this reason, governing Al in alignment with societal values and expec-
tations requires a new kind of auditing institution, apt to build meaningful
and impactful infrastructures between auditing institutions and the different
stakeholders affected by Al development. To define such a structure, we will
first identify the role that it needs to have in AI governance.

Why Add Infrastructures?

The need for AI audit is widely advocated for in the name of Al (or algorith-
mic) accountability (Raji et al. 2020; ALI 2021; Bandy 2021; Costanza-Chock et
al. 2022; Raji et al. 2022; Birhane et al. 2024). Indeed, the goal of Al audit is
to provide an account of the way that a given Al system exercises its power in
society (Bandy 2021: 74:3), meaning to give an account of the Al systent’s per-
formance as well as of its social impact.

For this reason Wieringa (2020) talks about a ‘networked account’ for what
is essentially a ‘socio-technical system’ (Wieringa 2020): Al systems are de-
ployed within social networks, as for instance social media (Knott et al. 2021)
and online retail platforms (Lee et al. 2014), and have network effects, like the
spreading of information and the success of products (Pappalardo et al. 2024);
therefore, the identification of the network effects of Al deployment and the
understanding of their relation to specific technical features of the given Al
system (Fabbri et al. 2022; Donnelly et al. 2021) is essential for the design of
action-informative Al audit (Birhane 2024).

Thisisan added requirement to those successfully covered by already devel-
oped benchmarking systems (Liu et al. 2024) because it takes into account the
unprecedented characteristic of Al systems: namely the fact that they evolve
through their deployment (Martinez et al. 2023). Indeed, Al systems update
their behaviors in response to their interaction with users: thus recommenders
(Isinkaye et al. 2015) update their recommendations to align with users’ prefer-
ences (Piao et al. 2023; Mansoury et al. 2020; Jiang et al. 2019), and Large Lan-
guage Models (LLMs) integrate the new data generated by the interaction with
users into their following outputs (Hataya et al. 2023). It’s the process com-
monly known as feedback loop (Jiang et al. 2019; Sun et al. 2019; Pedreschi et al
2024).

Furthermore, this process is augmented by the fact that Al systems are
re-trained over time, to integrate new sets of data (Shumailov et al. 2024; Pe-
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dreschi et al. 2024). As a consequence, benchmarks that are defined on the data
fed into the Al system at time t; wor't necessarily match the characteristics of
the data added at time t,.

For instance, let’s look at the benchmarks defined to account for the trust-
worthiness of a LLM system (Liu et al. 2024; Huang et al. 2024), namely relia-
bility (the information is accurate and the system does not hallucinate), safety
(the outputs are not violent, guarantee privacy and do not cause danger for
the user), fairness (the reasoning is not biased towards certain communities
and the outputs are not discriminatory), resistance to misuse (the system can-
not be used to cause harm and protects minors), explainability (the reasoning
is transparent and the outputs interpretable), alignment with social norms (it
does not go against universally acknowledged social values) and robustness (ty-
pos, grammatical errors and repetitions in the prompts do not cause inaccu-
rate outputs).

The specific data that need to be labeled as problematic in accordance with
these benchmarks are defined from the dataset on which the LLM was built,
and they will change with the usage that users make of the LLM. Bender et
al. (2021) already noted that the list of words related to sex that was chosen
to filter out offensive, violent and pornographic data from the training data
of ChatGPT-2 actually reduced the influence of many forums built by or for
the LGBTQ+ community, because it contained slurs reclaimed by certain
marginalized groups (Bender et al. 2021).

This is where infrastructures come into play to align auditing institutions
with societal values and expectations. If benchmarks, and especially the con-
crete application of benchmarks, evolve with use, then users need to be inte-
grated in the process of continually keeping those benchmarks up-to-date. To
be more specific, it’s the very structure of the auditing system that has to be up-
dated to match its role in ensuring accountability, given the specificities of Al
technology (Pasquale 2019). Indeed, Al technology itself makes traditional au-
diting difficult: technology advances with considerable speed (Wu et al. 2025),
models are retrained on new data (Zhu et al. 2024) and each system evolves with
usage, by learning from the feedback of its users (Glickman et al. 2025; Man-
soury et al. 2020), but also by tracking and analysing their behaviors (Boeker
et al. 2022). For these reasons, audits can no longer be confined to their role of
evaluating the compliance with previously established standards and bench-
marks, as they did with softwares that didn't learn from interaction (Vecchione
et al. 2021; Birhane et al. 2024). On the contrary, they need to take on an active
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roleininforming standardization and benchmarkinginstitutions as well as the
mitigation practices from system developers (Birhane et al. 2024).

It’s to meet this new requirement that infrastructures are needed to bridge
the gap between auditing institutions and expectations arising through actual
Al usage. In the next part of this paper, I will present the characteristics of
these infrastructures, and argue in favor of developing citizen infrastructures
to support Al auditing.

Proposing a Solution: Citizens Infrastructures to Support Al Audit
A Proposition for Governance

The aim of this paper is to propose a workable proposition to build the missing
link between citizens and auditing infrastructures that is essential to leverage
the potential of AI audits to fuel policy, research and industry initiatives. The
idea is to leverage existing citizen engagement (Gabrys 2021) into the socio-
technical networks (Wieringa 2020) that interact with and are impacted by the
deployment of a given Al system (Pedreschi et al. 2024, Pappalardo et al. 2024).

It is not about distributing data-collection tasks (Gabrys 2021: 88) and ex-
ploiting consumers for technology development, but rather about leveraging
what is currently the most viable and transformative way of incorporating, on
the one hand, democratic engagement into the auditing processes, and, on the
other, auditing institutions into the social networks impacted by AI (Gabrys
2021: 89).

In fact, citizens infrastructures are citizen-led network practices that take
place in everyday spaces and activities (AbdouMaliq 2004), such as interaction
with Al powered systems on Very Large Platforms (VLOPs), but that have a
rare enduring quality among traditional participatory infrastructures (Gabrys
2021: 88). For this reason, they make a particularly good candidate for bridging
the divide between auditing institutions and the socially impacting and time-
transformative nature of the Al systems they aim at assessing.

The concept of citizens infrastructures comes from data collection prac-
tices in climate studies (Gabrys 2021). It describes when communities that are
impacted by and have animpact ona climate-related phenomenon, rather than
passively providing data to institutions in the form of surveys for instance, take
an active and network-organised role in the data collection, organising feed-
back, participating in the measurements, monitoring the territory.
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Examples of these sustainable practices and of their role in making Al au-
dits actually impactful for the industry and informative for regulation prac-
tices can be found in the Open Data Science Initiative (Lawrence 2014), which
consists in a users-organized space for open-access development of new anal-
ysis methodologies available ‘as widely and rapidly as possible with as few con-
ditions on their use as possible’ (Lawrence 2014), addressed to the data science
community, as well as to commercial, scientific and medical institutions, with
the aim of achieving ‘a balance between data sharing for societal benefit and
the right of an individual to own their data’ (Lawrence 2014).

This initiative leverages spaces that are already invested by its users:
GitHub, Jupyter Notebook and Reddit; and directs initiatives towards defining
AT accountability in the domain of data usage. If relayed by auditing institu-
tions, such a space could become not only an informative but also a directive
structure for the design of audits that are fit to support policy and industry
action (Capraro et al. 2024). Auditing Al is about assessing the alignment of
Al systems with a set of previously defined expectations, however, to serve
their purpose, these need to be defined, firstly, relatively to what Al is used for
(which means through consultation of the public), and, secondly, relatively to
what AI has been developed for (which means with some technical knowledge
of how AI is designed and how it works), which indicatives like Open Data
Science allow.

Notably, this prevents the characteristic weaknesses of traditional at-
tempts to involve citizens in Al governance, which often don't encounter
sufficient participation or continuous engagement (Lahdili et al. 2024; Sieber
et al. 2024). Indeed, citizen infrastructures emerge from already rooted prac-
tices (Livingstone et al. 2010), which gives them a unique strength within the
landscape of available means of citizen engagement with Al development to
support the alignment with societal values and expectations (Wilson 2022).

This rootedness in existing practices gives citizen infrastructures a conti-
nuity and legitimacy that top-down participatory initiatives often lack. Rather
than requiring the creation of new frameworks for engagement, these infras-
tructures build on collective habits of knowledge production, discussion, and
critique that are already active within technical communities and user net-
works. As such, they are not only more likely to sustain participation over time,
but also better positioned to translate between technical discourse and social
concerns. This embedded quality can enable them to support the development
of auditing standards that are both technically informed and socially respon-
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sive, reinforcing the role of auditing as a site of alignment between Al systems
and evolving public expectations.

Moreover, a citizen infrastructure modelled after the Open Data Science
Initiative could ensure continuity between mitigation actions and technology
developments, effectively tackling the challenge of keeping up with the evolu-
tion of Al systems, not only following industry developments (Shin et al. 2023),
but also as a consequence of the feedback loop between users and AI (Pedreschi
et al. 2024), and following possible re-trainings of already available generative
Al and recommender systems (Shumailov et al. 2024).

As such, structures of this kind could act as successful infrastructures
bridging between citizens and auditing institutions, however, there is one
more reason why citizens infrastructures are an attractive solution to the
problem of aligning auditing institutions with societal values and expecta-
tions. By guaranteeing accountability, Al audits support our governance over
AT’s power in society (Bandy 2021: 74:3), and integrating citizens infrastruc-
tures to the process can elevate this governance.

A Way to Claim Agency over the Power of Al to Shape Our Shared
Representations, Values and Behaviors

AT auditing assesses the power of Al technology and of its deployment over
society (UNDP 2025: 136-147), which governance strives to align with values
and expectations that citizens actively decide upon (UNDP 1997). This is what
powers the idea of creating an infrastructure through which Al auditing can be
leveraged for governance. On the one hand, citizens infrastructures can poten-
tially support the integration of auditing institutions into the circular evolu-
tion of Al with users, but, on the other, they can also add to auditing processes
the space for active deliberation that is necessary to make auditing a means of
exercising governance (Kuziemski et al. 2020).

Indeed, interaction with AI systems has an impact on the evolution over
time of human behaviors (Pappalardo et al. 2024), as can be seen in the way
that recommender systems influence the tone of social interactions on digital
platforms (Ovadya et al. 2023), and chatbots can improve cooperation within a
human team (Shirado and Christakis 2020). But, in the longer term, interac-
tion with Al also has an influence on the evolution of cultural products (Fogarty
et al. 2023) and values (Brinkmann 2023) as well as on the evolution of social
norms (UNDP 2025: 61), ultimately contributing to defining human values, be-
haviors and representations.
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For these reasons, it is essential that we, as citizens, are able to exercise
governance over the power of Al to shape our very own behaviors, represen-
tations and values. And, in fact, the integration of citizens infrastructures to
institutions auditing Al accountability can successfully be a step in the direc-
tion of such a governance (Stilgoe 2024), by providing a space for citizens to
contribute to the assessment of AL, the mitigation of its risks and the fostering
of its potential, but also by bridging the gap between regulating institutions
and Al users (Dave 2019; McQuillan 2018).

Crucially, citizens infrastructures could bridge the gap between usage and
development of AI without going through the established lobbies to reach the
Alindustry (Livingstone et al. 2010). Indeed, if auditing institutions can incor-
porate citizen-led governance initiatives such as the Open Data Science Initia-
tive, then the auditing process can become a channel through which citizens,
by informing the standards set and assessed by auditing institutions, can have
a real space in the Al industry, and develop an alternative kind of Al auditing,
in contrast with profit-driven certifications (Kuziemski et al. 2020).

Indeed, the Open Data Science initiative is a kind of citizens infrastructure
that emerges from the spaces and activities that are characteristic of digital
platforms in general: however, one other option is to incorporate as citizens
institutions, spaces and activities that emerge from the integration of Al itself
into digital platforms, leveraging not only user networks but also user inter-
action with AI and the way it resonates within these networks. An example of
this is something that has recently started to be explored in the literature (see
Hayashi et al. 2024 for discussion of the potentials of decentralized platforms;
butalso Dotan et al. 2023 for discussion of their weaknesses) under the name of
decentralized platforms. In this type of platform, each Al system evolves within
the community of interest that it interacts with, and, if this structure had to be
leveraged for auditing, the Al system could be audited within that same com-
munity, for the purpose that it was built for and for the usage that it evolves
with. Because of this, auditing standards would be closely tailored and con-
stantly evolving, matching the pace of user-system feedback loops. Moreover,
on such a platform, Al systems could also be audited across different commu-
nities, insofar as, on decentralized platforms, whenever a user from one com-
munity wants to connect with something in another community (item, person,
opinion, information) and it is up to the Al system to find a so-called bridge for
that connection (Ovadya et al. 2023; Stray et al. 2023). This way, both the expec-
tations of the users and the actual evolution of the network become variables
that can be taken into account, enriching the auditing process with standards
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for the network effects of user-Al interaction (Fabbri et al. 2022; Donnelly et
al. 2021), rather than remaining limited to the individual effects of a given Al
system on a given user.

This is particularly important because the power of Al over our shared rep-
resentations comes mostly from network effects (Alcott et al. 2019). Indeed,
although our individual interaction with AI-generated content or with a rec-
ommender system may transmit ideas, knowledge or bias to us (Ashery et al.
2025; Colther et al. 2024; Peralta et al. 2021; Mansoury et al. 2020; Sirbu et al.
2019; Sun et al. 2019; Zhao et al. 2019), what makes Al so increasingly power-
ful is the fact that that interaction and its effects have so to say ripple effects
onto all of the networks that we are a part of (Pansanella et al. 2022a; 2022b).
First, because of the network and sharing based nature of the digital platforms
where human-AlI interactions take place (Wang et al. 2019). Second, because
of what Coté et al. (2025) call the recursive nature of Al technology, in which
every interaction is always compared to and reinvested in another one. Some-
times explicitly, like in the case of comparative filtering (Sun et al. 2019), but
more largely because of the traceability of human-Al interaction (Pedreschi et
al. 2024), which allows Al to keep track of all interactions and to turn them into
data, but also to perform the next interaction as a kind of projection (LeCun
2019). Indeed, an Al assistant makes an estimation of what the reaction of the
user will be to its suggestions or notifications, that it generates accordingly,
and it registers the actual reaction of the user as a confirmation or a contradic-
tion of its estimation. It then uses this information to generate the next estima-
tion, making it act as a kind of prediction (Coté et al. 2025). As a consequence,
what individual interaction with Al tends to do, is to isolate the user into an
autoreferential bubble (confer the literature on filter bubbles, echo chambers,
etc. See: Del Yang et al. 2023; Srba et al. 2023; Tomlein et al. 2021; Cinus et al.
202.2; Aridor et al. 2020; Del Vicario et al. 2016; Pariser 2011), where every inter-
action appears self-referential and as closely matched as possible to the respec-
tive user. While, in fact, the effects of that bubble are always network effects,
as shows a very interesting study on music streaming with Al-powered rec-
ommenders (Porcaro et al. 2024): each individual is listening to more diverse
music thanks to Al recommendations, but the overall audience is all listening
to the same tracks, which shows that even when it’s all about an individual user,
it is always about everyone else too (see also Doshi et al. 2024). For this reason,
it is so important to operationalize networks as an intentional infrastructure
to govern the power of Al, countering this isolating trend.
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In fact, what I propose is to update the auditing system to keep up with the
originality of Al technology. To do so, I argue that we should leverage exper-
tise from the social sciences, to identify and integrate into the auditing pro-
cess networks that could work as citizens infrastructures, solving the problem
of the speed and complexity of Al evolution, to make sure auditing institutions
are aligned with societal expectations. Indeed, the development of citizens in-
frastructures to support auditing institutions would not only transform citi-
zen engagement in Al governance, but could also transform the structure of the
auditing systems around Al and reinforce auditing institutions themselves, re-
defining their role and curating the channel that connects them to other stake-
holders in society, industry and in regulation.

Citizens infrastructures, by embedding deliberation into the very process
of Al auditing, would make it possible for societal values to emerge through
continual collective reflection. Rather than auditing Al against static stan-
dards, this model allows values to be negotiated and redefined over time,
in response to technological developments and shifting social contexts. Au-
diting, then, becomes a recursive and situated process—one that not only
aims to hold AI accountable, but also enables the articulation and iterative
reconfiguration of normative frameworks in dialogue with the systems that
affect them. We may look back here on the case of Al-generated images, and
of the necessity to govern their influence over socially shared representations.
An active and iterative confrontation between the stakeholders impacted by
this issue is the key here to achieve governance over the power of Al to shape
shared representations.

Indeed, by grounding oversight in use and experience, citizens infrastruc-
tures respond to the fragmentation between Al development, deployment, and
evaluation. For this reason, it would be a strong framework to support further
research about how such infrastructures could contribute to establishing a cir-
cular model of accountability in which the feedback of users informs the cri-
teria that auditing institutions apply, and in turn shapes how systems are de-
signed and governed. Achieving this continuous flow is of crucial importance,
foritwould reduce the dependency on intermediaries such as industry lobbies,
and instead support the institutionalization of citizen input within audit bod-
ies themselves. In doing so, citizens infrastructures would not merely comple-
ment existing mechanisms, but strengthen them, transforming auditing insti-
tutions into agents of governance embedded in the social environments they
are meant to serve.
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Conclusion

In this paper I relayed the criticism that current Al auditing institutions do
not or do not often produce an impact on Al industry and regulators, and sug-
gested a solution to leverage Al audit for algorithmic governance: the integra-
tion of citizens infrastructures.

I argued in favor of this solution firstly by describing the misalignment be-
tween the current Al deployment system and societal values and expectations.
I then proceeded to point out how the current auditing system is unable to re-
spond to this misalignment, and what the reasons are for this impasse. Finally,
I argued in favor of a solution, advocating for citizen infrastructures as action-
oriented, enduring and democratic structures, with the potential to transform
the role of auditing institutions and their integration into the social ecosys-
tems affected by Al development and deployment.

To conclude, the integration of citizens infrastructures into Al auditing not
only offers a response to the limitations of current institutions, but also rede-
fines the epistemic and political conditions under which algorithmic gover-
nance takes place. By anchoring auditing processes within the communities
affected by algorithmic systems, this model grounds accountability in situated
knowledge and collective deliberation. It enables a redistribution of authority,
bringing into the governance process a broader range of actors—public inter-
est organizations, local collectives, and individual users—whose perspectives
are often marginalized in existing audit frameworks.

Further research is needed to operationalize this model into A governance:
among the foreseeable future steps, there is a need to define the scalability
of citizens infrastructures, and to identify and address limitations and failure
modes.

What is at stake here is not simply the improvement of technical proce-
dures, but the reconfiguration of auditing as a democratic practice. The pro-
posal to embed citizens infrastructures into audit institutions entails a shift
away from compliance-driven, external assessments, towards forms of over-
sight that are participatory, reflexive and entangled with the lived realities of
Al deployment. It opens the possibility for a mode of governance in which stan-
dards are co-produced by those whom they actually affect —one in which the
evaluation of Al systems evolves with the values, concerns and expectations of
the societies they shape and inhabit.
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Algorithmic Audits of HR-Al Tools
in the United States
What Are HR Professionals’ and Job Seekers' Perspectives?

Tina B. Lassiter, Kenneth R. Fleischmann

Abstract: Algorithmic audits are gradually becoming more common, especially in the
human resources (HR) sector. The use of Artificial Intelligence (AI) in HR and particu-
larly regarding employment decisions is considered a high risk and can have long-term
consequences for the affected stakeholders. In response to the risks involved, recent regula-
tion in New York City and in the European Union requires audits of AI-based tools used
in employment decisions. The market is responding by developing and offering a wide
range of types of audits. While there is a growing amount of research centered on algo-
rithmic audits in general and how they could be conducted and regulated, less research
has focused on the perspectives on algorithmic audits of HR professionals and job seekers.
This study aims to fill the gap in the literature by presenting research based on a survey
conducted with 436 users of human resource Al tools (HR-AI tools), including 329 job
seekers and 107 human resource managers and recruiters in the United States (U.S.) to
learn about their perspectives. The survey shows substantial differences between the two
stakeholder groups regarding knowledge of AI usage, trust in AI and HR-AI tools, and
their knowledge and opinions with respect to algorithmic auditing. It also demonstrates
the current general lack of information about algorithmic auditing and calls for more in-
clusion of all stakeholder groups in the future development of algorithmic auditing in the
HR sector.

Keywords: AI; Human Resources; artificial intelligence; HR-AI tools
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Introduction/Background
Use of Artificial Intelligence in the Human Resource Sector

For our study, we understand human resource Al tools (HR-AI tools) as Al tools
that are used to manage any part of an employee’s life cycle (including recruit-
ing, hiring, onboarding, training, evaluation, or promotional decisions).
Most of the current research in the field has focused on hiring decisions.
The use of Artificial Intelligence (AI) tools for filtering and identifying suitable
applicants has become increasingly common. Hilke Schellmann reports in her
recent book “The Algorithm” that already 99% of Fortune 500 companies use
algorithms and artificial intelligence for hiring (Schellmann 2024). Al tools in-
fluence who sees job offers, can be used to evaluate resumes, sometimes con-
duct job interviews, and may interact with job seekers in various other ways
(Jarrahri et al. 2021; Li et al. 2021). Resume screeners, such as the one offered
by Eightfold.Al', find candidates and provide ranked lists. They are often inte-
grated into Applicant Tracking Systems (ATS) (Chavan et al. 2024). Some com-
panies, like Hirevue?, offer one-way interviews analyzed by Al As a recent re-
view on the use of Al in HR-management demonstrates, there is a wide range
of different Al applications in the field (Bujold et al. 2024). While the use of Al
in HR-management might lead to efficiencies and cost savings (Li et al. 2021),
it can also lead to harmful results. Examples of potential harms are plenty and
can be found in repositories of Al gone wrong.? Job seekers can be systemati-
cally excluded by algorithms because of age, sex, or other demographics (Chen
2023). Resume screeners might filter out candidates through variables that di-
rectly discriminate or by proxy variables (Raghavan 2020), and job interviews
recorded and analyzed by AI have shown discrimination regarding race, reli-
gion, or other attributes, e.g., demonstrated in an experiment by a German
TV station that tested Al used in automated interviews (Harlan & Schnuck
2021). In a famous case from 2023, a hiring algorithm from iTutor automat-
ically excluded female applicants over 55 and male applicants over 60 and iTu-
tor paid $ 365.000 to settle a hiring discrimination suit initiated by the Equal

1 https://eightfold.ai/use-case/candidate-screening/.

2 https://www.hirevue.com/.

3 https://incidentdatabase.ai/; https://www.aiaaic.org/home; https://airisk.mit.edu/ai-i
ncident-tracker.
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Employment Opportunity Commission (EEOC)*. The question of fairness re-
garding the use of Al in HR-decisions is raised by multiple researchers (Harlan
& Schnuck 2021; Hunkenschroer et al. 2024; Rigotti & Fosch-Villaronga 2024).
Though less researched, the use of Al-tools in other areas of the employment
cycle can have similarly negative impacts. As a result of these potential nega-
tive outcomes, the use of Al for employment has been on the forefront of Al
regulation and AI guidance.

Algorithmic Audits of HR-Al Tools

One way to ensure HR-AI tools provide what they promise to achieve and are
trustworthy could be to have them audited. AI audits have been suggested
increasingly in the literature as a useful way to create informed trust in Al
(Mokander 2023, Mdokander & Floridi 2021, Selinger 2023). Algorithmic au-
dits are relatively new, even though Sandvig (2014) proposed the idea over a
decade ago. Currently, many consider the situation in the algorithmic auditing
ecosystem as the “Wild West” (Costanza Shock 2022; Lassiter & Fleischmann
2024). There is no one definition of an algorithmic audit, there are various ways
to conduct algorithmic audits, and currently there is little regulation or stan-
dardization (Bandy 2021, Costanza-Shock et al. 2022, Goodman & Trehu 2023,
Lam 2024, Raji et al. 2020, Selinger 2023). Recently, there were movements to
change this, such as the formation of the International Association of Algo-
rithmic auditors,” and there have been calls for common standards regarding
algorithmic audits, for example from the National Telecommunications and
Information Administration (NTIA 2024).

In our study, we aim to explore algorithmic audits in the widest sense. For
this work, we follow the approach of the UK government, using it as an um-
brella term describing any assessment of an algorithmic system which can be
“technical and non-technical measures that range from assessing organizational algo-
rithmic governance policies to the specific data and models being used” (DRCF 2022).
This allows us to include a wide range of understandings regarding algorithmic
audits. Auditing algorithms used in the human resource (HR) sector are partic-
ularly important as the decisions are highly consequential (Ajunwa 2020). In-
terestin algorithmic audits in HR is increasing (Dawson 2022, Lassiter & Fleis-

4 https://www.eeoc.gov/newsroom/itutorgroup-pay-365000-settle-eeoc-discriminator
y-hiring-suit.
5 https://iaaa-algorithmicauditors.org/.
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chmann 2024). Past experiences of voluntarily published audit reports regard-
ing HR-tools have had mixed successes (Geiger et al. 2023), in particular the
controversial audits from Pymetrics (Wilson 2021) and HireVue (Engler 2021).
Recently, regulation has been introduced to require algorithmic audits in HR.
The European Al Act (European Commission 2021) includes the recommenda-
tion to audit high-risk algorithms which include HR-AI tools. It also requires
increased transparency requirements for high-risk Al systems such as employ-
ment decisions. If natural persons are directly interacting with an Al system,
they need to be notified that they are interacting with an Al system (Art. 50 EU
AT Act). The Digital Service Act (DSA) also requires assessments/audits (Euro-
pean Parliament 2022). In the US, the New York City (NYC) has taken further
action specifically in the HR sector and has introduced the first law worldwide
(Groves et al. 2024, Wright et al. 2024) to mandate Al bias audits for Al tools
used for employment decisions (New York City Council 2022). The New York
City Law 144 took effect in July 2023. It requires NYC-based employers who use
automated employment decision-making tools (AEDTS) to hire a third-party
auditor to conduct an annual bias audit and to make the audit report public
(New York City Council 2022, Wright et al. 2024). In Section § 20-871 2 b of
Law 144 it also requires a notice of the usage of an automated employment de-
cision tool. The law went through several iterations before it was finalized. Itis
criticized because of its lack of defining key aspects leading to a failure to pro-
tect job applicants as intended (Groves et al. 2024, Fuchs 2023). Early research
focusing on the implementation of Law 144 also found that only a small fraction
of employers has conducted the required audits, most likely because of possi-
ble loopholes in the law, and additionally it was observed that records of the
bias audits were of limited value for job seekers because of lack of accessibility
and usability (Wright et al. 2024).

Research Focus

Our research is focused on algorithmic audits of HR-AI tools in the United
States (U.S.) and how they could create calibrated trust of stakeholders who
use the tools and/or are affected by them. Employment Al tools have been one
of the first areas that have been explored by algorithmic audits, mainly due to
the regulation by the NYC law. In anticipation of this regulation, algorithmic
auditing companies prepared for the need for algorithmic audits in this sector
and were most active in this area.
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While there is a growing body of literature studying algorithmic audits in
general and how they should be designed (e.g., Bandy 2021, Costanza-Shock
et al. 2022, Goodman & Trehu 2022, Lassiter & Fleischmann 2024, Raji 2020),
there is less research on the various stakeholders’ perspectives on algorithmic
audits. This lies in the nature of the matter. Algorithmic audits are not yet com-
mon, which explains the lack of experience with such audits. Al auditing pro-
fessionals have also expressed that they have very limited knowledge about how
their audits are received by end-users as they mostly focus on their relationship
with the client who hires them to conduct an audit (Lassiter & Fleischmann
2024).

With this study, we aim to fill part of this gap by looking closer at the per-
spectives of users regarding algorithmic audits of HR-AI tools. We surveyed
users of HR-AI tools and stakeholders affected by them to find out how much
they know about algorithmic audits and how they feel about them. We chose
to focus on the two stakeholder groups most impacted by HR decisions: hu-
man resource managers and recruiters (HR professionals) who use the tool
to find employees and for other employment decisions, and job seekers, who
are impacted by the tools by being the subject of them. It is important to look
at these two stakeholder groups separately, as there is a notable power asym-
metry between the two groups (Hunkenschroer 2023). While HR-profession-
als mostly have knowledge of the use of HR-AI tools, most job seekers will not
know whether an HR-AI tool is used or not. Furthermore, several HR-profes-
sionals might have a choice to use Al for HR-decisions. Job seekers on the other
hand, will most likely not be able to have a say in the use of HR-AI tools regard-
ing their application. At the most, they might have an option to opt out, after
being informed about the use of A, for example in an automated job interview
where the use of Al is obvious. In most circumstances, for example with resume
screeners, they will not even know that there will be an AI decision. Further-
more, even if they knew that Al is used and would rather not have it used, they
will not always opt out if they need to find a job.

Our research is guided by the following research questions (RQ):

1. How much do HR professionals and job seekers trust Al and HR-AI tools?

2. What do HR professionals and job seekers know about algorithmic audits?

3. What are HR professionals’ and job seekers’ perspectives on algorithmic
audits of HR-AI tools?
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Methods
Data Collection

The research results are part of a mixed method study in the U.S., exploring
the opinions of users of human resource Al tools regarding algorithmic au-
dits of such tools and how the latter can create trust in these tools. In previous
research, we examined through an interview study with 19 Al auditing profes-
sionals how they aim to create calibrated trust in Al by users (Lassiter & Fleis-
chmann 2024). This research was followed by a study surveying users of HR-AI
tools on how algorithmic audits potentially influence their trust in Al in the HR
sector.

Sampling Strategy

We conducted an online survey with 436 job seekers and human resource man-
agers and recruiters (HR professionals) in the U.S. The survey was run in the
fall of 2023 with purchased participant panels from Qualtrics® (requesting HR
professionals with experience using HR-AI tools, and job seekers, defined as
participants who are currently seeking a job or have recently been on the job
market). Recruitment was undertaken by Qualtrics which sent out invitations
to all potential participants. The survey resulted in 329 valid responses from job
seekers and 107 valid responses from HR professionals.

Demographics

The participants on the job seekers side were overwhelmingly female (77% vs.
22% male and 2% non-binary/other). Thus, the sample includes a larger pro-
portion of female participants than the population being sampled. According
to 2023 data from the Bureau of Labor Statistics, around 55% of job seekers are
male, and around 45% are female (BLS, 2023). An explanation for this discrep-
ancy is that there is a general trend observed in online surveys where females
are more responsive than males (Rourke & Lakner 1989, Smith 2008). As there
were no significant differences between males and females in the responses
seen when we separated the results according to gender, the gender distribu-
tion of participants does not present a challenge.

6 https://www.qualtrics.com/.
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The detailed demographics of the participants are shown in table 2. About
two thirds of the participants were between 25-54 years old, about 5% between
18 and 24, and about 29% were 55 and older. The participants were predomi-
nantly white/Caucasian (77%). Black/African American participants made up
11% of the sample, Hispanic 6%, Asian 3%, and Indian American/Native Amer-
ican or Alaska natives another 3% and others 1%. The educational background
of the participating job seekers varied, with the majority having a 4-year or 2-
year degree. All HR professionals have had experience with HR-AI tools, and
we only included participants in this category who had at least a 4-year degree.
Most job seekers were currently looking for a job (67%). The others have recently
looked for ajob (33%). We did not include anyone in the job seeker category who
was not currently seeking a job or has not recently been on the job market.

Table 1: Demographics of participants

Demographics Job HR professionals Total
Seek- (109 total)
ers
(329
total)
Age 18-24 24 [¢] 24
25-34 55 27 82
35-44 69 49 18
45-54 65 19 84
55-64 64 12 76
Over 65 51 o] 51
Prefer not to say 1 o 1
Gender Male 70 44 14
Female 253 63 316
Non-binary/third 5 0 5
gender
Prefer to self- 1 o 1
identify
Prefer not to say o o o
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Demographics Job HR professionals Total
Seek- (109 total)
ers
(329
total)
Race African American 37 19 56
or Black
American Indian/ 9 4 13
Native American,
or Alasca Native
Asian 12 4 16
Hispanic/Latino 19 1 30
Native Hawaiian, 1 2 3
or Other Pacific
Islander
White or Cau- 264 79 343
casian
Other 3 2 5
Prefer not to say 1 o 1
Education Some high school 6 o 6
or less
High school gradu- | 54 o 54
ateor GED
Some College 77 73 150
2yeardegree 52 34 86
4 year degree 94 o 94
Professional de- 42 o 42
gree or graduate
degree
Other 3 o 3
Prefer not to say 1 o 1
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Survey Design

The survey contains 37 questions. The most relevant ones for this research are
shown in table 1. The complete list can be found in the appendix. Most of the
questions use a Likert scale of 1-5. Of these, 4 are attention check questions
for validation. Following questions determining whether the participants are
qualified for the study and demographic questions (Q1-Q8), we asked the par-
ticipants about their experience and opinions regarding Al and HR-AI-tools.
There are many different definitions of AI with no one settled standard. We
provided a brief definition for the participants to have a common understand-
ing of the concept for the purpose of this survey. In the survey, we explained to
the participants that we understand Artificial Intelligence (AI) as: “A machine-
based system that can, for a given set of human-defined objectives, make predictions,
recommendations or decisions influencing real or virtual environments”, using the
definition of the National Artificial Intelligence Initiative Act from 2020 (H.R.
6216). We explained HR-AI tools as “Al tools managing any part of an employee’s
life cycle (including recruiting and hiring)”. We then asked the participants to rate
their trust in Al in general (Q 9) and later their trust in HR-AI tools in par-
ticular (Q 15). Trust in HR-AI tools can be influenced by knowledge about use
of Al and previous experience of Al Therefore, the survey wanted to explore
first the participants’ knowledge of Al and then their previous experience with
Al All HR professionals had previous experience using HR-AI tools. This was
a requirement for participation, as we wanted to focus on their experience
as users knowingly using Al for their work. The same requirement was not
made for job seekers, as we assume that many are not aware of the use of
Al in HR. Therefore, Q11 specifically asks job seekers whether they were ever
told about the use of Al regarding an HR-AI tool and how important it is for
them to know Al is used (Q12). Building trust in HR-AI tools is likely based on
the lived experience of the users with the tools. We therefore also wanted to
explore the stakeholders’ overall experience using the tools or being affected
by them (Q 13, 14). To explore the perspectives of both stakeholder groups on
algorithmic audits, we first wanted to know how much they know about these
audits and what their experience with audits were (Q20, 21). We only asked HR
professionals about their experience with algorithmic audits, as job seekers so
far have very limited experience with algorithmic auditing.

The survey went through multiple iterations. In a pilot run, we tested a
survey version without any explanations of Al auditing. In this first sample,
most participants seemed to have not fully understood the concept of Al au-
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dits. Their answers showed several inconsistencies and were not useful. In ad-
dition, participants also seemed to just have randomly answered questions to
finish the survey quick. We adapted the survey accordingly and excluded data
of low quality. Following a second successful pilot run, the survey questions
were finalized. The most significant changes were adding an explanation of A
audits (Q19), and the addition of several validation questions (Q10, 16, 30 — see
annex). After initially asking about the knowledge about algorithmic audits, we
added a brief explanation of the basic concept and then continued with more
detailed questions. We gave an operational definition of the term AI audit in
Q19 by explaining: “Since AI does not always work as expected or intended, in some
cases, organizations audit AL, which checks to ensure that they comply with legal and
ethical standards.” This description aims to not lead the answers of the partici-
pants too much but still gives them a very basic understanding of the concept.
The question intends to elicit spontaneous reactions once the participants un-
derstand the basic concept. Validation questions have been shown to help im-
prove the quality of surveys (Abbey & Meloy 2017, Kung 2018). The validation
questions led to a significantly improved set of data.

Table 2: Survey Questions used in this study

Qo In this survey we understand Artificial Intelligence (Al) as Slider question
(scale of 1-5)
How much do you trust Artificial Intelligence in general?

Qn In our study we are examining Al tools used in Human Only forjob seekers
Resources. We understand Human Resource Al Tools (HR- Slider question
Al tools) as Al tools managing any part of an employee’s (scale of 1-5)

life cycle (including recruiting and hiring).
Were you told that Al was used in the application and
hiring process when you applied for jobs?

Q12 | Howimportantis it foryou to know if Al is used in the Onlyjob seekers
application or hiring process? Slider question
(scale of 1—5
Qi3 How was your overall experience using HR-Al tools as a Only HR
Human Resource Manager or recruiter? Slider question

(scale of 1-5)
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Q14 | How was your overall experience with HR-Al tools as a Onlyjob seekers

jobseeker Slider question
(scale of 1-5)

Q15 | How much do you trust Human resource Al tools?

Q17 | Haveyouever heard of Algorithmic auditing? Yes—No

Q18 | Haveyou heard of the New York City Law 144? Multiple Choice

Q19 | Since Al does not always work as expected or intended, Open text
in some cases, organizations audit Al, which checks to
ensure that they comply with legal and ethical standards.

How importantis it to audit Al, and when and how should
this be done?

Q20 | Haveyou ever worked with an HR-Al tool that has been Only HR
audited? Yes —Unsure —No

Q21 | Whatkind of audit was performed? Open text

Q22 | Howimportantare each of these aspects of audits of Al Slider question for
foryou? each (scale of 1-5)
(Safety and reliability of the Al tool, Legal compliance,

Discovering of bias, Potential harm to the public)

Q23 | Arethere otherimportant aspects of audits of Al for you Open text
that were not mentioned above? (Please explain)

Q24 | Whatlevel of trust would you have in HR-Al tolls in these Slider question for
different situations (HR-Al tool is not audited, HR-Al tool each (scale of 1-5
is self-assessed by the company, HR-Al tool is audited by
an external auditor)

Q35 | Please share any additional comments you have regard- Open text

ing audits of Al of Human Resource Al tools

Data Analysis

The data was analyzed by the first author, using Qualtrics, Excel, and ATLAS.ti’.

Statistical calculations

Aninitial data analysis was performed with Qualtrics. Some values were trans-

formed into percentages, and Excel was applied for the final charts and statistic

7
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calculations. For most statistical calculations, 2-tailed t-tests were performed
to determine the difference between the means of the two analyzed groups (job
seekers and HR-professionals). In section 3.2.1 (figures 9, 10), a Chi square test
was chosen as most appropriate as the data is categorical (Yes, No). There has
been a considerable debate among scholars whether Likert scales should only
be analyzed with non-parametric statistics, or whether they could also be an-
alyzed with parametric statistics, such as the t-test (DeWinter & Dodou 2010,
Huh & Gim 2025). Non-parametric tests seem the appropriate choice for ordi-
nal values, such as the Likert scale. Parametric statistics have, however, often
been used in social science research when the intervals have been deemed equal
and the sample size is large enough. Parametric statistics is seen as a pow-
erful and comprehensive method (Norman, 2010). Research has also shown
that both kinds of test mostly lead to similar results (DeWinter & Dodou 2010).
Many scholars therefore consider the use of parametric tests for Likert scales
as avalid choice (Norman 2010, Vieria, 2016). Following this approach, we ap-
ply parametric statistics like the t-test for our data, as our sample size is large
enough and the intervals in the Likert scale can be considered equal.

Qualitative analysis

ATLAS.ti was used for the qualitative analysis of the open-ended text ques-
tions. The method was inductive, using a reflective thematic analysis according
to Braun and Clarke (2021). The answers of both job seekers and HR profes-
sionals were coded by the first author. In a next step, codes were merged and
sorted. The data analysis by atlas.ai was then transformed into charts through
Excel. The second author supervised the data analysis and provided construc-
tive feedback on it throughout the process.

Findings

RO 1: Trust in Al and Trust in HR-Al Tools

Trustin Al

The overall trust in Al for all participants (figure 1) appears to be distributed
like a bell curve, indicating an almost normal distribution with a slight ten-
dency towards little or no trust. However, isolating the results for HR and for
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job seekers (figure 2) shows a stark difference regarding trust in Al tools for the

two groups.

Figure 1: Trust in Al of all participants

Trust in Al (in % of all participants)
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Figure 2: Trust in Al of different stakeholders
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Job seekers seem to have much more distrust in AI than HR managers and
recruiters. Job seekers echoed a bad feeling towards Al in some of their answers
to text questions in the survey.

Some stated, “I dow't agree with using Al at all”, “Al is a tool that is going to ruin
our world”, or “Al is too new to be trusted”. Another job seeker described in more

detail:
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I haven't been that impressed with Al. I've only seen it when I've asked questions on
Google and the answers it generates are very generic. | don't find it particularly help-
ful. limagine the same would carry over into human resource Al tools. For example,
I applied to a job and was rejected in the same time it took me to create the appli-
cation. | have to assume it was screened by Al. Some machine just decided based on
arbitrary information that | wasn't qualified without considering my overall appli-
cation. | tend to stay away from these systems if | can.

HR professionals did not add any additional general comments about Al in the
open-ended questions.

Overall, HR professionals have much more trust in Al in general than job
seekers. While more than 70% of HR trust Al in general, only about 21% of job
seekers do, while 47% have little or no trust in Al This is a remarkable difference
in the attitude towards Al. The average value for HR professionals regarding
their overall experience using HR-AI tools on a scale of 1-5 was 3.77 and only
2.58 for job seekers. A t-test for figure 2 was performed, showing a 2-tailed
significance of p<0.001.

Trust in HR-AI Tools

Knowledge of Job Seekers About Use of Al in Human Resources

The following graphs (figure 3 and figure 4) show how much knowledge job
seekers have about the use of Al in the application and hiring process and
whether they would like to know when Al is used in the process.

Figure 3: Knowledge of the use of HR-AI tool (job seekers)

Knowledge of Al used in
application and hiring (in %)
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Figure 4: Desire to know when Al is used (job seekers)
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The responses of the job seekers in figures 3 and 4 show that most job seek-
ers do not know or have very little knowledge about when and to what extent AI
is used in the application and hiring process but would very much like to know
when it is used. Around 60% found it important or extremely important. This
shows a large gap between the current situation and the desired information
job seekers would like to have.

Overall Experience Using HR-Al Tools
To understand the following graph (figure 5), it must be noted that, as ex-
plained above, it was a requirement for HR professionals to participate in
the survey to have used Al tools for HR, so the responses reflect the answers
from all participating HR professionals. Most job seekers had no knowledge
of whether Al tools were used or not, as shown above. The results shown in
figure s reflect the proportion of job seekers who have used Al tools or having
knowingly been subjected to them, which was about 40% of the participating
job seekers (130 of 329 job seekers).

The average value for HR professionals regarding their overall experience
using HR-AI tools on a scale of 1-5 was 4.1and only 2.85 for job seekers. A t-test
was performed for figure 5, showing a 2-tailed significance of p<0.001.
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Figure 5: Experience of stakeholders with HR-AI tools (HR profession-
als: n=107, Job seekers with experience: n=199)
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The experience of HR professionals was thus overall, much better than the
experience of job seekers who had knowledge about the use of Al tools in the
hiring process, with around 82% having a good or very good experience as op-
posed to only around 21% of the job seekers with similar good or very good ex-
periences. Job seekers who have used HR-AI tools are mostly neutral (46%) with
a tendency to a negative experience, though not an extremely bad one.

Trust of HR Managers and Recruiters and Job Seekers in HR-Al Tools

The trust in HR-AI tools of all participants (figure 6) is overall lower than in Al
in general (figure 1), with about half of the participants not trusting the tools or
only trusting them a bit. There is again a big difference between the trust HR
professionals place in HR-AI tools and the trustjob seekers place in these tools.
Looking at both, the experience of users with HR-AI tools and their responses
on how much they trust these tools (figure 7), shows that there is a high mis-
trust among job seekers but not so among HR professionals. While HR profes-
sionals generally trust HR-AI tools with an average of 3.83 points on the scale
of 1-5, the job seekers generally distrust the tools with an average of 2.27. A
t-test was performed for figure 7, showing a 2-tailed significance of p<0.001.
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Figure 6: Trust in HR-AI tools (all participants)
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Figure 7: Trust in HR-AI tools of different stakeholders
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Comparing the trust of both stakeholder groups in Al in general versus the
trust of Al in HR, there is an even more surprising difference notable. HR pro-

fessionals trust HR-AI tools slightly more than Al in general, while job seekers

trustit considerablyless. Thus, the stakeholders using the tool consciously gen-

erally trust it, while the stakeholders who are not in control of using it but who
are impacted by it tend to distrust it.
To find out whether the level of experience influences the level of trust, we

also looked at the difference between job seekers who have been aware of the

use of Al versus job seekers without such knowledge (figure 8). There is some
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difference noticeable. Job seekers with experience tend to trust HR-AI tools
more than the ones without. It is noteworthy though, that the percentage of
job seekers not trusting the tools at all goes down significantly with increased
experience. The average trust level of job seekers without experience is 2.29 and
the average trust level of job seekers with experience is 2.48. The t-test with re-
gard to figure 8 showed a 2-tailed significance of p=0.003.

Figure 8: Trust in HR-AI tools of job seekers
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RO 2: Knowledge about Algorithmic Audits, Experience with Audits

Knowledge about Algorithmic Audits and the New York City Law

Our survey shows that the participants of our survey overall know little about
algorithmic auditing (figure 9) (69% have never heard of it) and even less about
the New York City law bias audits (figure 10) (84% have never heard of it). There
is, however, a significant difference between job seekers and HR professionals.
While most job seekers have never heard of algorithmic audits (84%), most HR
professionals who use Al tools are aware of algorithmic audits (87%). The dif-
ference regarding the NYC law 144 is even more distinct. Of the job seekers 98%
have never heard of it, while 63% of the HR-mangers/recruiters have some or
good knowledge of it. Chi-square tests of independence showed that there was
a significant relation between stakeholder role and knowledge of algorithmic
audits and of the NYC law. The p-value is <o.001 for both tests. For the NYC
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Law results, the two columns indicating knowledge were aggregated, so the
comparison was between Yes and No responses.

Figure 9: Have you ever heard of Algorithmic auditing?
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Figure 10: Have you ever heard of the New York City Law 144?
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The results imply that there is a lack of information about algorithmic au-
dits in the public but that most HR professionals who use Al have atleast heard
about such audits.
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Experience with Algorithmic Audits

About half (51%) of the HR professionals indicated that they have worked with
HR-AI tools that have been audited, while 24% were unsure and 24% indicated
they had not. Of the HR professionals who have confirmed that they have expe-
rience with algorithmic audits about half (55%) answered our optional question
about what kind of audit was performed. The rest did not explain what kind of
audit was performed. The answers showed a full variety of audits (safety, secu-
rity, privacy, bias, compliance, ethics, tax, accounting, functionality, accuracy
and more) with no common definition. Many of them did not go into any de-
tail (“general run-of-the-mill audit”, algorithmic audit, general audit, “a thorough
one”) or said they were not sure what kind of audit it was, indicating some lack
of understanding of what the audit conducted was about. Some concentrated
on who conducted the audit (human, third party, naming a specific company).
Few provided more detailed descriptions. One HR professionals described the
audit in a vague way as:

We performed tasks and tests to see what the Al was scanning and basing its an-
alyzation on, making sure it complies with legal compliance, and making sure it
wasn't discriminating anyone based on different factors,

Another provides more details but still lacks specifics:

We perform audits of our learning models, our datasets, and our results versus man-
ual and more historic/traditional models.

Only a couple of participants named classic algorithmic audits like bias audits
(3 participants) or compliance audits (3 participants).

The results suggest that HR professionals notice the occurrence but not the
type of audit. It also is confirming that there are a variety of audits out in the
field. The concept of an algorithmic audit covers multiple aspects for our par-
ticipants and can vary from one another substantially. Overall, the results in-
dicate that there is no common understanding of what an algorithmic audit is
among HR professionals. Our findings show thatjob seekers in general have al-
most no knowledge regarding algorithmic auditing, and HR professionals have
abasicknowledge and some experience with them but mostly lack a deeper un-
derstanding.
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R03: Stakeholders’ Perspectives on Algorithmic Audits of HR-Al Tools

Importance of Algorithmic Audits

We asked the participants in question 19 how important they found it to audit
Al We expected that most respondents would find algorithmic audits impor-
tant but were interested in what different nuances their answers would show.
Several participants just echoed part of the definition, simply answered with
Yes’ or a similar answer, and did not come up with additional thoughts. Many
answered very vague. Others just simply indicated that it is important. How-
ever, there was an overwhelming majority of job seekers and HR professionals
who found audits very or extremely important.

Figure 11: Importance of Audits (n-261)

Importance of Algorithmic Audits - How often
mentioned (n-261)
It depends | 1
Not important N 11
Dontknow N 12
Important GGG 54
Veryimportant | 133
Extremely G 50
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Figure 12: Importance of Audits for different stakeholders (in %)
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Even though there are some slight differences in the degree of impor-
tance and there are more job seekers who do not know what to say, there
is no remarkable difference between the job seekers and HR professionals.
Both groups find the audits mostly very or extremely (including mentions
like crucial, vital, essential etc.) important (job seekers 70%, HR professionals
68%).

An additional comment emphasized the importance of audits in view of
the novelty of Al

It is extremely important, especially considering how early on we are with Al in the
grand scheme of things. It being used for business, particularly with human interests
inmind, it should be audited constantly. Used more as an assistant vather than a tool
to use on its own. (jobseeker quote)

Desired Frequency of Algorithmic Audits
In the same question, we asked how often they should be performed. The ma-
jority wanted them surprisingly frequently.
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Figure 13: Desired frequency of audits (147 mentions)
Desired frequency
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Like the importance of algorithmic audits, there is no substantial differ-
ence regarding the frequency of algorithmic audits. About half of both groups
want the audits all the time or frequently (Job seekers 52%, HR professionals
50%). The variations in the different categories are probably due to the low
number of mentions and therefore less remarkable. The overall trend is sim-
ilar.

A couple of participants suggested adapting the frequency over time and
depending on needs.

With Al being a relatively new tool for HR, | think audits are very important and
should be done at least once a hiring cycle. As the Al becomes more ‘experienced’ the
audits probably need to be done less frequently but since each business has its own
unique hiring practices and every position is different, audits should be required for
every position for several hiring cycles before the company can choose to decrease to
once or twice a year. (jobseeker quote)

Other Thoughts about Algorithmic Auditing

Human-in-the-loop

It was striking that many participants particularly mentioned that it should be
performed by humans, even though this was not included in the definition. It
came up 17 times by job seekers and once by HR professionals. Having a human
in the loop seems to be important.
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Performance of Audits

In addition, there were some quite thoughtful suggestions on how they
could be done. One jobseeker suggested that the AI decisions should be
checked manually to allow for some more flexible decisions, indicating that
a human touch is sometimes needed. Some suggest that people working in
human resource should check whether they would reach the same output,
and this should be done more frequently in the beginning and over time
less frequently. One participant recommends doing this as a ‘blind’ test. HR
professionals mentioned the independence of the auditor a bit more than job
seekers. They also had some more concrete ideas in what phases of the AI
lifecycle the audit should happen. One participant pointed out the auditing
is particularly important for human resources. The responses indicate that
the users asked in this survey find algorithmic audits in HR very to extremely
important, would appreciate frequent checks of algorithms through audits
and have some interesting ideas on how this could be done. Direct quotes
underlining this can be found in the annex.

Independence of Auditor

Another striking difference in our survey between HR professionals and job
seekers is the difference between the trust level in HR-AI tools depending on
whether they have been not audited (figure 14), self-assessed (figure 15) or au-
dited by an external auditor (figure 16).

HR professionals trust non-audited tools with an average of 2.68 while job
seekers trust them with an average of only 1.55. Self-assessed tools are trusted
with an average of 3.51 by HR professionals and with an average of only 2.39 by
job seekers, and tools audited by an external auditor are trusted with an aver-
age of 4.9 by HR professionals and 3.78 by job seekers. T-tests performed for
all three graphs showed a 2-tailed significance of p<o.001.

The trust HR professionals would have in self-assessment as opposed to job
seekers is surprising. It is also noticeable that HR have more trust in non-au-
dited tools than job seekers. Both groups have most trust in audits conducted
by an external auditor.

The findings underline that most of the stakeholders deem algorithmic au-
dits as quite important, stress values such as humans in the loop and indepen-
dency of the auditor and have concrete and thoughtful suggestions on how au-
dits could be conducted.
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Figure 14: Trust with no audits
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Figure 15: Trust with self-assessment

How much trust with self-assessment
(% of participant group)

500
39.3
400 340
300 —_— 24.3246
200 14.0 15.2 e
100 47 I I I 57
0.0 - —
1 2 3 4 5

Scale of 1-5 with 1=Not at all and 5=Extremely

m HR-professionals mJob seekers

9


https://doi.org/10.14361/9783839478431 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by-sa/4.0/

92 Standardization of Al Ethics

Figure 16: Trust with external auditor
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Discussion

Trust of Stakeholders in Al and in HR-AI tools

Our findings demonstrate that HR professionals trust Al in general and HR-AI
tools in particular substantially more than job seekers do. Job seekers show a
high amount of distrust towards the tools. This attitude shows some connec-
tion to their knowledge of and experience with AL

Trust requires knowledge and experience of the technology that should be
trusted. While HR professionals are using the Al tools directly and therefore
know when the tools are used, our survey shows that most job seekers do
not know when and how these tools are used even though they are directly
affected by the use. Current regulation like the New York City Law and the
European Al Act aim to fill the knowledge gap by requiring that the use of
Al in the hiring process should be made public, as detailed above. Such reg-
ulatory requirements seem to fill a need on the side of the stakeholders who
would like to be more informed. Due to the limited scope of the NYC law
these requirements will, however, not affect most job seekers in the US. The
literature has also shown that currently the NYC law is rarely applied and that
published audit reports lack accessibility and usability (Groves et al. 2024;
Wright et al. 2024). It would be desirable to provide more and widespread
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transparency for job seekers, similarly to the European Al Act. There were
some movements towards more transparency following the Executive Order
of the Biden administration 14110 regarding federal offices requiring them to
be more transparent (DOL 2024). As a suggested Promising Practice, federal
contractors should “provide advance notice and appropriate disclosure to applicants,
employees, and their representatives if the contractor intends to use Al in the hiring
process or employment decisions that allows individuals to understand how they are
being evaluated” (DOL 2024). This Executive Order is, however, not in effect
anymore.

More concrete and widespread regulation and standards expanding to the
whole nation and including the private sector would help the desire of users of
HR-AI tools to be better informed about the use of Al in employment decisions
and help protect them from adverse impacts.

There is a striking difference between the trust level of job seekers and HR
professionals regarding HR-AI tools. Of the two stakeholder groups job seek-
ers are much more vulnerable than the HR professionals as they are affected on
a more personal level. There is also a striking power imbalance in the relation-
ships between job seekers and HR professionals which is exacerbated using
advanced algorithms. While the workers are subjected to algorithmic manage-
ment, the managers are implementing the decisions (Jarrahi et al. 2021). Fur-
thermore, potential algorithmic discrimination can extend beyond traditional
power imbalances and create new unprotected, vulnerable groups, such as sin-
gle mothers, homeless people, or users who share a browser history (Rigotti &
Fosch-Villaronga 2024). This power imbalance and the vulnerability could ex-
plain a higher level of mistrust by job seekers as they face a higher risk, such as
the risk to be not hired or let go from their position.

As a first step, the use of Al should be made more transparent to allow all
stakeholders a better understanding and more experience with the use of Al
to allow for more calibrated trust in the future. As it is unlikely that there will
be appropriate regulation requiring more transparency in the near future, the
government, academia, and civil society should foster more education about
the use of Al to improve Al literacy. Improved Al literacy could lead towards
more calibrated trust.
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Knowledge about Algorithmic Audits and in particular Algorithmic Audits
in HR

The findings show that the knowledge about algorithmic audits is very sparse,
even though audits are aimed to help inform the public. Job seekers have almost
no knowledge about them, and even though many HR professionals claim to
know what they are, they seem to have little actual knowledge about how they
are conducted.

So far, not much research has been conducted regarding the communica-
tion of auditing results to users (Scharowski et al. 2023). As the literature points
out, there are some significant issues in making the results of audits public.
Wright et al. (2024) show the difficulties for users to find the publications of
conducted bias audits in New York. Our study also found that the knowledge
about the existing New York Law 144 is very limited. Regular job seekers have
hardly heard about algorithmic audits and even less about the NYC law. Hir-
ing managers and recruiters have some knowledge, but it is rudimentary. It
seems that there is a significant lack of communication regarding algorithmic
audits, even though job seekers and HR professionals expressed that they find
them important. To have users and the public benefit from AI audits they need
to be easily accessible and usable as Wright et al. (2024) point out. How this
could be achieved has so far been understudied. A study by Scharowski et al.
(2023) investigates the use of certification labels in an empirical mixed-method
study and concludes that they could lead to increased trust and willingness
to use Al especially in high-risk scenarios. As shown above, employment de-
cisions are considered high risk. The Responsible AI Institute has developed
a model for certificates for responsible Al (Casovan 2022) using a compara-
ble approach. Similar ideas have been around regarding the use of datasets,
such as the research regarding data nutrition labels that provide information
to dataset users to mitigate potential harm (Chmielinski 2022).

The ideas above can serve as raw models for the communication of Al au-
dits. Further studies are needed to see how these could be implemented and
how the acceptance would be.

Besides improving the way information about algorithmic audits is com-
municated, the government, academia, and civil society should also aim to im-
prove general information about the nature of algorithmic audits. Once the
general public has more knowledge about audits and what they can and can-
not do, they can ask for more algorithmic audits, and they will also know better
how to evaluate individual audits.
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Perspectives of Stakeholders and Importance of Algorithmic Audits

The comments to our open text questions clearly showed that users across the
board find algorithmic audits very if not extremely important and would sup-
port frequent audits conducted by humans.

So far, the perspective of HR professionals and job seekers regarding algo-
rithmic audits in human resource has not been explored in more depth and has
not been considered much. Some research regarding algorithmic audits intro-
duces the idea of including users in audits. This is mostly suggested in Al con-
tent moderation and social media (Lam 2022, Shen 2021). A comparable direct
input of users for the use of Al in employment decisions seems less applicable.
The concerns and worries of users in such decisions should, however, be part
of the discussion. As major stakeholders and the most vulnerable group, their
opinion and ideas should be more included in designing proper algorithmic
audits. This could happen in form of participatory design sessions where vari-
ous stakeholders are actively included in the design process of audits. Another
approach would be to use a value based design approach and inform the de-
sign of algorithmic audits by qualitative and quantitative research such as this
study. Our research shows that our participants had very concrete and creative
ideas. Furthermore, it seems that once users learn more about the concept of
audits, they find them useful. Our survey demonstrated that job seekers have
mixed experience with Al used in HR and would like to know more about the
use. Established algorithmic audits communicated to them in a proper way
could potentially improve their experience and increase trust. Many partici-
pants also stressed the importance of the human factor in the process. This
should be another consideration for designing audits in the future.

Limitations and Future Work

Amainlimitation of our research is that users of HR-AI tool do not know much
about algorithmic audits, and on the job seekers side they are not even always
aware of the use of Al in HR. It is difficult to receive substantial and useful
information about an area the respondent is unfamiliar with. This research is
meant as a first step towards exploring what users might feel about algorithmic
audits. It can so far only provide trends and first ideas to a very limited extent,
as audits of HR-AI tools are not common yet.
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Once algorithmic audits are more established and common, new studies
should explore what stakeholders think about algorithmic audits, and what de-
signs of such audits work, and which do not. Further studies could be done in
the form of participatory design, including all stakeholders in the discussion.
Future research should also extend beyond the field of HR to explore how dif-
ferent fields might need different approaches regarding algorithmic audits.

Conclusion

One key takeaway from our study is that job seekers have little to no knowl-
edge about the use of AI during the application and hiring process or through-
out their employment but would overwhelmingly like to know when Al is used.
HR professionals who consciously use Al tools and have some experience with
the tools have a higher trust overall in the tool. This could indicate that knowl-
edge and experience with Al tools could increase trust in the tools. Current
regulation aims to provide stakeholders with information about the use of Al
in HR but so far is only very rarely applicable and not widely used in the field.
We recommend further regulation, standards, and/or business best practices
to make the use of Al in HR transparent for all stakeholders. Once job seek-
ers have more information on the use of Al in HR and more experience with
it, it should be further researched whether this helps them trust the tools and
whether this trust is calibrated to the trustworthiness of the tool.

The surveyed stakeholders overall have a limited understanding of algo-
rithmic audits and have not heard much about the New York City Law 144 re-
quiring bias audits for automated employment decisions. While HR profes-
sionals have more knowledge about algorithmic audits, their understanding
of the concept is rudimentary and there is no common understanding of what
an algorithmic audit constitutes. More well communicated information about
algorithmic audits and the results of conducted audits is needed to provide
users with information that could influence their experience with and trust in
Al Our survey results indicate that further knowledge about what an audit is
and how it is conducted is important to stakeholders and has the potential to
affect their calibrated trust in the tools. Such information needs to be accessi-
ble, usable, and well communicated.

Once HR professionals and job seekers learn more about the concept of al-
gorithmic audits, they find them very if not extremely important. While most
are not sure how they should be conducted, they find that they should be per-
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formed frequently and thoroughly and should have a human element. Our re-
search shows that there is a wide interest in algorithmic audits once more in-
formation is available and that HR professionals and job seekers have creative
and thoughtful opinions regarding algorithmic audits. The voices of the stake-
holders should be heard to improve algorithmic audits in the future. It should
be further explored how these stakeholders’ opinions and concerns could be in-
cluded in the design of algorithmic audits to give them a voice in the process.
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Annex
Complete questionnaire
Question Kind of question
Q Do you have prior experience working as a Human-Re- Multiple choice
source manager or as a recruiter?
Q2 How many years of experience do you have as a Human- Multiple choice
Resource manager and/or as a recruiter?
Q3 In our study we are examining Artificial Intelligence tools Yes—No
used in Human Resources. We understand Human Re-
source Al Tools (HR-Al tools) as Al tools managing any
part of an employee's life-cycle (including recruiting, hir-
ing, onboarding, training, or promotional decisions).
Have you in your professional life used HR-Al tools?
Q4 Are you actively seeking a job, or have you recently been Multiple choice
on thejob market as ajob seeker?
Qs Whatis your age? Multiple choice
Q6 What is your gender? Multiple choice
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Question Kind of question
Q7 What is your race/ethnicity? Please select as many as Multiple choice
apply!
Q8 What is the highest level of degree or school that you Multiple choice
have completed?
Q9 In this survey we understand Artificial Intelligence (Al) as Slider question
(scale of 1-5)
How much do you trust Artificial Intelligence in general?
Q1o | How often have you used HR-Al tools in your position as a Slider question
Human Resource Manager or a recruiter? (scale of 1-5)
Qn In our study we are examining Al tools used in Human Only forjob seekers
Resources. We understand Human Resource Al Tools (HR- | Slider question
Al tools) as Al tools managing any part of an employee’s (scale of 1-5)
life cycle (including recruiting and hiring).
Were you told that Al was used in the application and
hiring process when you applied for jobs?
Q12 | Howimportantis it foryouto know if Al is used in the Onlyjob seekers
application or hiring process? Slider question
(scale of 1-5
Q13 | How was your overall experience using HR-Al tools as a Only HR
Human Resource Manager or recruiter? Slider question
(scale of 1-5)
Q14 | How wasyour overall experience with HR-Al tools as a Onlyjob seekers
jobseeker Slider question
(scale of 1-5)
Q15 | How much doyou trust Human resource Al tools? Slider question
(scale of 1-5)
Q16 | Please mark position four with the slider! Slider question
(scale of 1-5)
Q17 | Haveyouever heard of Algorithmic auditing? Yes—No
Q18 | Haveyou heard of the New York City Law 144? Multiple Choice
Q19 | Since Al does not always work as expected or intended, Open text
in some cases, organizations audit Al, which checks to
ensure that they comply with legal and ethical standards.
How important is it to audit Al, and when and how should
this be done?
Q20 | Haveyou ever worked with an HR-Al tool that has been Only HR
audited? Yes —Unsure —No
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Question Kind of question

Q21 | Whatkind of audit was performed? Open text

Q22 | Howimportantare each of these aspects of audits of Al Slider question for
foryou? each (scale of 1-5)
(Safety and reliability of the Al tool, Legal compliance,

Discovering of bias, Potential harm to the public)

Q23 | Arethere otherimportant aspects of audits of Al for you Open text
that were not mentioned above? (Please explain)

Q24 | Whatlevel of trust would you have in HR-Al tolls in these Slider question for
different situations (HR-Al tool is not audited, HR-AI tool each (scale of 1-5)
is self-assessed by the company, HR-Al tool is audited by
an external auditor)

Q25 | Howimportantisitto you that audits are mandatory? Slider question for

each (scale of 1-5)

Q26 | Howimportantis it to you that audits of Al are conducted Slider question for
by organizations that are required to meet established each (scale of 1-5)
standards?

Q27 | Whatis mostimportant for you regarding the Al auditor? Multiple choice

Q28 | Howimportantis it for you to understand how the audit Slider question for
of Al'is conducted? each (scale of 1-5)

Q29 | Howimportantis it for you that the audit explains the Al Slider question for
and its consequences? each (scale of 1-5)

Q30 | Whatdo audits of Al evaluate? Multiple choice

Q31 How would you like to see the results of an audit/certifica- | Multiple choice
tion? (You can choose more than one)

Q32 | Howdoyou think the audit report should be shared with Multiple choice
the public?

Q33 | Howimportantisitto you that it will be required that the Slider question for
audit results are shared? each (scale of 1-5)

Q34 | Howimportantis it for you to know what actions the Slider question for
company took in response to the audit? each (scale of 1-5)

Q35 | Please share any additional comments you have regard- Open text

ing audits of Al of Human Resource Al tools
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Quotes regarding the performance of audits

Quote1

It should be checked for reasonableness at least 50% of the time, by review-
ing the same material manually and see if the answers are the same as those
arrived at by Al. There could be some points that may have a "gray area” that
should not be interpreted strictly by the book. Al cannot determine these
"iffy" points. (jobseeker quote)

Quote 2

Itis extremely important to audit Al, Computer(s) can and do fail and often-
times need to be slightly reprogrammed for the original intent. This should
be done by a person who is looking to have the same output the Al is in-
tended for. As an example, if Al is working for HR, then someone who works
in HR should check frequently to ensure the Al is working as intended. |
would see this should be done around 50% of the time at the beginning, and
then less frequently if the Al appears to be working as intended. (jobseeker
quote)

Quote 3

| think it is very important because the decisions or advice given may not
comply with standards. | believe this should be done every time Al is used
to ensure its efficacy and areas of weakness. This will help evolve the tech-
nology until it is up to par with standard both legal and ethical. This should
be done with a group of individuals who do not know they are analyzing the
work of Al. A blind examination such as this can help prevent bias towards
technology of this kind. (jobseeker quote)

Quote 4

It needs to be constantly audited and by third party sources. Al can be ex-
tremely dangerous, especially if it is connected to external sources like the
internet or if it is taught coding. When these influences are introduced it’s
imperative thatassessments be made as often as possible to verify input and
output from the system as well as internal monitoring for processes being
done. (HR professional quote)

Quote 5

Auditing artificial intelligence is of great importance because as Al is widely
applied, reasonable regulations are needed to ensure its compliance. Au-
diting should be conducted during the development stage of Al, and an in-
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dependent auditing team should be established to maintain independence
from the developers and carry out objective audits. (HR professional quote)

Quote 6

I thinkitisincredibly important to audit Al, especially when it has to do with
HR. Human resources can carry vital information for individuals and if Al is
not frequently audited and kept working properly, important data could be
lost or leaked, and people can be put in danger. (jobseeker quote)
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To be Cared for or Deceived?

Operationalizing Ethics in the Case of Elderly Care Robots
under the European Al Act

Gaia Contu

Abstract: Does the use of social robots in elderly care constitute a form of deception to-
ward the individuals concerned? Focusing on the framework of the European Al Act, the
paper examines how such concerns can be practically addressed under Article 5 on pro-
hibited Al practices. Drawing on an analysis of the non-neutrality of technology in the
frelds of artificial intelligence and robotics, and referring to well-known cases such as
COMPAS and the Amazon recruitment algorithm, the study highlights the ethical rel-
evance of design choices in social robotics. It argues that ethical considerations are al-
ways present in technological development and must be operationalized from the earliest
stages of designing robots for elderly care. Through a theoretical investigation grounded
in Theory of Affective Coordination, pragmatism and relational ethics, the contribution
shows that social robots in elderly care ave not deceptive per se, and that potential risks of
deception can be meaningfully addressed through concrete design choices and appropri-
ate normative guidelines.

Keywords: Social robots; non-neutrality of technology; value-sensitive design; elderly
care robots; ethics of technology; Al act; robot ethics

Introduction

In a world where emerging technologies such as Al and robotics are rapidly
expanding and playing a crucial geopolitical and economic role, the European
Artificial Intelligence Act (European Commission 2024) represents one of the
first attempts to regulate a field that has typically developed in a legislative vac-
uum. This effort is significant, given that our relationship with technology is
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not occasional but an integral part of daily life. Smartphones can almost be
seen as extensions of human bodies; many people use large language models
like ChatGPT daily, construct identities and affective relationships through so-
cial media, wear smartwatches to monitor vital parameters, and artificial intel-
ligence is being used in socially relevant contexts such as healthcare and public
administration.

One sensitive domain where this issue warrants particular attention
is elderly care. The field is increasingly integrating digital tools, such as
telemedicine devices, to ensure high-quality care at home, particularly in
marginalized areas and for patients with limited mobility; at the same time,
a growing ethical concern relates to the use of robotic assistants (Sharkey/
Sharkey 2012, Anderson/Felzmann 2024). In fact, a rapidly developing area is
that of “Elderly Care Robots” (ECRs): robotic devices designed to support older
adults across a wide range of tasks, from providing physical assistance and
help with daily activities, to offering personalized support and even acting as
social companions to alleviate loneliness (Hoppe et al. 2020, Yen et al. 2024,
Ahmed [Buruk/Hamari] 2024). Among these, the most ethically controversial
use is arguably that of social robots. These machines are designed to sim-
ulate human-like interaction and characteristics, including language use,
appearance, and behavioral cues. This has led several scholars to question the
authenticity, reciprocity, and potential for deception in human-robot relation-
ships — particularly when the users belong to vulnerable populations, such as
children or the elderly (Sparrow/Sparrow 2006; Sharkey/Sharkey 2012; Turkle
2006; van Wynsberghe 2016).Thus, an ethical, social, and legal analysis is cru-
cial to protect vulnerable users and to provide clear guidelines and normative
boundaries for developers, users, and distributors of emerging technologies.

In this paper, I will explore how to integrate ethics and moral values into
technology, with a particular focus on robots designed for the care and com-
panionship of older adults. I will examine the phenomenon of human-robot
emotional attachment and the associated risk of deception. The topic will also
be addressed from a legal standpoint: according to Article 5 of the European
AT Act, Al systems that deploy manipulative or deceptive techniques to impair
user autonomy must be prohibited. Therefore, it becomes essential to deter-
mine whether social robots and Elderly Companionship Robots fall within this
regulatory scope.

To this end, the paper will proceed as follows. First, I will explore whether
and how ethics can be operationalized in technological design. This includes
demonstrating that technology is never neutral and that law, technoscience,

https://doi.org/10. inlibr - Open A


https://doi.org/10.14361/9783839478431 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by-sa/4.0/

Gaia Contu: To be Cared for or Deceived?

and ethics are deeply entangled. Drawing on the framework of Science and
Technology Studies (STS), the Social Construction of Technology (SCOT), and
feminist epistemologies, I will illustrate, through various case studies, how
technoscientific artifacts inevitably embed values, worldviews, and contextual
assumptions. Building on this, I will argue that it has always been possible
to shape technological development in alternative directions, countering the
myth of technological determinism. In particular, the framework of Value-
Sensitive Design suggests that not only is it possible, but indeed necessary,
to integrate specific human values into the design of technological systems.
Likewise, user-centered design provides concrete methodological guidelines
for moral inquiry, emphasizing the importance of incorporating the lived
experiences and perspectives of end users.

Having laid this groundwork, I will then focus on a case study concern-
ing social robots — specifically, Elderly Care and Companionship Robots. I will
begin by defining what constitutes a social robot and examining several docu-
mented cases of their deployment among vulnerable populations. To this end, I
will present a brief literature review of empirical studies evaluating the effects
of social robot use among elderly individuals, especially in care home settings.
Following this, I will engage with the common critique that social robots, by
mimicking social cues and emotional expressions, are inherently deceptive. I
will challenge this assumption by offering an ethical and epistemological anal-
ysis rooted in a relational understanding of mind and emotions. On this basis,
I will propose a revised definition of deception, one that is both theoretically
grounded and practically applicable. This reconceptualization will serve as a
foundation for outlining regulatory and design-oriented guidelines at three
levels, from the abstract to the concrete. I will argue for the need for targeted
field studies and suggest pathways for rethinking the design and legal fram-
ing of social robots in ways that protect users without necessarily hindering
innovation or production.

Background

The issue of guaranteeing a high quality oflife for the elderly constitutes a main
social concern. This is also stated by the third of the UN Sustainable Develop-
ment Goals (SDGs) (UN, 2015), which aims to promote social inclusion and to
ensure healthy lives and well-being at all ages, with particular attention to the
most vulnerable, including older adults. According to the WHO, in 2020 the
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number of people aged 60 years and older outnumbered children younger than
5 years, and by 2050 they will nearly double from 12% to 22% (WHO 2024). This
wing of population is particularly fragile not only for what concerns physical
illnesses, but also with regard to mental health: around 14% of adults aged 60
and over live with a mental disorder, and according to the Global Health Es-
timates (GHE) 2019, “these conditions account for 10.6% of the total disabil-
ity (in disability adjusted life years, DALYs) among older adults” (WHO, 2023).
This constitutes a critical healthcare problem according to the WHO definition
of health as a “state of complete physical, mental and social well-being” (WHO
1946).

Loneliness has a particular influence on the psychosocial well-being of the
elderly and is often identified as related to chronic illness and poor self-rated
health (Jané-Llopis/Gabilondo 2008). This condition might intensify in a socio-
economic context where increasing mobility often leads to a shortage in the
availability of family care (Hoppe et al. 2020), and where the growing elderly
population comes into conflict with the non-scaling nature of the human care
workforce (OECD, 2020).

Moreover, caregiver burden represents a significant yet often overlooked
issue. Informal care within families is typically characterized by silent, weari-
some labour, disproportionately carried out by women. As feminist scholars
have emphasized, this work is often taken for granted, socially and institution-
ally invisible, and marked by power asymmetries and a lack of formal recogni-
tion or support (Tronto 1993, Kittay 1999, Parks 2010).

In response to the needs of care and companionship in old age, increasing
attention is being devoted to the role of socially assistive robots, such as home-
care robots, personal assistance robots or companionship robots. These robotic
devices hold considerable potential: not only can they enhance care, providing
caregivers with practical support such as physical assistance, but also respond
to social needs and alleviate loneliness in the users (Ahmed [Buruk/Hamari]
2024, Yen et al. 2024). However, in order to be both effective and ethically ac-
ceptable, such technologies must be integrated thoughtfully, following a gen-
uinely human-centered approach. This requires careful consideration of moral
values and social impacts, as well as of legal boundaries and practical feasi-
bility. It also demands ongoing dialogue and collaboration among all relevant
stakeholders: final users, technical developers, engineers, policy makers, fam-
ilies and caregivers, healthcare personnel and other key actors.

But how is it possible to integrate the potential of social robotics with the
needs of vulnerable populations in the most ethical way possible? How can we
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truly develop ethical technologies, where the call for human-centeredness is
more than just a formal phrase? Is it really possible to embed ethical and hu-
man values into technology?

Is it Possible to Operationalize Ethics?

In fact, demanding that technology be “ethical” is a rather vague formulation.
What does it actually mean for a technology to be ethical? If we take the defi-
nition of ethics as a systematic discourse and philosophical analysis of moral
values — that is, of what is right or wrong, good or bad — we are immediately
faced with a situation of pluralism (Neri, 2020). Not only are there different
ethical approaches and frameworks, but on the moral level as well, values dif-
fer from individual to individual, are context-dependent, and are influenced
by culture, society, and other factors. So, when we call for ethicality of robots,
which values are we referring to? And where is the authority or final decision-
making power when it comes to evaluation?

To address this question in the context of Elderly Care Robots (ECRs), a pro-
cess of specification is necessary. We will therefore break down the overarching
question into the following sub-questions:

1. Cantechnology in general embody or integrate moral values?

2. How can such values be implemented or operationalized in technological
design and development?

3. Whois entitled to assess the ethicality of a technology?

4. Which specific values are at stake in the case of ECRs — and how can they
be assessed and implemented in practice?

In this section, we will address the first three questions, examining the issue
of how ethical values can be integrated into technology in general. In the fol-
lowing section, we will turn to the specific case of social robotics.

The Non-Neutrality of Technology

To answer the question of whether technology can embody or integrate moral
values (sub-question A), it is important to revisit the long-standing and influ-
ential view of technoscience as a value-neutral enterprise. The idea of science
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as an impartial, universal and objective endeavour remains popular today. In
school, we learn formulas as if they have always been set in stone, and we hear
about scientific discoveries and technological inventions as though their only
connection to cultural and social contexts is serendipity (Carrada 2005, Bucchi
2002). The image of science conveyed in public discourse, from the news to sci-
ence communication, is what Latour would have called ready-made science: cer-
tain, cold, unproblematic, its process of construction and stabilization sealed
within a black box. This stands in contrast to the more accurate and dynamic
concept of science in the making, which is open to controversy, uncertainty, rever-
sals, and mistakes, where truth and efficiency emerge through compromises
among relevant actors (Latour 1987).

Alongside this narrative of science, there persists a theoretical assumption
that scientific progress follows a linear, inevitable trajectory, largely uninflu-
enced by cultural, sociopolitical, or geographical contexts. This view is called
scientific “determinism” or “inevitability” and comprises the idea that technol-
ogy develops independently of society and, rather than being shaped by it, de-
termines the course of social development. (Bijker 2009). This idea originates
from the 1922 essay by William Ogburn and Dorothy Thomas, Are Inventions
Inevitable? A note on social evolution, where they argued that revolutionary in-
ventions are simply the inevitable outcome of cultural and technical compo-
nents. As they put it: “Given the boat and the steam engine, isn't the steam-
boat inevitable?” (Ogburn & Thomas 1922, Huyskes 2025). This deterministic
view continues to shape how emerging technologies are understood and de-
veloped. In the case of robotics, for example, there is a widespread view that
imagines a linear and necessary trajectory of progress leading toward a very
specific prototype: humanoid robots (with masculine body design), equipped
with artificial consciousness or artificial general intelligence, and potentially
destined to rebel againsthumans. This image, popular in the West, is shaped by
deep-rooted cultural and literary narratives, and it powerfully influences our
collective imaginary (Allen [Wallach/Smit] 2006, Van Grunsven 2022). In par-
allel, is also common the perception of technology, including Artificial Intelli-
gence, as unbiased, objective, and even superior to fallible human judgment.
In the words of sociologist Ruha Benjamin, in fact, “many industries and orga-
nizations well beyond health care are incorporating automated tools, from ed-
ucation and banking to policing and housing, with the promise that algorith-
mic decisions are less biased than their human counterpart.” (Benjamin 2019).
Indeed, a great deal of technology has been introduced precisely to compen-
sate for human error and limitations: from recruitment tools such as the robot
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Tengali, originally marketed as an unbiased interviewer’, to Diella, the Albanian
virtual minister created with Al in 2025 to fight corruption®.

Yet, a more critical look reveals that this deterministic, objective, and neu-
tral narrative of scientific progress has been challenged and largely abandoned
within the academic communities of social sciences, philosophy of science, and
science and technology studies for nearly 60 years.

STS, SCOT and Feminist Epistemologies

From the 1970s onward, the doctrine of technological determinism and the the-
sis of scientific neutrality and universalism began to show descriptive fragility,
and its assumptions have been critically challenged. Technological determin-
ism was argued to be a poor research strategy because it entails a teleological,
linear, and one-dimensional view of technological development,

In its place, research approaches have proliferated in which the social
dimension of knowledge plays a central role (Bucchi 2002, Bijker [Hughes/
Pinch] 1987; Huyskes 2025). The firsts were the Science-Technology-Society
(STS) movement and the Sociology of Scientific Knowledge (SSK), which
began to investigate scientists’ social responsibilities, demonstrating that
technologies are shaped by social practices and decisions and supporting
the view of a coevolution of technoscience and society (Keulartz et al. 2004,
Bijker 2009). These technology studies replaced the old deterministic view
with a more constructivist approach, which sees technological artifacts as
“the outcome of negotiations, in which many diverse actors are involved.” In
this approach, “there is rarely one single path of development but rather a
number of potentially viable alternatives [...], not completely autonomous at
all, [...] but rather a fairly random result of social interactions” which “require
particular role patterns and lay down a specific ‘geography of responsibilities.”
(Akrich 1992, Keulartz et al 2004)To strengthen this critique of technological
determinism, it was necessary to show that the workings of technology were
socially constructed, with an emphasis on the social (Bijker 2009, Keulartz et
al 2004). This contribution came from two main frameworks: SCOT (Social
Construction of Technology), in which the contributions of STS and SSK have
converged, and Feminist Epistemologies.

1 https://www.tengai-unbiased.com, accessed in Feb 2022.
2 https://www.theguardian.com/world/2025/sep/11/albania-diella-ai-minister-public-
procurement.
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The SCOT movement aimed to unveil the role of “relevant social groups”,
“interpretive flexibility”, “stabilization”, and “closure” in technological devel-
opment. To illustrate these concepts, Bijker uses the bicycle as a case study. He
demonstrates that the design of the bicycle — far from being the result of a
linear, inevitable, or purely technical process — evolved through complex so-
cial negotiations among diverse groups, such as bicycle producers, young ath-
letic ordinary users, women cyclists, and anti-cyclists. Each group attributed
different meanings to the technology: men saw it as a symbol of power, while
women faced practical barriers like clothing constraints. These conflicting in-
terpretations led to design changes, such as the introduction of pneumatic
tires to enhance safety and comfort, and to the dominance of one model over
others (Bijker 1995). To this critique, feminist epistemologies added the crucial
insight that technological development not only integrates society but also re-
flects and reinforces its underlying power structures. Feminist scholars have
shown that the so-called “universal subject” of science — assumed to produce
objective and universally valid knowledge — was, in fact, neither universal nor
neutral. Rather, it was a highly specific subject, situated in time, space, class,
ethnicity, and gender. Typically, this subject was male, white, middle- or up-
per-class, and Western. This positionality inevitably shaped the production of
scientific and technological knowledge.

For example, the case of the contraceptive pill reveals how technology
embodies and reproduces gendered hierarchies and power relations. The
development and deployment of the pill were influenced not only by scientific
and medical agendas but also by social assumptions about female bodies,
reproductive control, and gender roles. As discussed by Keulartz et al., if on
the one hand the pill could be considered an emancipatory technology, on the
other it continued to assign reproductive responsibility primarily to women,
naturalizing this asymmetry through its design (Oudshoorn 2003, Tripaldi
2023, Keulartz et al. 2004). Moreover, the pill exposed women to health risks
deemed unacceptable for men, using biological framings to obscure social
choices and normatively charged evaluations (Oudshoorn 2003). Feminist
epistemologies reveal how such technologies are products of androcentric
knowledge systems, defining whose bodies are regulated and how. It is also
noteworthy that not only the pill reflected existing norms but also actively re-
shaped norms, transforming the moral understandings of sexuality, altering
practices, expectations, and responsibilities (Keulartz et al. 2004).

The same mechanism of integration of social injustices into technoscience
does not only affect women, but also other marginalized groups, such as non-
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white ethnicities or lower social classes. For example, in healthcare, pulse
oximeters have been shown to be less accurate for Black patients because they
were primarily designed and adjusted using lighter skin tones: an implicit
bias that can affect life or death. (Al-Halawani et al. 2023). Or again, in urban
design, the famous and still debated bridges built by architect Robert Moses
in Long Island during the 1930s-1940s were so low that public buses could
not pass underneath, effectively excluding poorer, often Black communities
from certain areas (Winner, 1980; Huyskes, 2025). The examples of exclusions
and practical damages are countless: from clinical trials where women are
underrepresented — leading to results calibrated on the male physiology and
thus often ineffective or harmful for female patients — to car crash tests based
on male body, resulting in a higher likelihood of severe outcomes for women,
as well as bulletproof vests and even office temperature settings, all originally
designed around male standards (Criado Perez 2019).

The partial and exclusionary framing of technoscientific endeavour, which
systematically excludes portions of the population from participating in the
construction of knowledge, is therefore not only morally unjust, but has prac-
tical consequences and is epistemically limiting. When scientific and techno-
logical development is shaped by a limited set of social experiences and values,
the resulting outputs are ineffective or even harmful for large segments of the
population (Harding 1986; Grasswick 2018).

This dynamic becomes even more evident in the case of Artificial Intelli-
gence and digital technologies, where the societal implications of biased data
and exclusionary design perspectives are integrated and amplified (Bartoletti
2020; Huyskes 2025).

Digital Technologies as a Lens to Read Embedded Values

Around the late 2010s, particularly in the United States, a series of troubling
cases involving algorithms, software, and digital technologies began to draw
public and academic attention. While these technologies were introduced with
the stated aim of overcoming human limitations — such as bias in hiring, risk
assessment in the criminal justice system, or public housing allocation — they
often produced outcomes that were deeply problematic.

In 2018, Joy Buolamwini, an African American researcher at MIT, dis-
covered that the facial recognition software she was working on failed to
accurately recognize her face. Further investigation revealed a significant
disparity: while the maximum error rate for light-skinned males was just
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0.8%, this increased dramatically for other demographic groups. The most
misclassified group were dark-skinned females, that faced error rates of up to
34.7% (Buolamwini and Gebru 2018). Disparities like these can carry serious
consequences, particularly when facial recognition technologies are used in
sensitive domains like law enforcement, where misidentification can lead to
wrongful arrests or deportation. Similarly, in 2016, an investigative report by
ProPublica revealed that U.S. courts were using an algorithm known as COM-
PAS (Correctional Offender Management Profiling for Alternative Sanctions)
to estimate the risk of criminal recidivism. Based on a dataset of over 10,000
defendants, the investigation found that the software falsely predicted a high
risk of recidivism in 45% of Black defendants—nearly double the rate for white
defendants (23%), who were instead more likely to be incorrectly classified as
low risk (Angwin et al., 2016). The algorithm was not only ethically unjust but
also epistemically flawed and technically ineffective, exhibiting low predictive
accuracy. In another example, Amazon ran an Al-based recruitment trial in
2014 to streamline hiring processes. By 2017, it was discontinued after the
algorithm was found to systematically disadvantage women (Dastin, 2018).

In these cases, it becomes particularly evident how Artificial Intelligence
both integrates and reproduces existing social dynamics. In all three of the
previously mentioned cases, the discriminatory outcomes were not simply
incidental but rather emerged directly from the type of AI technology em-
ployed: supervised machine learning models trained on real-world social
data. In supervised machine learning, neural networks are trained on large
datasets and learn to recognize patterns by adjusting internal parameters to
minimize prediction errors across labelled examples. Once these statistical
regularities are identified, the model uses them to make new decisions and
perform future tasks. However, in this workflow, the model can encode and
amplify existing patterns of bias in the training data, also because it identifies
correlations without understanding the underlying causes or broader social
contexts (Barocas [Hardt/Narayanan] 2023). Moreover, this process is often
opaque, even to the developers themselves, making it difficult to identify or
mitigate discriminatory outcomes.

In the case of facial recognition, for instance, training datasets were
predominantly composed of lighter-skinned individuals (79.6% in IJB-A and
86.2% in Adience), leading to biased performance (Buolamwini and Gebru,
2018). In the COMPAS and Amazon cases, the training data itself was histor-
ically biased, rooted respectively in a long legacy of discrimination against
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African American communities in the justice system and gender disparities in
the tech labor market.

A similar dynamic can also emerge from the choice and selection of proxy
variables. For instance, Obermeyer et al. (2019) found that a widely used al-
gorithm in the U.S. healthcare system predicted patients’ health needs based
on past health expenditure. Because less money is typically spent on Black pa-
tients with the same medical needs as white patients, the software consistently
underestimated the needs of Black individuals. As a result, the number of Black
patients eligible for extra care was reduced by over half compared to those who
would have actually needed it (Obermeyer et al. 2019; Benjamin 2019).

Some biases may emerge from the very structure of the algorithm, inde-
pendent of the data it processes: for instance, in collaborative filtering systems
like those used by Netflix or Amazon, specific algorithmic design choices can
lead to biased recommendation patterns. Statistical biases — such as the cold-
start problem, popularity bias, and homogenization bias — can directly produce
discriminatory outcomes by reinforcing existing stereotypes or systematically
favoring content associated with majority groups. This is also evident in the
case of search engines, where such biases can result in the preferential rank-
ing of commercial entities or businesses from dominant groups, with tangi-
ble economic consequences. (Stinson 2022). Importantly, this mechanism op-
erates even at the foundational level of algorithmic design. The development
and architecture of any algorithm — like that of any technology — inevitably
reflect human decisions, which are inherently situated and partial (Thaler &
Sunstein, 2009). A striking example emerges when Al is applied to the legal
domain. Here, attempts to formalize law into machine-readable code require
interpretative decisions that become hardcoded into the system, effectively ex-
cluding alternative legal interpretations. As Surden (2017) argues, law is inher-
ently interpretive, and the process of translating legal norms into code is never
neutral. On the contrary, it necessitates selecting specific legal approaches,
assumptions, and values. Even seemingly technical design choices — such as
making court documents publicly searchable — reflect value-laden trade-offs,
often balancing transparency against privacy. The integration of worldviews,
goals, and power relations into technological design is also evident in the field
of robotics. When we design a robot, we inevitably make decisions about aes-
thetics, form, functionality, and even moral behavior. These decisions are never
entirely neutral or purely technical. Even when we consider only the aesthetic
dimension, the dominant prototype in robotics tends to reflect a male-coded
body, while alternative designs are often hyper-sexualized representations of
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female forms. This becomes even more evident in the case of sex robots, where
the function, features, and appearance are simultaneously technical and ethi-
cal, shaped by deeply rooted sociocultural influences (van Grunsven/van Wyns-
berghe 2019, van Grunsven [Stone/Marin] 2024).

Algorithms and robotic systems clearly show how technology incorporates
existing social patterns, inequalities, and normative choices at multiple levels,
in various forms, and across a wide range of domains: from the tech indus-
try to the legal system, from healthcare to entertainment. The problem is even
greater considering that these socially shaped systems are developed under a
narrative of neutrality, which conceals their value-laden nature.

The Implementation of Moral Values into Technological Design

Returning, then, to the question of whether technology can embody or inte-
grate moral values, an affirmative answer is logically entailed. As we have seen
in the previous sections, technology not only can integrate moral values, it also
cannot not do so. In other words, it is inherently imbued with values by its very
nature. If the technoscientific process is intrinsically value-laden, and if tech-
nological outcomes are not predetermined — as extensively argued by anti-
deterministic and social constructivist approaches — then this opens up a sig-
nificant space for human agency in shaping technological development. It be-
comes not only possible, but also unavoidable and necessary to make delib-
erate decisions about which values should be embedded within technological
systems.

We thus arrive at the sub-question B: how can such values be consciously
implemented or operationalized in technological design and development? To
this end, philosophical and ethical reflection assumes a central and guiding
role.

Value-Sensitive Design, Care Ethics and User-Centered Design Approach

One of the earliest approaches to advocate for the possibility of actively in-
tegrating specific values into technological design and engineering is Value-
Sensitive Design (VSD), defined as “a theoretically grounded approach to
the design of technology that accounts for human values in a principled and
comprehensive manner throughout the design process” (Friedman and Kahn
2003, van Wynsberghe 2012). Friedman and Kahn criticize approaches that
treat ethics as a marginal or after-the-fact concern in technological develop-
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ment as insufficient. Instead, they advocate for the systematic integration
of fundamental human values — such as human welfare, ownership and
property, privacy, freedom from bias, universal usability, trust, autonomy,
informed consent, accountability, identity, and environmental sustainabil-
ity — from the early stages of the design process. To this end, their VSD
methodology proposes an iterative and integrative process that integrates
conceptual, empirical and technical investigations. The conceptual component
uses philosophical analysis to clarify how values are supported or diminished
by technological designs, who is affected, and how trade-ofts among compet-
ing values should be navigated in the design. The empirical investigation draws
on social science to understand how people experience and interpret those
values. The technical part assesses existing or potential technological solutions
in terms of their capacity to uphold or undermine those values (Friedman and
Kahn, 2003).

A particularly relevant variant of Value-Sensitive Design (VSD) can be
found in the field of robotics, especially in the context of robots designed for
the care of vulnerable populations: the Care-Centered Value-Sensitive Design
(CCVSD) (Van Wynsberghe, 2012). Drawing on the philosophical framework
of care ethics, van Wynsberghe applies the values identified by care ethicist
Joan Tronto — attentiveness, responsibility, competence, and reciprocity
(Tronto, 1993) — to the domain of elderly care robotics. This approach explores
how these values can be operationalized within different robotic designs. In
particular, the focus is on making each issue more specific and less abstract,
taking into consideration various factors such as context (place), the actors
involved, the care practices (e.g., lifting, bathing, feeding, delivery of goods,
social interaction), the type of robot (assistive, enabling, replacement), and the
manifestation of moral elements. A paradigmatic example of CCVSD is the
practice of lifting elderly patient with low mobility, traditionally treated as a
purely technical or engineering task. Yet, as van Wynsberghe illustrates, lifting
is ethically charged: it occurs at a moment of maximal patient vulnerability
and can result in feelings of objectification. This practice comprises value-
laden and sensitive actions like eye contact that are integral to establishing
and maintaining a bond of trust and preserving the patient’s dignity (Van
Wynsberghe, 2012). It is therefore possible to consider this ethically relevant
practice right from the initial stages of design and functionality choices. When
lifting is entirely delegated to autonomous robots (e.g., RIBA), these relational
cues are often lost. In contrast, one can choose to favor the creation and use of
enabling technologies, such as exoskeletons, which allow the caregiver to pre-
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serve the ethical sensitivity of the practice (ibd.). However, if moral evaluation
is context-specific, dependent on the individual characteristics of a patient
and shaped by cultural variation, pluralistic values, and situational nuance,
then a central question emerges: who decides which values are embedded in
the technology? We thus arrive at the sub-question C, namely who is entitled
to assess the ethicality of a technology.

A deeply rooted view in Western philosophy holds that the final say in ethi-
cal decisions belongs to the citizens directly affected (Dewey 1927, Arendt 1958,
Rawls 1993). Only those who live the problems have the experiential standpoint
needed to judge them, and only their participation can make science and tech-
nology genuinely democratic.

This is where methodological frameworks such as the User-Centered De-
sign (UCD) become crucial. UCD encompasses approaches such as participa-
tory design and co-design, which aim to include stakeholders, and especially end-
users, throughout the design process (Sanders & Stappers, 2008). In this view,
the active engagement of users is not merely a desirable feature but a neces-
sary condition for ensuring that the technology remains truly human-centered
(Gould/Lewis, 1985). By involving users through iterative cycles of co-construc-
tion, these approaches help to align technical functionalities with the lived val-
ues, concerns, and actual needs of end users. Many studies in healthcare show
that integrating patient feedback is key to improving services (De Rosis [Ferre/
Pennucci] 2022).

In this way, the dimension of public trust and consumer adoption can be di-
rectly connected to that of moral reasoning. On one hand, the social acceptance
of atechnologyis a pivotal forits success and long-term adoption. On the other,
listening to end-users’ voices serves to operationalize a range of ethical frame-
works: from consequentialist ethics, where moral evaluation is based on pro-
moting the greatest well-being for the greatest number (Neri 2020), to the rela-
tional and non-hierarchical approach of care ethics (Gilligan 1977, Botti 2015),
to the mutual and dynamic processes addressed in pragmatist ethics (Keulartz
et al., 2004), and even to non-paternalistic, self-defined forms of deontolog-
ical reasoning. Importantly, this approach can also inform legal and regula-
tory frameworks. By grounding regulation in bottom-up evaluations and user
participation, it can offer concrete guidance for policies that reflect real-world
contexts and ethical concerns (WHO, 2007).

https://doi.org/10. inlibr - Open A


https://doi.org/10.14361/9783839478431 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by-sa/4.0/

Gaia Contu: To be Cared for or Deceived?

Operationalizing Ethics in the Case of Elderly Care Robots

After examining how technology in general can embody or integrate moral val-
ues, with a focus on various cases of Al and robotics, we have outlined several
approaches for implementing such values in technological design and devel-
opment and identified who should have the final say in the ethical assessment.
With this foundation, we can now return to the specific case of robots for el-
derly care. There remains, in fact, the final and central sub-question D: which
specific values are at stake in the case of Elder Care Robots (ECRs), and how can
they be assessed and implemented in practice? To this end, the discussion will
be divided into three parts. First, we will define what social robots and elderly
companionship robots are, providing a general overview along with a review
of their documented effects. Second, we will address the question: what does
it mean for ECRs to be “ethical”? Finally, we will explore how such ethical con-
siderations can be implemented in legal and regulatory frameworks.

Social Robotics and Robots to Combat Loneliness

Robots are currently among the most widely discussed and anticipated
technological innovations, both in Western and Eastern contexts. In public
discourse and the collective imagination, they are often seen as symbols of
progress and future potential (Alnajjar et al. 2021). Originally designed to carry
out physical tasks, robots are now increasingly being developed to engage in
social interaction. One of the most sensitive and pressing social needs today
is companionship, particularly for vulnerable groups such as the elderly. In
response, growing attention is being directed toward the development of
“companion robots”, leading to the emergence of a dedicated and rapidly
evolving field: social robotics. Social robots are “a new class of machines de-
signed to function as ‘social partners’ for humans” (Damiano/Dumouchel,
2020). They are used in a wide variety of contexts: wellbeing, education,
socialization, healthcare, disability assistance, elderly care, motivation and
behavioral influence, rehabilitation, entertainment, navigation and guidance,
shopping, and general assistance (Ahmed [Buruk/Hamari], 2024). They have
proven particularly effective in contexts where human companionship is un-
available or limited (e.g. during pandemics) or in contexts where individuals
are socially isolated because of physical or mental conditions (ibd.). The cen-
tral strategy of social robotics is to create “socially interactive robots” (Fong
[Nourbakhsh/Dautenhahn] 2003), meaning robots capable of generating a
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believable social presence. This is defined as the robot’s ability to give users
the “sense of being with another” (Biocca et al., 2003) or the “feeling of being
in the company of another” (Heerink et al., 2008). Achieving this involves
transferring and adapting features of human face-to-face social interaction
to human-robot interaction. One of the most crucial features is the ability to
communicate through emotion (Damiano/Dumouchel, 2020). To this end,
social robots are often equipped with advanced capabilities that enable them
to foster deep emotional connection and facilitate social engagement, while
also assisting with practical tasks (Ahmed [Buruk/Hamari], 2024). These
characteristics do not necessarily need to be human-like. According to Fong
et al. (2003), social robots can be categorized based on their appearance and
features into four main types: anthropomorphic (human-like), zoomorphic
(animal-like), functional (machine-like), and caricatured (object-like) (Fong et
al. 2003, Ahmed [Buruk/Hamari] 2024). What makes a robot socially effective
is not its resemblance to a human, but rather its capacity to trigger certain
innate human responses. As Sherry Turkle explains, robots can activate our
“Darwinian buttons”, for example, by making eye contact, which causes people
to respond as if they were engaging in a real social relationship (Turkle 2007).
Designers often include features like large eyes and rounded heads to resem-
ble infants. According to Konrad Lorenz, founder of ethology, such “baby-
like” traits instinctively elicit tenderness and care from humans (Lorenz, 1970.
Kaplan 2001). Some well-known social robots include Nao, Pepper, Buddy,
Jibo, and Amazon’s Astro: Nao is a small humanoid robot used mainly in
research, education, and therapy, capable of speech, movement, and emotion
recognition; Pepper, also from SoftBank, is designed to detect emotions and
interact socially, and is widely adopted in research and pilot programs. Buddy
is a friendly home companion with an expressive screen face, helping with re-
minders, entertainment, and social connection; Jibo and Astro, both aimed at
private home use, combine features like voice interaction, mobility, and social
presence — though with mixed commercial success. These robots can foster
social presence, empathy, and contextual awareness. They often respond to
voice, recognize faces, interpret emotions, and support users in both practical
and emotional ways (Ahmed [Buruk/Hamari] 2024).

The field of social robotics for the elderly seeks to address the challenges
posed by the aging population, shortages in care services, and the increasing
burden on caregivers, as ensuring a high quality of life for older adults has be-
come an increasingly important priority (WHO 2024). In this context, robots
have been developed to assist with a wide range of tasks: physical support
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(e.g., lifting, mobility aid), housework, guided physical exercise, cognitive
assistance (e.g., reminders), and telemedicine (Hoppe et al 2020, Ahmed et al
2024). However, one of the most widespread and often overlooked issues in
elderly care is social isolation, which is strongly linked to poor mental health
outcomes such as depression, anxiety, and cognitive decline (Jané-Llopis/
Gabilondo 2008, Yen et al. 2024). This is where Elderly Companionship Robots
(ECRs) come into play. These social robots aim to alleviate loneliness by pro-
viding interactive, emotionally supportive presence. A particularly researched
subgroup within elderly care is individuals living with dementia, for whom a
wide variety of robotic devices have been developed. Examples include Paro, a
baby seal-like robot covered in soft fur that reacts to touch and sound; Hyodol,
a doll-like companion robot widely used in South Korea, even with cognitively
healthy older adults; and animal-like robots such as the robotic dog Aibo and
the Joy-for-All cat. Studies have shown positive outcomes, including reduced
loneliness, improved communication, and emotional engagement (Tamura et
al. 2004, Sharkey/Sharkey 2012, Robinson et al. 2013, Lee et al. 2023, Yen et
al 2024). Similarly, studies on Aibo report comparable emotional benefits to
those seen with real animals (Collins [Millings/Prescott] 2013). The same robots
are also used in therapy with cognitively healthy older adults, where they serve
as tools for stimulation, interaction, and emotional support. These include
humanoid robots such as Nao and its therapeutic version Zora, Pepper, Aibo,
and many others. Research suggests that these robots can support wellbeing,
stimulate conversation, and help reduce feelings of isolation and anxiety, at
least in the short term (Skarkey/Sharkey 2012, Anderson/Felzmann, 2024).
For instance, a randomised controlled trial in a New Zealand care facility
found that interactions with Paro significantly reduced loneliness compared
to usual activities or even a resident dog. Residents engaged in more physical
interactions and discussion, and Paro also appeared to act as a social catalyst
within the group (Robinson et al. 2013).

However, evidence is mixed. While several narrative and qualitative re-
views highlight clear psychosocial benefits, especially in terms of engagement,
emotional expression, and reduced use of medication, some meta-analyses
have found no statistically significant effects on outcomes such as quality of
life or depression (Pu et al. 2019, Lu et al. 2021, Anderson/Felzmann, 2024).
This may also be due to the inherent difficulty in detecting such effects through
standardised measures, as highlighted by several narrative and qualitative
analyses that instead report perceived benefits (Pu et al., 2019). Moreover, the
biggest challenge regards long-term outcomes: for example, the study by Lee
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etal. (2023) on Hyodol showed reduced depressive symptoms at three months,
but no lasting effect at six, and some Japanese reports describe a rapid decline
in users’ interest over time (Sharkey/Sharkey, 2010).

How Can Companion Robots be Ethical?

Despite potential benefits, social robots have raised significant concerns
among scholars, especially for what concerns the formation of affective bonds
in human-robot relationship. What happens when our parents or grandpar-
ents become emotionally attached to robots that, at least prima facie, cannot
genuinely reciprocate their feelings? Do the abovementioned features of
social robotics (such as human-like appearance and behavior, the ability to
evoke tenderness, personalized memory, and kind, believable speech) not
only enhance user engagement but also involve a form of deception? Is it
ethical to design companion robots with the specific aim of eliciting affective
attachment, especially in vulnerable users like older adults?

The Accusation of Deception

When discussing ethics in the context of social robots, particularly companion
robots, the specific moral values at stake are typically those related to human
dignity, affective reciprocity, and the risk of emotional deception or manip-
ulation. These moral values lie at the heart of a complex and ongoing ethical
debate, with many scholars arguing that the use of social robots in vulnerable
contexts, such as elderly care, is problematic. Among the first and most influ-
ential critiques is that of Sparrow and Sparrow, who argue:

“Any beneficial effects of robot pets or companions are a consequence of de-
ceiving the elderly person into thinking that the robot is something with
which they could have a relationship. [...] We believe that it is not only mis-
guided, but actually unethical, to attempt to substitute robot simulacra for
genuine social interaction.” (Sparrow/Sparrow 2006)

Their position reflects a broader deontological perspective, concerned with
authenticity, truthfulness, and respect for human dignity. Similar arguments
have been developed by many others. For instance, Sherry Turkle, based on ex-
tensive empirical and theoretical work, including case studies of older adults
interacting with social robots, has raised critical concerns. She asks:
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“The fact that our parents, grandparents and our children might say ‘I love
you’ to a robot who will say ‘I love you’ in return, does not feel completely
comfortable; it raises questions about the kind of authenticity we require of
our technology.” (Turkle 2006)

Van Wynsberghe also takes a critical stance toward this technology, focusing
on issues of relational authenticity and vulnerability in care contexts:

“Through an analysis of the value of reciprocity from care ethics, [..] it be-
comes clear that HRI cannot achieve this bidirectional value of reciprocity;
a robot must deceive users into believing it is capable of reciprocating to
humans or is deserving of reciprocation from humans. [...] social robots de-
signed for reciprocity use reciprocity as an instrumental value to enhance
acceptability of the robot” (van Wynsberghe 2022)

From these perspectives, emotional authenticity is considered central. The idea
is that genuine emotions are understood as first-person, internal experiences;
since social robots do not possess such inner emotional states and cannot gen-
uinely feel or reciprocate emotions, their simulations of social or emotional
behavior are inherently deceptive. Therefore, designing robots to evoke emo-
tional attachment is, from this standpoint, ethically wrong. But is this truly
the only, or the best, way to frame the issue? According to some scholars, the
answer may be more nuanced.

Another Perspective: Emotions as Coordination and the Relational View
of the Self

In recent years, new perspectives in the philosophy of mind and emotions, and
more generally in understandings of the human mind and self, have begun
to emerge as alternatives to the classical, standard views. According to Du-
mouchel and Damiano (2017), for example, who have developed a new theory
of emotions applied to Human-Robot Interaction called the “Theory of Affec-
tive Coordination”, the common argument of deception is based on a funda-
mental misunderstanding. They argue that, while modern philosophy of mind
formally rejects Cartesian dualism and acknowledges the mind as a cognitive
system like any other, it nevertheless tends to preserve the view of the human
mind as a paradigmatic epistemic agent—almost ontologically distinct. The
deception argument relies precisely on this residual dualism: it assumes that
external expressions are only genuine if they mirror internal, private states.

https://doi.org/10. inlibr - Open A

125


https://doi.org/10.14361/9783839478431 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by-sa/4.0/

126

Standardization of Al Ethics

Thus, when robots simulate emotions, they are accused of misleading users
into believing that those emotions are authentic (Dumouchel/Damiano 2017).
This view, however, is regarded as philosophically untenable. Even Descartes
had to postulate an external agent — the evil genius — to demonstrate solip-
sism, since without an external point of reference, the very notion of being
wrong loses coherence: one cannot recognize an error without some form of
comparison or feedback. This suggests that truth and meaning are not purely
internal, but necessarily arise within relational and intersubjective contexts
(ibid.). Affectivity, too, is embedded in intersubjective interaction: agents ad-
just their behavior in response to others, whose reactions shape our strategies,
expectations, and relationships. Dumouchel and Damiano thus propose that
the mind, as well as emotions and affective processes, exists within a relational
space. Emotions, in Dumouchel’s view, are not private mental states or internal
attributes of the individual, but relational properties emerging from, and func-
tional to, a mechanism of strategic interindividual coordination (Dumouchel
1995, Dumouchel/Damiano 2017).

Interestingly, this reconceptualization of emotions aligns with emerging
views of the self, mind, and affectivity that challenge traditional notions of the
mind as internal, private, rational, and representational. Rooted in American
pragmatism, such perspectives go back to philosophers like William James,
who famously inverted the intuitive model of emotion. According to James,
emotions are not internal states that precede bodily expression, but rather
the bodily expression constitutes and influences the emotional experience
itself (Murphy, 1997). Numerous psychological experiments have attempted
to demonstrate how bodily or environmental cues influence emotional states
(Laird/Lacasse 2014): eye contact can increase feelings of affection (ibd.); the
classic Strack, Martin, and Stepper (1988) study showed that holding a pen
in one’s mouth to simulate smiling could influence emotional evaluation;
the “suspension bridge” experiment on misattributed arousal showed that
participants were more likely to feel attracted under conditions of physiolog-
ical stress (Dutton/Aron 1989). Social influences also play a role: for example,
simply being told that your heart is beating differently may change your emo-
tional perception (Valins 1966, Taylor 1975). This is consistent with research in
behavioral sciences that challenge the idea of the mind as a rational, introspec-
tive unit. Asch’s conformity experiment (1955) and moral psychology studies
suggest that moral judgments are often intuitive rather than deliberative.
According to Bem (1972), introspection is often a post-hoc rationalization
of behavior, not an access to internal causes. From pragmatist foundations,
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radical embodied and enactive approaches to cognition have emerged. Radical
embodied cognitive science argues that cognition, perception, and emotion
are not internal processes but are grounded in bodily and environmental
interaction (Chemero 2013). Similarly, enactive accounts claim that cognition
is not individual but arises from dynamic interaction between agents (De
Jaegher & Di Paolo 2007). This shift gives new importance to the body and en-
vironment in shaping mental life. In psychology, sensorimotor psychotherapy
emphasizes how working on the body rather than rational cognition can be
effective in trauma treatment (Ogden & Minton, 2000). In robotics, an em-
bodied approach has shown promise: morphology can reduce computational
demands and enhance task efficiency (Hoffmann & Pfeifer, 2012); neuromor-
phic and active perception research suggests that vision and understanding
arise through movement and sensorimotor interaction rather than internal
mental representation (DAngelo et al., 2025). At a deeper level, these shifts
invite us to reconceptualize the very notion of the self. As seen above, our
scientific models are deeply shaped by cultural, social, and moral values. The
individualist, rationalist image of the self reflects Western socio-economic
and cultural paradigms, particularly those of capitalism and liberalism. By
contrast, African approaches to the selfhood emphasize its shared and emer-
gent nature through communal relationships (Jecker/Atuire, 2025). Feminist
and care ethics similarly criticize the notion of the atomized individual and
promote ideas such as relational autonomy and interdependence (Barclay,
2000).

If we then connect these views to proposals such as Bruno Latour’s Actor-
Network Theory (ANT), which holds that both human agents and technologi-
cal artefacts contribute symmetrically to hybrid networks of relations, we ar-
rive at a radically relational and distributed perspective (Latour 2005). Within
this framework, robots may be seen as active participants in affective and so-
cial interactions, not because they possess personal or inner consciousness,
but because subjectivity itself is co-constructed within a relational network. If
there is no longer a Cartesian dichotomy, and affectivity is instead distributed
across a relational network of various actants, then the affective dimension is
no longer confined to human beings. This means that the assumptions under-
lying the deception argument lose their force: if, in order to avoid deception,
it was once required that external emotional expressions match internal emo-
tional states, and that requirement no longer holds, then human-robot inter-
action is no longer inherently deceptive. As a consequence, social robots can
be understood as social partners, and the human-robot relationship can be
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framed as a new form of interaction within the human affective ecosystem,
rather than as the more controversial replacement for human relationships.

New Ways to Determine Deception

Social robots, therefore, are not deceptive per se. But this does not mean they
are necessarily non-deceptive either: they can be. Hence, caution is needed,
especially because we are dealing with vulnerable users, whose protection is of
primary importance. Therefore, we must carefully assess under what specific
conditions deception might occur. Looking more closely at the Theory of Af-
fective Coordination, another consequence emerges: what is morally relevant
is not the “truth” of another’s emotion, understood as correspondence with
an internal, private mental state, but the mutual commitment to act within a
reciprocal emotional coordination. This standpoint aligns with the pragmatist
account of truth, according to which truth is not about an unattainable dimen-
sion of objectivity, but about its function in action. (Murphy 1987) As Charles
Sanders Peirce put it: “Reality [...] consists in the particular sensible effects
that things participating in it produce”; or in William James’ words: “Ideas [...]
become true only insofar as they help us to establish a satisfactory relationship
with all the other parts of our experience.” (ibd.) Bringing these perspectives
together, we can redefine deception: an agent deceives us not when its actions
fail to correspond to some internal “true” emotional state, but when it betrays
our expectations of mutual behavior. Consequently, determining when social
robots may be deceptive cannot rely solely on abstract theorizing; it requires
bottom-up, context-specific, culturally sensitive, and user-centered research.
To this end, future empirical work is needed to explore older adults’ emotional
expectations toward social robots. While some studies have addressed this
question in general terms (Hoppe et al. 2020), more targeted research focusing
specifically on affective expectations is still lacking.

This reflects a first, foundational layer of the concept of deception. But sev-
eral scholars have proposed more nuanced distinctions to better guide both
ethical reflection and user protection, particularly in the case of vulnerable
populations (Danaher 2020, Umbrello/Natale 2024). Most notably, two cate-
gories often emerge: the first is what we have discussed so far — a form of
structural or design-based deception, resulting from the robot’s social cues or
the user’s psychological tendencies (such as agency attribution or personifi-
cation). The second, more serious, form is what Danaher (2020) calls “hidden
state deception” and Umbrello and Natale (2024) refer to as “strong deception”.
This stronger form of deception refers to situations in which a robot deliber-
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ately conceals or misdirects attention away from certain capacities or func-
tions, e.g. covertly recording users through a hidden camera (Danaher, 2020),
orwhen users are led to misunderstand the artificial nature of the system (Um-
brello/Natale 2024). In these cases, “the deception serves some purpose other
than truth, one that is typically to the advantage of the deceiver and the dis-
advantage of the deceived” (Danaher, 2020). According to Umbrello and Na-
tale, strong deception involves three features: (1) lack of transparency, (2) an
intent to mislead, and (3) the potential to undermine user autonomy or control.
While the first type of deception (structural or affective) can be meaningfully
examined within a philosophical framework, as discussed above, the second
type (intentional and harmful deception) may be more appropriately addressed
through legal and regulatory instruments.

Ethics by Law in Social Robotics: Preliminary Reflections on Article 5
of the Al Act

Digital technologies evolve at a pace that often exceeds the capacity of legal
and regulatory systems to respond effectively. Regulatory frameworks tend to
operate on significantly slower structural timelines, leaving many emerging
technologies unregulated or only partially addressed. The European Union is
one of the few institutional bodies that has formalized ethical principles and
translated them into regulatory frameworks for Al technologies, albeit with
significant challenges such as the abstract nature of many guidelines and their
limited binding power.

The most comprehensive effort in this direction is the AI Act, which was
proposed in 2021 and officially entered into force on August 1** 2024 (Euro-
pean Commission, 2024). Some legal scholars working on social robotics have
pointed out that the issue of potentially deceptive social robots may fall under
Article 5 of the AT Act, which concerns prohibited Al practices (Bertolini, 2024).
The article reads as follows:

1. The following Al practices shall be prohibited:
a. the placing on the market, the putting into service or the use of an
Al system that deploys subliminal techniques beyond a person’s con-
sciousness or purposefully manipulative or deceptive techniques, with
the objective, or the effect of materially distorting the behaviour of a
person or a group of persons by appreciably impairing their ability to
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make an informed decision, thereby causing them to take a decision
that they would not have otherwise taken in a manner that causes or
is reasonably likely to cause that person, another person or group of
persons significant harm; Related: Recital 29

b. the placing on the market, the putting into service or the use of an Al
system that exploits any of the vulnerabilities of a natural person or a
specific group of persons due to their age, disability or a specific social
or economic situation, with the objective, or the effect, of materially
distorting the behaviour of that person or a person belonging to that
group in a manner that causes or is reasonably likely to cause that per-
son or another person significant harm; Related: Recital 29. (European
Commission, 2024)

The most relevant part of this provision for the present analysis is the explicit
prohibition of deceptive technologies, under which we can include including
robotic systems, that employ “manipulative or deceptive techniques, with the
objective or the effect of materially distorting the behavior of a person’. This
provision may represent a striking legal translation of the ethical concerns pre-
viously discussed, especially those addressed in the philosophical literature on
deception, emotion simulation, and relational ethics, since a misplaced emo-
tional attachment could lead to unintended or harmful behavioral changes. As
such, philosophical and ethical conclusions remain highly relevant to legal in-
terpretation and implementation. If we accept the ethical arguments explored
earlier — particularly those informed by relational theories and the Theory of
Affective Coordination — then social robots created to generate feelings of af-
fection in the user should not be considered inherently deceptive, and there-
fore not inherently subject to the bans outlined in Article 5.Companion robots
for the elderly and other vulnerable population, therefore, can be considered
generally permissible and not automatically excluded by the regulation.
However, the fact that not all social robots fall under the scope of Article 5
does not imply that none of them do. Following the ethical analysis previously
outlined, the lighter and structural form of “design-based deception” must
be distinguished from more problematic forms of deception that involve ma-
nipulation or exploitation. Given the vulnerability and delicate moral status
of the end-users, it is crucial to safeguard their human dignity, ensuring that
both no unintended harmful effects occur and no explicit intention to deceive
is present. Within the regulatory framework of the AI Act, this highlights the
need for a more nuanced evaluation and the development of more specific
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guidelines, aimed at more narrowly and precisely identifying which types of
companion robots are ethically and legally permissible, and which may raise
deeper concerns.

To this end, much work remains to be done. However, even from the em-
bryonic analysis provided here, it is possible to outline some very preliminary
guidelines. On the one hand, this concerns the methodological approach.
As shown by the value-sensitive design perspective, the integration of moral
values can—and should—occur at the very beginning of the design process.
The form, appearance, and functionality of a robot can take many different
shapes and not necessarily follow the depictions found in dominant cultural
narratives. Furthermore, as highlighted by the need for user-centered design
approaches, the final say in this technological construction must lie with the
end-users themselves; in the case of ECRs, with elderly people. As Sharkey
& Sharkey emphasize, “it is important to ensure that robots introduced into
elder care do actually benefit the elderly themselves, and are not just designed
to reduce the care burden on the rest of society.” (Sharkey/Sharkey 2012). It is
therefore essential that any design and development processes be informed
by, and co-constructed with, elderly users. On the other hand, it is necessary
to employ theoretical tools from ethics and philosophy alongside those of the
law, using legal constraints to operationalize ethical considerations in ways
that maximize the protection of vulnerable populations. For instance, legal
constraints can be applied to manufacturers regarding product features, or to
distributors and retailers concerning marketing practices—thus minimizing
risks related to profit-driven exploitation. This could include, for example,
applying specific regulations used for medical devices. By combining the top-
down theoretical insights of ethics and philosophy with the bottom-up, user-
centered and value-sensitive design approaches, it becomes possible to begin
outlining context-sensitive guidelines tailored to different types of deception
and specific use cases.

Preliminary Guidelines

Building on the previous analysis, I propose some preliminary regulatory
and design guidelines, which need to be further developed and specified in
future work. These recommendations follow the above-mentioned distinction
between banal and strong deception, to which I suggest adding a third area
of concern: commercial exploitation, a particular form of strong deception.
Indeed, the main risk posed by social robots is that they may be designed to
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exploit users’ psychological vulnerabilities for commercial gain, much like

social media platforms have proven to do — enabled by privatization, dereg-

ulation, monopolies, and disproportionate power distribution. For example,

they could manipulate users’ attention and emotions to increase engagement

or use personalized interactions to influence behavior in ways that primarily

serve profit-driven goals rather than users’ own interests. This includes tac-

tics such as reinforcing addictive behaviors, subtle persuasion without clear

consent, and controversial personalization up to undisclosed advertising.
In light of this, and following the threefold definition of deception, the fol-
lowing guidelines can be outlined, addressed to different stakeholders:

« Avoiding Banal Deception

Ensure emotional safety: conduct field studies using user-centered and
value-sensitive design focused on users’ affective expectations and in-
form regulation on these findings. (researchers, companies, national
and supranational institutions...)

Promote understanding of human-robot interaction as a novel rela-
tional form and not as a replacement for human-human relations, fa-
voring non-human-like designs in elderly care and discouraging the
employment of hyper-realistic anthropomorphic robots. (companies,
manufacturers, developers...)

In this perspective, design and usage guidelines should ensure that
robots are not used exclusively nor perceived as replacements. (lawyers,
manufacturers, final users...)

«  Avoiding Strong Deception

Ensure transparency and privacy protection: all features must be
clearly declared, with clear communication to guarantee informed
consent as much as possible. (lawyers, companies, retailers and dis-
tributors, final users...)

Prohibit intentional manipulation (e.g., hidden cameras, covert
recording, advertising purposes, and other deceptive practices).
(lawyers, institutions, manifacturers...)

« Avoiding Commercial Exploitation

Explore reclassification of certain social robots under stricter regula-
tory categories, such as medical devices, to provide stronger control
and protection for vulnerable populations. (lawyers, researchers, insti-
tutions...)
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«  Promote transparency about commercial intents and practices behind
social robots. (lawyers, companies, retailers and distributors...)

« Encourage business models through legal boundaries that prioritize
user well-being over profit maximization. (lawyers, researchers, insti-
tutions...)

Conclusion

Despite the complexity and abstract nature of regulations such as the AI Act, it
is nonetheless possible and necessary to specify clear frameworks to guide the
ethical governance of technologies. This ensures the protection of end users
without resorting to blanket bans on potentially beneficial innovations, such as
elderly care and companionship robots. Indeed, legal instruments are crucial
to operationalize ethics and embed values within technology, acknowledging
that technology is never neutral but always reflects social biases, values, and
worldviews. At the same time, technology is neither inevitable nor predeter-
mined. On the contrary, it can be shaped towards multiple possible futures and
diverse forms by integrating specific values and purposes into its design and
deployment.

In the specific case of Elderly Care Robots (ECRs), particular attention must
be paid to the risks of deception and lack of reciprocity, with a focus on human
dignity and well-being. Several paths can be pursued to achieve this goal: on
the one hand, developing ethical evaluations grounded in rigorous philosophi-
caland theoretical work that incorporate emerging relational perspectives; and
on the other, undertaking bottom-up, field-based analyses centered on the in-
terests, care, and lived experiences of end users. The overarching purpose is to
translate ethical and empirical insights into robust regulatory measures that
effectively guide innovation, while acknowledging the complexity of this task
and that substantial work remains to be done.
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Navigating Challenges and Opportunities

of Standards Developing Organizations in Times
of Rapid Technological Advancement

A DIN e.V. Perspective

Dr. Maria Mensch, Adrian Seeliger, Johannes Wellhdfer

Abstract: The standardization of Al ethics is an essential yet complex endeavor, neces-
sitating a balance between technological progress, regulatory frameworks, and societal
values. As Al systems increasingly shape economic, political, and social realities, en-
suring their ethical use requires robust and legitimate standardization mechanisms.
DIN e.V. as a national Standards Developing Organization (SDO) acknowledges the
challenges of defining a universal ethical framework, given the vast differences in values,
legal systems, and governance structures across the globe. In this publication we will
address the involvement of for-profit companies in the standardization process, the
distribution and visibility of stakeholders and their interests, and whether ethics can
be formalized and how the certification of Al could proceed. The certification of ethics
in AI with regard to defined specifications on principles of fairness, transparency, ac-
countability and privacy, shows trustworthy compliance through a trusted structural
process. The specifications used as a basis for certification need to have a solid under-
standing of their implications. This vequires the participation of all stakeholders. Critics
point out that traditional standardization bodies often struggle to achieve a balance
between open democratic participation and efficiency, which leads to the criticism that
certification mechanisms are either too bureaucratic or not inclusive enough (Werle
and Iversen, 2006). Another point of criticism is the perceived increasing influence of
private companies and industry-led bodies on the standardization process behind closed
doors, leading to concerns about industry dominance and vegulatory capture (Corporate
Europe Observatory, 2025). Addressing these points, we show which mechanisms we
have within the SDOs, which institutions (e.g. Consumer Council and Commission
for Occupational Health and Safety and Standardization (KAN)) exist and how they
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contribute to a formalization of ethical principles in order to enable a fair and inclusive
standardization process. Using case studies, we show that standardization is a means
that can serve as a mechanism to align technological advancements with societal values.
In conclusion, the certification of Al ethics and the governance of Al standardization
at first glance appears fraught with challenges, from industry influence to geopolitical
disparities. However, history demonstrates that standardization can serve as an im-
portant moderating system for harmonization, ensuring responsible innovation while
safeguarding fundamental vights. SDOs work as a mediator between many different
stakeholder groups, advocating for a balanced approach that fosters global cooperation
while upholding ethical principles in Al development and deployment.

Keywords: Standardization; Standards Developing Organization; DIN; Artificial In-
telligence

Introduction

Artificial intelligence (AI) influences various facets of human lives ranging
from economic to social domains like chatbots or automated creditworthiness
assessments (Genovesi et al., 2024). Given the range of Al through its integra-
tion into everyday processes, the demand for regulation to ensure ethical use is
on the rise as shown by the European Artificial Intelligence Act. Robust ethical
standards within evolving Al technology should encompass key principles
such as fairness, transparency, accountability, and privacy (Hermann, 2022;
Hunt and Vitell, 1986). Official international standards guide the development
and deployment of Al systems and must therefore ensure they themselves
are aligned with societal values and do not inadvertently compromise human
rights.

Standards Developing Organizations (SDOs), such as DIN eV. on a na-
tional level, or ISO and IEC as international institutions, play a critical role
in this endeavor. These organizations are tasked with orchestrating the devel-
opment of standards that harmonize technological advancements with ethical
imperatives. SDOs face the challenge of establishing frameworks that are not
only technologically sound, but also socially responsible, contributing actively
to global efforts in setting legitimate standardization mechanisms (Hoek, 2015;
Van Eck and Waltman, 2010). Through these frameworks, SDOs aim to shape
the future landscape of Al development, advocating for standards that also re-
flect diverse ethical considerations and promote responsible innovation.
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Ethics in Al and Business

When talking about ethics, common understanding is the rational and sys-
tematic examination of the norm of what is right and wrong, and moral ac-
tions whose results do not cause harm to people. Another aspect is the ability
to distinguish between good and bad actions/guidelines and standards that
prescribe the decision to act in different circumstances (Graham, 2013; Kazim,
2017; Weiss, 2014). It should be noted that morality in philosophical ethics com-
pares inner states that are directed towards external constraints, the so-called
virtue. Meanwhile, Al ethics can be oriented towards the legislature to cover
the key issues of governance, accountability and transparency. Here, it is im-
portant that there are rules and guidelines that are covered and implemented
by the executive branch of the government, a so-called coercive core (Kazim
and Koshiyama, 2021).

The most relevant ethical theories for business ethics and Al ethics are
virtue, consequentialism, and deontology ethics (Kapteint and Wempe, 2002).
Virtue ethics has its roots in pre-Enlightenment Aristotelianism and states
that a person’s character traits influence their behavior in certain situations.
Character traits or virtues such as honesty, self-control, integrity, courage,
generosity and fairness are desirable. The person should develop into a perfect
self, the action itself or its consequences are not the focus of virtue ethics
(Kapteint and Wempe, 2002; Kazim and Koshiyama, 2021).

In contrast, consequentialism theory has the consequence of an action
at its center. The maximization of pleasure or minimization of displeasure
is sought as a consequence through the formulation of principles. Here, the
outcome literally justifies the means, and the character traits of a person can
be disregarded. This ethical approach is often found in government policy and
decision-making, for example the maximization of gross domestic products
as an argument in economic policy (Kazim and Koshiyama, 2021; Okello, 2021).
The third deontology ethics theory, which is also known as duty ethics, sees the
duty and obligation to commit an action as the main essence of its theory. This
distinguishes it from the consequences and outcomes of consequentialism
ethics, where the weakness lies in the inflexibility and the use of strict rules
(Kapteint and Wempe, 2002; Okello, 2021). When ethics is applied practically,
it is often referred to as morality, as it is more concrete in its application and
more helpful to society. Morals and ethics are related, but not the same, which
often leads to misunderstandings and discussions in literature. Morality is
based on realistic standards of behavior and norms of action and is therefore

https://doi.org/10. inlibr - Open A

145


https://doi.org/10.14361/9783839478431 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by-sa/4.0/

146

Practioner’s Corner

easier for businesses to grasp (Place, 2019; Yeh et al., 2020; Vadera & Pathki,
2021;).

Business ethics emphasizes organizational responsibility to society over
organizational profit (Kolb, 2008). This responsibility to society has been dis-
cussed in literature since the 1930s and 40s, with the question of what spe-
cific social responsibility companies have (Caroll, 1999). With the current en-
vironment and the increased interest in ethics, businesses have no choice re-
garding their moral responsibility and how they behave, as misconduct can
lead to profit and image loss (Brimmer 2007; Okello, 2021; Kamila and Jas-
rotia, 2023). Environmental, social and governance issues (ESG factors) have
received a lot of attention in recent years and can influence a business posi-
tively or negatively. Without ethical practices, the business opens itself up to
a high risk of being boycotted by consumers, fines, and penalties or litigation
claims, whereas the positive effects of ethical behavior in an organization in-
clude increased profitability and strengthened internal and external relation-
ships with stakeholders (Nelson, Campfield and Weeks, 2008; Jin, Drozdenko
and DeLoughy, 2013; Okello, 2021). The lack of ethical behavior and guidelines
can lead to very diverse business risks such as data leaks from technology com-
panies, the dissemination of false information on platforms or the fast fashion
industry, with its poor working conditions in production countries and harm-
ful environmental impact (Binet et al., 2019; Jing and Murugesan, 2019; Mars-
den, Meyer and Brown, 2020; Niinimiki et al., 2020).

There are two ethically relevant aspects in Al development, on the one hand
Al itself, how it works and “acts”, and on the other hand the development of AI,
under what working conditions the developers work, whether the program-
ming work has been outsourced to countries with lower wages and possibly
inhumane working conditions for example. Both aspects offer approaches for
standardization in order to take ethical aspects into account in both the devel-
opment and application of Al, and to give industry and users guidelines and
technical basis for their behavior and processes. In the discussion of Al ethics,
however, the focus is primarily on the processes and development of Al, con-
sumer safety in its application and the ethical concepts that AI developers fol-
low and that are used in programming.
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Challenges in Standardizing Al Ethics

Al ethics is concerned with the psychological, social and political implications
of AL This includes e.g. protection against undue manipulation, the right to
know when you are not interacting with a human and questions of mental au-
tonomy in the psychological sphere. The issues of justice and fairness fall under
the social aspect of above mentioned ESG factors and influence on economic
and democratic processes falls under the political area (Floridi, 2014; Kriebitz
and Liitge, 2020; Miiller, 2020).

The process of standardizing Al ethics is complex, primarily due to the di-
verse cultural and legal landscapes across the globe reflecting a profoundly dy-
namic and novel technology with diverse societal interaction. Different regions
uphold varying ethical values, legal systems and regulatory approaches mak-
ing it challenging to formulate a universal framework that encompasses these
differences (Hoek, 2015; OhEigeartaigh et al. 2020).

Secondarily, conflicting objectives and the unclear state of technology re-
garding metrics for Al monitoring present further barriers to standardization.
Also, the diversity in use cases necessitates tailored ethical considerations,
making a one-size-fits-all approach impractical at this stage (Genovesi et al.,
2024; Radanliev et al., 2024).

The literature highlights the need for dynamic and adaptive standards that
can navigate these intricacies, allowing for the global dissemination of ethical
Al practices without sacrificing cultural specificity (Ho, Wang and Vitell, 2012;
Vitolla, Raimo and Rubino, 2021).

Furthermore, some SDOs, such as DIN e. V. have internal guidelines and
documents that prohibit the standardization of ethics as such. Since ethics is
aterm that can be interpreted in different ways, ethical aspects and guidelines
should be defined and anchored in national and international standards. Here
the task of the SDOs is not to define ethical principles but to process the legisla-
tive framework and support regulation through technical definitions, require-
ments or guidance documents. This puts the SDOs and thus the respective top-
ical stakeholders in a position to help shape Al regulation within the legislator’s
intended boundaries. These standards act as principles in the development of
Al products and can integrate ethical considerations. To ensure trust of other
market actors in one’s own adherence to standards and specifications, actors
can certify their Al products. This means having a third party audit the imple-
mentation of standards and specifications and document this audit to allow
for higher confidence in these AI products. (Radanliev et al., 2024).
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Another significant challenge lies in incorporating adequate stakeholder
participation. A large amount and high variety of participants boosts inclu-
siveness, while it reduces speed and flexibility creating a conflict of interest.
The main objective of the international standardization system and its involved
national SDOs is to dissolve this conflict of interest and to create a diverse and
high participation.

An example of the demand for mechanisms of participation and modera-
tion is evident in the numerous definitions of artificial intelligence systems.
As Al is subject to potential regulation or oversight, having a clear and distinct
definition is crucial to understanding its scope. However, various definitions
of Al exist. For instance, the EU Al Act and the broadly accepted OECD def-
inition differ, and the foundational document ISO/IEC 22989:2022 offers yet
another interpretation of ‘Al system’' (Holistic Al, 2024). This diversity in defi-
nitions likely stems from the involvement of many stakeholders, resulting in
consensus based on the minimal common denominator for each individual
working group.

While democratic inclusiveness is vital in capturing a wide array of per-
spectives, there is often criticism that standardization mechanisms either be-
come too bureaucratic or not sufficiently inclusive (Corporate Europe Obser-
vatory, 2025; Raj, Jasrotia, Rai and Ansari, 2022). Additionally, the influence
of private companies and industry-led bodies can lead to concerns regarding
regulatory capture and industry dominance in setting ethical guidelines. This
dominance can skew ethical standards towards commercial interests, poten-
tially perceived as undermining broader societal values (Schuklenk, 2020).

While standardization historically focused only on specific technologies,
standardization today is becoming increasingly interconnected and complex.
Almost all surrounding aspects of a given technology, e.g. logistics, process
management, safety and environmental impact, are now also standardized.
Additionally, international standards are becoming more politicized because
of their wide influence. While governments have historically stayed out of the
standardization process, a change is noticeable here. As such, the influence
of the Western actors is often pitted against the growing influence of China
within the world of international standardization. A metric frequently used to
monitor country involvement in international standardization is the number
of proposals for new working items or the chair of working groups by coun-
try or their representative national standardization body (NSB) providing the
administrative work of a given committee. The various incentives for govern-
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ments to participate in standardization, whether through tax breaks or by pay-
ing experts for their contributions, illustrate the harsher tone (Barrett, 2024).

Despite the increased political interest, SDOs, such as ISO and IEC, have
mechanisms in place to avoid over-politicization and to ensure their function-
ality and legitimacy. These mechanisms are based on the two core principles
of consensus and voluntarism (Barrett, 2024). These two principles state that
only a maximum of a quarter of negative votes and a positive two-thirds ma-
jority are required for votes. These guidelines presuppose the willingness of the
various parties to discuss and compromise in order to reach an agreement and
virtually prevent a single party from doing it alone. The agreed standards are
not binding but are to be applied voluntarily. As a result, application through
market actors ultimately decides whether the standard is fit for purpose, un-
less governments intervene and make the standard binding by law. A special
category are Harmonized European Standards, whose development is com-
missioned by the European Commission and complying with them demon-
strates compliance with requirements of the relevant EU legislation. However,
the industry is still free to choose a different solution to meet the requirements
(Barret, 2024, Your Europe). The ethical challenges in the field of Al require
proactive strategies from governing bodies, including mechanisms that pro-
mote equal stakeholder representation, mitigate the risk of industry domi-
nance, while fostering constructive dialog between all parties involved (Roth-
schild, 1999; Quazi & O’'Brien, 2000; Brenkert, 2002). To accomplish this task,
SDOs rely on incorporating stakeholder with different backgrounds’ perspec-
tives for a holistic approach and inclusive standardization processes (Agudelo,
J6hannsdéttir and Davidsdottir, 2019). As the means of different parties vary
greatly, one of the simplest first steps is to facilitate access to meetings, e.g. by
setting up web meetings or hybrid solutions.

Another problem is the influence of interest groups from industry. Sili-
con Valley giants have historically used their considerable resources to shape
academic research and ethical guidelines to align with their commercial goals
(Ochigame, 2019; Schuklenk, 2020) This practice risks unduly influencing reg-
ulatory institutions that are supposed to oversee Al development, thereby dis-
torting Al standards in favor of commercial interests and potentially at the ex-
pense of the common good.
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Figure 1: Structure of opinion formation in ISO as an exemplary Standards Develop-
ment Organization (SDO). The National Standardization Bodies (NSB) represented
by NSB 1, NSB 2 and NSB 3 get input from different sources, such as stakeholder rep-
resentatives, industry representatives, academic institutions and governmental actors,
forming a national opinion. This opinion is then represented by a delegate sent by the
NSB to the SDO, here ISO.

IS0

N

Send delegates to represent the NSB's country

NSB ety NSB NSB
(e.g. ANSI, iz (e.g. ANSL, DIN, < "‘"}’”""fv (e.g. ANSI,
DIN, BSI) BSI) IR DIN, BSI)
Stakeholder gl "
% Reprosenta . &
tivas
P Send people to estabiish
- the national postion Govern.
Industry g
actors
representa
tives
u S8 Cou NSB 2 C NS8

To prevent this, transparency in the standardization process is essential.
Ensuring that dialogues and negotiations between stakeholders are open and
documented will help to maintain accountability and prevent undue influence
by any single party. The distribution and visibility of the stakeholders involved,
such as in the foreword of DIN SPECs developed by DIN e. V., can make a con-
tribution here. Conventional standardization mechanisms are often criticized
for being either too bureaucratic or not inclusive enough, which limits the par-
ticipation of critical voices such as smaller technical innovators or consumer
groups. Current strategies to improve stakeholder engagement include public
consultations, open forums and the use of digital platforms to broaden partici-
pation. By increasing stakeholder visibility and accountability, SDOs are better
able to develop standards that align technological advances with societal val-
ues.

Formalizing Ethics and Certification Mechanisms in Al

In the previous sections, various ethical principles and theories were dis-
cussed. Nowadays, ethics no longer only refers to interpersonal interactions,
but also includes a technical component, on the one hand the exchange be-
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tween humans and technology and, on the other hand, what influence new
technologies have on life. As Al-driven processes become more widespread
and integrated into our everyday lives, the formalization of ethics in Al sys-
tems is a crucial process that underpins the integrity and social acceptance of
artificial intelligence. Al technologies permeate different sectors. Establishing
robust certification mechanisms enables compliance with ethical principles
such as fairness, transparency, accountability and privacy. These principles
are crucial to protect (individual) liberties and enable regulatory mechanisms.

In order to maintain an ethical Al system, the expectations of the system’s
outcome as well as the expectations of how the system has arrived at these out-
comes must be considered with ethical principles (DIN and DKE, 2022). It is
also important that the algorithms in question are accountable throughout the
application’s lifecycle, i.e. they operate transparently, fairly and in line with so-
cietal expectations (Radanliev et al., 2024).

The implementation of these principles should be considered from the out-
set. Here developers in particular are called upon, to implement the various de-
mands and requirements in consultation with different interest groups (ethi-
cists, civilians, tech companies, lawyers). If you take into consideration the
whole life cycle, this includes not only testing A, but also continuous moni-
toring in the form of security protocols, error monitoring and reliability. There
are various tests for this, such as permutation importance, drop-column im-
portance, model-specific methods, and post-hoc interpretation methods each
with their own strength and pitfalls (Radanliev et al., 2024). Another aspect
is certification and regular audits, which can strengthen the trust of the civil-
ian population in the applications. In the area of cybersecurity, there is the
so-called Red-teaming, in which the system is attacked and thus the resistance
is tested; this process would also be conceivable in the Al area (Radanlievetal.,
2024).

Another aspect is data protection, which is a fundamental aspect of the de-
velopment of Al systems, if sensitive data are part of the training or deploy-
ment of a system. and could include issues such as prejudice based on socio-
economic class, gender, skin color and other factors. Companies should and
often are obliged to provide resources to address these. The inclusion of var-
ious stakeholders in development, as mentioned above, can help with issues
such as prejudice by representing broader societal values and offering a range
of perspectives. Feedback options from users and other stakeholders after the
implementation of the system help to identify problems and adapt to changing
circumstances (Radanliev et al., 2024). Transparency reports containing infor-
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mation on new Al implementations, problems and solutions are another way
to increase trust in Al applications.

While the implementation and realization of ethical principles is done by
developers and companies, the formalization process stems from a different
level of philosophical and societal discourse. From the perspective of technical
implementation in democratic contexts these are foremost perspectives mod-
erated by election, law making, laws and law enforcement as well as further
discussed stakeholder requirements. Here, criteria that Al systems must meet
in order to be considered ethical are established, comparable to the develop-
ment of marketing ethics, where the need for reliable data is emphasized to
improve ethical standards and practices (Hunt and Vitell, 1986). Similarly, AI
ethics should be based on empirical rigor and supported by comprehensive
methodologies detailing ethical requirements and compliance. This empiri-
cal input is needed to lower the challenge to translate ethical principles into
quantifiable standards that can be universally applied. The concept of "ethics
by design” discussed in the Al ethics literature advocates incorporating ethical
considerations at the earliest stages of Al development (Schuklenk, 2020). This
proactive approach emphasizes the importance of embedding ethical consid-
erations into the technological design process to ensure that Al systems in-
herently uphold societal values. Care and consideration should be exercised
to maximize the benefits to society while limiting potential harm. Establish-
ing standards and certification procedures based on these standards, to ensure
that Al is developed and applied in an ethical manner, is a crucial element in
putting Ethics by Design into practice. Industry-relevant guidelines covering
various aspects of Al, e.g. data management, transparency of algorithms, ex-
plainability and fairness, can be created through collaboration with interna-
tional SDOs such as ISO. The development of structures, guidelines and prin-
ciples should be based on a collaborative approach involving multiple stake-
holders, such as governments, industry, academia and civil society. The inclu-
sion of different perspectives is essential to develop ethical standards that are
both relevant and representative, as noted in previous discussions on market-
ing responsibility (Kamila and Jasrotia, 2023). Another point is the promotion
of global cooperation, which due to the global nature of AI technologies, stan-
dards and legal frameworks should transcend national borders (Radanliev et
al., 2024).

The standards developed can be verified through innovative certification
models, which helps to streamline the process, reduce bureaucratic hurdles
and improve inclusivity at the same time. For example, privacy-friendly tech-
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nologies such as federated learning are proposed as models that embed ethical
standards directly into the development process and guarantee the confiden-
tiality of data. Through certification, independent third parties can objectively
verify whether an organization’s Al system installations are ethical and in line
with best practices. By formalizing ethical values represented in state law and
establishing the basis for effective certification mechanisms, SDOs can pro-
mote Al systems that are ethically compliant and socially accepted. Achiev-
ing this goal not only strengthens the credibility of Al systems but also ad-
vances the mission of aligning technological progress with ethical demands on
a global scale.

In parallel with industry advancements, the European Union has adopted
a widely discussed regulation for Al: the EU AI Act. Based inter alia on dif-
ferent publications by the High-Level Expert Group on Al set up by the Euro-
pean Commission, it features a human- and risk-centered approach. The most
critical Al applications will be categorized in the high-risk class, depending
on the areas of use, leading to a vast number of obligations (Regulation (EU)
2024/1689, Busch et al., 2024). Harmonized European standards, a tool well
known in the EU product safety legislation, are currently developed to imple-
ment and further formalize the EU Al legislation.

Compliance with these standards enables providers of Al systems to issue a
written EU declaration of conformity stating that the system meets all relevant
requirements thus reducing the involvement of third parties in most cases. Or-
ganizations will still be able to comply with the EU’s obligations without us-
ing harmonized standards using a formal third-party assessment by a notified
body.

Successful Co-Creation of Al Standards: Insights from Practice

To ground our discussion in current efforts, exploring examples and case stud-
ies where standardization processes have succeeded can provide insights into
the practicalities of aligning Al technological advancements with societal val-
ues.

The following two examples originate from the healthcare and the finan-
cial sector. As both are highly regulated areas already due to their substantial
impact on our life, they were early in developing and adopting Al governance
instruments such as standards.
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One significant example comes from the healthcare sector, where
Al-driven diagnostic tools have revolutionized patient care. By adhering to
strict ethical guidelines and certification processes, these tools have managed
to enhance diagnostic accuracy while respecting patient privacy and ensuring
data security (Hermann, 2022). The implementation of Al ethics standards has
involved multi-stakeholder collaboration, including medical professionals,
patient advocacy groups, and technology developers. This diverse engagement
has helped balance innovation with ethical principles, promoting trust in Al
applications.

Another area of interest is the financial industry, where AI algorithms
are used for credit scoring and fraud detection. Ethical standardization has
been proven as crucial in preventing discriminatory practices and ensuring
accountability in decision-making processes (Ho, Wang, and Vitell, 2012; Vi-
tolla, Raimo and Rubino., 2021). The standardization of AI within the financial
sector brings several benefits. By establishing publicly available frameworks,
it enhances transparency and allows customers and supervisors to better
understand the mechanisms in use. For financial institutions, standardized
guidelines reduce the burden of developing solutions from scratch, enabling
them to rely on shared resources and established best practices. Furthermore,
standards created through structured processes often integrate ethical prin-
ciples, promoting fairness and alignment with societal values. However, given
instances of unethical behavior in the finance industry, continuous oversight
is necessary to ensure these standards are effectively implemented and ad-
hered to. Anticipating the need for adequate Al standardization, the German
Standardization Roadmap on Artificial Intelligence (DIN and DKE, 2022)
was launched as an open stakeholder-involvement effort to identify needs for
standardization with active participation of over 500 experts. The area of the
financial industry was a main topic of the second edition of the document,
leading to the development of three specifications projects. The DIN SPEC
91512 “Fairness of Al-based applications in the financial sector”, DIN SPEC
91527 “Goals, Methods and Metrics for Automated/Semi-Automated Runtime
Monitoring of Al Systems for Non-Adversarial Performance” and DIN SPEC
92001-3 ‘“Artificial Intelligence — Life Cycle Processes and Quality Require-
ments — Part 3: Explainability” can serve as the basis and starting point for
consensus-based international standardization. Industry, researchers, regu-
latory and governmental bodies and users have collaborated in these projects,
laying important groundwork. Especially the standardization initiative DIN
SPEC 92001-3 serves as a practical example of how formalization of ethical
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aspects can be supported by standardization processes (DIN, 2023; DIN, 2024;
DIN 2025).

A key topic, horizontally affecting all Al applications, is transparency. Be-
ing at the intersection of technical and ethics and technology it plays a key role
in most frameworks or regulations trying to manage trust and accountability
in autonomous systems. Transparency in Al refers to the extent to which the
operations, decision-making processes, and impacts of Al systems can be
understood and traced. Various organizations, both public and private, have
attempted to define transparency, leading to a highly fragmented research
landscape (Haresamudram, Larsson, and Heintz, 2023). A technical speci-
fication effort involving a diverse range of contributors (DIN SPEC 91528,
currently being developed) seeks to lay the groundwork for standardizing the
terms and definitions and overview of relations and dependencies of tech-
nical transparency dimensions that are widely recognized. In addition, the
involvement of various stakeholders can help to align the currently divergent
concepts of regulatory frameworks, research, legal norms and societal expec-
tations, thereby strengthening trust in Al systems and mitigating risks while
promoting regulatory compliance and societal acceptance. Thus, the creation
of technical standards aims to ease discussion of these issues through staying
at the descriptive level. The prescriptive level of normative social rules has to
be dealt with on each individual application’s level

Mechanisms for Ensuring Inclusive and Fair Standards

The pursuit of ethical Al standardization demands mechanisms that ensure
inclusivity and fairness in stakeholder participation. Without such measures,
the process risks sidelining important voices and values, leading to standards
that may not fully address the needs of diverse communities.

One critical mechanism to realize the above goals is the implementation
of public consultation processes, allowing a wide spectrum of stakeholders,
including consumer groups, academia, and industry representatives, to con-
tribute to standard development. Such consultations can help democratize the
standardization process, ensuring that various perspectives are considered
and valued (Schuklenk, 2020; Raj, Jasrotia, Rai, and Ansari, 2022). Within
the EN/ISO set of rules for creating standards documents, organizations are
invited to participate, and participating organizations are able to comment
and vote.
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In addition to consultations, the formation of dedicated councils and
commissions can support inclusive participation. Institutions, such as, for
example, the Consumer Council and Commission for Occupational Health and
Safety and Standardization (KAN) at DIN e.V., play vital roles in advocating
for professional end users and private individuals’ interests, and ensuring that
ethical standards reflect societal values (Kamila and Jasrotia, 2023). These bod-
ies can facilitate ongoing dialogue and monitor the standardization process
to safeguard against dominance by any one group.

Furthermore, cross-sector and cross-stakeholder collaborations can en-
hance the inclusivity of standardization efforts. By fostering partnerships
between various sectors — e.g. IT, manufacturing, quality assurance — and
various stakeholders — public, private, and non-profit — SDOs can encourage a
holistic approach that integrates contributions from all relevant parties. These
collaborations are instrumental in creating standards that not only address
technological advancements, but also ensure with ethical principles on a
global scale, as shown for example in the above-mentioned (DIN, 2024 DIN
SPEC 91512), where industry and researchers collaborated with the banking
supervision.

Through these mechanisms, SDOs can champion fair and inclusive stan-
dardization processes, promoting ethical Al development that upholds societal
values and protects fundamental rights.

Conclusion

In this article, we have looked at various ethical theories and discussed the dif-
ferent requirements and challenges of ethics in Al.The standardization of AI
ethics is complex due to the many areas of society that are now influenced by
Al as well as the global nature of Al and the different interpretations of ethics
and their application. In addition, SDOs are confronted with accusations of in-
dustry influence and opaque processes, the lack of balance between efficiency
and inclusivity and are simultaneously exposed to a changing political dimen-
sion of standardization. However, both history and recent developments have
shown, standardization capacities for all stakeholders are of fundamental im-
portance. They act as essential mechanisms for synchronization, ensuring co-
ordinated development of standards alongside technological innovation and
are a tool for protecting basic human rights, by observing conventions and
rights.

https://doi.org/10. inlibr - Open A


https://doi.org/10.14361/9783839478431 
https://www.inlibra.com/de/page/agb
https://creativecommons.org/licenses/by-sa/4.0/

M. Mensch, A. Seeliger, J. Wellhdfer: Challenges and Opportunities of Standards

To enable the standardization of ethical AI, a multi-layered approach that
involves all relevant stakeholders, employs different methodologies and pro-
motes global collaboration is necessary. SDOs play a crucial role in this process
as they provide the framework for the necessary processes. By promoting
transparent stakeholder engagement, lowering organizational barriers and
advocating for inclusive frameworks, SDOs can drive ethical Al practices. In
the example of DIN eV, as a national SDO, examples on the development of
standards that can help formalize ethical aspects and particularize legislation
were shown. With internal, independent institutions such as the Consumer
Council and the Commission for Occupational Health and Safety and Stan-
dardization (KAN), DIN e.V. shows a way to involve and protect stakeholders,
such as end users, who are primarily affected by Al applications.

In summary, there are many challenges in the standardization of ethical
Al and some changes can be expected in the future. Common technical rules
will be set, if this will happen by a coordinated approach through the processes
of official international standardization (e.g. ISO or IEC), by de facto means
of big actors within the Al ecosystem, or otherwise has to be seen. However,
standardization and the SDOs have proven in the past their ability to unite dif-
ferent perspectives, build consensus and ensure responsible progress. It can
therefore be assumed that, in the case of Al ethics, standardization is also a
valuable instrument that continues these principles and leads to a result that
forms the basis for common technical implementation and certification and
thus provides industry and users with a tool to facilitate understanding of the
processes and trust in Al applications.
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